Fronm: Jacobson, John MTICEX

Sent: Wednesday, July 23, 2014 10:12 AM

To: Hughes, Bette-Jo MTICEX; Lowe, Charmaine MTICEX

Subject: Fw: MEETING MATERIAL: July 24 -4:15-5:00 - MIN(s) Meeting re: data innovation
centre/health privacy*

Attachments: 1013444 - Minister Lake Meeting Material, July 24, Data Innovation Centr...ppix;

1013444 - Minister Lake Meeting Material July 24 Data Innovation Centre ...docx

The wording in the value proposition is better than it was, but the graphics both lack innovators as part of the
client group.

Sent from Windows Mail

From: Barnes, Renee A MTIC.EX

Sent: Wednesday, July 23, 2014 10:04 AM
To: John Jacobson, Bette-lo Hughes

Cc: Diane Taylor, Molyneux, Jennifer MTIC:EX

Hi there,

Please find attached meeting material for your review in advance of tomorrow’s meeting.
MIN(s) Meeting — Data nnovation Centre/ Health Privacy

July 24, 2014

4:15-5:00

Location: PVO, Executive Boardroom

Attendees: Minister(s) Wilkinson, Lake / John, Bette-lo, Stephen Brown, Elaine McKnight & Lindsay Kislock

This material was provided by our MO from Minister Lake’s office today,
HLTH Meeting Material:

Renee

From: Flesh, Cindy MTIC:EX

Sent: Wednesday, July 23, 2014 9:42 AM

To: Barnes, Renee A MTIC:EX

Subject: FW: Meeting request w/MAW and MTL
For yous

Cindy Flesh

Administrative Coordinator to

the Honourable Andrew Wilkinson

Minister of Technology, Innovation and Citizens’ Services
Phone: 250- 952-7623

Fax: 250-052-7628

From: Flesh, Cindy MTIC:EX

Sent: Wednesday, July 23, 2014 9:41 AM

To: Taylor, Diane Ruth MTIC:EX

Subject: FW: Meeting request w/MAW and MTL
Cindy Flesh

Administrative Coordinator to

the Honourable Andrew Wilkinson

Minister of Technology, Innovation and Citizens' Services
Phone; 250- 952-7623

‘Fax: 250-052-7628
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From: Jukes, Shaina HLTH:EX

Sent: Wednesday, July 23, 2014 9:40 AM

To: Flesh, Cindy MTIC:EX

Subject: RE: Meeting request w/MAW and MTL

~ HiCindy, Sorry I had thought someone sent them to you last week when S22

Shaina Jukes

Administrative Coordinator to the Honourable Terry Lake
Minister of Health | PO Box 8050 Stnt Prov Govt Victaria, BC V8W 9E2
Phone: 250-953-3547| Fax: 250-356-9587 | Hith. Health@gov.be.ca

From: Flesh, Cindy MTIC:EX

Sent: Wednesday, July 23, 2014 8:52 AM

To: Jukes, Shaina HLTH:EX

Subject: RE: Meeting request w/MAW and MTL

Hello - just following up to see if you have any materials for tomorrow’s briefing - thanks
Cindy Flesh

Administrative Coordinater to

the Honourable Andrew Wilkinson

Minister of Technology, Innovation and Citizens' Services
Phone: 250- 952-7623

Fax: 250-952-7628

From: Jukes, Shaina HLTH:EX

Sent: Wednesday, July 16, 2014 12:26 PM

To: Flesh, Cindy MTIC:EX

Subject: RE: Meeting request w/MAW and MTL

Hi Cindy, Please advise if any materials will be coming from your end for this meeting. | will forward ours when we get them
tomorraw or Friday.

Participants:

Minister Lake

Stephen Brownin Van

Elaine McKnight in Van

Lindsay Kislock in Van

Date:

Thursday, fuly 24™

Time:

4:15-5:00pm

Location:

PVO, Executive Boardroom

Shaina Jukes

Administrative Coordinator to the Honourable Terry Lake
Minister of Health | PO Box 9050 Stn Prov Govt Victoria, BC VEW 92
Phone: 250-953-3547] Fax: 250-356-9587] Hith.Health@gov.bc.ca

From: Jukes, Shaina HLTH:EX

Sent: Monday, July 14, 2014 9:30 AM

To: Flesh, Cindy MTIC:EX

Subject: FW: Meeting request w/MAW and MTL

Hi Cindy,

How does the 24™ 4:15-5:00pm in Vancouver work for Wilkinson?

Shaina Jukes

Administrative Coordinator to the Honourable Terry Lake

Minister of Health | PO Box 8050 Stn Prov Govt Victoria, BC VEW 9E2
Phone: 250-953-3547] Fax: 250-356-9587 | Hith.Health@gov.be.ca

From: Loiacono, Sabrina HLTH:EX
Sent: Friday, July 11, 2014 11:49 AM
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To: Jukes, Shaina HLTH:EX; Casanova, Tamara HLTH:EX
Subject: FW: Meeting request w/MAW and MTL
Hi Shaina and Tamata,

MTL and MAW spoke again and they would really like to try and get this meeting set S22 ts July
24" at 4:15 to 5:00 an option?

S.

From: Taylor, Diane Ruth MTIC:EX

Sent: Wednesday, July 2, 2014 1:48 PM

To: Fesh, Cindy MTIC:EX

Subject: Meeting request w/MAW and MTL :

We'd fike to sef up an hour fong briefing for the two Ministers regarding “data innovation centre and health privacy”. Altending will be JJ, Bette-Jo
Hughes and Stephen Brown & Elaine McKnight from Health. Before the end of July, if possible. Thanks! d

Diane R. Taylor

Assistant to John Jacobson, Deputy Minister

Technology, Innovation and Citizens’ Services

Qutside of a dog, a book is a person’s best friend;

Inside of a dog, it's too dark to read.

Groucho Marx
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MEETING MATERIAL

Cliff #: 1013444

PREPARED FOR: Honourable Terry Lake, Minister of Health, meeting with Honourable
Andrew Wilkinson, Minister of Technology, Innovation and Citizens’
Services, on Data Innovation Centre and Health Privacy on July 24, 2014

TITLE: Minister of Health meeting with Minister Andrew Wilkinson, Technology,
Innovation and Citizens’ Services regarding Data Innovation Centre and Health

Privacy

MEETING REQUEST/ISSUE: John Jacobson, Deputy Minister, Technology, Innovation and
Citizens’ Services requesting a meeting to discuss Data Innovation Centre and Health Privacy

SHOULD MINISTRY STAFF ATTEND THIS MEETING: John Jacobson, Deputy Minister
and Bette-Jo Hughes, Associate Deputy Minister from Technology, Innovation and Citizens’

Services, and Stephen Brown, Deputy Minister, Elaine McKnight, Associate Deputy Minister
and Lindsay Kislock, Associate Deputy Minister.

BACKGROUND: BC Centre for Data Innovation — Final Report of the Joint Working Group

ADVICE: PowerPoint presentation material —~ BC Centre for Data Innovation

JOINT MINISTER MEETING: Yes
IF SO, CAN THIS MATERIAL BE SHARED: Yes
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S R R
From: Hughes, Bette-Jo MTICEX
Sent: Monday, July 21, 2014 9:33 AM
To: Jacobson, John MTIC:EX
Subject: Fwd: BC CDI - A proposal for data-driven innovation and transformation July 21.ppix
Attachments: BC CDI - A proposal for data-driven innovation and transformation July 21.pptx;
ATTO0001.htm

Begin forwarded message:

From: "Lowe, Charmaine MTIC:EX" <charmaine.lowe@gov.bc.ca>
To: "Hughes, Bette-lo MTIC:EX" <Bettelo,Hughes@gov.bc.ca>
Subject: BC CDI - A proposal for data-driven innovation and transformation July 21.pptx

Here is the next version of the deck.

i removed the conceptual model from the deck and also added a “next steps” slide.

After the next steps slide, | inserted a copy of the “Phased Implementation Plan” which gives more
detail and potential timing around next steps. This last slide may be too much detail and can be
removed, but wanted to include for the Minister’s information in case there were aspects of this he

wanted included in the next steps slide.
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roposal for Data-Driven Innovation
and Transformation
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The Opportunity
= B.C. has a rich store of data, that prOperiy managed, linked
and analyzed, could:
e Transform the delivery of health care;

* Unlock solutions to our greatest social problems; and,

* Generate jobs and economic development.
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In Health Care

Our data could lead to discoveries on how to:

 Deliver more efficient and effective health care services;

Deliver personalized medicine;

» Predict and manage the progression of disease;

Manage patients with different combinations of co-morbidities;

Stem the spread of communicable diseases;

Better identify new therapeutic targets; and,

Better identify patients for clinical trials.
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% In Education
Analysis of linked data could enable us to:

* Improve outcomes for students though the delivery of personalized
learning plans;

Identify the most valuable professional development opportunities
for teachers;

Better measure the impact of different educational variable (such as
choice of instructional material) on learning outcomes;

L

Improve employment opportunities for students by matching skills
to those employers are looking for; and,

Realize cost savings through better allocation of resources.
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In the Natural Resource Sector

Data-driven discoveries could enable:

o Better stewardship of BC's natural resources;

Better modeling of the impact of mines, housing, people and LNG
initiatives on land;

Decreased exploration costs and optimized upstream investment;

Improved safety, reliability and efficiency of operations; and,

Reduced consumption and lower fuel costs.
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In Other Sectors

Better analysis of linked data could lead to:

» Reduced response times for emergency services;

Improved infrastructure planning and management;

Optimized fleet investment and management;

@

Better road safety through improved modeling of traffic patterns;

A better understanding of the impact of social experiences on
health, education and prosperity.
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For the Economy

Data-driven research and innovation could provide:
 Better indicators of economic performance; and,

o Better prediction of GDP.
And lead to:

* The development of commercial products such as diagnostic tests,
decision-support tools, applications & complex computer analytics;

» The creation of an innovation hub that attracts innovators,
researchers and technology companies to BC, creating new jobs and
opportunities for the next generation of scientists and innovators.
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B.C.s Readiness

v’ The science and tech no!ogy eXists (e.g., advanced analytics)
v" We have lots of high-potential data

v We have or can attract/develop the talent (world-class experts that
know how to do this work)

x Our data is frozen; highly requlated and locked up in
unconnected systems

X It’s within no one’s business or budget
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Whata BCCDlcando

= Provide a secure environment for data-driven innovation

* Where experts can apply advanced analytics techniques to linked data sets from
across government

= Address privacy and security concerns
* Will be designed and operated based on leading privacy and security practices

= Break down data silos

* By providing secure anonymization and linkage services

= Improve data quality and reliability
* By providing onboarding services that will ready data for analysis

* By encouraging or leading the development of consistent documentation and
formatting standards
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What a BC CDI can do (contd)

= [mprove government decision and policy making

« Through discoveries that are only possible by crossing sector boundaries

= Provide cross-government governance and perspective on
data-linking |

» With consistent and streamlined request and approval processes

= Create a hub for data-driven innovation and co-creation that:

o Attracts world-class talent to BC (individuals with skills in data analysis,
information science, metadata and data visualization)

« Develops the next generation of scientists and innovators
 Creates jobs and economic development
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Value to Customers
One-stop shop for data needs

Opportunity to access cross-sector linked data sets

World-class services facilitating customer access to and use

of the data

Consistent, timely and reliable request and approval
processes

Can generate, as well as test, hypotheses

Opportunities for collaboration and co-creation
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| Conclusion

= We have a great opportunity to improve the lives of British
Columbians, make government and the private sector more
efficient,and grow the economy:.

= |t will require a fundamental shift in how we think about data:

= And a safe environment in which to exploit the potential
benefits of data while managing privacy/security risks.
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Next Steps
= Engage other sectors in BC CDI strategy

= Obtain support from executives across government

= [mplement multi-year, phased approach to creating BC (DI,
leveraging existing infrastructure and services (see next slide)

= Establish interim governance committee to drive next steps

= |dentify pilot projects to test advanced analytics capabilities

* Including associated risks, privacy and security controls, governance processes

= Consider opportunities for private sector partnership
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Eook, Jeannette MTIC:EX

From:
Sent;
To:
Subject:

Jacobson, John MTICEX

Sunday, July 20, 2014 4:40 PM

Lowe, Charmaine MTIC.EX; Hughes, Bette-Jo MTICEX

Fw: BC CDI - A proposal for data driven innovation and transformation.pptx

Feedback from the Minister - well done, Charmaine! Just a couple of minor changes.

Sent from Windows Mail

From: Andrew Wilkinson

Sent: Sunday, July 20, 2014 4:33 PM

To: John Jacobson

This is very good. Pls delete the slide with the complex diagram and add one at the end with Next Steps.

Thanks.

Sent from my iPad

On jul 18, 2014, at 6:05 PM, "Jacobson, John MTICEX" <John.Jacobson@gov.bc.ca> wrote:

Hot off the workstation... Comments and feedback, please.

1

Sent from my Windows Phone

From: Hughes, Bette-Jo MTIC:EX

Sent: 2014-07-18 5:56 PM

To: Jacobson, John MTIC:EX

Subject: Fwd: BC CDI - A proposal for data driven innovation and transformation.ppix

PowerPoint deck as requested. Pls let us know if you need changes.

Begin forwarded message:

From: "Lowe, Charmaine MTIC:EX" <charmaine.lowe@gov.bc.ca>
To: "Hughes, Bette-Jo MTIC:EX" <Bettelo.Hughes@gov.bc.ca>
Subject: BC CDI - A proposal for data driven innovation and
transformation.pptx

Here's the deck. If you think it looks Ok, please forward on to John.
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roposal for Data-Driven Innovation
and Transformation
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‘The Opportunity
= B.C. has a rich store of data, that properly managed, linked
and analyzed, could:
 Transform the delivery of health care;

* Unlock solutions to our greatest social problems; and

 Generate jobs and economic development.

Page 23
CTZ-2014-00206



In Health Care

Our data could lead to discoveries on how toI:

o

Deliver more efficient and effective health care services;

o Deliver personalized medicine;

Predict and manage the progression of disease;

Manage patients with different combinations of co-morbidities;

Stem the spread of communicable diseases;

Better identify new therapeutic targets; and,

Better identify patients for clinical trials.
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In Education
Analysis of linked data could enable us to:

* Improve outcomes for students though the delivery of personalized
learning plans;

Identify the most valuable professional development opportunities
for teachers;

Better measure the impact of different educational variable (such as
choice of instructional material) on learning outcomes;

* Improve employment opportunities for students by matching skills
to those employers are looking for; and

Realize cost savings through better allocation of resources.
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In the Natural Resource Sector

Data-driven discoveries could enable:

 Better stewardship of BC’s natural resources;

Better modeling of the impact of mines, housing, people and LNG
initiatives on land;

Decreased exploration costs and optimized upstream investment;

Improved safety, reliability and efficiency of operations; and,

Reduced consumption and lower fuel costs.
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In Other Sectors

Better analysis of linked data could lead to:

Reduced response times for emergency services;

Improved infrastructure planning and management;

Optimized fleet investment and management;

Better road safety through improved modeling of traffic patterns;

A better understanding of the impact of social experiences on
health, education and prosperity.
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For the Economy

Data-driven research and innovation could provide:
 Better indicators of economic performance; and,

+ Better prediction of GDP.
And lead to:

« The development of commercial products such as diagnostic tests,
decision-support tools, applications & complex computer analytics;

» The creation of an innovation hub that attracts innovators,
researchers and technology companies to BC, creating new jobs and
opportunities for the next generation of scientists and innovators.
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B.Cs Readiness
v’ The science and technology exists (e.g. advanced analytics)

v’ We have lots of high-potential data

v We have or can attract/develop the talent (e.g., world-class experts
that know how to do this work)

x Our data is frozen; highly requlated and locked up in
unconnected systems

X It's within no one’s business or budget
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CCD!can do |

= Provide a secure environment for data-driven innovation

* Where experts can apply advanced analytics techniques to linked data sets from
across government

= Address privacy and security concerns
= Will be designed and operated based on leading privacy and security practices

= Break down data silos
* By providing secure anonymization and linkage services

= Improve data quality and reliability

* By providing onboarding services that will ready data for analysis

By encouraging or leading the development of consistent documentation and
formatting standards
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What a BC CDI can do (cont'd)

= Improve government decision and policy making
» Through discoveries that are only possible by crossing sector boundaries

s Provide cross-government governance and perspective on
data-linking

« With consistent and streamlined request and approval processes

= Create a hub for data-driven innovation and co-creation that:

o Attracts world-class talent to BC (individuals with skills in data analysis,
information science, metadata and data visualization)

» Develops the next generation of scientists and innovators
» Creates jobs and economic development
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Value to Customers
= One-stop shop for data needs

= Opportunity to access cross-sector linked data sets

= World-class services facilitating customer access to and use
of the data

= Consistent, timely and reliable request and approval
processes

= Can generate, as well as test, hypotheses
= Opportunities for collaboration and co-creation
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Conclusion
= We have a great opportunity to improve the lives of British
Columbians, make government and the private sector more
efficient,and grow the economy.

= [t will require a fundamental shift in how we think about data:

= And a safe environment in which to exploit the potential
benefits of data while managing privacy/security risks.
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Cook, Jeannette MTIC:EX

From: Jacobson, John MTICEX

Sent: Tuesday, July 15, 2014 11:57 AM

Te: Wilkinson, Andrew MTICEX

Subject: RE: BC CDI - A proposal for data-driven innovation and transformation
Thanks

Sent from my Windows Phone

From: Wilkinson, Andrew MTIC:EX
Sent: 2014-07-15 11:55 AM

To: Jacobson, John MTIC:EX
Subject: Re: BC CDI - A proposal for data-driven innovation and transformation

This is good but the PowerPoint needs to focus more on What guestions will be answered that have not been to date?
What value is to be derived from the CDi? Why would a customer want to buy this product?

Pis proceed with draft of Ppt and send it to me whenever it is ready. Thanks.

Sent from my iPad
On Jul 14, 2014, at 10:38 AM, "Jacobson, John MTIC:EX" <John.Jacobson@gov.be.ca> wrote:

Draft from Charmaine

From: Hughes, Bette-Jo MTIC:EX
Sent: Sunday, July 13, 2014 1:56 PM

Ta: Jacobson, John MTIC:EX
Subject: FW: BC CD! - A proposal for data-driven innovation and transformation
Charmaine has done a significant re-write on this document; can you pls let me know if it is hitting the

mark. Thanks.
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From: Jacabson, John MTICEX

Sent: Tuesday, July 15, 2014 11:57 AM

To: Hughes, Bette-Jo MTICEX

Subject: FW: BC CDI - A proposal for data-driven innovation and transformation
Over to you

Sent from my Windows Phone

From: Wilkinson, Andrew MTIC:EX

Sent: 2014-07-15 11:55 AM -

To: Jacobson, John MTIC:EX

Subject: Re: BC CDI - A proposal for data-driven innovation and transformation

This is good but the PowerPoint needs to focus more on What guestions will be answered that have not been to date?
What value is to be derived from the CDi? Why would a customer want to buy this product?

- Pls proceed with draft of Ppt and send it to me whenever it is ready. Thanks.

Sent from my iPad

On Jul 14, 2014, at 10:38 AM, "Jacobson, John MTIC:EX" <John.Jacobson@gov.bc.ca> wrote:

Draft from Charmaine

From: Hughes, Bette-Jo MTIC:EX

Sent: Sunday, July 13, 2014 1:56 PM

To: Jacobson, John MTIC:EX

Subject: FW: BC CDI - A proposal for data-driven inncvation and transformation

Charmaine has done a significant re-write on this document; can you pls let me know if it is hitting the

mark. Thanks.
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Cool, Jeannette MTIC:EX

From; Jacobson, John MTIC:EX

Sent: Monday, July 14, 2014 10:3% AM

To: Wilkinson, Andrew MTIC:EX

Subject: FW: BC CDI - A proposal for data-driven innovation and transformation
Attachments: BC CDI - A proposal for data-driven innovation and transformation.docx

Draft from Charmaine

From: Hughes, Bette-Jo MTIC:EX

Sent: Sunday, July 13, 2014 1:56 PM

To: Jacobson, John MTIC:EX '

Subject: FW: BC CDI - A proposal for data-driven innovation and transformation

Charmaine has done a significant re-write on this document; can you pls let me know if it is hitting the mark. Thanks.
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This document is confidential and was prepared for
the sole purpose of briefing Cabinet.

Please do not re-distribute.
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Pages 41 through 50 redacted for the following reasons:

S12
S12, 13,17



MTIC:EX

From: _ Hughes, Bette-Jo MTIC:EX

Sent: - Thursday, July 3, 2014 6:35 PM

To: Jacobson, John MTIC:EX

Subject: BC Centre for Data Innovation

Attachments: BC CDI Final Report for DM Approval Jul 2 (3).pptx; Summary of Final BC CDI Report
(3).docx

Attached is the summary report and presentation as requested.

We have updated the presentation to focus on the recommendations. It contains much of the same information as the

presentation provided previously to the minister, s13
We still have that information as back-up if it comes up in the meeting.

Please let me know if this works for you, and 1 will then forward it to Elaine to ensure MOH is happy with the product
before we send to the ministers. Thanks.
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Final Report of the Joint Working Group
Ministry of Health and
Ministry of Technology, Innovation and Citizens’ Services
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Overview

= Joint working group established December 5,2013
» announced by Minister Lake at Data Effects Conference in Vancouver

= Tasked with evaluating the potential for a secure data centre in BC

= Working group produced a report on its research and recommendations

= Report contains:

A vision and value proposition for the creation of a secure data innovation centre;
A multi-year, phased implementation approach for achieving this vision; and,

Eight {8) recommendations, or next steps, for moving forward with the long term
vision
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Recommenaation 1

1. Approve theVision and Value Proposition for the BCCDI and
initiate a multi-year, phased implementation approach to
realize this vision

VISION

“A centre of excellence for data that will foster innovation and
collaboration between citizens, researchers, the private sector and
government. The centre will enhance the well-being of British
Columbians through the responsible use of government data and
services grounded upon leading practices in security & privacy”
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Citizens

Enhanced transparency
and trust

Personalized services.and
products
More.employment
opportunities associated
with economic growth
Improved outcomes and
efficiency of government
services {healthcare, social
sefvices, environment,
etc.)

Improved: security-and
privacy of citizen data

Researchers

Accessto one of the most
robust, linked data
resourcesin: Canada
Predictable, timely
turnaround on access
requests

Increased productivity

. arising from enabling

services and reduced
transaction costs for data
requests

Improved accessto
research funding

Private
Sector

Better understanding of
needs of citizens &
government

Ability to bring
new/enhanceddata
products & services to
rmarket

Enhanced innovation and
productivity through the
‘cluster effect’

Improved global
competitiveness
Improved competitiveness
for funding

o b

Government

Improved understanding
of citizen needs
Improved policy
development & decision
raaking

Time and resource:
savings due to more
efficient service delivery
improved data quality

‘Enhanced innovation

through partnerships
with citizens and the
private sector (co-
creation)
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2. Establish an Interim Governance Committee to oversee the
ongoing development of the BC CDI

* Include representation from MOH and MTICS but also
membership from other sectors (e.g. Education, NRS) to
ensure cross-government approach

 AsBC (DI expands to include a broader range of data
providers, interim committee could be asked to make
recommendations for permanent governance
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lecommendation 3

3. Leverage existing capabilities and technology to build the
foundation for the BC CDI, starting with the Ministry of
Health (MOH)

| Phase 1:
Leverage existing relationship between MOH and Population Data BC
to enhance current capabilities and processes to improve researcher
access to Healthldeas, resuiting in:

ShortTerm:  More timely access to a range of health data sets
Longer Term: A foundation on which to build a cross-government
data innovation centre and service
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Data Anonymization

- Prrescriptive’

Access Requests &

Data Linkage

N

Tryrusmos: ruke
STl

Approvals

Dats Suging

Data Storage

REOChiInG Lonrning

DCata Analysis
Aetheds

Data Nav.igation

Coltaboration
Forums

- Health Sector -

Cnboanding
Services

Kriowledge
Transigton

QBA Services

Enterprise Data Management

Training

{Admin., Clinical)

Core Functions

[ {e.q.. Privacy, Security. Finance, Talent, Change Management. Communication. Knowledge Management. Vendor Management)
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Recommendation 4

4. Broaden the scope of consultation and inquiry to include

additional sectors beyond health and additional
stakeholders/data consumers beyond academic researchers

b To ensure BC CDI is designed

° with broader public sector interests in mind; and,

° {o serve users beyond the academic research community

= Use consultation process to:

° |ldentify high-value data sets that could be available through the BC CDI
* Validate and further refine vision and value proposition for the BC CDI

° Gather additional requirements and identify additional infrastructure,
capabilities and processes that can be leveraged
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Recommendation 5

5. Build robust security and privacy protection into each
phase of the BC CDI implementation

« Conduct a thorough security and privacy assessment for each
implementation stage and whenever a new organization’s
data sets are made available through the BC CDI

 Consultation with the Information and Privacy Commissioner -
during each phase is recommended

Page 60
CTZ-2014-00206




Recommendation 6

6. Streamline the Access Request and Approval Process

Was a recurring theme raised by the majority of stakeholders

The interim Governance Committee could be asked to
develop practical recommendations for streamlining and
harmonizing the current access request and approval process

Recommendations should support broader government and

user interests (i.e., beyond Health and beyond academic
researchers)
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' Recommendation 7

7. Explore the short-term opportunity to leverage available
government funding for Phase 1 activities while developing
a long-term, sustainable funding and revenue model

Short Term:

¢ MOH to explore whether funding available through CIHR's SPOR strategy to fund
Phase 1 activities (see Rec.3)

Longer Term:

¢ Interim Governance Committee to develop a long-term funding model that is both
flexible (to include multiple sources of funding and revenue) and sustainable

e Funding options should include government funding, private-sector partnership,
shared service fees and user fees
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Recommendation 8

8. Evaluate opportunities to leverage emerging
technologies and advanced analytics capabilities to
maximize the value of public sector data

»  Offers significant potential for discovery

 Raises security and privacy concerns; opportunities must be
carefully considered and prudently implemented

e Recommend a“proof of concept”approach to explore both
the potential opportunities and unintended risks
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Pages 65 through 73 redacted for the following reasons:



Cook, Jeannette MTIC:EX

From: Hughes, Bette-Jo MTIC:EX

Sent: Wednesday, June 4, 2014 5:33 PM

To: Jacobson, John MTICEX

Subject: FW!: Reformatted BC CDI Report

Attachments: BC Centre for Data Innovation FINAL DRAFT.pdf

This version is a cleaner read than the one | sent to you earlier, so if you haven’t looked at it yet, start with this one. -

You will be receiving this report plus a slide deck tomorrow morning, in preparation for the Friday DM meeting.

From: Lowe, Charmaine MTIC:EX
Sent: June 4, 2014 4:58 PM

To: Hughes, Bette-Jo MTIC:EX
Subject: Reformatted BC CDI Report

Hey Bette Jo,

Colleen and | did a quick review of the reformatted report and it is consistent with the report we previously reviewed.
The plan is to send this report out to the DMs and the steering committee with the slide deck (which includes the
agenda) tomorrow for their review in advance of the Friday meeting.

I am providing this to you now in case you want to send to John now instead of tomorrow. It doesn’t say anything
different than the version you already sent him but it does look better and is easier to read. If he hasn’t started his

review already, he may prefer to review this version.

If not, he will be sent this version tomarrow afternoon,
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About This Report

This report was produced by the BC Centre for Data Innovation Working Group. This
group was comprised of members from the BC Ministry of Technology, Innovation and
Citizens” Services and the BC Ministry of Health. Deloitte was engaged to facilitate the
activities of the Working Group, summarize the outputs of the Working Group in this
report and provide subject matter input as requested. The recommendations in this
report represent the collective views of the members of the Working Group and are
provided for consideration by the Project Sponsors.
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Executive Summary

Introduction
Governments generate and collect a vast amount of information associated with the delivery of services to citizens. This information spans multiple

domains (heaith, anvironment, social services, education, infrastructure, etc.) and, in many ¢ases it has been collected for years, if not decades. The
pace at which data is created within each of these sectors is increasing, as is iis complexity and variability. This information, often provided by citizens,
represents one of the most important assets within government’s control. It has the potential to enable advanced research and analysis and to reveal
new insights that could provide solutions to some of the greatest challenges facing citizens and governments today. It could also support innovation and

ecoromic growth across multiple sectors.

The BC Government recognizes the potential to better utilize public sector information. In December 2013 the Honourable Minister for Technology,
Innovation and Citizens’ Services, Andrew Witkinson, and the Honourable Minister for Health, Terry Lake, announced the establishment of a Working
Group to evaluate the potential to create a secure centre in BC that would enable more effective use of public sector information for research and
innovation purposes. The objective of the Working Group was to identify and evaluate options to support acquisition and linkage of, and access to, data
from rnultiple sectors in“a secure manner. The Working Group was asked o initially focus on the health sector, but to ensure that any recommendations

be extensible to broader, cross-sector data needs. ;
|

The Working Group included representation from the Ministry of Technology, Innovation and Citizens’ Services and the Ministry of Heafth, and was tasked
with the following:
* Review the current state of research in BC and identify gaps or needs that are not baing met
+ Review models used arcund the world to make public sector data available for research purposes
+ Mazke recommendations on a model that woutd bast address identified gaps and needs while ensuring that:
— Privacy and security are not compromised in any way
— All health data is thoroughly de-identified before being made available
— All data is kept within a secure data centre in BC

Vision For British Columbia _
In reviewing similar initiatives in other jurisdictions (in Canada and globally), there was a clear trend toward combining growing public sector data assets

with emerging technologies, research techniques and analytical teols to unlock significant value for the benefit of citizens. Whether used for research
purposes, to support government pelicy development and decision making or to enable innovation and economic development, the potential benefits
range from improved policy and service delivery outcomes to greater efficiency and effectiveness of government services and broader economic growth.

Based on this, the Working Group developed a proposed vision for the British Columbia Centre for Data Innovation (BC CDI). It highlights the aspirational
geals of the centre and recognizes the need to ensure that such a centre works for the benefit of the citizens of British Columbia and does 50 in a secure
and privacy-protecting manner. The proposed vision for the cenire is:

To enable this vision, the Working Group created a "conceptual model” to illustrate the capabilities and components of such a centre. This model also
includes the stakeholders who would interact with the centre as both providers and users of data.

Final Report of the Working Group 1
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Costing And Funding Options

The conceptual model provides a basis for prefiminary, high-lavel costing of
& facility to enable the BC CDI vision. At this early stage, such an exercise
can only provida an order of magnitude estimate of such costs. The

report cutlines estimated capital costs for establishing a net new facility
($7.0MM-$10.5MM) and ongeing operating costs ($4.0MM-$6.0MM). i
also describes the estimated range of costs for onboarding data frem new
providers and sectors. These costs depend to a great degree on the scale
and complexity of the data to be incerporated into the facility, and could
range from approximately $500,000-55MM.

The Working Group also explored potential funding sources. These
included grants (from provincial and federal agencies and from research
funding bodies), contributions from private sector partners, fees paid by
participating sectors {for the centre to provide services on their behalf) and
user fees.

2 BC Centre for Data Innovation

Recommendations

Recognizing that this Is an ambitious, multi-year vision, the Working Group
ldentified immediate actions that couid be taken to enhance zccess to
health data for research purposes while building the foundaticn for the
long-term vision. To accomplish this, a series of recommendations was
developed to support short-term enhancements while also enabling 2
cencurrent, phased aporoach to further refining the BC CDI strategy and
implementation plan. These recommendations are listed below, with
additional detail provided in the body of the report:

1. Approve the vision and value proposition for the BC CO! and initiate 2
multi-year, phased {mplementation approach to realize this vision

2.Establish an Interim Governance Committee to cversee the angoing
development of the BC CDI.

3.Leverage existing capabilities and technology to bulld the foundation for
the BC CDI, starting with the Ministry of Health.

4.8roaden the scope of consultation and inquiry to include additional
sectors beyond health and additional stakeholders/data consumars

beyond academic researchers.

5.Build robust security and privacy protection into each phase of the BC
CDf implementation.,

6.Streamtine the Access Request and Approval Process.
7.Explore short-term opportunity to leverage avallable government funding
for Phase 1 activities while developing a long-term, sustainable funding

and revenue model.

8.Evaluate opportunities ta leverage emerging technologies and advanced
analytics capabilities to maximize the value of public sector data.

Page 80
CTZ-2014-00206




Introduction

Project Background and Objectives

On December 5th, 2013, the Minister of Technology,
Innovation and Citizens” Services (the Hon. Andrew
Wilkinson) and the Minister of Health (the Hon. Terry Lake)
announced the establishment of a joint working group to
evaluate the potential for a secure data centre in BC. The
Working Group was asked to Identify and evaluate options
to create a BC “Centre for Data Innovation” (BC CDI)

that would enable the acquisition, storage and linkage of
public sector data in a secure manner. Beginning with the
health sector, the working Group was asked to assess the
opportunities and chaflenges associated with securing,
finking and querying data, and to make recommendations
that could be expanded to incorporate participants and
data from other sectors across government.

Specifically, the BC CDI Working Group was tasked to:

* Review the current state of research in BC and identify
gaps or needs that are not being met

+ Review models used around the world o make public
sector data available for research purposes

+ Make recommendations on a model that would best
address identified gaps and needs while ensuring that:
- Privacy and security are not compromised in any way
- All health data is thoroughly de-identified before

keing made available
— All data is kept within a secure data centre in BC

Project Stakeholders

Figure 1 - Profect team structure and responsibilities

Projeci Sponsors
+ John Jacebson
+ Dr. Stephen Brown

Project Steering commitee
+ Bette-jo Hughes

« Lindsay Kislock

+ Heather Davidson

Working Group

+ Charmaine Lowe
+ Gary Perkins

+ Colleen Rice

+ Kelly Moran

+ Deb McGinnis

« Shirley Wong

« Victorla Schuckel
+ Deloitte

Work Streans

« Make decisions based on recommendations

.........................................................................................................

+

+ Report on progress to Steering Committee

Provide strategic direction to the project
Direct the work of the project and review/ approve any
changes in scope

Provide updates to Ministers as required

Establish approach and ensure objectives are met within
agreed timeline and budget :
Coordinate alf work streams and support integration and
alignment

Act as single point of contact for project

Produce final project report for Project Sponsors

Provide strategic guidance and oversight to working
Group and ensure if has necessary support

Apoint new members as required

Final point of escalation fr decsions, risks and issues
Manage Working Group resources and identify where
additional resources are required

Approve budgets as required 1o support Working Group
Provide updates to Project Sponsors as required

Define Key Requirements

Analyse options and propese recommendations
Prepare and validate outputs

Engage key stakeholders as required

The Working Group included representation from the Ministry of Technelegy, Innovation and Citizens' Services (MTICS) and the Ministry of Heatth {MCH, see
Figure 1 above). The project was co-sponsored by John Jacohson (Deputy Minister, MTICS) and Dr. Stephen 8rown {Deputy Minister, MOH), Strategic direction
and oversight were provided by a Steering Committee, which included Bette-Jo Hughes (Associate Deputy Minister, MTICS and BC Government CIO), Lindsay
Kislock {Assistant Deputy Minister, Health Sector Infermation Management/information Technology) and Heather Davidson (Assistant Deputy Minister, Health
Sector Planning and Innovation Division). The Steering Committee, with the support of the Working Group, reported regularly to the Project Sponsors on

progress, issues and key decisions for resolution.

The Working Group included multiple representatives from both Ministries as outlined In Figure 1. Representation from MTICS included Charmaine Lowe
{Executive Director, Information Stewardship and Policy Branch), Gary Perkins {Executive Director and BC Gavernment Chief Infarmation Security Officer} and
Colleen Rice (Senior Policy Advisor). Representation from MOH included Kelly Moran (Executive Director, Information Management and Knowledge Services),
Deb McGinnis {Executive Director, Health Information Privacy, Security & Legistation), Victoria Schuckel (Director, Research, Library Services and Knowledge
Translation) and Shirtey Wong (Director, Information Management and Knowledge Services). Figure 1 highlights the key responsitilities of each group.

Deloitte was engaged to support and facilitate the Working Group's activities. This included providing project management support, conducting research for
the jurisdictional scan, providing input on an as-requested basls for specific topics, Including technalagy, security and governance and summarizing the work

and recommendations of the Working Group in this report.

Final Report of the Working Group 3
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Approach

The approach the Working Group took to evaluate the potential for a
cross-sector data centre in British Columbia was an incremental one, and
was strongly influenced by the following guiding principles:

« Propose a vision for a crass-government data centre, but start with the
heaith sector, creating a foundation which can be expanded to other
sectors over {ime;

« Leverage the significant stakeholder consultation which has already
accurred in the health sector to identify key stakeholder interests
and concerns;

« Assess the potential to build on existing infrastructure, processes and
capabilities In BC where posslble; and,

- Identify opportunities to leverage existing funding sources where possible.

To complete its work, the BC CDI Working Group adopted a
five-phase approach:

Phase 1 - Project initiation

The purpose of this phase was to confirm the scope and cbiectives of
the project, as well as the approach, activities, milestones and project
governance model.

Phase 2 - Jurisdictional scan

In order to Inform the development of the vision and conceptual model for

the BC CD, a high-level scan of similar facilities in other jurisdictions was

undertaken. The purpose of this scan was to assess how other jurisdictions

had approached the development and operation of these fadilities and to

identify examples of good practice and lessons learned across a number of

dimensions. These dimensicns included security and privacy, governance,
data access, services and capabilities and data management.

4 BC Centre for Data Innovation

Phase 3 - BC CDI Vision, Value Proposition and Conceptual Model

To guide the development of a conceptual model for the centre and to
define the desired future state, the Working Group developed a compelling
vision for the BC CDI. This vision, combined with identified stakeholder
interests, led to the development of a number of expected high-fevel
benefits for citizens and other key stakeholders.

The vision and value gropesition for the BC CDI provided 2 framework
within which a conceptual model was developed. The purpose of the
model is to define the desired future state in terms of data providers
and sources, data management, reporting and analytical functionality,
services and proposed end users. This mode! not enly enabled the
Working Group to confirm the preliminary scope and scale of the BC
DI, but alse provided madel against which to compare options for the
recommendations, The development of the model also included high-
leve! estimates of potential costs for such a centre, based an a series of
implementation assumptions and on a comparison to costs incurred in
other jurisdictions for similar facilities.

Phase 4 - Define Health Sector Data Vision

To support the initial focus on health sector data, the Working Grolip
developed a supporting vision for the health sector to define short-term
and long-term objectives for enhanced integration and utilization of data
across the sector. The short-term objectives informed the Working Group’s
recornmendations regarding proposed next steps.

Phase 5 - Develop recornmendations for next steps

Based on the above work, the Working Group developed a sertes of
recomnmendations aimed at creating an Initial foundation for a BC CDI,
which could be expanded, over time, to fully realize the broader goals of
the overall visicn and value proposition,
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Report Overview
This report provides an overview of the work completed by the Working
Group and includes the following sections:

Introduction: outlines the béckground, context and objectives for the
project, as well as the project approach and stakeholders.

Oppeortunity Summatry: defines a vision for the BC CDI and dascribes the
high-level banefits of the centre for key stakehclder groups.

Stakeholder Interests: provides a summary of stakeholder interests with
respect to the BC CDI based on consultation work conducted as part of
the “Support for Patient Oriented Research” business plan process, the “BC
Health Research Strateqy” process and consultation workshops hosted by
the Office of the Information and Privacy Commissioner in 2012 and 2013.

Relevant Trends: provides a summary of relevant trends identified in the
scan of similar facilities in other jurisdictions.

Conceptual Mcdel: defines a model that addresses the high-level
ohjectives for the data centre and enables an analysis of options for each
component of the solution.

Costs and Funding Options: provides the potential costs and funding
sources associated with the creation of the BC CDI. Potential costs are
based on costs for similar facilities in other jurisdictions and high-level

estimates for the implementation of the conceptual model.

Recommendations: lists the Working Group’s recommendations and
proposed next steps.

final Report of the Working Group 5
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Opportunity Summary

Public sector data holds significant potential for improved transparency
and citizen engagement, more efficient and effective service delivery,
improved decision making and policy development, and increased
innovation and economic growth across a number of sectors. The Province
has already realized some of these benefits through its Open Data initiative
{hitp://data.gov.be.ca), which, to date, has published over 3,200 high-
value data sets. While the BC Government will continue to make more
data open and available for re-use and adaptaticn on its Open Data site, it
is also interested in looking heyond Open Data at other opportunities for
unlocking the value of public sector information.

A provincial centre that provides secure access to linkable, anonymized
data from across government could be that key, unlocking valuable data
in support of research, evidence-based policy and decision-making and
product and service development and innovation. This opportunity has the
potential to not only address current challenges associated with access

to, and linkage of, data, but to realize unprecedented benefits for British
Columbians, some of which are outlined below.

While the potential benefits of such a centre are acknowledged, it is also
recognized that the single most critical success factor is that the centre

be secure and respect the privacy rights of citizens. There are numerous
examples of facllities in Canada and internationally where these challenges
have been addressed. Further, coordinating and enabling access through
one erganization and environment can support enhanced privacy
protection and security, when compared to a more distributed approach.

The purpose of this section Is to outline the vision far the BC CDI, and

to highlight the rationale for pursuing this vision by describing the value
propasition of such a centre for citizens and other key stakeholders.

6 BC Centre for Data Innovation

Vision
The Province's viston for the BC CDI is set out below:

This vision includes several key themes that highlight the aspirations for the
centre as well as the requirements it must fulfill. These themes are described
in further detail below:

Wellbeing of British Columbians: There is a fundamental recognition that
the data collected from and about citizens belongs to citizens, and that all
uses should first and feremost drive benefits for them. It is also recognized
that there Is an expectation that governments use the data at thelr disposal
te improve the well-being of citizens. Whether these benefits are associated
with more effective delivery of public services, better engagement with
citizens, improvad heatth or environmental outcomes, cost savings,
econcmic growth or other beneficial uses, the goal of any data use should
be to enhance the wellbeing of British Columbians,

Innovation and collaboration: The intent for the centre is to create a hub
of interaction, exploration, analysis and innovation, It is targeted at a wide
range of users to enahle enhanced engagement and collaboration between
these groups on key questicns of interest to each.

Responsible use: Recognizing that the intent of the centre is to create
improved outcomes and benefits for British Columbians, data will only
be used as permitted under law and where such use provides benefits to
the public,

Leading Practices: Requiremenits for the protection of privacy are clearly
outlined in legislation and government policy. Further, security requirements
for such environments are described in policy and Internationally accepted
standards. It is envistoned that the centre will be designed to not cnly meet
these requirements, but to exceed them wherever possible using leading
technologies and practices for data management, governance, and dedision
making, as well as for the protection of privacy and security.
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Value Proposition
The rationale fcr the BC CD1is based on the value proposition it presents to key stakehelder groups in the province. Figure 2, below, provides a qualitative

surnmary of the anticipated benefits associated with the BC CDI by stakehaolder group!

Figure 2 - Summary Of Anticipated Benefits Associated With The Bc Cdi, By Stakeholder Group

ﬁ
" Researchers Private Sector Government
Citizens .
+ Enhanced Transparency andTrust + Access to one of the mostrobust, » Better understanding of needs of + Impraved understanding of citizen
Iinked data resources in Canada citizens & governmenrt needs

Personalized services and products

-

+ Predictability, imely tumaround ont = Ability to bring new/enhanced Improved policy development &
More employment opportunities access requests data products & services to marxet decision making
asscciates with economic growth

+ Increased productivity arising from » Enhanced innovation ang Tirme and reseource savings due to

+ Improved outcomes and enabling services and reduced productivity through the more efficient service delivery
efficiency of governrent services transaction costs for data requests ‘cluster effect’
{healthcare, social services, + Improves data quality
environment eic.} + Improved access to + Impreved global competitiveness
research funding. » Enhanced fnnovation through
* Improved security and privacy of + Improved competitiveness partnerships with citizens and the
citizen data. far funding private sector (co-creation)

't should be noted that the reference to "Government” in this figure includes the brooder public sector within the province (e.g., school districts, health authorities
and other public sector enlities).
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Stakeholder Interests

As noted in the Introduction of this report, the appreach the Working Group
took in conducting its review was to start with the health sector and to
levarage, and build upen, the significant feedback received through recent
stakehclder corsultation within the sectcr. Rather than initiating another
round of consultation with the same stakehclders, the outputs of the
following three inftiatives were used to identify stakeholder inferests with
respect to data, services and functionality;

+ The BC Health Research Strategy (BCHRS), facilitated by the Michael
Smith Foundztion for Health Research;

« The Suppert for Patient Oriented Research (SPOR) business plan
consultation process {also facilitated by the Michael Smith Foundation for
Health Research); and,

» Two stakeholder meetings convened by the Office of the Information
and Privacy Commissionar (OIPC): the Health Research Roundtable and
Health Data Research Forum on lune 25th, 2012 and December 9th,
2013, respectively.

A brief overview of each of these initiatives is provided in Appendix A of
this report,

A summary of the key themes of stakeholder interests arising cut of

these initiatives is set out below. While the context of the consultations
was specific to the health sector, many of the themes and interests that
surfaced have cross-government applicability and likely overlap with other
sectors. Still, moving forward, it will be important to validate and expand
on the themes set out below with researchers and government users in
other sectors.

8 BC Centre for Data Innovation

Consultation Themes

Single Point of Service

Organizations such as Population Data BC (www.popdatabe.com) provide
researchers with access to a range of data sets alohg with a variety of
tools and services to support researcher data access and analysis (see
Appendix B - Jurisdictional Summaries for more information on these
services). However, researchers who are interested in working with data
not hefd within such environments must work directly with each data
provider to determine what data sets are available, apply for zccess and
obtain data extracts (which are then linked by the researchers themselves
or by another party on their behalf).

The potential for a single peoint of service (or “one-stop-shop”} to
support access requests, approvals, linkage and analysis for data from
multiple sectors was highlighted as a priority in each of the consultation
initiatives. In the QIPC consultation, stakeholders from all groups agreed
that a cne-stop-shop to request and retrieve the data was a priority.
Stakeholders in the BCHRS consultation envisioned & single peint of entey
to a virtval “hub” to support evidence-informed decision-making. The
SPOR consultation also supported this vision of a "hub”, It also noted
that a central data platform could act as a clearing-house for information
about clinical trials (working with the BC Clinical Research Infrastructure
Network, (BCCRIN)).

Security, Privacy and Governance

Across all of the consultation initiatives, there was recognition that
effective security and privacy management are fundamental to the
successful development and operation of facilities that stare and manage
citizen data. The SPOR, BCHRS and OIPC consultaticns highlighted the
need for a secure data environment, recognizing that the abilides to secure
data and protect citizen privacy are prerequisites for any such environment.
During the Health Data Research Forum convened by the OIPC, it was
acknowledged that streng feundations are in place to support the secure
sharing of health infermation, but that significant opporiunities for
improvement still exist with respect to timely and appropriate access to this
information for research purpaoses. Several recommendations arose from
this meeting, including the development of proportionate and tailored
privacy and security framewaorks, clarification of roles and responsibilities,
increasing standardization of processes and evaluating the option to
harmonize processes across stakeholders where possible. This session also
highlighied the need for a cross-sector governance framework te support
clarity regarding accountabilities, consistency of decisicn-making processes
and to enable the efficient and appropriaie sharing of informaticn.
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Standardized and Transparent Processes

Provincial standardization or harmanization of processes for data access
was an interest identified across all consultations. It was noted that there
are currently numerous related and overlapping processes associated
“with gaining approved access to data ('these include data access request
processes, ethics approvals, grant applications and privacy Impact
assessments). As the timing of these processes is not aligned, and the
requirements are often overlapping, this can result In significant duplication
of effort for researchers and long delays in gaining accass to data. It was
noted that improved alignment could improve consistency in decision-
making, reduce turnaround times and provide greater certainty, all of
which could potentially support improved access to research funding.
The role of governance was highlighted as being critical to achieve

these objectives.

Improve Knowledge Translation

A focus on translating knowledge from research to practical application
was highlighted across all three initiatives. Stakehclders in both the OIPC
and BCHRS consultations expressed a general interest in a solution that
builds compatencies for knowledge translation. The SPOR consultation
also identified this need, and noted the potential value of 2 "hub or
bridging concept” to support improvad interaction between researchers,
policy makers and health care professionals to support alignment and
more effective knowledge translation. Such a hub could also build
capacity and capabilities related to implernentation science (the study of
methods to enable the integration of research results into healtheare policy
and practice).

Build on Existing Platforms and Capabilities

Both the SFOR and QIPC consultations noted the opportunity to leverage
existing infrastructure, cagabilities and processes ta enable mare effective
and efficient information sharing for health research purposes.

Enable Access to a Wider Range of Data Sets

The availability of comprehensive datasets was a common theme across all
of the consultation initiatives, The ability to access and link a much broader
range of health data, and across health and other sectors was identified as
a high priority. University stakeholders in the QIPC consultation expressed
the need for data access and linkages from multiple sectors, while Health
Authority stakeholders were seeking decentralized access to real-time data
across health authaorities.

While other specific interests were identified throughout these consultation
processes, the themes above were consistent and were important inputs
for the development of the vision and value proposition. They alse
informed the development of the conceptual model, the components of
which were selected to address many of the interests summarized above,

Final Repert of the Working Group 9
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Relevant Trends

- The Working Group conducted a scan of similar facilities to assess how
other jurisdicticns have approached the cpportunities related to the use of
linkable, public sector data by researchers and other users. The purpose of
this section is to provide an overview of key trends identified through this
scan, beginning with an overview of the facilities included in the review.
This review was conducted using publicly avallable information and did not
invalve any interviews or validation with representatives of these facilities.
This section is intended as a summary only, and readers are referred to
the websites provided for each organization for additicnal detail (see
Appendix B - Jurisdictional Summaries).

Table t - Overview Of Organizations Included In jurisdictional Scan

Organization Overview

The Waorking Group identified ten organizations/facilities to highlight
environments that support linkage of government and/or health data for
use by researchers and other user groups. Two private health systems in
the United States were also included to provide & reference for advanced
analytics in healthcare.

It is important to note that this scan was not intended to be exhaustive
and that there are other organizations pursuing data finkage within the
health sector and other sectors that have not been included here. The
goal was to select sites from different regions and to describe different
approaches while keeping the scan to a reasanable size, The following
table provides a brief description of the organizations included in the scan.

Population Data BC - Population Data BC is a multi-university, data and education resource facilitating
interdisciplinary research on the determinants of human health, well-being and development

Statistics Canada and McMaster - Research Data Centre {RDC)'- Statistics Canada hosts RDCs at twenty-five

universities across Canada that provide researchers with access, in a secure physical setting, to microdata

.........................................................................................

Manitoba Centre for Health Policy (MCHP) - MCHP is a research unit in the University of Manitoba’s Faculty

BC (@ poplationdatas
E 7 S Y
B8 Carzda
from population and household surveys,
Canada Manitoha

s Leniie by
Health

Pobiy

S

Institute for Clinical Evaluative Sciences (ICES) - ICES is an independent, non-profit organization whose core
business is to conduct research that contributes to the effectiveness, quality, equity and effictency of health
care and health services in Ontario,

administrative data.

United
Kingdom

.........................................

UK Clinical Practice Research Datalink (CPRD} - The NHS Naticnal Institute for Health Research (NIHR) has

i#: CPRD

Prrhererisieans

UK Health and Social Care Information Centre (HSCIC) - The HSCIC is a natianal provider of high-quality
information, data and IT systems for health and social care in the United Kingdom.

.........................................................................................

of Medicine. MCHP acts as & steward for the information housed in the Populstion Health Research Data
Repository on behalf of the Province for use by the local, nationa! and international research community.

N IO

UK Administrative Data Research Network (ADRN) - The Economic & Social Research Coundil {ESRC) is
establishing four national facilities to facilitate data linkage, analysis and access for broad public secior

developed the CPRD to provide access to anonymized, linkable clinical data for clinicians and researchers.

10 BC Centre for Data Innovation

.........................................................................................
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AU Population Health Research Network (PHRN) - The Australian Government initiated PHRN as a data

Australia *PHRNZ  linkage network to enable health care planners and policy makers to respond to the changing needs of the
' Australian popufation.
iy Intermountain Healthcare - Intermountain is a non-profit health system based in Salt Lake City, Utah, with
; Ay . 22 hospitals, over 800 physicians in the Intermountain Medical Group and a broad range of dlinics and
Intermguniain X )
Healthears services.
United States Mount Sinat Hospital (NY] - One of the oidest and largest teaching hospitals in the United States, The
?{ﬁk\ hospital has a partnership with Continuum Health Partners in the creation of The Mount Sinal Health
;“ ﬁ;ﬂl System, which encompasses the lcahn Schoo! of Medicine at Mount Sinaf and seven hospital campuses in
Sinal the New York metropolitan area.

Overview Of Key Trends And Observations

This section provides a summary of the trends and observations identified throuch a review of the above-noted organizations. For each category, the
trend or observation is summarized and then examples are provided based on practices Identified through the scan. The examples are intended 1o be
illustrative, but not exhaustive, so examples are not provided for every organization in each case. Additional detalls regarding each organization and the

cnline sources for all information below are available in Appendix B,
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User Community

Across the organizations investigated, the academic community and government {to support policy-focused research and
to inform decision-making) were the primary users for these centres, In some cases, the user community also included
private sector organizations; however, this is an emerging trend

Jurisdictional Examples « Mount Sinai and Intermountain Health are the only
« Researchers represent the majority of the users across private sector organizations included in this jurisdictional
the facilities described above, _ scan. In both cases, their primary user community
consists of internal researchers, practitioners, and
» Both the Health and Social Care Information Centre patients.

and the Clinical Practice Research Datalink engage with
the pharmaceutical industry as a private sector user
community. The Health and Social Care Information
Centre has an indirect engagement model with
encnymized datz being provided to a non-profit
organization idHealth, which then disseminates the
data to pharmaceutical companies. idHealth has its own
governance and services, including data analytics.

12 BC Centre for Data Innovation
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Data

Some of the research centres in the jurisdictional scan primarily store and link administrative health data sets. In some
cases, these are augmented by data from other sectors (e.g., sccial, ecenemic or educational data) to support health
research. Similarly, there is a trend to expand the variety and complexity of data to include additiona! sectors to support
more advanced research.

Jurisdictional Exarples + Mount Sinai is one example of 3 research centre that is

+ While the Administrative Data Rasearch Network collecting data of greater variety and volumes in order to
supports health research, it is designed to enable access perform advanced analytics to support everything from
across a wide range of public sector administrative data personalized medicine to advanced strategies to enable
sets. Cross-sector studies are currently one-time efforts operational effectiveness within their organization.

that require additional legal approval, such as the UK

study of the employment and benefit outcomes for

ex-offenders. Research centres such as those within the

Adrministrative Data Research Network aim to increase

the frequency in which these cross-sector studies can

take place. The value driven from cross-sector studies

could include:

— Addressing social mability.

— Researching causal pathways over a person’s life (e.qg.,
investigating links between social support and heaithy).

- Comparative analysis of access to and the provision of
social care

— Exploring the sacietal cutcomes of mental health.

Final Report of the Working Group 13

Page 91
CTZ-2014-00206



Data Access

Many centres offer secure physical access at their facilities (which are often located at educational institutions). There
is alse a strong trend towards providing users with secure, remate access to their approved data sets. This appreach
provides flexibility to users while ensuring data sets are accessed and analysed in secure, contrelled environments.
Typically, data can only be removed once reviewed and approved through a formal process. Tools are provided within
these virtual environments to enable analysis and documentation of resulis,

Jurisdictional Examples

+ The Administrative Data Research Network is an
example of leveraging existing research facilities. The
four locations of the network are at universities acrass
the UK, with each facility enhanced to create a secure
research environment. In addition, the Administrative
Data Research Network plans to establish secure reoms
at higher education facilities across the UK for remote
access for researchers.

The Public Health Research Network is one example

of a network hat either enables researchers to iink
data themselves or offers remote access to a secure
environment. The Secure Unified Research Environment
(SURE} is a remote-access computing environment that
allows researchers to remotely access and analyze the
approved data extracts provided by data custodians

for their research project. Researchers access their

data through a virtual machine on their local computer
screen. Within the SURE each researcher is allocated

a virtual computer which runs entirely on hardware
physically located at and controlled by the SURE,

The SURE also contains extensive data storage and
backup capabilities and a range of analysis software for
researchers to use.

14 BC Centre for Data Innovation

+ Population Data BC provides access to approved data in
a secure physical environment and via secure, remote
connection inte the "Secure Research Environment”
{SRE). The SRE enables researchers to access and work
with data remotely, but does not permit users to extract
data. Research outputs can be extracted, but only after
going through a forma! review and approval process.

The Institute for Clinical and Evaluative Sciences also
enables remote access by uploading project-specific data
extracts to a virtual environment that is accessible via a
secure portal. All analysis of data is conducted within this
virtual environment, and the outputs are released after a
privacy and security review.

The-primary access method for Statistics Canada RDCs
is at a physical facility (although scme functionality

is enabled thraugh remote access as well). Once
granted access, researchers have direct access to data
sets hrough an on-site secure network environment
with multiple security layers. Each workstation's
computer is connected to a central server to create

a network. The network has no external connectivity
{i.e. this network is isolated and is not connected to the
internet or any other network).
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Accreditation

In most cases, & qualification process s in place for users, and in some cases, formal accreditation is required (or is
being proposed). The criteria differed between jurisdictions, but the common themes were that the researcher must
demonstrate responsibility in privacy and ethics, as well as professional competency.

Jurisdictional Examples

+ At the Manitcba Centre for Health Policy, new users are
pravided with an overview of the organization and the data
access and use process. This includes their mission, available
data and requirements for data use and publication '
of results. The process inciudes signing a pledge of
confidentfality as well as an agreement that you understand
and will follow the process for doing research at the centre

-

Statistics Canada requires that all users be able to
demonstrate research experience and technical competence
to work with the data reguested. They also require that

all users be named “deemed employees” of Statistics
Canada, which results in thern being subject to the same
enforcement and compliance provisions as employees.

At the Institute for Clinical and Evaluative Sciences,

a researcher is accredited and given the title of an

"ICES Sclentist”, which is & probationary appointment.

Accreditation is contingent on:

~ A University academic appointment at the level of
Assistant Prafessor or higher;

— Afirst or last author publication using ICES data;

— Funds o carry out the proposed program of research; and

— Absence of unmanageable conflicts of interest as
determined by ICES.

— Accreditation at the Health and Social Care Information
Centre requires the researcher to be able to demonstrate,
to the satisfaction of the National Statistician, that he/
she:

— Has the appropriate know'edge and experience necessary
for handling potentially disclosive personal information;

— Has provided satisfactory evidence supporting their
application that illustrates their professionalism and
technical competence to carry out the research proposal;
and

— Demanstrates a commitment to protecting and
maintaining the confidentiality of the data during the
creation of outputs and publications that arise during the

preposal.

+ The Administrative Data Research Network is seeking to

standardize accreditation across the UK for researchers.
This accreditation process will require short course training
including: best practice metheds for working in a secure
data environment; legal and ethical issues related to the
use of individual records; methods of disclosure control;
and an introduction to the variety of types of routinely
collected administrative data. To retain accreditation status,
researchers may be reguired to undertake an online update
course on aregular basis.
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Access Requests

All erganizations included in this jurisdictionat scan require a formal access request outlining the research to be
completed, the rationale for the request and the data required. In most jurisdictions, the data centres provide support
services to facilitate the drafiing, review and approval of these reguests. The time taken for fulfilling access requests

varied considerably across the different research centres.

Jurisdictional Examples

« At the low end of the spectrum, access requests for
answers to high leve! administrative/policy questions
in some jurisdictions can be answered in as few 3as five
business days. In contrast, more comprehensive access
requests can take several months before approval.

- Both the Institute for Clinical and Evaluative Sciences
and Public Health Research Netwerk require researchers
to justify that each element of.information requasted is
absclutely necessary for their research. Once approved,
researchers have access to their specific data sets
within a virtual environment. In addition, the Institute
for Clinical and Evaluative Sciences has a program that
accepts research questions and responds with its own
research,

16 BC Centre for Data Innovation

+ Population Data BC has a rigorous access request
process involving submission of the request, data
steward review, researcher contract agreement, and then
provisioning of the approved data.

« Statfstics Canada evaluates access requests for academic
and scientific merit through a peer review committee,
and determines what level of information is required
to conduct the research. Once access Is granted,
researchers have access to a physical environment where
they conduct their research.
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Services

Services provided tc users and data providers are a fundamental component of each of the organizations included in
the scan. The types of services offered range widely from linking data sets, education regarding research methodelogies
and standards, to negotiation of contracts. Training is also provided and is offered through many channels (web-based
e-learning, in-person workshops) and covers topics such as data privacy, ethics, avaifable data sets, and data analysis.

Jurisdictional Examples

+ Mount Sinai offers a secure Web-based learning module
that provides investigators with the capability to manage
training for thei research projects to support compliance with
protocols and data management.

+ The Institute for Clinical and Evaluative Sciences offers training
toits internal employees in privacy paficies and procedures
refevant to their rofe.

« Examples of expert research support include the dient services
team at the Pubfic Health Research Netwaork who can assist
users with various aspects of projects involving linked data,
study design and cohort selection, and completion of data
applications, The Clinical Practice Research Datalink also
follows the mode! of having an intemal team of experts
who provide senvices related to pharmacoepidemiclogy and
pharmacoeconomics.

« Statistics Canada also offers support through analysts that are
available to assist researchers on conceptual, methodological
and procedural guastions and on data concepts and data
structures. Analysts can also direct questions to other Statistics
Canada employzes, if needed.

The Manitobz Centre for Health Policy has online research
tuteorials for database and research skills, In addition, the
centre provides varlous courses to support heatth services
and population-based research that Is made possible using
administrative data banks,

-

An on-site Researcher will provide a user with start-up
information on network/system access, space assignment
{virtual and physical), systern libraries and project access
cantrols,

Centres within the Administrative Data Research iNetwork will
offer short course training including: best practice methods for
working in a secure data environment; [egal and ethical issues
related to the use of individual records; methods of disclosure
control; and an introduction to the variety of types of routinely
collected admiristrative data.

The Health and Sodial Care Information Centre has a range

of services 1o help data users access, link and create custom
data in bespoke formats. Data users can also cal on the
expertise and experience of data professionals to feed into
their information projects such as Clinical Audit Management
Service, Data Linkage and Extract Service, Secure Electronic File
Transfer service and the NHS Safety Thermometer.

Population Data BC has a cost recavery model and charges
rasearchers accessing its user-fading services. In addition to
user-facing senvices, Population Data BC alse offers services
to data providers. These services include acting as a trusted
third party for data linkage, managing distribution of data,
and secure storage, archival and access of data. Additionally,
Population Data BC provides training and offers a certificate
program in Population Health Data Analysis for users.
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Data Processing

In most of the jurisdictions investigated, personally identifiable information is separated from “content” data physically
and fogically. Identifying information is replaced with random identifiers to support linkage. Most of the jurisdictions
operate a "repasitory” model, meaning data seis are collected from Data Providers and stored centrally. Typically, there is
minimal transformation or normalization of collected data sets, and they are used “as-is” to create appraved exiracts of
linked data for researchers.

Jurisdictional Examples

« The majority of research centres link data sets internally.

» The Administrative Data Research Network uses an
external party for all linking; record identifiers are
matched by a trusted third party when data set linking
is required, removing the need to transfer data with
perscnally identifiable information to the centres. In
contrast to this, the Clinical Practice Research Datalink
only uses a trusted third party for linkage of externally
held data sets such as ALSPAC and Tha Cancer Registry.

18 BC Centre for Data Tnnovation

+ The Institute for Clinical and Evaluative Sciences stares
their data in an unlinked fashion, and links data sets as
required by approved projects.

+ The Public Health Research Network stores personal
and content information separately and enables linkage
of content information based on randomly-generated
linkage keys '
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Compliance Monitoring & Enforcement

Across the jurisdictions investigated, there was not a great deal of publicly-available information available regarding
compliance monitoring and enforcement, A focus was observed on the approval mechanisms to grant parties access to
data, and the right of the organization to audit any activities undertaken by users.

Jurisdictional Examples - Population Data BC, the Clinical Practice Research

+ Populaticn Data BC has security and compliance Datalink the Public Health Research Network
mcnitoring requirements as a standard part of their include contractual clauses that allow them to audit
agreements and engages in monitering of physical and any researcher using their data in order to ensure
logical access as well as reguiar audits. compliance.

+ The Health and Social Care Inforrnation Centre requires
all parties accessing their network to complete an
Information Governance Statement of Compliance,
which reguires that no information Is stored or
pracessed offshore, that the party reports security events
and incidents, and that the centre has a right to audit as
required.

The repercussions for breaching the terms of contracts

can be quite severe. For example, consequences for the

Public Health Research Network include:

- Human Research Ethics Committee (HREC) approval
suspended or withdrawn;

— Data custodian refusing to provide data to the
researcher in the future;

- Data custodian refusing to provice data to researcher
institution in the future;

- Legal action over the breach of contract; and

— Criminal prosecution which can result in fines or
imprisonment.
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Big Data

The use of big data is relatively new across the jurisdictions investigated. As more complex data is collected, the unique
abilities of big data are being brought to bear on problems such as genomics. The ability to capture multiple formats and
volumes of data has the potential to deliver value from a much wider range of data sources and ta deliver new insights
to all users.

Jurisdictional Examples

« At Intermeuntain, the Homer Warner Center for
Informatics Research is involved in research into Clinical
Decisicn Suppert, Data Modeling, Data Mining, Artificial
Intelligence and applications in Clinical Genetics,

« Mount Sinaf uses data analytics as an analytical,
predictive and modelling tool 1o improve patient
healthcare. For example, operational data frem its
EHR system is used to treat patients avery day using
a predictive model that analyzes clinical variables and
generates the likelihood of 90-day readmissions among
patients. Cthar uses of data analytics include:

— Telemetry data is pulled {rom more than 1,000 beds
and used for alerting

~ Development of a predictive model that analyzes
variables associated with hospital acguired infections,
which affect 1 out of 20 hosgitalize patients

- Development of risk models, powered by genomics,
labs tests, billing records, and demographics, make
up-to-date predictions about the individuzl patient a
doctor is scheduled with.

20 BC Centre for Data Innavation
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Public Engagement

Several jurisdictions have focused programs to engage the public for their input into the direction of research centres,
and te provide information regarding the need for such research and the impacts it has on policy, decision making and
clinical practice.

Jurisdictional Examples
» The Public Health Research Network has developed key

strategies and programs to ensure that the engoing
development of the network is done with understanding
and input from health consumer groups and the wider
community. For example, each participant is required

to have consumer and community participation in their
development and researcher project planning as outlined
in the network’s Funding Agreement.

The Clinical Practice Research Datalink runs a Patient and
Public Invelvement (PPI) program to gain input on what
research should be conducted, how research can best
be undertaken, and ways researchers should work with
patients in reszarch projects. Lay members are also a
part of many committees that oversee the organization.

» The Administrative Data Research Netwark is planning
on implementing a public engagement strategy to raise
public awareness for the need of research based on
linkable, anonymized administrative data, {o engage the
public through lay members on the Governing Board,
and by holding public events.
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Conceptual Model

In order to define options for the BC CDF in terms of technology, operating
madel and govarnance, a canceptual madel was identified that functionafly
aligns with the vision for the project. This model is described in Figure 3
below, and contains seven key components, and two cross-cutting themes;
+ Governance

+ Data providers

+ Data sources

+ Data collection and aggregaticn

+ Data storage and processing

» Reporting, analytics and visualization

« Customer functions {services)

+ Data Consumers

+ Core functions

Figure 3 - Conceptual maodel

Each of these components and themes is described in greater detail below.
This includes an overview of the compenent and its relevance to the vision
of the BC CDI.

Overview Of Key Components Of Conceptual Model
Governance

A clearly defined governance model s critical to the success of the BC COI
as it will define the roles, responsibilities and decision-making processes
nacessary to guide the activities of the organization. To suppert its cross
government vision and function, the governance model for the BC COI
should include representatives from sectors across government. The
governance model could also include representatives from organizations
fulfilling key roles within the conceptual model.
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: : D Core Functions
PMO, Finance / Controdler. Governance / Talent, Change Management / Communicati
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Data Providers & Data Sources ‘

Data Providers are the organizations that act as custodians or managers
of data across a data domain (e.qg., health, education, social services, etc.).
Data providers are fundamental and necessary to enable the vision for the
centre. As the custedians of the data within their respective sectors, Data
Providers may manage numeraus Data Sources {the systemns used to store
and maintain the data) and, they are familiar with the lineage, guality and
characteristics of the data, as well as the security and privacy requirements
associated with different data sets.

Data Collection and Aggregation

Data Collection is the process through which data is received from Data
Scurces and loaded into the BC CDI envircnment. There are numerous
approaches to collecting data from source systems, including:

» Extract Transform and Load (ETL) - provides batch and real time data
services that extract information from a data source, transform the data
through a number of business rules, and [oad the data into a target data
repository.

Enterprise Application Integration - provides data services with
pre-defined integration peints both from a data structure and data
access perspective.

Data Virtualization - provides data services that integrate across varied
data seurces in real time, near real time, or batch. The virtualization layer
acts as an intermediary to transform, and/ or cleanse data before data
consumers access the data.

-

Streaming - provides access to data sources which provide high-velocity
data in real time.

« Big Data methods - these center on distributed processing frameworks
leveraging the MapReduce model and dividing load across two or mare
servers. Big Data is often used as an umbrella term to represent high
volume, velocity and/or variety of information assets that demand cost-
effective, innovative forms of information storage and processing that
enable enhanced insight, decision making, and process automation.

The type of date collection methods employed by the centre may vary
depending on the data source and/or the functional requirements of

the different user groups. For example, the application of ETL would

be appropriate in situations where daily (or less frequent) data refresh

is sufficient and the volume of data is low. On the other hand, the
application of streaming or big data approaches would be more common
for large volumes of data or highly varlable data sets.

Data aggregation refers to an approach to standardization and integration
that will enable data linkage across multiple data sources. It should be
noted that the handling of data once acguired by the BC CDI could vary
significantly. Data may be acquired and stored as received (once identifying
information is removed), or it may be transformed to align to & commen
data standard to support improved integration (where permissibie} in a
data warehause environment (or similar). Most of the jurisdictions surveyed
(see "Relevant Trends") applied minimal transformation to incoming

data sets. Rather, data sets were stored as received (once identifiable
information was removed) and then linked on an as-neaded basis for
approved purposes.

Data Storage And Processing

Data Storage refers to the mechanism by which data is stored and made
avatlable for analysis purposes. This could include approaches utilizing
traditional data warehouse architecture andfor more advanced approaches
involving distributed processing and storage. The mechanisms and
infrastructure chosen for the centre will depend upon the data available
and the requirements of users. [t is likely that the centre will require

both traditional and big-data capabilities to suppart the fundamental
analytics needs of users as well as emerging analytics and data processing
requirements in fields such as genomics research,

[t is important to note that de-identification will be a critical process within
the BC CDI, This process involves removing identifiable information from
incoming data sets, while supporting linkage between these data sets in

a consistent manner that addresses the security and privacy requirements
of data providers and the BC CDI. There are numerous approachss to
ancnymization that focus on bafancing the risk of re-identification against
the utility required by users, and such services can either be delivered
within the centre or by 2 trusted third party.

Reporting, Analytics and Visualization

The Reporting, Analytics, and Visualization component represents a
suite of tools that enable varying levels of analysis of data within the
centre. Analytics approaches typically utilize standard descriptive analysis
(critically important for identifying trends in data and testing research
hypotheses). More advanced predictive modeling uses available data to
create models to predict outcomes for a specific scenario or renge of
conditions, while prescriptive capabilities build on predictive analytics
by providing recommendations regarding actions to take given certain
predicted outcomes.
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Customer Funciions

The customer functions represent the services provided to stakehciders
engaged with the centre. The primary consumers of services for the centre
will be the users of the data; however, it is important to note that there
will likely be a critical set of services required to support data providers in
order 1o encourage contributions of data to the environment, ensure that
data is available in the format required and to ensure that all security and
privacy requirements are understood, addressed and reparted against on
an ongaing basis. ‘

Below is a brief overview of a range of relevant services that could be
provided by the centre;

Access Requests & Approvals - This includes support in the definition
phase, processing of all access requests, reporting on progress and finally
reporting on the outcome of the request.

Data Analysis Methads - This includes subject matter experts wha could
provide quidance regarding approaches for study design and statistical -
analysis. The gcal would be to promote consistency in definitions and
methods among users to enable comparability of results.

Data Navigation - This includes providing services to data consumers
to support awareness of available data sets and options for addressing
specific quastions or challenges based on the data available,

Collaboration Forums - This includes services to engage with Data
Consumers to promote cross-organizational exchange and analys's of data.

Onboarding services - This includes resources to work with Data Froviders
to review potential data sets for acquisition by the BC CDI, define
appropriate terms and conditions for sharing, protecting and monitoring
their data and to define services required on behalf of the Data Provider
for users.

24 BC Centre for Data Innovation

Knowledge Translation - This indudes service to make data findings and
insights applicable in practice for Data Consumers and the general public.

Training - This inciudes services to provide training to Data Consumers,

Q&A Services - This includes support for questions from Data Consumers
related to dats and its use. This would include the ability to answer specific
questions regarding individual data sets and variables and support in the
Interpretation of results,

Data Consumers

Data Consumers are these organizations or individuals who will tilize the
data, infrastructure and services provided by the BC CDI. It is anticipated
that the initial focus of the centre will be on Government, Health Sector
and Researcher users. However, where possible and appropriate, additional
user groups will be evaluated to ensure the greatest value is being derived
from this critical information resource. ‘

Core Functions

There are a number of core functions or services that will be reguired
internally to support the ongoing operations of the BC CDI. These include
standard corporate services such as finance, security, privacy, human
resources, legal and communications as well as the capacity to oversee
vendors and to initiate and deliver major projects related to technelogy
and business processes. Additionally, it is praposed that the BC CDI

have in-house compliance monitoring and enforcement capahilities to
ensure constant oversight of operations, support continual improvement
through ongoing audits and reviews and, as appropriate, to identify
violations of policy or contract terms and follow up with appropriate
enforcernant measures.
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Costs and Funding Options

Comparison Of High-Level Costs In Other Jurisdictions Table 2 below highlights the approximate budgets for similar faciliies in other

To realize the vision, goals, and objectives of the BC CDY, it is important to jurisdictions, where such data was publicly available. These figures are provided

understand the financial costs related to both developing a centre and maintaining  for reference, and an effort has been made to apportion budgets between capital

it on an ongoing basis, The Working Group took a multi-step high level approach  and operating costs {where possible). It should be noted that there is significant

to arrive at a range of costs. The approach started by examining the costs of variability in the scape, scale and capabilities of these facilities, and this results in

comparable organizations in other jurisdictions. a large range in both capital and operating budgets. Where possible, additional
comments have bzen included to explain the figures provided and some of the
key differences between these facilities,

Table 2 - Approximate investments in infrastructure and operating expenses for sefect jurisdictions {all figures converted to CADS for comparison
purposes)

Statistics Canada Research Not available ~5250K/year (per RDCY? Operating budget includes funding for space, staff, and updates
Data Centres and replacements to hardware and software

Manitaba Centre for $3.5M (1990) S5TM* $5.7M annual operational funding (2012/2013) includes $2.3M in
Health Policy provinclal funding and $3.4M in awards, grants, and contracts
Institute for Clinical Not available §21.9M° + On top of cperating the infrastructure to support data
Evaluative Sciences (ICES) ) management and linkage, ICES employs & team of scientists to

support its mandate.

« Operating costs refiect expenditures for 2012/2013

« A significant proportion of operating expenses is covered by
research and operating grants

UK Administretive Data $63M for development and maintenance over 5 - Funding is provided for four data centres and the Administrative
Research Network (ADRN) years Data Service.
» These centres will build upon existing technology and
infrastructure where possible and the funding is in addition to
other sources of funding currently in place.

Health and Social Care 585 8MMS » 2011/2012 expenditures
Information Centre (HSCICQ) » The H5CIC is a large organization (538 people as of 2012) and
this figure includes staff and non-staff costs

AU Population Health $20.3MM $15.6MM + In 2006, the National Collaborative Research Infrastructure
Research Network {PHRNY  (2008) Strategy allocated $20.3MM for population health data linkage.
» Annual operating expenditures for the network were for
201172012, Investment in the national network to date totailed
$71.4MM

Reference:

2. httpiivea statan go.ca/rde-cdrifag-eng. htm

3. http:iAenav longwoods.comfcontent22117

4, MCHP Annual Report (2012/2013): http-//umanitoba.caffacultiesmedicine/unitsicommunity_health_sciences/departmental_unis/mchp/media/MCHP_2012_Annual_Repor.pdf
5. ICES Annual Report (2012/2013)

6, HSCIC Annuat Report and Accounts {201 122012): httpr/Awvav.offical-decuments.govuk/document/nc1213/hc03/0332/0332 pof

7. PHRN Annuat Report (2011/2012): http:Aawwiphin.org aw/med a/7922 Hannual%20report$5202011_2012v1.0.pdf
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Preliminary Cost Estimates And Assumptions

Following the jurisdictional scan, a preliminary cost estimate was created
based on the conceptual model framework illustrated above. The scenarios
that were considered include the costs to create a net new fadility to enable
BC CDI, and the costs to support expansion when adding data providers or
entire seciors,

To align with the conceptual medel, the cost estimatea is broken up into
the following major buckets: Governance, Data Collection and Storage,
Enterprise Data Management, Reporting, Analytics, and Visualization,
Customer Functlons, Physical Infrastructure, and Core Functions. The
following high-level assumptions were made in these areas:

Governance - Executive Governance will be added as needed and will
leverage existing sector / cross-sector vehicles. Governance roles and
responsibilities will be provided by key leadership roles at BC CD! that
encompass Executive, Operational, and Technology/Data Govemance. The
leadership roles at BC CD1 will not only have these governance roles, but
additional roles and responsibilities within the centre, In addition to Executive
Governance, governance will need to be provided at an operational level.
(e.g., shepherding data requests through the approval process)

Data Providers and Sources - The cost estimates only include costs for
establishing and opearating the centre and do not include the participation
costs for Data Providérs. These costs will vary significantly across providers
depending on the scale, complexity and current state of thair data holdings.

Data Collection and Storage - This model assumes a dafa environment
where incoming data sets are not normalized or integrated into a data
warehouse. Data sets are terporarily stored separately as flat files and when
data requests are submitted (and approved), there will be ocn-demand linkage
across these flat files. The key data acquisition services of anonymization and
finkage are assumed to take place centrally and are driven by the number

of data domains (e.g., Patient, Provider) requiring anonymization or linkage.
Firally, data storage costs were allocated for both data acquisition {on
demand) and for researcher usage.

Enterprise Data Management - The model assumes centralized roles

for the following functions: Data Privacy and Security, Data Architeciure,
Data Retention and Archiving, Metadata Management, Master Data
Management, and Data Quality Management. The majority of the resources
will be in the areas of Data Privacy and Security, Master Data Management,
and Data Architecture with some allocation for the other areas.

Reporting, Analytics, and Visualization - The mode! only assumes the
costs for acquiring Enterprise licenses of common analytical tools for
researcher consumption. The costs for developing any artifacts or cutputs
from these tools are assumed to be incurred by the Data Consumer
leveraging these tools.
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Customer Functions - The model assumes centralized roles for all the
functions with particular support for Access Requests and Approvals, Q8A
Services, Knowledge Translation, and Training. A significant proportion of the
costs are allocated to Access Requests and Approvals due to the fact that
data sets are not normalized thus resuiting in manual effort to create unique
data sets for each date request.

Physical infrastructure - The model assumes costs for IT infrastructure

and for office space to support the delivery of the above components. Tha
components of IT infrastructure includes physical device costs and operating
costs for Security, Manzagement and Utilities (i.e., Power and Cooling)

Care Functions - The model assumes costs for key support roles induding:
Finance, HR, Legal, Privacy, Operations, and Communication functicns.

General assumptions also include the following:

+ Costs incurred at the center were incfuded in the estimate with participant
costs of data providers or sectors not included.

- Average staff costs (including salaries and benefits) were used,

+ Hourly rate with assumed IT Implementation costs {i.e., assume effort
for requirements/anatysis and forecast costs on future phases based ona
percentage of requirements/analysis).

Based on the assumptions above, the costs to stand up a net new

facility would range from $7.0MM - $10.5MM for capital expense and
$4.0 MM - $6.0 MM for operating expense. The costs above have a range
based on same considerations which include being able to leverage or
accelerate the setup of capabilities based on existing infrastructure or
capabilities of a proponent who has carried out similar initiatives.

tt is difficult to estimate the additional capital and operating costs associated -
with onboarding new data sets or sectors, due to the significan: variability
in scale, data quality, data format and data types. Additional costs were
estimated, but varied widely due to this range in complexity. For example,
data sets that are not able to be Iinked through a consistent key would
require additional effort o link consistently and completely. In addition, the
format in which data sets are received (e.g., flat file or unstructured) and
the degree of standardization across different data providers would drive up
the incremental costs, The range of costs for incorporating new data sets
include capital costs ranging frem 10% - $0% of the costs to stand up a net
new facility (with the lower range associated with on-boarding a relatively
small data set and the higher range associated with on-boarding an entirely
new sector). The range of costs to operate a facility with an additional data
provider or sector will range from 10% - 100% of a net new facility.
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Funding Options

A key chalienge in the development and operation of a centre like the
BC CDi is to establish sustainable, long-term funding to cover capital and
ongcing operational costs. As highlighted above, the scale of these costs
is highly dependent upon the scope and services of the centre, with costs
being proportiona! to the number of data sets and users involved. Five
potential sources of funding have been identified for the BC CDI below.

Government Funding

Federal and Provincial agencies provide funding for initiatives similar to
the BC CDI across Canada. Many of the organizations reviewed in the
jurisdictional scan received a portion of their funding (either one-time
capital funding or ongoing operational funding) through such government
agencies, and similar opportunities exist in BC. For example, CIHR's SPOR
funding could potentially be applied to fund compenents of the 8C CDI
that are specifically focused on patient-criented health research. Similarly,
organizations such as the Canadian Foundation for Innovation (CFI) and
BC's Knowledge Development Fund (KDF) provide funding to support
research infrastructure with the goal of ensuring that maximum benefits
are realized from these investments. '

As the BC CDI launches with a focus on health data, it could leverage
investments from health funding agencies (such as CIHR's SPOR strategy)
and from CFf and KOF. As additional sectors are incorporated into the BC
€D, the potential exists to atiract similar funding from these sectors, thus
aligning funding from multiple sources for a similar purpose, and reducing
the potential for duplicated infrastructure and investment across sectors.

Research Grant Funding

In some of the Jurisdictions assessed, ongoing operational costs were
covered in part by project-specific research grants. Such funds are typically
provided by research funding agencies and are awarded on a competitive
basis (typically annually or on a multi-year basis).

Private Sector Partnerships

Another potential oppertunity to offset some of the capital and/or
operational costs for the BC CDI is to seek out private sector partners who
are willing to provide services and/or Infrastructure in support of the centre
on a reduced-cost, cost-sharing or pro-hono basis, Such an arangement
may aiso enable these partners ta develop innovative products and/or
services to support users of the centre.

Data Provider Fees

Centres such as the BC CDI can provide services to researchers on behalf of
the data custodians who are making data available for research purposes.
In exchange for providing these services, the Data Providers, realizing
administrative savings by delegating these services to a third party, could
provide financial support to the BC CDI.

Data Consumer Fees

Finally, many of the arganizations reviewed in the jurisdictional scan used
a fee-for-service modal to recover a portion of the costs for creating and
operating their infrastructure and for the services and tools they provide.
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Recommendations

Recommendations

This section outlines eight recommendations that, if approved, will enable
short-term benefits for the health research community while building a
foundation for the broader BC €D} vision.

Approve the Vision and Value Proposition for the BC CDi and
,E initiate a multi-year, phased implemeantation approach to realize

this vision
Based on an analysis of trends in other jurisdictions, the interests of
stakeholders within BC and the potential benefits that the BC CD! could
deliver to British Columbians, it is recommended that the long-term Vision
and Value Propesition be approved as a starting point for a multi-year,
phased approach to creating a BC Centre for Data Innovation.

The recommendations that follow propose Phase 1 activities or next steps to
support this phased implementation approach.

Establish an Interim Governance Committee to oversee the
ongoing development of the BC CDI

It is recommendzd that an Interim Governance Committee be established
to oversee and guide the implementation of the recommendations set
out in this report. This committee should include representation from the
Ministry of Health and the Ministry of Technelogy, Innovation and Citizens'
Services, as the current sponsors of this initiative, but should also include
representation from other sectors to ensure a cross-government approach
and perspective.

As the BC CDI expands 1o include data sets fram other sectors and

a broader range of data providers and data consumers, this interim
committee could be tasked with making recommendations for a permanent
governance structure to aversee the operations and continued growth of
the BC CDI.

Leverage existing capabilities and technology to build the
foundaticn for the BC CDY, starting with the Ministry of Health

A key principle guiding the Working Group was to assess where it was
possible and desirable to leverage existing infrastructure, capabilities and
processes to accelerate the development of the BC CDI. It is recommended
that the existing relationship between the Ministry of Health and Population
Data BC be leveraged as & Phase 1 activity, and that the capabillities and
processes currently in place be enhanced to improve researcher access

{o data held within the Ministry of Health's primary data warehouse
{Healthldeas). Healthldeas contains a wide range of health data (including
acute care, Medical Services Plan, home and community care and vital
statistics data) which is invaluable to health-related research.
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Implementation of this recornmendation will not anly provide more timely
access o a range of current health data sets, but will alsc lay the foundation
on which to build a cross-government data innovation centre and service.

In particular, implementation of this recommendation will enable and test
several of the fundamental componants illustrated in the BC CDI conceptual
model (see sectian entitled "Conceptual Model”), such as data storage and
pracessing, reporting, analysis and visualization and a range of customer
services.

More detailed information on this recommended Phase 1 activity, including
specific next steps, can be found in Appendix C.

Broaden the scope of consultation and inquiry to Include
4additional sectors beyond health and additional stakeholders/

data consumers heyond academic researchers
In assessing the potential for a provindal data innovation centre, the
Waorking Group was asked to start with health sector data and interests
and align with the work that was already underway within the health
sector to improve access to data for academic researchars. While this
WorK is by no means complete, implementation of Recommendation 3,
and the supporting Health Visicn outlined in Appendix C, will set the
foundation for improved access to health data by academic researchers and
government entities.

However, additional consultation, validation and inquiry will be necessary
to ensure that the BC COI is designed with broader public sector interests
in mind and 1o serve users beyond the academic research community. It is
therefore recommended that the Interim Governing Committee, as a first
step, expand the current dialogue to incdlude other government sectors and
other potential user groups with a view to Identifying additional partners
and stakeholders with an interest in the BC CDI.

While the primary purpose of this consultation should be to work with other
sectors to idenfify high-value data sets that could be made available through
the BC CDI, the process could also be used to validate and further refine the
vision and value proposition for the BC (DI, gather additional requirernents
and identify additiona! infrastructure, capabilities and processes that could
be laveraged by the BC COI.
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Build robust security and privacy protection into each phase of
the BC CDI implementation

Robust security and privacy protection are critical to the successfuf

realization of tha BC CDlvision. It is therefore recommended that a

thorough assessment of security and privacy risks and opportunities

be conducted for each implementation phase and whenever a new

crganization’s data sets are made avaifable through the BC CDI. Further,

consultation with the Office of the Information and Privacy Commissioner

during each phese is recommended {¢ ensure that privacy and security

concerns and risks are identified and addressed and that acceptable

controls and safeguards are put in place to maintain public trust in

the BC CDL

= Streamiine the Access Request and Approval Process

Streamlining the access request and approval process through which
researchers and ather users currently ebtain access to health data was a
recurring theme raised by the majority of stakeholders (see "Stakeholder
Interests”). For the BC CDI to achieve the identified benefits, it must

not only be trusted to enable access to high-value data sets with a high
degree of privacy and security, but it must do so in a timely and reliable
manner, The current process which involves, in some cases, multiple
levels of approval and unpredictable delays must be rectified before it can
be leveraged and expanded to include broader public sector data and
providers.

To improve the current process and to position the BC CDI as a world
class centre for data access and innovaticn, it is recommended that

the Interim Governance Committee assemble and oversee a multi-
stakehclder team comprised of government representatives and users

of the service to develop practical recammendations for streamlining

and harmanizing the current access request and approval process. These
recommendations should be developed with a view to supporting broader
government and user interests, As a starting point, it is recommended
that the team consider the findings and recommendations contained in
the recent reports arising from the meetings convened by the Office of
the Information and Privacy Commissioner (Report of the Roundtable
DBiscussion on Access to Data for Bealth Research, and Report of the Health
Data Research Forum®%)

Reference: .

8. Office of the Information and Privacy Commissioner. 2012, Report of the Roundtable Discussion on Access to Data for Health Research,17 pp.

Explore the short-term opportunity to leverage avallable
7 government funding for Phase 1 activities while developing a
long-term, sustainable funding and revenue model
As set out in the section en funding options, a humber of similar inftiatives
in other Canadian jurisdictions have been supported in part through
government funding and grants. Similar opportunities exist for BC, such
as funding which is currently available through CIHR's SPOR strategy,
and it is reccmmended that the Ministry of Health explore whether CIHR
funding could be used to support the Phase 1 activities proposed in
Recommendation 3.

Uliimately, it is recommended that the Interim Governance Committee
develop a leng-term funding model that is both flexible (to indude
multiple sources of funding and revenue) and sustainable. Options for
consideration, which are described in more detail in the section entitled
"Costs and Funding Options”, should include government funding, private
sector partnerships, shared service fees and user fees.

Evaluate opportunities to leverage emerging technologies and
advanced analytics capabllities to maximize the value of public
# sector data

The BC CDI will offer significant potential to evaluate and leverage
emerging technologies and analytics capabilities In order to make the best
use of the BC Governmeni's vast data rescurces. For example, big data
technologies could be used to support emerging research and medical cara
in the field of personalized medicine. These technologies enatle analysis
across a wide range of large, variable and complex data sets, and could
result in new insights to support policy development, decision-making and
innovation across a nurnber of sectors.

However, such opporiunities also raise concerns with respect to security
and privacy, and must be carefully censidered and prudently implemented.
It is recommended that the opportunities and benefits posed by emerging
technologies and advanced analytics capabilities be explored and carefully
evaluated for privacy and security risk before being implemented in a
broad way. A "proof of concept” appreach may be ideal for exploring
both the potential opportunities and unintended risks of these

emerging technologtes.

9. Office of the Information and Privacy Commissioner. 2013. Report of the Health Data Research Forum. 20 pp.
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Appendix A - Overview of

Consultation Initiatives

This section provides an overview of the consuitation initiatives conducted
previously within the health sector.

BC Health Research Strategy .

The BC Health Research Strategy (BCHRS) is an initiative facilitated by

the Michael Smith Foundation for Health Research to “shape a more
comprehensive, coardinated, and systems-oriented approach to health
research” in BC'®. The process was initiated in the fall of 2012, with consultation
taking place from March - July, 2013, The consultation process engaged
health research and healthcare leaders from across the province, Initially, key
infarmant interviews resulted in the identification of five “directions” for the
strategy that then served as a framework for consultation. This was followed
by a series of focus sessions (one session for each “direction”) designed to
refine each direction, validate feasibility and gather additional advice regarding
implementation considerations.

To enable input from the broad health research community in BC, an online
survey was distributed to approximately 3,000 individuals to gather feedback
regarding the draft vision and goals, potential provincial-level actions and key
research program gaps that could be addressed by & provingial health research
strategy. Five regional workshops were held 1o engage representatives from
each geographic region to gather input and validate that the health research
strategy would address each region’s particular requirements, Finally, a validation
workshop was held to refine and prioritize the actions to be included in the final
strategy for supperting high-guality health research',

Canadian Institutes for Health Research - Strategy for Patient Oriented
Research Business Plan

The Canadian Institutes of Health Research (CIHR) has created & national

' “Strategy for Patient Oriented Research” (SPOR). This strategy aims to improve
health outcomes and enhance patients’ health care experience through
integration of evidence at alf lavels in the healthcare system. One of the key
components of SPOR is the development of Support for People and Patient-
Oriented Research and Trials (SUPPGRT) Uinits. These units are proposed to
function as research servica centres that provide specialized expertise and
infrastructure to suppart patient-focused research;

Reference:
10. http:/rbchealthresearchstrategy.ca/abouty

11. British Columbla Health Research Strategy - Validation Workshop Summary of Biscussions.

There are several such units across Canada, and a business plan is currently
being created for a proposed unit in BC. One of the propesed “core functions”
of the SUPPORT unit in BC is “Data Platforms and Services”. BC is launching a
refreshed strategic vision for the provincial health system ("Setting Priorities for
BC's Health System”). This strategic vision will provide a focus to the SUPPORT
unit,

To support the developrment of the business plan, consultations were held
with BC health system [eaders, heaith care providers, health researchers and
patient representatives. Health system leaders were engaged in March, 2013
to identify critical functions that would increase the quality and productivity of
research through the SUPPORT unit in BC, Consultations were then conducted
with representatives of the research community to refine these priorities and
inform the development of an Expressien of Interest to identify individuals to
support the development of the business plan. Cngeing engagement with
these stakehcider groups continued into early 2014 as the business plan was
developed and refined'2.

Office of the Information and Privacy Commissioner

The Office of the Information and Privacy Commissicner convened two
meetings on the topic of access to data for the purposes of health research,
Tha first sassion (Roundtable Discussion on Access to Data for Health Research)
was held on June 25, 2012, and was convenad by the Commissioner to: 1)
“determine if there were...problems with the interpretation or administration

of FIPPA" that may be Impeding access to health data for medical research
purposes, and 2) "to discuss the epportunities, barriers and possible solutions to
improving access to data for health research™®3,

The second session {the Heaith Data Research Forum) was held on December
9, 2013 and was designed to bufld upon the efforts and outputs of the first
meeting. The forum was attended by répresematives from the Offize of the
Information and Privacy Commissioner, the Ministry of Health, the acadernic
research community, health authorities and indiviguals from various agencies,
councils and cther professional privacy organizations. Specifically, the purpose
of the meeting was to "discuss and seek sclutions on tirnely access to, and
appropriate use of, health data under the stewardship of the MOH and Health
authorities for research, evaluation, planning and quality improvement while
maintaining academic independence and enhancing privacy protections and
security safeguards™,

{http:/#healthresearchstrategy.flas. wordpress. com/2013/1 1/bchrsvakdation-workshop-report_final.pdf)
12. Michael Smith Foundation for Health Research. 2013, SPOR Support Unit Project - Consuitation Sessions: Summary Report.

hitp:Avavnvmsthrorg/sites/default/fles/SPOR_consultation_summary_repart.pdf

13, Office of the Information and Privacy Commissioner. 2012. Report of the Roundtable Discussion on Access to Data for Health Research.17 pp.
14. Office of the Infermation and Privacy Comrmissioner. 2013. Report of the Health Data Research Forum. 20 pp.
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Appendix

Objectives

In order to inform the activities of the Warking Group, a jurisdictional
scan was undertaken to assess how other jurisdictions have approached
the ¢reation of similar environments. The goal was to identify leading
practice, emerging trends and lessons learned based on the experiences in
these jurisdictions.

This section provides a summary of the information collected during this

scan and Is provided for reference purposes. It should be noted that the
information below s based entirely on publicly available information and has
not been validated with representatives from these jurisdictions. The summary
for each jurisdiction is not intended to he exhaustive, and readers are directed
to the references cited for each jurisdiction for additional detail and the most
up-to-date information.

Approach

The approach for the Jurisdictional Scan included the following characteristics:

» A selection of facifities that provide government data for research were
identified in Canada and internationally (see Table 3 below).

+ Candidates for the scan were selected to highlight different approaches to
health sector and broader public sector data aggregation, linkage, access
and analysis,

+ Each centre.was analyzed against a series of questions outlined in a
framework that was created to guide consistency in the analysis (see
section below).

+ Information was collected through secondary research (primarily
internet- based).

+ Oneinterview was conducted with Statistics Canada, to provide additional
context to its operations and process.

- Jurisdictional Summaries

Framework

A framework was developed to support consistent assessmeant of each
of the organizations included in the scan. The Framewerk consists of
six components, each of which included several questions to guide
the research.

Each of the components of the model is defined below:

« Data Sources - includes an overview of sectors or organizations from
which the facility obtains data.

+ User Community - describes the stakeholder groups that utilize the
centres and/or receive a service from the centre,

+ Service - includes the services provided to all stakeholders that interact
with the facility (inctuding Data Providers and Data Consumers).

» Governance - provides an overview of the governance medel, including
people and organizations involved and their roles and responsibilities
where available.

« Data Access and Approvals - describes the process by which users request
and gain access to data, and the approval process for such requests.

+ Security and Privacy - includes an overview to the approach taken
to address security and privacy requirements, including alignment to
regulation and pelicy
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Table 3 - Overview Of Organizations Included In Jurisdictional Scan

BC
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United
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Australia
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Population Data BC - Population Data BC is a muiti-university, data and education resource facilitating
interdisciplinary research on the determinants of hurnan health, well-being and development

Statistics Canada and McMaster - Research Data Centre (RDC) - Statistics Canada hosts RDCs at twenty-five
universities across Canada that provide researchers with access, in a secure physical setting, to microdata

from population and househeld surveys.

R e R R R R D P B T L P P P PR P TP ey

Manitoba Centre for Health Policy (MCHP) - MCHP is a research unit in the University of Manftoba’s Faculty
of Medicine. MCHP acts as a steward for the information housed in the Populzation Health Research Data
Repository on behalf of the Province for use by the local, national and international research community.

............................................................................................................................ anae

Institute for Clinical Fvaluative Sciences (ICES} - ICES Is an independent, non-profit organization whose core
business is to conduct research that contributes to the effectiveness, quality, equity and efficiency of health

care and health services in Ontario.

UK Administrative Data Research Network (ADRN) - The £conomic & Sacial Research Coundil (ESRC) is
establishing four national facilities to facilitate data linkage, analysis and access for broad public sector

administrative data,

UK Health and Secial Care Information Centre (HSCIC) - The HSCIC Is a national provider of high-quality

informaticn, data and IT systems for heatth and social care in the United Kingdom.

UK dlinical Practice Research Datalink (CPRD) - The NHS National institute for Health Research (NIHR) has
developed the CPRD to provide access to anenymized, linkable clinical data for clinicians and researchers.
Al Population Health Research Network (PHRN} - The Australian Government initiated PHRN as a data

linkage network to enable health care planners and policy makers to respond to the changing needs of the

Australian population.

Intermountain Healthcare - Intermauntain is a non-profit health system based in Salt Lake City, Utah, with
22 hospitals, over 800 physicians in the Intermountain Medical Group and a broad range of clinics and

tnited
States

Aj

Itermaountatn:

Hegithrara

AN

Mot
Sinai
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sarvices.

Mount Sinai Hospital (NY} - One of the oldest and largest teaching hospitals in the United States. The
hospital has a partnership with Continuum Health Partners in the creation of The Mount Sinat Health
Systemn, which encompasses the lcshn Schoot of Medicine at Mount Sinai and seven hospital campuses in

the New York metropelitan area.
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Population Data BC

@)5 populationdatas

Data Sources
+ Datasets availabie at Population Data BC include:
- Health care and health services data
- Population and demographic data
- Occupational data
- Early childhood data
— Spatial data
+ Some additional health care and health services data datasets are
externally hald and are linkable upon request

Users
+ Researchers

Services

+ Cross-sector dataset linkage services

« Expert guidance, support and advice regarding datasets

+ Secure remote environment for data storage and analysis

+ Educational services include certification for population health data
analysis, in-person workshops, and free online courses

+ Services for data providers include managing the data access request
process, secure storage, handling, and archival of data, acting as a
trusted third party for dataset linkage, and providing a secure
environment for researchers

Governance
« Populaticn Data BC's multi-tier governance framework includes
the following:
— The Data Stewards Working Group consists of Data Stewards from
each data provider who ensure that the data access process meets
their privacy and security expectations.

httpsivwav. popdata.bo.cal

— The Advisary Board guides Population Data BC on core Issues, such as
strategy, policy, funding, and security. The Advisory Board s comprised
of leaders in the academic research field.

— The Gevernance Oversight guides and supports the operztions of
Population Data BC. The Governance Oversight Committee oversees
the Advisory Board and is composed of VPs of Research at BC's
research universities, members of Population Data BC's Advisory Beard,
and researchers,

—~ Population Data BC's Executive Director and unit Leads are responsible
for the operational management of Population Data BC.

Access and Approval Process
» Access is available to individual level de-identified linkable data on British
Columbians. The access request process follows 7 stages:
— Submitting a data access request
— Data Steward review and approval
— Privacy contract and researcher accaunt set up
— Data preparation and delivery
— Data analysis
— Publishing of approved research materials
— Project closure

Security and Privacy

« Physical, technical and procedural measures are in place to ensure
individual privacy and data protection

= Population Data BC aims to meet and exceed all relevant legal, ethical
and legislative guidelines for data protection and privacy
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Statistics  Statislique
Canada  Canada

Statistics Canada RDC Network {est. 2000)

Data Sources * In most cases, the Academic Director is a faculty member at the hosting
- Statistics Canada provides survey data across community, health, university and the primary liaison with the RDC Program znd the hosting
education, aboriginal, income, social network, diversity, econemical, university. The Academic Directors' respansibilities include: promoting
labor, family and ethnic diversity. : ' the RBC's research activities on campus and advocating for the local RDC
« Provides additional data sourcas with statistical publications, The within the RDC Program initiative.
Canadian International Merchandise Trade (CIMT} online database,
Caenadian and U.S. trade data at the 6-digit commodity level (HS) Access and Approval Process
and CANSIM « Each researcher must sign the Microdata Research Contract (MRQ)
_ « Each researcher is given a unique username and password by the Analyst
Users to access the approved data set(s) end folder(s) for each contract
+ Researchers (government and academic) « Statistics Canada offers virtual access via the Real Time Remote Access
+ Users outside of the provindal research data centre can access data (RTRA} system; an on-fine remote access facility allowing users to run
with the establishment of the Federal Research Data Centre (FRDC), in SAS programs, in real-time, against data sets located in a central and
Ottawa, in response to a growing demand for access to detailed micro secure location.

data for analytical purposes in federal departments
Security and Privacy

Services * An RDC has a secure network environment with multiple security
+ Analysts are available to assist researchers on conceptual, methodological layers. Each computer is connected to a central server to create a
and procedural questions and on data concepts and data structures. network {which is isclated and is not connected to the internet or any
» Throughout the year, conferences are held by the research network other network).
that provide information sessions on data sets, statistical programs or + All analysis must be conducted at the RDC, with data stored on the RDC
procedures and methodological issues. server. Drivesfconnections on the computers are disabled to protect
against accidental breaches and harmful computer viruses. RDC Analysts
Governance review alf data to be loaded to, or extracted from, the server.
+ Soclal Sciences and Humanities Research Council (SSHRC), Canadian + All research outputs are vetted before they leave RDCs (or any Statistics
Institutes of Health Research (CIHR), Canada Foundation for Innovation Canada offices). Microdata never leave the secure area of the RDC.

(CF13, Statistics Canada and & consortium of universities across the
country are responsible for RDCs

Statistics Canada RDC Network: http-/www. Statistics Canada.gc.ca/rdc-cdifindex-eng htm
httputhena Statistics Canada.ge.cafrde-cdr/pdffreport-rapport-eng.pdf
Research Data Centre Guide: hitp:/#/socserv.socStatistics Canadal.memaster.ca/rd/RDCGuide. pdf
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Manitoba Centre for Health Policy (est. 1991)

Data Sources )

+ The Population Health Research Data Repository housed at MCHP
combines Health, Education, Sodial, Justice and Registry data

» Itis a comprehensive collection of administrative, registry, survey, and
other data primarily relating to residents of Manitoba

Users
+ Researchers, practiticners, programmers and students

Services

» The MCHP has online research tuterials for database and research skills.

» MCHP provides various courses to support health-services and
population-based research

» MCH? offers knowledge translation in Manitoba by sharing evidence
from published MCHP reports with health and social poticy planners and
decision makers thraughcut the province

Governance

= MCHP acts as a steward for the information housed in the Population
Health Research Data Repository for agencies such as Manitoba Health

« MCHP is listed as a prescribed health research organization: under
Manitoba's Personal Health Information Act and Regulation

Manitoba Centre for Health Policy (MCHP):

Access and Approval Process

+ To galn access, Researchers must complete an MCHP Project
Feasibility and Data Access Quote Request form and then submit a
research proposal

» Researchers must also complete a yearly Accreditation session which
provides a consistent overview of MCHPE and the data access and
USE PFOCESS

Security and Privacy

» An RDC has a secure network enviranment with multiple security
layers. Each computer is connected to a central server to create @
network {which is isclated and Is not connected to the internat or any
other network).

» All analysis must be conducted at the RDC, with data stered on the RDC
server. Drives/connections on the computers are disabled {o protect
against accidental breaches and harmful computer viruses. RDC Analysts
review all data to be loaded to, or extracted from, the server,

« All research outputs are vetted before they leave RDCs (or any Statistics
Canada offices). Microdata never leave the secure area of the RDC

http://umanitoba.caffaculties/medicine/units/community_health sdences/departmental_units/mchp/
MCHP Privacy Code: http:/fumanitoba.caffaculies/medidne/units’community_heaith_sciences/departmental_units/mchp/media_room/mediaMCHP_privacy_code. pof
http:/fumanitoba.caffacuities/medicine/units/community_health_sdences/departmental_units/mchp/mediasStory_of_MCHPpdf
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Institute for Clinical Evaluative Sciences (est. 1992)

Data Sources

+ ICES includes predominantly health sector data {including administrative,
registry, vital statistics, demographic, survey, clinical and chart abstraction
data). ICES has recently expanded into Children and Youth Services,
Education, and Community Safety and Correctional Services

Users

* Historically, only 1CES scienfists and their designates (e.g., students} could
access ICES data sets

« Recently, ICES launched *ICES Data & Analytic Services” to provide
"research-ready linked health administrative data and analytic tools
through secure virtual desktop infrastructure”

+ The initiative is a component of Ontaric’s SPOR SUPPORT Unit, and is
{ntended to expand the user base to non-ICES researchers, students,
nolicy makers and knowiledge tsers.

Services

+ Support and gdvice on health administrative dataset creation
« Delivery of reports and data analysis services

+ Remote, online access to datasets and tools provided

Governance

« Governance Is delivered through a veluntary Board of Directors, with
their primary responsibilities including the definition of strategic direction
and research priorities

* A Scientific Advisory Board advises the Eoard of Directors on quallty,
direction, scope and focus of work ’

+ A Privacy Office addresses legislative and regulatory requirements

* A Program Leaders Committee reviews and votes on ICES
sciantist submissions.

Reference:

Institute for Clintcal Evaluative Sciences

http/Ansaices,on ca/

Applied Health Research Question (AHRQ) 2013714 Guidelines
http:/wwwices.on.cal-/media/Files’AHRQ/AHRQ-Guidelines-2013-14-2 1May 13.ashx
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Access and Approval Process

= Access can be granted by becoming an ICES scientist or by collaberating
with an ICES scientist;

+ Access is restricted on a project-by-project basis; Scientists must apply for
-and justify each etement of information

+ For the new Data & Analytic Senvices capability, ICES staff provide
end-te-end support for all applicants, from application initiation to
project closeout

Security and Privacy

= ICES implements privacy policies and practices required by the
Information and Privacy Commissioner of Gntario. Under Section 45 of
PHIPPA. These policies include implementation of physical and logical
controls to control access to data (e.g., use of secure zones within 1CES
facilities, complex passwords and encryption)

» ICES has alse adoptad several principles for data protection related
to data colfection, data access, user training and maintenance of
confidentiality {through anonymization}

« All data is de-identified promptly after it is collected.
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UK Administrative Data Research Network (in development)

Data Sources

« Administrative data on educaticn, health, employment, incomes, wealth,
housing conditions, health incomes, benefits, parental employment,
social background, childcare, etc

Users
« Academic researchers, government officials

Services

+ The AD Service will provide a single point of entry for data providers and
data users

+ Facilitate the data acquisition process with providers

+ Facilitate/coordinate data access reguests by data users, and validate all
requests to ensure only appropriate applications are considered

« Maintain list of accredited researchers and oversee accreditation process

+ Training, covering toplcs such &s: best practices for working In a secure
data enviranment; legal and ethical Issues related to use of individual
records; methods of disclasure cantrol, etc.

Governance

« A UK Governing Board will be established that includes directors of the
ADRCs, funders and international experts in the field of administrative
data use, senior government representatives from various departments,
agencles, and data providers, and one lay member

« The Board will pramote and facilitate safe research on administrative
data for public and policy benefit. It will work with data providers to
approve access reguests and work to encourage collaberation across the
ADRCs and other research data centres. Members will provide expertise
on areas such as ethical standards, international experience, linkage
methodolegy, safe setting security, and legal and other relevant issues.

Reference:
Administrative Data Research Network:

Access and Approval Process
« Researchers must complete an accreditation process pricr to gaining
access
» Proposals for access to and linkage between administrative datasets are
reviewed to validate they are legal, viable, and technically feasible and
that the research skills are available
+ Three levels of access to data are provided:
~ Secure ADRC facility, where access will be supervised by the ADRC
support team
~ Researchers can submit statistical syntax to the ADRC support team
who will run it on behalf of the researcher
— Remote secure data access fadilities which aliow virtual access to
datasets held in the ADRCs. No data would be iransferred to these
remote safe sites.

Security and Privacy

+ Data provided through the ADRN will be anonymized by a third part
prior to being received at one of the four centres

+ Security is to be addressed through physical and logical security controls
applied to each of the three access mechanisms described.

httpivwan.esrc.ac.uds_images/ADT-Impraving-Access-for-Research-and-Policy,_tcm8-24462.pdf

Administrative Data Taskforce - Structuring the Administrative Data Research Network:
http:ivvawiesrc.ac.uk/_images/ADT_Technical Group_Report_tcm8-26530.pdf
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UK Health and Social Care Information Centre {est. 2013)

Data Sources

+ Administrative and clinical hzalth data
* Public heaith data

« Sodial care data

« Workforce statistics

Users

« Academic researchers, healthcare commissioners and providers,
volunteer organization, information intermediaries and commercial
organizations inciiding life science companies

Services

= HSCIC has a range of services to help data users access, link and create
custom data in bespoke formats. Additional services include:

« Publication of health-related indicators, covering topics such as
pepulation health, quality, prescribing, social care and mental health).

« Publication of official statistics

+ As-requested research reports

+ Delivery of clinical audits (and publishing of results onling)

+ Publication of surveys {patients and staff)

» Implementation/aperation of IT infrastructure.

Governance

« The Data Access Advisory Greup (DAAG) is an independent group hosted

by the Health and Socia! Care Information Centre which considers
applications for sensitive or identifiable data

Reference:
Health and Soclat Care Information Centre (HSCIO! httpr/ivwww hsdc.govuk/

* The Health and Social Care (HSC) Act sets out the powers of the
Secretary of State and NHS England to direct the HSCIC to carry out
additional functions concerning:

— The information functions of any health or sodal care bocy
— Systems delivery functians.

Access and Approval Process

« Packaged reports containing aggregate data can be downloaded via the
HSCIC website

= There is a formal approval process for data extracts with de-identified,
perscn-evel data (data that has been through a process of
pseudonymisation but could still be re-identifiable)

+ Approval times will vary depending upon the complexity of the request

Security and Privacy

» HSCIC is empowered by the Health and Social Care Act to collect and
hold patient confidential information across the Health and Sccial Care
system

+ The security practices of the HSCIC are guided by a seres of principles
and pelicies )

+ A formal Privacy Impact Assessment has been completed and provides an
overview of many of the security and information management controls
in place

HSCIC Businass Plan: http:/Aswav.hsdc gov.uk/mediaZ1 1860/H SCC-business-plan-2013-14/pdf/80305_HSCIC_Business_plan_V1.0.pdf
HSCIC Privacy Impact Assessment: http:/iwwy hscic.govuk/media/l 2931/Prvacy-Impact-Assessment/pdf/privacy_impact_assessment_2013. pdf
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- UK Clinical Practice Research Datalink (est. 2012)

Data Sources

+ Data collected by the CPRD includes; demographics, medical symptoms,
signs and diagnoses, therapy, treatment outcomes, events leading to
withdrawal of a drug or treatment, referrals to hospitals or spedialists,
laboratory tests, pathclogy results, lifestyle factors, socioecenomic status,
patient registration, practice and consuitation details

« All CPRD datasets contain coded data. The CFRD supply the necessary
coding dictionaries and/or links to dictionaries to develop code sets and
understand the variables used.

Users
+ Academic, pharmaceutical, bictech, and devices, Researchers.

Services
+ See summary above.

Governance

+ The CPRD is hosted and managed by the Medidnes and Healthcare
products Regulatory Agency (MHRA)

* The Standard Operating Procedures (SOPs) which apply to CPRD dictate
exactly how each stage in the process of making data available for
research must be undertaken, SOPs are reviewed on a regular basis and
compliznce is mandatory and continuously monitored

Reference:
UK Clinical Practice Research Datalink : httpfAwwav.cprd.com/

Access and Approval Process

= Researchers can access primary care data online via CPRD GOLD. An
extract tool enables, as specified, cuts of the data against a cohort or
contro! group

= Researchers who have access to GOLD can also request a data cut from
the GP SILVER dataset against a specific cohort guery

= Every Research user is under a legal agreement which states the
responsibility placed upon the research crganization and their researchers
for appropriate use of the data

Security and Privacy :

« Perscnal identifiers of the datasets are not colfected CPRD uses methods
of ancnymization at more than one point in the process when making
data available for a research project.

- UK and Furopean law contrals all access and use of data. Researchers
can only access key datasets via standard security systems including a
passphrase which changes every 30 seconds. CPRD requires a certificate
on the computers of authorized researchers

» Physical security Is ensured though a tier 3 data centre. Security measures
are regularly reviewed and audited
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AU Population Health Research Network (est. 2006)

Data Sources

« Data sources vary by State/Territory, but include:
« Administrative and clinical health data '
» Vital statistics data

» Education data

+ Sodial services data

Users
» Academic researchers

Services

+ Data linkage services

« Provision of a secure research enwironment {SURE}

« Training programs for SURE users

+ Secure data transfer services {(SUFEX)

+ Within each DLY, client services teams provide expertise on topics including
design and <chort selection, completion of data applicaticns, negotiation
of contracts with data custodians and in some instances, archiving of data
extracts at the completion of the study

Governance

+ The PHRN Access Committee advises the Management Councii on policies and
processes regarding the issuas of user eligibility, accreditation and conditicnaf
access

+ The Program Office in Perth acts as the administrative hub and client support
base, and coordinates development of the naticnal data linkage infrastructure

« An Advisory Group provides advice to the main governing body arcund ethics,
privacy and consumer/community issues

Reference:
Population Health Research Network : http:/Asww.phrn.org.au/
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Access and Approval Pracess

+ Applications are reviewed by a data custodian and a Human Research Ethics
Committee to ensure the minimum necessary information is released

» Once approved, researchers sign a confidentiality agreement anc are provided
3 project-specdific unique Project i

+ The DLUs provide a linkage key to all data custodians for the approved
dataset(s)..Custodians then remove all identifiers, replace them with the
linkage key and send the encrypted, de-identified data to the researcher

+ Researchers can also access data remotely thraugh the Secure Unified Research
Environment (SURE) which has been developed by the Sax Institute (hardware
physically [ocated at, and controlled by, the SURE)

Security and Privacy

« Physical, IT, personnel and administrative privacy and security-enhancing
policies and procedures are implerented (including encryption, firewalls,
complex passwords, secure data transfers, and closed networks

+ The Secure Unified Research Environment (SURE} is a secure remote-aceess
data research laboratory purpose-built for the analysis of routinely collected
linked data

+ SURE minimizes the risk of security breaches when conducting research by
supplying a remote-access computing environment with comprehensive
security features which replaces a researcher’s locel computing environment.
Security features include a central server accessible only via an encrypted
Virtual Private Network (VPN) through a firewall, and four means of researcher
identification for access

+ Personal information and content infermation s kept separate, with ne party
except the initial providing organization having access to the full dataset
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Mount Sinai Hospital (est. 1852)

Data Sources

+ Data collected by the CPRD indudes; demographics, medical symptoms,
signs and diagnoses, therapy, treatment outcomes, events leading to
withdrawal of a drug or treatment, referrals to hospitals or speciaists,
faboratory tests, pathology results, lifestyle factors, sociceconomic status,
patient registration, practice and consultation details

+ All CPRD datasets contain coded data. The CPRD supply the necessary
coding dictionaries and/or iinks to dictionaries to develop code sets and
understand the variables used.

Users
« Academic, pharmaceutical, biotech, and devices, Researchers.

Services
+ See summary above,

Governance

» The CPRD is hosted and managed by the Medicines and Healthcare
products Regulatory Agency (MHRA)

» The Standard Operating Procedures (SOPs) which apply to CPRD dictate
exactly how each stage in the process of making data available for
research must be undertaken. SOPs are reviewed on a regular basis and
compliance is mandatory and continucusly monitored

Reference:
Mount Sinai Hospital: httpy/Aww.mountsinatorg/
lcahn Schoe! of Medicine - Research Information Technology:

Access and Approval Process

+ Researchers can access primary care data online via CPRD GOLD. An
extract tool enables, as specified, cuts of the data against a cohort or
control group

+ Researchers who have access to GOLD can also request a data cut from
the GP SILVER dataset against a specific cohort query

« Every Research user is under a fegal agreement which states the
responsibility placed upon the research organization and their researchers
for appropriate use of the data

Security and Privacy

« Personal identifiers of the datasets are not ccliected CPRD uses methods
of ancnymization at more than cne peint in the process when making
date available for a research project.

» UK and Eurcpean law controls all access and use of data. Researchers
can only access key datasets via standard security systems including a
passphrase which changes every 30 seconds. CPRD requires 2 certificate
on the computers of authorized researchers

+ Physical security is ensured though a tler 3 data centre. Security measures
are regularly reviewed and audited

https:#icahn.mssm.edwabout-us/services-and-resources/computer-services/resourcesiresearch-information-technotogy
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Mount Sinai Hospital (est. 1852)

Y
Intermountain-
Healthcare

Data Sources

* Intermountain offers comprehensive access to clinical and
administrative data

» Through a partnership with Deloitte, Intermountain has developed
CutcomesMiner, which analyzes the relationships between healthcare
conditions and cutcomes for a patient, and PopulationMiner that draws
on Intermountain’s repositery of clinical, financial and operational data
stored in a warehouse that supports patient-outcome analysis

Users
» Researchers, Fractitioners and Patients

Services

« Intermountain offers various training courses for Researchers, that cover
executive leve: training for tools to Implement quality Improvement
programs, quality improvernent aimed at local clinicians, and courses
on tools and principals of quality improvement and research for
Intermountain employees

» Clinical Studies Managers provide expertise and support for researchers
in managing and coerdinating dlinical studies

« Intermountain also offers a Statistical Data Centre {SDC) which consists
of trained statisticians who are available to assist researchers

Reference:
ntermountalin Healthcare: http/fintermountainhealthcare.org/
Intermountain Generating Population Health Data Revenue:

Governance
« Institutional Review Boards (IRBs) review and monitor all research
conducted at Intermountain Healthcare

Access and Approval Process

« Intermountain lists specific and direct contacts where users can submit a
data request.

+ However, all submissions are reviewed by the IRB. IRB submissions are
accepted online through the Research Management System. Users are
provided with an intermountain LDAP login and password fo access their
application internally and externally

Security and Privacy

« The Institutional Review Board (IRB) at Intermountain reviews proposed
research protocals ta ensure that security and privacy is consistently
applied. The IRB is responsible for the folfowing:
— Ongoing review of approved protocols
— Ensuring the ethical conduct of research involving human subjects
- Review and approval of human subject applications
- Monitoring of adverse events for research including human subjects

htipuwne healthleadersmadia comipage-1/TEC-297956/ntermountain-Generating-Population-Health-Data-Revenua# #
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Appendix C - Phase 1 Activities Supporting the

Creation of the BC CDI

The Ministry of Health has a long-term vision for increasing the strength

of data-informed health sector management by enhancing the integration

of health infermation across the sector. This vision aligns with the vision

for the BC CD1 and similarly will need to be implemented in phases aver

several years. [tincludes:

» an initial focus on improving access to consolidated administrative data
for research purposes;

» greater coordination and use of primary data that <an be linked to
administrative dats;

« enhanced coordination in the safe collection, storage and use of
researcher data; and

« expansion, over time, to include data from health authorities and
medical records from health care practiticners

Population Data BC is best positicned to suppart the Ministry of Health
and, by extension the Province, in implementing this first phase of work,
Population Data BC has & well-established refationship with the Ministry

of Health and currently plays a significant role in the provision of health
data for research purposes in BC. It is a multi-university data and education
resource that facilitates research on the determinants of human health,
well-being and development. The organization facilitates researcher

data access requests, provides access to linked, ancnymized data sets

to approved researchers in a physical setting at the University of British
Columbia (UBC) and remotely via a “Secure Research Environment”. &
supports users by providing a range of services and analytical tools to
obtain approved access to relevant datasets, analyse these datasets and
interpret results. Population Data BC also offers a range of services to data
praviders. The organization works with providers to establish appropriate
Data Sharing Agreements and then supports dats access by facilitating the
data request precess, providing an environment for the secure storage,
anonymization and linkage of data and providing users with physical and
virtual access to these data sets in a secure manner.

To implement Phase 1 of the Ministry of Health's data integration vision
and, by extension, Phase 1 of the BC CDI vision, the following activities are
recormmended as next steps:

« Enhance security and privacy capabilities within Healthldeas to

support secure remote access

Complete security enhancements to Hezlthideas to enable access by

Paopulation Data BC, This comgponent includes:

~ Implementation of a “Secure Access Environment” with the Winistry
of Health that enables internal users to conduct analysis in a protected
and monitored environment. Users wil! not be able to remove data
from this environment unless reviewed and approved by the Ministry.

- Implementation of a capability to detect inapprepriate activity in real
time

Enable access to the Ministry of Health’s Healthldeas data
warehouse by Population Data BC

Currently, Population Data BC receives extracts from Healthldeas on &
periodic basis. As a result, the data provided to researchers s not as
current as the data available within the Minisiry's Data Warehouse.
To provide the most current data possible to approved researchers, it
is proposed that direct access for select Population Data BC analysts
be provided.

This initiative was designed to provide short-term benefits to the
research community by enabling access to more current health data

and by providing Population Data BC with access to a broader range

of data maintained within Healthideas, This project does not introduce
any new collection, use or disclosure of personal information or any
new informaticn. As such, the existing Privacy Impact Assessments and
Information Sharing Agreements currently in place will continue to apply
and govern access to this information.
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Cook, Jeannette MTIC:EX

From: Hughes, Bette-jo MTIC:EX

Sent: Friday, May 30, 2014 3:35 PM

To: Jacobson, John MTIC:EX

Cc: Lowe, Charmaine MTIC:EX; Taylor, Diane Ruth MTICEX
Subject: FW: Data Centre Report

Attachments: DRAFT - CDI Final Report - Master - May 9 2014 - 1500.docx

John —1am sending you the final draft of the report prepared by Deloitte on the BC Centre for Data Innovation. We
have not yet received final sign-off from MOH, however | wanted you to have an opportunity to review well in advance
of the DM meeting on Friday, June 6"

From: Rice; Colleen A MTIC:EX
Sent: May 30, 2014 10:01 AM
To: Hughes, Bette-Jo MTIC:EX
Subject: Data Centre Report

Hi Bette-Jo,

Charmaine asked me to send you the most recent version of the Data Centre Report. | am attaching it for your review,
Please let me know if there is anything else that you need.

Thank you,
Colleen

Colteen Rice

Sr. Policy Advisor

Office of the Chief Information Officer

Ministry of Technology, Innovation and Citizens’ Services
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Pages 124 through 172 redacted for the following reasons:



From: Hughes, Bette-Jo MTIC:EX

Sent: Friday, January 24, 2014 12:39 PM

To: Jacobson, John MTICEX

Cc: Lowe, Charmaine MTIC:EX

Subject: FW: DM Presentation - Working Draft Ver. 0.3

Attachments: RDC - DM Presentation - Ver 0.4.pptx; ATTO0001.txt; ATT00002.htm

John — attached is the draft we will use for our 1:30 meeting. It is not final, as there are a number of changes based on
feedback at the steering committee meeting yesterday, however it will guide our discussion for the call. Talk to you

500h.
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