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APPENDIX 1 - Statement of Work

Deloitte & Toucha LLP

2800 - 1055 Ounsmulr Stiset
4 Benlall Canlre

£.0. Box 48279

Vancauver BC VIX1P4
Cenada

Tal: 804-640-3255
e
v delolie.ca

September 6, 2012

Private and confidential

Mr., Manjit Sidhu

Assistant Deputy Minister
Financial and Corporate Services
Ministry of Health

1515 Blanshard St

Victoria, BC V8W 3C8

Re: Statement of Work: Data Security Review

Dear Mr. Sidhy,

We have been requested by the Ministry of Health (“the Ministry” to conduct a Data Security Review of
the internal contrals and systems related to hiealth information {to be further specified) that is managed by
the Ministry and often required by external agencies, This letter outlines the scope and objectives of this
review and outlines an approach for the Planning and Scoping Phase.

Ohjectives and Approach

The Ministry is secking a Data Security Review to assist in evaluating the internal controls relating to the
protection of heaith snformation (and more specifically the appropriate sharing of health information) and
to provide optiens for remediation in the shorter and longer term. -

We understand that this reviesv is in response 0 an incident involving the potentially inapprop;'ia&e :
sharing of Ministry data. The details of this incident will be discussed with the Deloitte project team upon

commencement of this engagement,

We recognize there is a sense of urgency to understand and address the issues related to this incident, as
well as the broader control environment. We also appreciate the importance of a thorough understanding
of the internal control environment as well as remediation options available to address any control
weaknesses. As such, we have outlined an approach that will supporta systematic and complete
assessment of the refevant internal controls and provide an analysis of short term and long term

remediation options.

Phase Lt Planning and Scoping

Activities:

Confirm Objectives of Review

Understand incident and knowsn roof CRUSES
Understand current information systems environment
Understand sectirity control environment

mo TP
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&, Understand existing remediation plans
f. Prepare detailed workplan
Deliverables:

Detailed Workplan

The detailed workplan will define the exact scope, timing and approach for performing the security
review, )

Phase 2: Detailed security assessment

Perform a detailed assessment of security and related internal controls and identify any gaps. This phase
witl likely leverage industry frameworks such as ISO27002. The review will focus on areas determined

be in scope in Phase 1.

Phase 3: Options Analysis _
Identify short ferm remediation options to enable “appropriately controlled” information sharing and
medium to longer term options to improve controls related to the sharing of health-related information,

Phase 2 and 3 will be further detailed upon completion of phase 1.

Project checkpoints — we will build in project checkpoints to ensyre we are communicating status and
interim observations on a regular basis. At this point we anticipate verbal touchpoints every ather day
and a more formal status review weekly. '

Team

We understand that this Initiative is a very high priority for the Ministry and we have assembled a team
with direct expexience with simifar incidents and engagements to assist you. Recognizing that we will
adjust the team as we learn more about the nature of the incident and associated root causes, the following
individuals will be available as required to support this Planning and Scoping phase.

Tejinder Basi — Tejinder leads our Enterprise Risk Services group in British Columbia and has worked
extensively with numerous Ministries and Crown Corporations onissues related to data secwity, privacy,
risk management and internal control, He has led several similar engagements and will be the Lead
Engagement Pariner for this project. In this capacity, Tejinder will oversee the delivery of the project,
provide guidance and input to you and the tcam and will act as the primary point of escalation and
communication regarding issues and risks,

Jamie Sawchuk — Jamie is a Partner in our Victoria office and is Deloitte’s Lead Client Service Partner
for the British Columbia Government and the broader BC public sector.. , Jamie has worked with health
care and public sector clients across Canada on many sensitive and hi gh profile issues. He will act as
Advisary Pariner on this engagement.

- Jamie Ross — Jamie is a Sentior Man.ager who leads much of owr work with the BC Public Sector, He has

been involved in numerous risk and control reviews within BC Ministrics and has also led similar projects
in response to securify and/or privacy breaches. Jamie will be the Project Manager and act as the day-to-

day point of contact on the project.
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Tarlok Birdi — Tarlok is a Senior Manager wha focuses on IT and risk s it relates to security,

information management, logging and monitoring and data loss prevention. He will provide input
regarding techuical aspects of the root cause(s) analysis and regarding the identification and evaluation of

technical remediation options where appropriate.

Don Macpherson — Don is a Partner who leads our Information Privacy practice in Western Canada. He
has been involved in numerous similar projects relating to data protection and incident response for public
and private sector clients across Canada (including British Columbia), and will provide input regarding

approach, findings and options for remediation.

Fees

Based on our current understanding, fees for the activities outlined above we estimate our fees for Phase 1
Scoping and Planning are estimated not to exceed $75,000. We will invoice based on actual hours and
expenses incurred and provide regular status updates regarding progress and budget, Any issues or risks
that could impact our effort estimate will be discussed with you prior fo incwiTing any additional fees,

Tejinder Basi
Pariner
Deloitte & Touche LLP
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e j .. Bg o w . Deloitte & Toucha LLP
D e I N e . 2800 - 1055 Dunsmulr Street
- Qe B i Qi & - . 4 Bantall Gentre }

P.0. Box 49278
Vancouver BC V7X 194
Canada
Tek 504 669 4468
Fax; 604 898 8197
wenw.delolite.ca
. ¥
Atin: Ms, Sandra Carroli . ‘
Office of the ChiefOperaﬁng Officer Dates « Ty {:j";" {j?{ %}Z{&vg_ﬁ?}:,g}
Ministry of Health _ ‘ e PInE i+ g §t03§: B ]
5.3, 1515 Blanshard Street’  ° ) e %{?&ﬁ 41 stallon {Sie) # ]
Victoria, BC VBW 3C8 S _ |
| ' ) St Rey FEIRNRRy 190245290 Total S Ant of inveics
T e Hosp & “Servic Line
| g0 ,
C 8103 . Project# Requisition #

. ' . :
Invoice Reel loonrTD L
e 1§ Amotat | Lne28Amauel § PO KIS0 or Genirast LE,
PG o0
Interim invoice for professional services rendered in connecﬂon on with Minist %
Contract #2{}13 096 (Data Security Review ~ Phase 1: Scoping & Plannin !

4{& .
O sigrstwre
ivities i GERTIFIEO THAT THE WORKHAS BEEN PERFORME:
Activities included; RECEIVED OR CORDITIONG MET
: L: (Y ﬁ\ .

—  Confirin objectives of review : L ngd&ou
—  Understand issues and known root causes C‘% '

—  Understand current information systems environment =0 : -
—  Understand security control environment BA Friat

—  Understand existing remediation plans Ty :
~  Prepare detailed workplan $75,000.00

$75,600.00

Expenses (to be billed separately}
BST@ 12% 9,060.00

Amount payable | $84,000.00

Payable upon receipt to: Deloitte & Touche LLP
Please return one copy with remittarice

emall to: Lmda.Charlton@gov.h(_:.ca

s.21

*Please reference the ghove invoice number on all payments,
Email rendtfance advice notice to; reiuan@deloifie.ca

tembre da 7 Member of Deloiite Touche Tohmatsa ) .
HTH-2013-00294
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Ministry of Health
Modification Agreement #1
Contract # 2013-096

BRITISH
COLUMBIA

BETWEEN:

HER MAJESTY THE QUEEN ¥N RIGHT OF THE PROVINCE OF BRITISH COLUMBEA, as
repr%sented by the Minister of Health (the "Province”) with the following speciiied address and fax
number. :
5-3, 1515 Blanshard Street
Victoria, BGC V8w 3C8

950 952-1908

AND:

DELOITTE & TOUCHE LLP {the “Contractor’} with the following spécified address and fax

number:

2800 — 1055 Dunsmuir Street
Vancotlver, BC V7X 1P4
778 374-05086

BACKGROUND ‘
{

A. The partias entered info an agreement dated for reference September 10, 2012, a copy of which Is
attached as Exhibit 1 (the "Agreement’). T

B. The Parties have agreed to modify the Agreement.
AGREEMENT

The parties agree as follows:

1 That the Maximum Amount section of Schedule B of the Agreement is increased by $75,000.00 from
$75,000.00 fo $160,000.00. ’ .

2 That Schedule A, Services be amended to add fhe following deliverables:
Phase 1: Planning and Sceping

Activities:

g. Establish a project coordination office to suppott the review, coordination, afignment, monitoring anc
status reporiing for urgent, short-ferm enhtancement projects, -

h. In preparation for phase 2, coordinate development of a detailed inventory of systems that are in scope
for phase 2. .

T e P T A T e

Financa and Decision Suppert
trnmlan Minkas Nietnkar 3 201%
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3. That Schedule A, Part 4. be amended as foflows:
PART 4. KEY PERSONNEL:

1. The Key Personne! of the Contractor are as follows:

{a) Tejinder Basi, Pariner

(b) Jamie Sawchuk, Pariner

{(c} Jamie Ross, Senior Manager

{d) Tarlok Birdi, Senlor Manager

{e) Alvin Madar, Senior Manager

{f) Jameel Ahamed, Senior Manager
(g) Don Macpherson, Patiner

(h) Manager — Rob Witcher

(i) Alessandra Bresani, Senior Consultant
{j} Santhosh Sarkan, Senlor Consuitant
{k) Goinaz Elahi, ConsuHant

?

2. Any change {o tﬁe key personal provided by the Coﬁtractof will require the prior written
approval of the Province and can be in the form of an email. .

4. In all other respects, the Agreement is confirmed.

SIGNED AND DELIVERED on the ?3 day of f\lmemhf{ 201 X on behalf of the Province by its
duly authorized representative:

D

Signat L

Print Name L1 AOSAY. KISLOCE

SIGNED AND DELIVERED on the 5 b dayof _Novenbes, 20/ by or on behalf of the Contractor
(or by its authorized signatory or sngnatones if the Contractor is a corporatmn}

/L._..
Sighature j é :

pintName  JET e, BASS

HTH-2013-00294
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Ministry of Health
Modlfication Agreement #2
Contract # 2013-088

BRITISH
COLUMBIA
BETWEEN:
HER MAJESTY THE QUEEN IN RIGHT OF THE PROVINGE OF BRITISH COLUMBIA, as
repr%sen!ed y the Minister of Haallh {the "Province”) with he following speciied address and fax
niumbar,

5-3, 1548 Blanshard Strest
Victoria, BG VBW 3C8
250 952-1809

AND: ' .
DELOITTE & TOUCHE LLP (the "Contractor’} with the following specified address and fax

aumber:

2800 — 1055 Dunsmulr Street
Vancouver, BC V7X 1P4

778 374-0508

BAGKGROUND

A. The parties entered into an agreement dated for reference September 10, 2012, and subsagquantly
modifisd on November 8, 2012, a copy of which I8 attached as Exhibit 1 (the “Agraement™).

B. The Partles have agread io modify the Agreement.
AGREEMENT

The parties agree as fol!ows:

1. Tnat Schedule A, Term currently explres December 31, 2012 and is now axtended frbm January 1,
2013 to Januery 30, 2013.

That Schedule A, Servicas be amended as follows:
Phasge 2 and Phasé 3 are telatad and replace wilh:
Phase 2: Detalied 8scurity Assessment and Optlons
This phase, based on the planning work completed in Phase 1, is comprised of faur streams of aclivity:
Stream 0 - Enhancement Projsct Caordination and Reporting

Support the review, coordination, alignment, monitoring and status reporting for urgent. short-iarm
enhancament projasts,

Key activilles for this stream include:

- Establish coordination office and processes

- Prepare an Inventory of existing and pannad in{i
approach, timelines, resources and fisks
Support initial prioritizallon and coordination of enhancernent project aclivitles

- Support weekly Team Leads neelings

atives, with g consistent summary of objectivas,

Flnance and Dcision Support
Vesslon Date; Qclober 2, 2612 Page 1
HTH-2013-00294
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Ministry of Health
Modification Agresment #2
Contract # 2013.086 i

BRITISH | ,
COLUMBIA -
. Onee project informallon is provided from MOH Team Leads, coordinate regular reporting on

overall status of enhancement projects
-~ Transiticn project racking tools to MOH

Sti’aam 1 — Assassment

The purpose of this slream is to conduct an asssssment focusad on information sharing within tha
Minlstry and batween the Minlsiry and key stakeholdars. The assessimant will ba based on a framework
comprised of relevant components of industry-standard frameworks {GAPP, 18027002, NIST, elc.).

Kay aclivilles for the period covered by this Change Request include:
- Prepare ralionalized assessment framework
- Daocument key informalion-sharing channsis and stakeholders
- Plan and iniiate interviews and workshops
- Ptan and initiale technlical tesling aciivilies in select areas
- Document resulis

Stream 2 - High-leval Enhancement Roadmap

This Stream wiil Involve the development of an snhancement roadmap for key medium-long term
aotivities to address the observations identifled during the assessment (Stream 1). These Initiatives will
be linked to cbservalions from Stream 1, and the roadmap wiil identify linkages, dependencies and
relalive timing for key inifiatives under five maln categorles (business alignment, organization, principles,
practices and technology).
Key aclivities for fhe period covered by this Change Request includa:
Confirm format and strusture of Roadmap
- ideplify and document short-, medium- and long-term anhancement opportunities assoclated with

racomumendations
For key enhancement initiatives, conduct workshops with relevant MOH stakehelders o identify,

confirm and decument next steps
- Prepare final roedmap report

Stream 3 ~ Support for Short-, Medlum. and Long-Term Enhancements

This Stream will focus on priority, short-terin enhancement activitiss. This will includa those activitles that
are currently underway within the Ministry as well as urgent enhancement aclivilies identifled during the
assessment process. These activities will ba driven primarily by the Minisiry, with support provided by
Deloitte on an as-requested basis,
Kay activities for the perlod covarad by this Change Request Include:

Support In-progress enhancerment activities as requssied.

Flnance angd Dacision Support
Version Date; Oclobat 2, 2012 Paga 2
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Minlstry of Health
Modiflcalion Agreament ¥2
Contract # 2013-008

BRITISH
COLUMBIA

2, Schadule "B", Fees and Expenses bs amended as foliows:

a) That the Maximum Amount sectlon of Scheduls B of the Agreement is increasad by $461,000.00
from $150,000 to $811,008,

a, Hourly rate - EHfective Oclober 22, 2012 the hourly rates are:

Level Rate (%)
Partner

Senior Manager

Manager

Senior Consultant s:21
Consultant

3. In ali other respects, the Agresimant Is confirmad.

SIGNED AND DELIVERED on lhe 20 day of e . 20 {Z-on behalf of the Province by its
duly authorized representative;

Signatuse c@/(%“_
e
Print Name oy, (B E oLt

_ +h —
SIGNED AND DELIVERED on the 9 day of Janvary/ ao __!_3_ by or on behalf of the Contractor
{or by its authortzed signatery or slgnalories if the Contractor is a corporation):

Signature

Print Name 'T-EJ 1IN, ml

Finance and Declslon Support -
Version Dale: Otiohsr 2, 2012

Page 3
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. Ministry of Health
Modification Agreement #2
Contract # 2013-096

BRITISH
COLUMBIA

BETWEEN:

HER MAJESTY THE QUEEN IN RIGHT OF THE PROVINCE OF BRITISH COLUMBIA, as }
repr%sented by the Minister of Health {the “"Province”) with the following specified address and fax
number;

5-3, 1515 Blanshard Street

Victoria, BC VBW 3C8

250 852-1908

AND:

DELOITTE & TOUCHE LLP (the “Contractor®) with the following specified address and fax

number,;

2800 - 1055 Dunsmuir Street
Vancouver, BCV7X 1P4

778 374-0508

BACKGROLND

A. The parties entered into an agreement dated for reference a copy of which is attached as Exhibit 1
(the “Agreement™): ' ) SR

B. The Parties have agreed to modify the Agresment.
AGREEMENT

The parties agree as follows:'

"E. That Scheduls A, éefvices he amended as follows:

Phase 2 and Phase 3 are deleted and replace with:

Phase 2: Detailed Security Assessment and Options

This phase, based on the planning work completed in Phase 1, is comprised of four streams of activity:
Stream 0 — Enhancement Project Coordination and Reporting

Support the review, coordination, alignment, monitoring and status reporting. for urgent, short-
ferm enhancement projects.

Key acfivities for this stream include:
- Establish coordination office and processes
- Prepare an inventory of existing and planned initiatives, with a consistent summary of
objectives, approach, timelines, resources and risks
- Support initial prioritization and coordination of enhancement project activities

- Support weekly Team Leads meetings

Finn DeinSu T
Version Date: October 2, 2012 ;‘;:eﬁg 2-90294




- Once project information is provided from MOH Team Leads, coordinate regular
reporting on overall status of enhancement projects
- Transition project tracking tools to MOH

Stream 1 — Assessment

The purpose of this stream is to conduct an assessment focuised on information sharing within the
Ministry and between the Ministry and key stakeholders, The assessment will be based on a .
framework comprised of relevant components of industry-standard frameworks (GAPP,
1S027002, NIST, etc.). :

Key activities for the period covered by this Change Request include:
- Prepare rationalized assessment framework
- Document key information-sharing channels and stakeholders
- Pian and initiate interviews and workshops
- Plan and initiate technical testing activities in select arcas
- Document resulis

Stream 2 ~ High-level Enhancement Roadmap

This Stream will involve the development of an enhancement roadmap for key medium-long
term activities to address the observations identified during the assessment (Stream 1): These
initiatives will be linked to observations from Stream 1, and the roadmap will identify linkages,
dependencies and relative timing for key initiatives under five main categories (business
alignment, organization, principles, practices and technology).
Key activities for the period covered by this. Change Request include:

- Confirm format and structure of Roadmap

- Identify and document short-, medium- and long-term enhancement opportunities

associated with recommendations _

- For key enhancement initiatives, conduct workshops with relevant MOH stakeholders to

" identify, confirm and document next steps

- Prepare final roadmap report

Stream 3 ~ Suppﬁrt for Short-, Medium- and Long-Term Enhancements

This Stream will focus on priority, short-term enhancement activities, This will include those
activities that are currenily underway within the Ministry as well as urgent enhancement
activities identified during the assessment process. These activities will be driven primarily by
the Ministry, with support provided by Deloitte on an as-requested basis.
Key activities for the period covered by this Change Request include:

- Support in-progress enhancement activities as requested.

HTH-2013-00294
Page 11




Ministry of Health
Maodification Agreement #2
Contract # 2013-096

BRITISH
COLUMBIA

2. Schedule "B, Fees and Expenses be amended as follows:

a) That the Maximum Amount section of Schedule B of the Agreement is increased by $461,000,00
from $150,000 to $§611,000.

a. Hourly rate - Effactive October 22, 2012 the hourly rates are:

Levael Rate (%)
Partner

Senior Manager

Manager <21
Senior Consultant

Consultant

3. Inall other respects, the Agreament is confirmed.

SIGNED AND DELIVERED on the Q O day of e . 20 {Z-on behalf of the Province by its
duly authorized representative:

Signature %&L—
Print Name _oy (AR ELOLL

94 7 .20/3
SIGNED AND DELIVERED on the day of Janvar</ o073 vy or on behaif of the Contractor
{or by its authorized signatory or signatories if the Contractdr is a corporation):

Signature

Print Name TEQ r&gﬁg Eﬁ; I

Finance an cision Support
Vearsion Data; Octebar 2, 2012

Page 3
HTH-2013-00294
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Ministry of Health
Modification Agreement #3
Contract # 2013-096

BRITISH
COLUMBIA

BETWEEN:

HER MAJESTY THE QUEEN IN RIGHT OF THE PROVINCE OF BRITISH COLUMBIA, as
represented by the Minister of Health (the “Province”) with the following specified address:
5-3, 1815 Blanshard Street

Victoria, BC VBW 3C8

250-952-1909

AND:
Deloitte & Touche LLP (the “Contractor”) with the following specified address and fax number:
2800 - 1055 Dunsmuir Strest
Vancouver, BC V7X 1P4
778-374-0506

BACKGROUND

A. The parties entered into an agreement dated for reference September 10, 2012, and subsequently
modified on November 8, 2012 and January 9, 2013, a copy of which Is attached as Exhibit 1 {the
*hgreement”,

B. The Parties have agread to modify the Agreement,

AGREEMENT

The parties agree as follows!

1. That Schedule "A” Term currently expires January 31, 2013 and is now extended to February 14,
2013 for completion. in all other respects, the Agreement is confirmed.

SIGNED AND DELIVERED on the day of , 20 on behalf of the Province by its
duly authorized representative:

Signature

Print Name

SIGNED AND DELIVERED onthe _/  day of F@,g .20 _LB by or on behaif of the Contractor

(or by its authorizeWaﬂories if the Contractor is a corporation}:
Signature ’%V o / ‘eﬂ TGJ *"‘/ X Dy

Print Name _Denvre? Bosch

Finance and Deelsion Support
Version Date: Qcltober 2, 2012 HTH-5698-80204
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b Ministry of Health
R AR Motification Agrasment #3
Contract # 2013-008

BRITISH
COLUMBIA

BETWEEN:

HER MAJESTY THE QUEEN IN RIGHT OF THE PROVINGE OF BRITISH COLUMBIA, as
represented by the Minister of Health {the "Provinee”) with the foliowing speciiied address:

6-3, 1515 Blanshard Sireat
Vigtoria, BC V8W 3G8
250-052-1809

AND: A
Deleltle & Touche LLP {Ihe “Conlraclor} with the following specified address and fax number:

2800 — 1055 Dunsmulr Streel!
Vancouvear, BC V7X 1P4
778-374-0508

BACKGROUND

A. The parties entered into an agreement dated for reference Septembar 14, 2012, and subsequently _
modified on November 8, 2042 and January 9, 2013, a copy of which Is aflached as Exhibit 1 {the

"Agragment’).
B. The Parlles have agresd o modify the Agr'eement.
AGREEMENT

The parties agree as follows:

1, Thal Schedula “A* Term currently explres January 31, 2013 and is now extended to February 14,
2013 for completion. Tn all other respecls, ihe Agreement Is confinmed.

SIGNED AND DELIVERED onthe [ dayof _FEELS 20/ 2 on behalf of the Province by ils
duly authorized representative;

Signature z;%f—"—"’”
Piint Name /C. M oda s

SIGNED AND DELIVERED onthe [ day of Fof . 201 3 by or on hehalf of the Coniractor
{or by its authorized glanatory alortes if the Contractor s a corporation):

Signature V gy TC’-&!‘ & Byg;
Print Name _Oevret. BOSch

Finance and DecislonSuppert
Yerslon Dals: October 2, 2012

HTH-2013-00294
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Ministry of Health
Modification Agreement #3
Contract # 2013-088

BRITISH
COLUMBIA

BETWEEN:

HER MAJESTY THE QUEEN IN RIGHT OF THE PROVINCE OF BRITISH COLUMBIA, as
represented by the Minister of Health {the "Province”) with the following specified address:
5-3, 1515 Blanshard Street

Victoria, BC VBW 3C8

250-952-1908

AND:
Deloitte & Touche LLP {the "Contractor’) with the following specified address and fax number:

2800 — 1055 Dunsmuir Slreet
Vancouver, BC VX 1P4
778-374-0506

BACKGROUND

A. The parlies enterad Into an agreament dated for reference September 10, 2012, and subsequently
modifled on November 8, 2012 and January 9, 2013, a copy of which is atlached as Exhibit 1 {the
“Agreement’),

B. The Parlles have agreed to modify the Agresment,
AGREEMENT
The parfies agree as follows:

1. That Schedule "A" Term currently explres January 31, 2013 and Is now extended to February 14,
2013 for completior, In all other respects, the Agreement is confirmed.

SIGNED AND DELIVERED on the __/ day of FEPS 2013 on behalf of the Provinge by its
duly authorized representative:

Signature xi///fiw””"
PrintName /& s oga s
SIGNED AND DELIVERED onthe _/__ dayof_fefh 201’3 by or on behalf of the Contractor

{or by Its authorizad signatory gislghatories if the Conlragtor Is a corporation):
Signature ﬁﬂ T&\}rtdﬂ"’ 1)

Print Name Oenvre? Bos (/h

FlnanceaecislnSuPn T
Verslon Date: Oclober 2, 2012 Page t

HTH-2013-00294
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Ministry of Health
Modification Agreement #4
Contract # 2013-086

BRITISH
COLUMBIA

BETWEEN:
HER MAJESTY THE QUEEN IN RIGHT OF THE PROVINGE OF BRITISH COLUMBIA, as

represented by the Minister of Health (the “Province™) with the following specified address:
5-3, 1515 Blanshard Strest

Victaria, BC VBW 3C8

250-952-1809

AND:
Deloitte & Touche LLP (the "Contractor’} with the following specified address and fax number:
2800 — 1085 Dunsmuir Sirest
Vancouver, BC ViX 1P4
778-374-0506

BACKGROUND

A. The parties entered into an agreement dated for reference September 10, 2012, and subsequently
modified on November 8, 2012, January 9, 2013 and February 1, 2013, a copy of which is attached
as Exhibit 1 {the “Agreement®).

B. The Parlies have agreed to modify the Agreement.

AGREEMENT

The pariies agres as follows:

1. That Schedule "A” Term currently explres February 14, 2013 and is now extended to March 31,
2013,

2. In all other respects, the Agreement is confirmed.

x;/
SIGNED AND DELIVERED onthe _ | _ day of _M&rn 201 on behalf of the Province by Its
duly authorized regregﬁ-n*ﬁﬁve:

Signature L il

Print Name a@iﬂ

F
SIGNED AND DELIVERED onthe _’___ day of MaRcH o {3 by or on behatf of the Contractor

{or by its authorized signalpty of signatories if the Contracior is a corporation):
Signature %

TR

Print Nama Tt‘f;}“.r‘“i’?d er Beas f

Version Date: Oclober 2, 2012 Paga 1

HTH-2013-00294
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Rafter, Brenda HLTH:EX

~

From: Ross, Jamie {CA - Biitish Columbia) [jaross@deloitte.ca}

Sent: Thursday, September B, 2812 4:22 PM )

To: ’ Rafter, Branda HLTHEX - :

Ce: : XT:Basi, Tejinder LCS:IN; Sawchuk, Jamie (CA - British Columbia)
Sublect: RE: Independent Review - Statement of Work

Hi Brenda,

Thanks for your patience — rates for the people named in the SOW are below. I've provided these rates by f‘levei*’,'and
listed the names from the SOW where they have been defined. Other individuals {at other levels) may be engaged as

appropriate, so we've included their rates as well.

Paftner (Tejinder Basi, Jamie Sawchuk, Don Macpherson}:

(Senior Manager {famie Ross, Tarlok Birdi) : T o1
Manager (TBD}:

Senior Consultant {T8D):

(Cansuitant {TED):

Also, as discussed, reasonable expenses will be bifled as incurred (at cost). If you have any questions or need any further
information, please don’t hesitate to contact me {contact information in originat email signature below;}.

Regards,
Jamie.

From: Rafier, Brenda HLTH:EX [mailto:Brenda.Rafter@gov.bc.ca)
Sent: Thursday, September 06, 2012 11:35 AM SLRE

To: Ross, Jamie (CA - British Columbia)
Subject: FW: Independent Review - Statement of ¥
Importance; High : -

i

Hi Jamie,

vide me with the
se let me know
Expenses

{ amy working with Maniit on putting the coniract teget
hourly or daily rate {include hours per day) for the list
how Deloitte will be inveicing for the expenses, [ need
Schedule. ' .

i:;

Thanks

Brenda Raftep .
Budget Manager, Accolintine Oneratiane
Tel: {250) 952-1680 Cell: s.17 Fax
email address: brenda. rafter@gov.bc.ca

TEAMWORK CURIOSITY PASSION SERVICE COURAGE ACCOUNTABILITY
] N T E - & R | T Y . .

This e-mall Is intended sotely for the person oF entity to which It is addressed and may contaln confidential and/or privileged .
information. Any review, dissemination, copying, printing or other use of this e-mail by persons or entities other than the addressee
" Is prohiblted. If you have received this e-mail In error, please contact the sender Immediately and delete the materlal from any

computer, ] ,

. HTH-2013-00294
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From: Sidhu, Manjit HUTH:EX
Sent: Thursday, September 6, 2012 10:37 AM

To: Rafter, Brenda HLTH:EX; Boomer; Ted HLTHIEX
Subject: Fwd: Independent Review - Statement of Work

Sent from my iPad

Begin forwarded message:

From: "Ross, Jamie (CA - British Columbia)" <jaross@deloitie.ca>

Date: G September, 2012 10:21:14 AM PDT

Ta: "Sidhu, Manjit HLTH:EX" <Manjit.Sidbu@gov.be.ca>

Ce: "XT:Basi, Tejinder LCS:IN" <tbasi(@deloitte.ca>, "Sawchuk, Jamie (CA - British
Columbia)" <JSawchuk(@deloitte.ca> oo , .

Subject: Independent Review - Statement of Worl

Hi Manjit,

| am working with Tejinder on the independent review and we have just had an opportunity to walk
through thie attached statement of work with Sandra Carroli. It was agreed that the attached was inline
with the Ministry’s requirements, Sandra requested that we forward this to you for your review and to,
incorporate into a contract, . '

If you have any questions or comiments regarding the attached, please dow’t hesitate to contact me or
Tejinder, :

Regards,
jamie.

Jamie Ross

Senior Manager | Enlerpiise Risk Services

Daloitte - . .

2800 - 4055 Dunsmuir Sireel, Vancouver BC, VIX 1P4
Tel/Direct 604-640-3284 | Fax 778-374-0506 | Mohile 5.22
jaross@delgilte.ca | wenv.daloilte.ca

Twitler | Facehook | Linkedin ! RSS | YouTubhe

~

- DBeloite Is prowd to be an Official Supplier <
of the Canadian Olympic {eam

Confidentiality Warning; This message and any attachments are intended only for the use of the
intended recipient(s), are confidential, and may be privileged. If you are not the intended
recipient, you are hereby notified that any review, refransmission, conversion fo hard copy,
copying, circulation or other use of this message and any attachments is strictly prohibited. If
you are not the intended recipient, please notify the sender immediately by return e-mail, and
delete this message and any attachments from your system, Thank you. :

Z c

HTH-2013-00294
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Information confidentielle: Le présent message, ainsi que tout fichier qui y est joint, est envoyé a
Iintention exclusive de son ou de ses destinataires; il est de nature confidentielle et peut
constituer une information privilégide. Nous avertissons toute personne autre que le destinataire
prévu que lout examen, réacheminement, impression, copie, distribution ou autre ntilisation de
ce message et de tout fichier qui y est joint est sirictement interdit, Si vous n'étes pas le
destinataiie prévu, veuiilez en aviser immédiatement Pexpéditeur par retour de courriel et
suppnme; ce message et tout document joint de votre systéme, Merei,

Confidentiality Warning: This message and any attachments are intended only for the use of the intended

. recipient(s), are confidential, and may be prmieged If you are not the intended recipient, you are hereby
notified that any review, retransmission, conversion to hard copy, copying, circulation or other use of this

" message and any attachments is strictly prohibited. If you are not the intended recipient, please notify the
sender immediately by return e-mail, and delete this message and any attachments from your system.
Information confidentielle: Le'présent message, ainsi que tout fichier qui y est joint, est envoyé & l'intention
exclusive de son on de ses destinataires; il est de nature confidentielle et peut constituer une information
privilégide. Nous avertissons tonte personne autre que le destinataire prévu que tout examen, réacheminement,
impression; copie, distribution ou autre utilisation de ce message et de tout fichier qui y est joint est sirictement
interdit. Si vous n'étes pas le destinatdive prévy, veuillez en aviser immédiatement Fexpéditeur par retour de

courriel et supprimef ce message et tout document joint de votre systéme. Merci.

HTH-2013-00294
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Rafter, Brenda HLTH:EX

From: Sidhu, Manjit HLTH:EX

Sent: : Monday, Septemnber 10, 2012 8:45 AM

To: Rafter, Brenda HLTH:EX; Boomer, Ted HLTH:EX
Subject: . Fw: Rates

Can you go ahead and prepare the contract based on these rates. Thx.

From: Sidhu, Manjit HLTHIEX

Sent: Friday, September 07, 2012 03:53 PM
Te; Carroll, Sandra HLTH:EX '

Cc: Rafter, Brenda HLTH:EX

Subject: FW: Rates

Here are their revised rates...they have made reductions but they. are still above the 2011 rates. Do you wani me fo -
keep pushing or go with these? N '

Fromi: Basi, Tejinder {CA - British Columbia) [mailto:tbasi@deloitte.cal
Sent; Friday, September 7, 2012 3:51 PM

To: Sidhu, Manjit HLTH:EX ‘ ,

Cc: Ross, Jamie (CA - British Columbla); XT:Basi, Tejinder LCS!IN
Subject: FW: Rates

Hi Manjit,'

Sorry this took some time to process internally, but here are the revised rates. [ would like to mention that these are fower
than other similar projects we have done across the public sector, however if you would like to discuss further ! would be

happy to do 0.

Pariner .
Senior Manager
Manager s.21
Sepior Consultant
Consultant

Please call me on 604-318-3680 if you would like to discuss.

Regards,

Tejinder

Erom: Basi, Tejinder {(CA - British Columbia)
Sent: Friday, September 07, 2012 2:08 PM
To: Ross, Jamie {CA - British Columbia)
Subject: FW: Rates

. HTH-2013-00294
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From: Sidhu, Manjit HLTH:EX [maifto:Manjit.Sidhu@agov.bc.cal

Sent: Friday, September 07, 2012 1:13PM

To: Basi, Tejinder (CA - British Columbta)

Subject: Rates ' : . . |
. 1

% Intrepse

Partner L ]
Senjor Manager 1
;wlenager R
Senior Consultant -~ s o
éCansu_itant - o
StbjectMatterExpert T
Manijit Sidhu, C.A.
Assistant Deputy Minister _
Financial and Corporate Services ‘ : .
Ministry of Health | ' "
f
2 i
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Enhancement roadmap overview

Introduction

In May, 2012 the Ministry of Health (MoH or the Ministry) initiated an investigation reiated fo contracting
irregularities and inappropriate research grani processes. One component of this investigation involved
reviewing data management practices of ministry employess, researchers and contractors. The
investigation is still underway.

In September, 2012 the Ministry engaged Deloilte to suppor it in develeping a roadmap to enhance data
management practices, specifically with respect to security and privacy. This work was conducted
independent of any investigation the Ministry may have been carrying out. This work did not conslitute an
audit or assessment. Rather, the purpose of this project was to highlight opportunities for improvement
wilh respect to data management across the Ministry, with a focus on the security and privacy of health
information, and to build these opportunities into a forward-loaking roadmap. This roadmap will enable the
Ministry to prioritize and impiement enhancement projects to support improved conirol over health-related
information.

This document provides an overview of the objectives of this work, describes the high-level scope and
approach, and then summarizes the recommended enhancement opportunities included in the roadmap.

Objectives and scope
The objactives of this engagement were to work with MoH to:

1. Understand, at a high level, current processes related to information use and sharing across the
Ministry

2. Conduct an inventory of key data sources and flows within the Ministry ‘

3. Identify opportunities for improvement of information management for health information across the
Ministry based on accepted standards (with a focus on security and privacy)

4. Based on the above, develop a series of recommendations in the form.of an “enhancement roadmap”
ouilining enhancement opporitinities related to business processes, controls and technology where
appropriate

As noted above, the Ministry was interasted in understanding cpportunities for improvement for the
organization as a whole. Due to the scale and complexity of the Ministry and the volume of information it
collects, manages and shares, the project was scoped to provide a broad view across the Ministry rather
than conducting a detailed and exhaustive assessment of one area, system or set of systems. Additional
information regarding the scope of the project is summarized in Table 1 below,

© Daloitte LLP and affiilated entities. i
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Table 1 - Summary of scope by scope efement

Types of information Personal heallh information, with a fecus on secendary uses.

Selection of current state processes related to:
+ Access
+ Use
Processes + Disclosure
+ Secuiity
+ Privacy
» Logging and monitosing

tAinistry of Health, with a primary focus on Divisions that manage, store and discloss personal

Organization hezlth infosmation

Approach

A phased approach {o the project was undertaken in order to ensure that recommendations were based
on an understanding of the current state. The key phases in the project are outlined in Figure 1 befow.

Figure 1 - Suramary of phased approach

Initiatly, an understanding of the current state was obtained through interviews and review of refevant
documentation to identify opportunities for improvement. Standard framewarks (Generally Accepled
Privacy Principles (GAPP) for privacy-related risks and 1SO 27001 for technology-related risks) were
inputs used as a basis for establishing the scope of this work. Based on this, a series of
recommendations was developed and these were then structured into a number of projects designed to
address these recommendations. These projects were validated with Ministry subject matier experts, and
an initial estimate of effort and required skil sets was developed in order to suppori preliminary planning.
These projects were then incorporated Into a high-level enhancement roadmap. This preliminary roadmap
is intended to support the Ministry as it delivers these projects (for those that are underway) and as it -
embarks on detailed project planning, phasing and execution for those that are not yet staried.

Summary of recommended enhancement opportunities

Based on the recommendations, a series of projects was developed, These projects (summarized in
Table 2, below) were recommended to support the consistent enhancement of business process and
{echnical controls refated to personal health information across the Ministry. Additional details regarding
these projects are provided in "Appendix A — Project Summaries”.

© Deloltte LLP and affiliated enfities. ) .
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fable 2- Sunmary of project calegories, recommandalions and projects.

Develop and implamenta format informaton
goverpance program

Enhance dala managementpfacl;cesand consider
changes lo the lechnology ervironment {o supporta
conslstent fevel of cantrol over sensilive informatien

Transition the Condor emvirenment to newinfrastructure
and updated applicatiens, with considsration for kay
funclional, security and privacy requltamants

"ﬁa've-iob and implemenla foemat, ﬁ!aﬁdatary and

targeted fraining and awareness program fof information 4z

“governance, security and privacy

 gnhance and slandardize lnternal processesacioss tha
© Ministry for management and adminisiration of access
fo health information

Centrally coordinata and sireamiine Informalion sharing
. agreements and retated daia access processes

" Enhante logoing end monitoring practices and
capabllities across key systems

- Enhante {T operalional praciices for mainlaining a
secore lachnology enviconment

Davelop key Minisky-specific policles and guidelinas.

Implement & compliance-monitering function lo regulary
assesscompliance against Minlsiry end third-party
- requiremenls with respect o data.

© Dolwitta LLP and affilisted entitias,
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2.3
22

A

32
3.3
34

4.1

5.1

- B2

53
54

55
B4

8.2

6.3.

&
7.2

8.1

82
63

0.1
8.2

10.1.

Enhance tomganents of Governance mode!

Cormplete Information lnvenlory
Devekep and inplement a secure data enwonmsnt

Actions to milgate Ask In specifio legacy syslams

Newr data warehouse design, implemeniation & data migration
Webapplication environment design, implerentation & transitien
SAS sntarprise smisonment deslgn, irmplemantation & dransiton plan

Deliver Immediatetralning to key staff end supenisors across the Ministry

" Povalop an enhanced training and awatenass program

Erhance approval & granting process

Enhanca lransfers process

Erhance terminations process |

Erhanco accass review piocess

Enable s role-based gecess appreach

Updale mvenlory of e:ﬂsllng nformation shanng agreemenls

Cieate a cenlalizedrepository of exisling agreements

S'andarduze processas end lemplates ro: Infofma lion shanng agfeemen{s

Evalua!a exlshng fogyging capabilies and enabla or enhance whereappropriale
Design and implementa logging solution o support the long-lerm secire analysis
envirenment

Consofidala additonal enhancement oppaitunities and address thamon a priodly
basls

Define tha Securily Managament role responsibla for the secure data environment
Geovelop and maintain sacusity referance archileclury

Davelop a ministry-speciic privacy policy
Develop Minlstry-specific guidance for key topics

implemantan enhanced cornpliznca monitoring function
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Next ste ps
The Ministry is in the process of implementing these recommendations.

4
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Appendix A - |
Project summaries

This appendix contains project summaries for each of the 25 projects included in the enhancement
roadmap. These projects are organized info the 10 Project Calegories, For each of the 25 projects, a
project purpose is provided and this is followed by guidance that is intended to describe the desired
oulcomes and/for key considerations for each of the initiatives.

1.  Information governance

Project overview

Project purpose  Develop and implement a formal information governance’ progranm.

1.1. Enhance Components of Governance model

Sub-project The purpose of his projact s to enhance compenents of e existing governance model af the Ministry, In order

purpose to provide clarily regarding accounlabilies and decision-making processes related to informatfon acress the
Ministry in the short ierm. This wit enable the develepment of a longer-term govemance model while also
supporing criical short-ferm declsion-making related to Information governance and tachnology issues as the
longer-ferm model Is developed.

Guidance « Discussions with all of the divislons should be facilitated to discuss the information governance model and to
identify the key prnciples for ils development.

+ The development and implementation of the informatien governance model should be a shared responsibiiity
acress all of the divisions. ’

Establish Sentor Leadesship buy-a for a format Information Governance program. This will include defining
an Execulive Sponsor and clearly defining, cornmunicaling and gaining consensus o

- The scope and mandate of the program (Charter)
- The key Isstas it is meant to address {in terms of risk rranagement and value creation)

+ Once execulive support Is obtalned (and the proposed model adjusted as requirad based on Input), define
the foundatlonal componends of the program, including:

~ Agreed-uponinformation governance principles (based upon regulalory and contractual ohligations with
respect lo information management and informatlon sharing)

- Roles, responsivililies and accountabiiifies, with a fotus on key roles In the shorl temm, potentially
including:
+ Data Stewards
s Data Cvmers
» Data Cuslodians
+ Dala Users
- Key stnuctures and associated mandates {Executive Commitlee, Working Committes, etc.}
~ Key processes {6 suppor the opesation of the governance model

»+ Leverage historvel efforis refated to infarmation governance within the Ministry, with a focus on identifying
key governance componenls to be incorporated into the shork-term model.

' There are numerous definitions for information governance. These definitlons lypically refer to the decision rights, processes,
slandards, lechnologies and rofes and responsibiliies requited to manage, maintain and effectively use information in a manres thal
aligns with security and privacy requirements.

@ Deloitle LLP and affilialed entitles, 5
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+ Once the enhanced mods} is agreed-upon and esiablished, regular assessment of performance,
effectiveness and opporunities for improvement shoeuld be conducted to ensure it is meeling the agreed-
upen objectives defined by stakeholders

@ Deloitle LLP and affiliated entities. : &
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2. Data management ,

Project overview

Project purpose  Enhance dala management praclices and conslder changes 1o the technology emwirenment fo support &
consistent level of conlral over sensilive information.

2.1 Complete Information Inventory

Project purpose  This project wiil bulld upon recent efforts fo develop an invertary of Information assels and data flows, with the
objective of crealing a regularly updated repository for the Minisiry, This project also invalves reviewing this
inventory to identify those dataset exiracts and other sensitive Informalion assets that can be archived ar
delated.

Guidance + Define roles and responsibilities for the mainlenance of the inventory (1o Include representation from
Divisions and HSIMIT).

» Consider warking vith SSBG to generale inventories of dataset extracls within each division.

Asslgn ownership for updating of inventories to division representalives, and where appropriate, updats as
required. .

Within each Diviston, wiilize lhe Invenlories 1o identify the localion of sensitive information

Review dalaset exiracls and olher sensilive information assels to idenlify those to relaln vs. those that can
bea archived. Consider including the following criteria in the reviews

- Avse the data still in use?
- Are the employees with access apprepriate?
+ Hdendify opportunities for limiting access to shared LAN folders and remediale where possible.

« Within each Division, identify high-leve! informalion sharing needs to Inform business requirements for the
Secure Data Environment (2.2}

« Dacument where sensilive information resides and consider options for enhanced logging where appropriate.

+ Review of access righls io LAN folders conlaining sensitive information should be ceordinated with the
access review performed in Preject 5.5. :

« Once this exercise Is complete, updale Information asset inventeries as required

»

-

2.2 Develop and implement a secure data environment

Project purpose  The purpose of this project is to design and implement a secure environment that enables access fo and
sharing of sensitive Information whila at the same time supporiing a consistent level of conlrol over this
Information across he Ministry, Recognizing that there are numerous options regarding the design of the
enviranment, the selecled design should enable access to sensilive informaticn by authorized useis while
supporing & consfslent levet of control over this information. 1t should also support the abliity to log and monitor
access and usage to enable compliance management.

Guldance- + The design process should take inlo account ihe foflowing:

~ Requirements for the secure environment should address the Ministry's agreed-upon informatlon
management principles {see Project 1.0~ Infarmation Governance}, and existing regulatory and
contraciual obligalions assaciated with the data currently collected and maintalned by the Minisiry.

- Business requiremenis of key stakeholders across the Ministry (business users and HSIMIT) should be
developed, validated and approved through a cross-Minisiry team to ensure needs of all stakehclders are
understoed and addressed.

- Tha design of the new environment shiould align with the overall Enterprise Aschiteciure of the Ministry, a5
well as requirements oullined In the government Information Security Policy

« The user community should also be Involved in lhe develapment of the tesl plans, tes! scripls and key stages
of the tesling procasses.

The project plan shouid also include a process to review and onboard fulure data sets on an ongolng basis. :

Representalives fram each Divislon should be provided with guldance on retevant data retention standards to
enable decisions for archiving vs. deleting.

+ A fisk-hased and prioritized data migration slralegy should be developed

» When reviewing data sels for migration, consider including the following criteria:
- Is the dataset actively in use?
— Are there defined dala relention requirements?
— 13 there an ongoing business need for relaining and migrating the data?

-

-

® Deloitte LLP and affiliated enlities. . - 7

HTH-2013-00294
Page 30




~ s the authority under which the data was originally oblained and used still In place?
- Aze fhere sufficient conlrols in place to manage #he sensitive information centained within the dala sel
- Does the dalase! exist elsewhere? if so, consider ralionalizing dalasels in the new eaviromment if possible.
« When raviewing the scripts used lo generale analysis and reports, the following should be considered:
~ Development of an approach lo migraling scripls and dala {e.g., move all existing scripfs “as-is” of review,
update and cleanse prior lo migration)
~ Ensure hardeoded references in existing scripls are identified and updated as required
Ensure updated seripls are working as expected {{esting)
Consider removal of intermediary products where possible
An archive slrategy should be defined for all data sefs which will noi be Iransilioned.

As scon as practical and once all data sets have baen Iransitioned to the rew environment or archived,
tegacy systems should be decommissioned.

H

© Deloitte LLP and affilialed enlities, 8
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3. Transition Condor environment

Project overview

Project purpose  Transitien tha Condor environment fo new Infrastructure and updaled applications, vith consideration for key
’ furctional, securily and privacy reguiremenis.

3.1 Actions to Mitigate risk in specific legacy systems

Froject purpose  The purpose of this project is ta perform specific activities that could reduce the risks within the Contfor
environment It the short lerm vile the new envirorment is under devefopment.

Guidance « A review of dala sefs should be performed to identify inactive data sels which are no longer in use.

+ Access fo Inaclive data sets should be revoked for ali users and a process implesnented to review and
approve all access requests to these data seis.

» A user access review should be performed to ensure only approved users with a business need have access
to Conder (Manager to approve access).

+ Managers of Condor users should be notifiad that they are responsible to provide prompt nolification of
tamnination or changes of access rights.

« Aninterim access policy should be devetoped 1o ensure only approved users with a defined business need
are granted access to Gondor.

3.2  New data warshouse design, implementation and data migration

Project purpose  The purpose of this praject is fo design and Implement a replacement jor the legacy Condor data warehouse
environment within the Secure Dala Environment {sub-project 2.2) that addresses the securily and privacy
requirements of the Minisiry. This sub-project is likely to be inlegrated Into the davelopment and kransition fo the
new Secure Data Environment {sub-project 2,2} and represents an example of legacy systems ihat willbe
fransticned 1o the new environment. The project will ensure thal all required data is lransferred to the new
environment on a priorty basis in a secure manner and that dala quality and Integrity are retatned. Finally, the
legacy Condor dala warehouse environment vill be decommissioned,

Guidance « The new design should address at a minimum:
~ Rale based access? ]
- Logging of user access and aclivity
~ The restriction of dovmieading of data to locat computers

« A sk and contros review should be corducted as pari of the dasign o ensure key security and privacy
requirements are addressed.

The new design should foltow alt relevant OCIC guidanee and should go thraugh the PIA & STRA processes.

-« The new design should ensure the solution is robust and scalable enough to meet the current and future
busingss needs of the MoH.

Whan reviewing data sets for migration, consider including the following eriteria:

- s the data sel actively In use?

~ Is the appropriate authorization for use of data in place?

— Is thefe an ongoing busiess need for retaining and migrating the data?

- Does the dataset exist elsewhere? If so, considar aveiding dupiication In the new environment i possible
An agreed-upon priority ardeting of dala sets for migrallon should be developed with input from data users
and owners. .

An archive sirategy should be defined for ail data sels which vAll not be transilioned.

As soon as praclical and once all data sets have been transitioned to the new envirenment or archived,
decommission the legacy Condor environment.

-

.

-

3.3 Web application environment design, implementation & transition®

! Role-based access is a method of managing access to computers or networks. it allows tha regulation of access based on the job
function {role} of users within an organization. In this context, *access” is the ability of an individual user lo pesform a specific task,
stich as view, create, of mogify a file, Reles are defined according to job competency, authority, and responsibliity within the
organization. This approach helps to ensure thal users have appropriate access and &lso supporis the efficient adminisiration of

access rights.

® Celoitle LLP and affiliated entitles. 8
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Project purpose  The purpose of this project is to design and implement a replacement for the legacy Condor web applicalions
environment vithin lhe Secure Data Environmeant (sub-project 2.2) that addresses the security and privacy
requirements of the Minisiry. This sub-project Is likely lo be integrated inlo the development and lransition to the
new Secure Dala Envircnment {sub-project 2.2) and represents an exampie of lagacy systems thal vl be
{ransiticnad to the new environmen!. The legacy Conder web applications environment will be decommissioned
once complete.

Guldange « The new destan should address at a minimum:
~ Role bassd access
- Logging of user access and activity
- The restriction of dovmioading of data to focat computers
+ Arisk and controls review should be conducted as part of the design to ansuse key security and privacy
requirernends ate addressed,
+ The new deslgn should follow att relevant CCIO guidance and should go through the PIA & STRA processes.

+ The new design shoutd ensure the solufion is robust and scatable enough lo mest the eurrenl and future
business needs of ihe MoH,

3.4 SAS enterprise environment design, implementation & transition plan

Project purpose  The purpose of ihis project is to deslgn and implement a replacerment for the legacy Condor SAS! environment
within the Secure Data Environment (sub-project 2.2) that addresses the security and privacy requirements of
the Ministry. This sub-project Is likely to be integrated into the developrnant and transition to the new Secure
Data Environment {sub-project 2.2} and sepresenis an example of legacy systems that will be lransitioned to -
the new environment. The project will ensure that all required code and SAS librasies are transferred {o the new
SAS Entarprise environment on a priority basis. Finaily, fhe legacy Condor SAS environment will be
decommissioned.

Guldance + The new desien should address at a minimum:
- Rale based access
- Logging of user access and aclivity
- The restriction of downloading of dala to local corputers

A tisk and conirols review should be conducied as part of the design to ensure key securily and privacy
requirements are addressed. -

The new deslgn should follow all relevani OCIO guidance and should go through the PIA & STRA processes.

The new design should ensure tha solution Is robust and scalable enough to meet the current and fulure
business needs of the MoH.

» Conduct a review of SAS code and lbraries for migration and consider Enc]udirig the foltowing crteria;
- 13 the cods andfor library actively In use?
- Doas an engoing business need exist for the code and/or liorary?
- Based on the business need, is the effort and cost to migrate to the new environment justified?
- i5 the need addressed by other simitar libraries or sels of SAS cede?

A pricrity ordering of SAS jibrades {o be ransiffoned should be developed based on input from key business
users and OWners.

An archiving slrategy should be defined for all SAS libraries which will not be {ransilioned.
A code migration process should be developed to port required legacy SAS code to the new enviconmenl,

As soon as practlcal and once alf SAS Hibraries have bean transftfoned to the new envirenment or archived,
decommisslon the legacy Condor envirenment.

-

»

-

»

-

-

3 The *web applications environment” allows users to access the analytics companent of Condor using a web browser.
' In Ihis instance, "Condor” refers o the envirenmenl used for dala linkage and analysls and "SAS” refers to a commercial off-the-

shelf applicallon used for statistical analysis (among other aclivilies),
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4. Educaticn and awareness program

Project overview

Projact purpose  Oavelop and implement a formal, mandalory and largeted education and awareness program for information
governance, secutity and privacy.

41 Deliver immediate foundational training to key _siaff and supervisors across the Ministry

Project purpose  While the anhanced education and awareness program is in development (Activity 4.2), deliver foundational
{raining 10 approprate users across the Ministry.

Guidance + Training should address key questions and concems of Ministry staff to ensure staff can pesform {helr duties
with an underslanding of appropriate information sharing.

A targel Hist of attendees should be developed.

+ Management should be informed of fraining atfendance.

Training should reference key support malerial {Policles, procedures, eic.).

Training should be augmented with FAQs and guidance thal address the most common questions received
from across the Ministry.

Key {raining messages shouid be reinforced lhrough targeled awareness eampaigns (e.g.. Intranel site
updates, emails, postars, slc.)

-

-

4.2 Develop an enhanced education and awareness program

Project purpose  The puipose of this project Is lo develop Moti-spacific information management securily & privacy educailon
thal is tallored Lo needs of divislons and spacific roles, and is mandatory, engoing & updated and reinforced
with periodic sign-off by employees.

Guidance + A foundational information management security & pﬁvaéy educalion course shoutd be mandatory as part of
orboarding for ai new staff and yearly for alf existing staff.

« Graduated education should be developed and deliverad to address specific needs of different roles (such as
all new staff, executives, advanced data users, ele.)

« Staff with access to sensitive Information should have addilional mandatory training which details their
responsibilities and references appropriale policies & procedures.

Training should address key information management privacy & security risks associated with each role.
Consider developing guidance around relenlion and archiving of information.

The training and awareness prograr should be reviewed and revised periodically lo ensure conlintious
improvement and allgnment vdth updated policles, leglsiation and MoH obligations.

» FAQs and guidance should address common gueslion and be reviswed and revised periodically.
« Apnual acknowedament of iralhlng and sign-off on responsiblities should be implemented,

Subject Matter Experls from each business divislon should be Involved in updaling irathing malerials and In
training sessions.

Feedback from sessions should be conlinuously updated in training materials
Ad-hoc woskshops should be developed based on specific needs of branches, new legistation and incidenls.

-

-
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5. Access management and administration

Project overview

Project purpose  Enhance and standardize inlernal processes across the Ministry for management and adminisiralion of access
to health Information.

51 Enhance approval & granting process

Project purpose  The purpose of this project Is to ensure roles and responsibiiiies selated {0 access management (request,
approvals, elc.) are clearly defined and understood across the ministry {DSAM, Authenticalion Services,
Connections, Divisions, &lc.).

Guidance + Enhance and dlearly document access administration procedures to enable conslsient declsion-making for

access requesls.

- Docurnent cursent infonmal access decision making criteria for applicalions and data sets,

- QOver fime, move lo a role based model wilh pre-defined access usage roles for each application and
groups of dala sels.

- A prioriization process should be defined to address critical or urgent requests in a timely manner.

- Integration should be Improved batween the conlracting process {for ali contracts with a data component)
ard the access management process

+ Reles and responsibililies with respect to access control, including requestors (supervisars & managers),
approvers {data & system owners), and previsioning should be defined and communieated.

Approvat process and requirements for approval should afign to the type of access reguested (e.g., Public vs.
Personally Identiflable) In order to expedita low-risk requests and ensure sufficient review of higher-risk
requests. For exarmple, consider pre-approval of access requests relaled to sta ndard, low-risk dalasels to
strearmiine the approval process.

« Physical access for gussls should be resticled to the area or division ihey are visiling and approvad by an
MoH employee.

The concep! of segregation of dulles should be considered when granting access to amployeas, contraclors,
researchers, efc.

Options to improve the efficlency and effecliveness of access administration processes should be
corsidered. For example, consider automated workfiows and & canlealized provisioning solulion.

-

5.2 Enhance transfers process (for access changes)

Project purpose  The purpose of this project is to clearly defing and commurdcate rales and responsibifities relaled to access
changes {ramovals, addillons, etc.) io ensure access changss are defined, communicated and implemented in
a limely manner and thal updates regarding access changes are provided lo requestors once completed.

Guidance Enhance and clearly document access change procedures.

Supervisor's and manager's respensibllities and accountabilily vith respect to netification and follow up
should be clearly defined (e.g., oullined in their job description). For example, nofification of slaff role
changes should be mandatory from the individual's supervisor or manager.

The procedures for changes to user access should require that all existing access be removed.

Granling and approvat of access required for new roles should follow fhe access approval process {Activily
5.1)

anagers or supérvisors should be nolified once aceess updates afe compleled and & description of the
access granted.

Process changes should be communicaled to aff supervisors and managers.

-

-
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5.3 Enhance terminations process

Project purposes  The purpose of this project is to implement a cleardy defined and communicaled process for access {erminalion
that ensures ihal all access Is removed in a limely manner and {ha! the appropriate supervisors are updaled of
access removals once compiele.

Guidance « Enhance and cleary document access removal prosedures.

+ Notificalion of slalf terminations should be driven gither automatically from a system of record (e.g., payroll)
of incorporaled into the HR temiinaitons process.

+ Managers or supervisors should be nolified onece access is removed.

8.4 Enhance access review process

Project purpose  The purpose of this project Is te design and imalement a process for tegular reviews of user accass rights lo
key Information systems and dala sefs across [he Ministry. This Is a detective contro! thal supperts the access
change and {ermination processes {described above) and will serve to ensure that only the appropiiale
individuals have access to sensitive systems and Informalion.

Guidance + For systams and data sets contalning personal health information or other sensilive information, access
’ reviews should be conducted immediately to Identify users who should be removed or have excessive

access rights,

Enhance and clearly documen? access feview procedures.

+ Roles and responsibifilles with respect to aceess reviews, Including access management staff (generale &
supply access lists), and reviewers (confimn access is appropriate} should be defined and communicated.

« Review process and frequency should vary depending on sensitivity of the data within syslems and the

volume of user access changes.

Superviscrs and managers responsibility with respec to access reviews should be a requiremant within their

job description.

-

5.5 Enhance rcle based access approach

Project purpose  The purpose of this project is to enhance the current role-based access modet to support efficlent and effective
access administralion processes. i includes reviewlng and rationalizing current reles In Healtildeas and, over
the long term, enhancing the role-based access model to Include other key systems and datasels vilhin the
Ministry. :

Guidance » Heallhldeas access roles should be reviewed and rationalized. Where possible access roles should be
aligned lo Ministry job roles and new roles sfould be crealed on an exceplion basis as required.
Implementation of role based access should be considered for other key MoH information systems and dala
sets beyond Healthideas.

A clear definition of lhe access granted by each sole and the infended job descriptions 1o be granted each
role should be provided o aceess provisioning staff.

+ Roles and responsibilities with respect to defining and approving roles and handling the exceplion process
for none standard roles should be defined and communicated.

-
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6. Information sharing agresments

Project overview

Project purpose  Cenirally coordinate and sireamiine information sharing agreement and related data access precesses.

8.1 Update inventory of existing informatlon sharing agreements

Projact purpose  The purpose of this project Is to compile an inventory of agreements relaled lo infoermation sharing between the
Minisiry and third parties. This vdll provide a single view of Minlstry and third-parly commifments related to
informalion sharing that could ullimately support MeH and third party monitoring and enforcement,

Guidance « Appropriate stakeholders should define the fype of agreements 1o be included in the invaniory
+ Conduct 2n inventory of the types of agreements determinad to be in-scope

« Conslder conducling a review of key exisling coniracls/master agreements o ensure appropriate data
sharing provislons are in place.

» Data sharing with third-parlies, whese a datfa sharing agreement Is not In place, should be identified
« Representatives from each diviston should identify the agreements within tnefr divisions.

6.2 Create centralized repository of existing agreements

Project purpose  This project involves the creatlon of a central repository of Ministry agresments with respect fo information
sharing with third paries. This will provide one cenfral inventory of such agreemenis and enable employees
responsihle for releasing information to access dala sharing agreements to determine what is appropriate for
release,

Guidanee + One cenlral reposifory should be created for alf agreements thal provides a single view of the Ministry's
commitrnents with respect to dala sharing vith third pariies.

Agreements which cannot be slored in the central repository should have a reference 1o where they are
stored

Consider coordination with Contract Services and their repository.
Agreements should be easily accessible to appropiiate staff,

+ An owner showld be defined for Ihe repository.

+ Anowner or spenser {role or person) should be assigned for each agreement.

-

6.3 Standardize processes and templates for information sharing agreements

Project purpose  This project will provide a standardized approach and template for data sharing agreements 10 ensure
consistent review and approval processes for all agreements with third parties {inbeund and outbound}.

Guldance + The policy should oufline accountablities and acceplable criteria for all agreements vaith third parties,
Agreements shouid include standard clauses, lerms & provisicns.

+ Agreements should have an appropriate level of approval and decision making regardzng agreements with
third paries to ensure consislency.

There should be appropriate notificalion to alf relevan! pariies of new agreemenis.

+ An ovmer of spensor {rele of person) should be assigned for each agreement.

Standardized processes and lemplates, with an exception process for non-standard agreements, should be
developed for infarmalion sharing agreements.

Ensure cenlral coordination does nol increase processing time and pursue eppordunities to Improve efficiency
{through LEAN initiative).

-
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7. Logging and mohitoring

Project overview

Profoct purpose  Enhance logging and monHoring practices and capabilities across key syslems.

7.1. Evaluate existing logging capabilities and enable or enhance where appropriate

Project purpose  The purpose of this project is fo enable logging in the shotl ferm on existing applications and systems where
possible and appropriate based en a risk based analysis. Additienally, monitoring processes should be defined
to review log fes and escalate issutes identified.

Guldance + Critical logging requirements should be developed above and beyond ihose currently supported {i.e., logging
of user acfivilies beyond iog-on and log-off) for Investigative and exception reperiing purposes. Conslder
slariing with the Healhidaas environment and then enhancing logging in olher systems {e.g., SAS,
databases, appiications, network fayers, operaling systems, ete.}, where lechnlcally feasible, based on fevel
of risk {sensilivily of information, amount of data, number of users, etc.)

These additionat logging capabililies can suppori:

- Sample-based pedodic compliance monitoring (see Projec! 10.0 — Complance Monitoring}
- Preliminary investigalions triggered by comptainls

- Comprehensive investigalions when a known breach has occurred

~ Targeled auditing based on eslablished rules {VIP lists, otc.) 1o delecl inappropriate aclivity

Recognizing that manual log reviews are time consuming and can be labour inlensive, the above are
recommended where logging eapablliies and resource availability permii

+ Where manual log reviews ¢an be implemented, this program shouid be communicaled to the user
communily o raise awareness of the moniforing pregram.

»

-

7.2, Design and implement a logging solution to support the longer-term needs of the secure
data environment

Projoct purpose  The purpose of is project is to design and implement & long-term logging and moniforing sofution for key
systems and applications In the Ministry, The logging solution wilt provide a consistent and efficlent means for
capluring, and securely retaining a sufficient level of logging dala for Minisley systems. This project does not
include the Implementation of the chosen solution (the time and capital expendilure required will depend onthe
solution chosen, and has therefore not been Included in the estimate below).

Guldance + To ansure {ha system fs Hght-sized and meels Ministry requirements, the Minfstry should focus inltially on
clear definitton of functional requirements (based on policles and regulatory and contraciual obligations}.

Based on system and functionat requirements, a formal evaluallon process should be Inillaled to select an
appropriate 100l

- Lessons fearned should be identified from successiul implementalions elsewhers in Govarnment and/or
withia Healih Authorities

- Consider sclutions where licensing agreements vdthin Government may be leveraged

+ The requirements and Infrastructure should be mapped against a chosan selufion to develop a prioritized
implementalion pian.

Consider a phased approach lo address crifical requirements first and to [ncrease funclionalily over time
{e.g., expanding from basic legging to dashboarding, log correfation, alerds and triage, etc)

Conslders leveraglng automation of togging and event correlation technologies vhere possible, In order to
reduce manual effort.

The system should be tuned over lime lo balance sensilivity with the follow up required for false positives.

Procedures should be documented fo suppert maintenance, menitoring, nolification, escalation and
remediaficn processes, and continuous Improveman! of procadures.

Roles and responsiblilles required to suppor operation and maintenance of the solution should be defined,

A regular reporling sirategy should be developed to support system tuning inlernally, but also to
communicate key rasulis to the Minrislry as part of tha ongoing awareness program.

Technlcal and business process iraining requirements shoutd be identified and a fealning plan should be
developed.

»

-
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8, Security Management & Operational Practices

Project overview

Preject purpose  Enhance securily management practices for maintaining a secure technology environment.

8.1, Consalidate additional enhancement opporfunities and address them on a priority basis

Project purpose  The purpose of this profect is to ralionalize IT securfy-refated risks and Issues identified through intemal
Ministry reviews as velf as this review. These enhancement opportunities should be identified and
implemented on a priotity basis (based on risk).

Guldance + This initiafive showld collect and ralionatiza a list of enhancement oppertunities in order lo suppert continual
improvement of security controls within the IT environment. ttems for consideration include:

- Reviaew the patch managemen! procedure at the 08 and application layers to ensure that palehes are

 applied In a timely manner folfowing a defined process,

- Periodic reviews of MoH applications lo ensure resources are In place fo upgrade and palch applicatfons
as necessary.

- Review security services performed by each senvice provider fo ensure a consistent level of security
practices are petformed

~ Where possible, frequire mandatery secure communication to and from ali health data systems {e.g..
Healthldeas} .

Projects to address lhese and retated enhancement opportunities should be scoped and prioritized based on

risk and alignment te other strategic initfaltives -

Consider Incorporaling enhancement opporlunities into other projects-where appropriate, or crealing new

projects as required. :

-

8.2. Clearly define the security management and operational roles responsible for the secure
data environment '

Project purpose  The purpose of this project is to clearly define the operational and management roles to ensure clear
accountabitily for all securily aspects assoclated with the secure dala environment. This will also enswre fhat a
¢lear standard and slralegy for security is in place atross ali Infrastructure, nelworks and applications thal are
managed by the Ministry as well as those managed by third parlies.

Guidance + Clear ownership ang accountability for security should be driven from the execulive level.

Centralized rolas responsible and accountable for ensuring coardination of security managemend practices
should be dafined and empowered,

« Security menagement responsibilities should align with Govemment's Information Security Policy, but
address specific requirements related to sensitive health information

Responsibiliﬁes to consider for Securily Managemen! include:

- Monitoring of securily Infrastruciire and the tracking, foliow up and closute of incidents and events.
Responding {o issues Identified thiough scanning and risk assessments perfermed by the program areas.
Ensuring STRAs & PlAs are buill it the SDLC process ,

Providing direction for the completior: of Secusily Threal Risk Asgessments for new projects

- Ensuring contracls with service providers conlain the appropriate clauses and provisions lo ensure
compliance MoH security and privacy policles.

Acling as a key resource for the Ministry on Secusily-refated topics, and reprasenting the secunily
perspective of the organization at senlor levels.

» Once responsibilities have been clarified, the appropriale Job description{s) should be crealed andfor updaled
to ensure they are formally recegnized and assigned.

The security management funelion should serve a consullative role while ihe compliance function should be
responsible for assuring compliance.

Responsibitiies & accountability related to the security program may span several roles, but clear
aceountabitity should be defined and agreed upen.

The securily management function will work wilh other functions or branches vithin the Ministry (e.g., the
Compliance Monitoring function and the Healih Information Privacy, Securify and Legistation Branch) and
service providers {e.g., SSBC). Clear diviston of accountabilifies should be in place and agreed fo and should
ba reftected in related proceduses,

-

»

-

-
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8.3. Develop and maintain security reference archifecture

Project purpose  The purpose of this project is fo design and maintain & securily reference architechure that describes the
minimum funclional and architectural securily slandards of the IT environment. This includes all secusily
aspects of the environment, with particular seference to the access model, user provisioning and logging and
monitering.

Guldance « The security reference architecture should describe clearly defined design prnciples and should be based
upon accepted industry sfandards such as TOGAF (The Open Group Architeciure Framevaork).

The archilecture should define the minimum standards to which ali key components of the environment must
comply in order to ensure a consistent level of conirol and risk management

The architeciure should consider key components:
~ Conceplual archilecture

- Funciional architecture

~ Physical archilecture

The architecture should align with the overall Ministry Enlerprise Architecture as well as the requirements
outlined in Government's Information Securily Policy, as appropriale.

-

-
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8. Ministry-specific policies and guidelines ' !

Project overview i

Project purpose  Develop a Ministry-specific privacy policy

9.1. Develop a ministry privacy policy

Project purposs  The purposa of lhis project is fo develop and implement a Privacy Poliey thal is specific to the Minislry of
Heatlh. This policy will provida a single point of reference regarding privasy matters Including obligations,
aulhorities and roles and responsibilities.

Guidance + Deveiop a single overarching Ministey Privacy Poliey. This policy should include/address the following
infarmalion:

— Privacy principles — appropriate siiuations where Information can be collected.

Requirements lor collection, use & disclosure of personally identifiable information

Requirements for privacy conslderations in data sharing agreemenis, STRAs, Conlracis, ang PlAs

Oulline emgloyee roles and responsibilities wilh respect to privacy; incfuding completing privacy training
and a periodic acknowledgement sign-off

Reguirement for annual signoff of Privagy and Confidentiality acknowfedgement.

Describe roles and responsibitities for key Privacy resourcas within the Ministry, including the mosl senfor -
lsader with accourfability for privacy, compliance moenitoring funelion and other privacy resources

Describa how MoH monitors and enforces employee compliance with its privacy policy and conseguences
for non-compliance

The Privacy Policy should be reviewed af leasl annuzlly. This review should address any changaes o selevant
legistalion or policy and should also incorporate lessens leamned from any breaches o simitar incidenls.

i r

1

i 1

-

9.2, Develop Ministiy-specific guidance for key topics

Project purpose  The purpose of this project is to augmenl existing guidance for key informalion security & privacy topics and
ensure that the guidance Is communicated to alf relevan! MoH employees.

input should be salicied from representatives of each Divislon regarding requirements for guidance on

informaticn privacy and security tapics. This should include put regarding how best io communicale this

informatlen 1o suppert effeclive understanding and Usage.

Specilic toples 1o consider for targeled, Ministry-specific guldance include:

- Decision making support for sharing of sensitive Infarmation. Define the spectium of data between
personally identifiable information and open dala and the consideralions for use and disclosure across ihis
spectrum. .

~ Acceplable use of sensitive Information vithin the Minisiry and with third parties

- Incident management process with respedt to informalion privacy and security

Consider updates 16 guidanca decuments 1o include appropriate use of portable media,

integrate key support materials into the Training & Awareness Program where possible {o support adoplien

of, and famifiarity with, these materials,

Ulitize the Awareness program fo communicate segularly to employees regarding available materials, new

malerials that are created and updates o existing matesials

To facilitate use of reference materials, consider rationalizing key reference documents whare possible.

Some examples for consideration include: ' .

- Computer and Technology Acceplable Use Policy/Procedure {e.g. disposal of assels, appropriate use of
information systems, Infemet, software, communicating via emait)

- Standard Operaling Procedures for the Secure Transfer, Slorage, Relention, and Disposal of Personal
identifiable nformation {o.g. retenfion schedule, approved areas for slorage, destruction of paper
documentation, portable media devices)

To support continual improvement, a process should be defined lo regularly review and updale key guidance

documents and policies to ensure {hey remain cureent and incorporate lessons learned (ncluding Innovative

praciices from across the Ministry as well as results from compliance monitoring)

Guldance

-

-
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10. Enhanced compliance monitoring function

Project overview
Project purpose  Implement an enhanced compliance meniloring function at the Ministry.

10.1. Implement an enhanced compliance monitoring function

Project purpose  The purpess of ihls project is to review the current compliance monitering funclion at the Ministry, and
impiement enhancements a that function.

Guidance + In develaplng the scope of the compiiance monitoring function, the following should be considered:
- inlernal access, use & disclesure of data {Minlstry compliance wilh Minisley paticy and [egislation)
- Internal access, use & disclosure of data {Ministry compliance with obligations o third parifes that prowde
dala fo lhe Ministry)
- External access, use & disclosure of Minlstry dala by third parties {tkird parly compliance with obligations
definad by Minlstry 1SAs)
« Once the mandate Is endorsed by Managemen, the team siructuee should be defined to ensure it bas the

capacity and capabitilies lo deliver on this mandate.
Consider making acknowledgement and response to audit & review findings mandatory.
Rales and responsibilitles with respect lo appropriately responding lo audit & reviaw findings should be
defined and communicaled.
Consider definlng policies cullining penalties for non-compliance with audit & review findings.
In developing the audit & review plan for the first year, ensure that it is risk based and takes info account the
key findings of this and other reviews
Look to leverage other monitoringfaudit activities ihat are undenway or planned (eifher within the Goverament
or by third party auditors).
Consider ulllizing self-cedification for enn!les that the Minlstry provides data lo, in order fo suppert third party
compliance montoring.
Support efficiency, effectiveness and cansistency by ulilizing existing indusiry adcepted frameworks and
auditing standards and praclices.
» Communicale role, mandale, audit & review plan and resulls across the Mialsiry and lo relevant
stakeholdars.
Regular risk assessments on the exisiing environment should be performed, addressing remediation
requirements and incorporating fessons teamed info the overall security program.
The compliance function should be positionad fo be Independent of the groups audited and should report fo a
senior leader within the Minlstiy as defined in 1he Governance model.

Consider piloling of audit & revlew process cn a sample of issues lo ensure viabifity of model and obtain
feedback from the divisions on the gvaluation process and resulls.

-

-

-

-

-

-

-

-
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THIS AGREEMENT is dated for reference the 19 day of February, 2013,
BETWREN:

M&IMM(&& “Contractor”} with the foﬂowing specified address and fax numben
2808-1055 Dunsmuir Steeet

Vancouver, BC V7X 1P4

778 374-0506

AND:

HER MAJESTY THE QUERN IN RIGHT OF THE PROVINCE OF BRITISH COLUMBIA, as represented

by the Minister of Health (the “Province”) with the following apecified address and fax numbet:
5-3, 1515 Blanshard Street ‘
Victoria, BC VB8W 3C8

| 250 952-1909

The Province wishes {o retain the Contractor to provide the services specifted In Schedule A and, in constderation
for the remuneration set out in Schedule B, the Contractor has agreed to pmvlde those services, on the terms and

condltions set out in this Agreement,

As aresult, the Proviqce and the Contvacior agree as follows:
1 DERINITIONS

General

1.1 In this Agreement, unless the context otherwise requires:

{a) “Business Day” means a day, other than a Saturday or Sunday, on which Provincial govarnment
offices are open for normal business in British Columbia; :

(b} “Incorporated Materfal” means any material in existence prior to the start af the Term or
developed independently of this Agreement, and that Is incorporated or embedded in the
Produced Material by the Contractor or a Subcontractor;

() “Material” means the Produced Materlal and the Recelved Malerial;

{e) "Produced Material” means recotds, software and other material, whiether complele or not, that,
as n result of this Agréement, are produced by the Contractor or a Subcontractor and Includes the

Incorporated Material;

(e} “Recelved Materlal” means records, soﬂware and other material, whether complete or not, that,
as a resulf of this Agraement, are recelved by the Contractor or a Subcontractor from the Province

or any other person;
H "Services” means the services described In Part 2 of Schedule A;
B} “Jubcontractor” means a person described in paragraph {a) or {b) of section 13.4; and
) “Term” means the term of the Agreement described in Part 1 of Schedufe A subject to that term

ending earlier in accordance with this Agreement.
Meaning of "yecord”

1.2 ' The definition of “record” in the fnferpretation Act is incorporated into this Agreement and “records” will
bear a corresponding meaning. .
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2 SERVICES

Provision of services

21 ‘The Contractor must provide the Services in accordance with this Agreement.

Term

23 Regovdless of the date of execution ot delivery of this Agreement, the Conlractor must provide the
Services duging the Term.

Supply of various items

23 Unless the parties otherwise agiee in writing, the Contractor must supply end pay for all labour,
materlals, equipment, tools, facllities, approvals and ficenses necessary or advigable to perform the
Contractor's obligations under this Agreement, Including the license under section 6.4. .

"Standard of care

24 Unless otherwise specified in this Agreement, the Contractor must perform the Services 1o a standard of
care, =kill, and diligence maintalned by persons providing, on a cormercial basis, services similar to the

Services. :

Standards In relation to persons performing Services

26  The Contractor must ensure that all petsons employed or relained to perform the Services ate quatified
and competent to perform them and are properly traied, instructed and supervised.

Instructions by Province )

2.6 The Province may from time o time give the Conlractor reasonable instructions {in writing or otherwise)
25 to the performance of the Services, The Contractor muist comply with those instructons but, unless
otherwlse specified in this Agreement, the Conlzactor may determine the manner jn which the

instructions are carrled out, .

Confirmation of non-written Inskructions

27 i the Province provides an instruction nnder section 2.6 other than In wrlting, the Contractor may
request that the insteuction be conflrmed by the Province in writing, which request the Province must
comply with as sdon as it is reasonably practicable to do go.

Bffectiveness of non-written instructions

28  Requesting written confirmation of an instruclion under section 2.7 does not relieve the Contractor from.
complying with the instruction at the time the instruction was given,

Applicable laws

29  Tn the performance of the Contractor’s obligations under this Agreement, the Contraclor must comply '
with all appHeable laws,
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3 PAYMENT

Pees and expenges

al 1 the Contractor complies with this Agreement, then the Province must pay to the Contractor at the times -
and on the conditions set out in Schedule B:

(a)  thefees described in that Schedule;

b the expenses, if any, described in that Schedule if they are supported, where applicable, by
proper reccipts and, In the Provinee’s opinifon, are necessarlly incurred by the Contractor in

providing the Services; and
{¢) any applicable taxes payable by the Province imder law or agreement with the relevant taxation

authorities or the fees and expenses described in paragrapha (s} and (b} .

The Provinee is not obliged to pay to the Contractor more than the “Maximum Amount” specified in
Schedule B on account of fees and expenses.

Statements of accounts

32 It order to obtaln payment of any fees and expenses under this Agreement, the Contractor must submit
to the Frovince a written stalement of account in & form satisfactory to the Province upon completion of
the Services or at other times described in Schedule B,

Withholding of amounts

33 Without limiting section 9.1, the Province may withhold from any payment due to the Contractor an
amount sulficlent to indemndfy In whole or In part the Province and its employzes and agents against any
liens or other third-party claims that have arlsen or could arise in connection with the provision of the
Services. An amount withheld under this section must be promptly paid by the Province to the
Contractor tpon the basis for withholding the amount having been fully resolved to the satisfaction of

the Province,

Appropriation

34 The Province’s obligation to pay money to the Contraclor s subject to the Fimancin! Adminishration Acl,
which makes that obligation subject to an appropriation being available in the fiscal year of the Province
durlng which payment becomes due.

Currency

35 Uniless otherwlse specified in this Agreement, all references lo money are to Canadian dollars.

Non-resident income tax

3.6 ¥ the Contractor is not a resident in Canada, the Contractor acknowledges that the Province may be
required by law to withhold income tax from the fees described In Schedule B and then to remit that tax

o the Receiver General of Canada on the Contractor'a behalf,

Prohibition against committing money

37 Without limiting section 13.10{a), the Contractor must not in relation to performing the Contractor’s
obligatlons under this Agreement commit or purport to commit the Province to pay any monay except as
may be expressly provided for in this Agreement.
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Refunds of taxes

38 The Contractor must:

(a) apply for, and use reasonable efforts lo obtaln, any available refund, eredit, rebate or remission of
federal, provincial or other iax or duty imposed on the Conltractor as a result of this Agreement that
the Province has paid or reimbursed to the Contractor or ‘agreed to pay or relmburse to the

Contractor under this Agreement; and :

(b) immediately on receiving, or belng credited with, any amount applied for under peragraph (a), remit
that ameunt to the Province.

REPRESENTATIONS AND WARRANTIES

4,1 As at the date this Agreement Is executed end delivered by, or on behalf of, the partles, the Contractor
represents and warrants to the Province as follows: :
(a)  excepl to the extent the Coniractor has previously disclosed otherwise in writing to the Province,

] all information, stalements, documents and reports furnished or submitted by the
Contractor to the Province in connection with this Agreement {including az part of any
competilive process resulting in this Agreement being entered into) are in ail material
respects irue and cotrect,

{ii) the Contracter hag sufficient trained staff, facilities, raterlals, appropriate equipment and
approved subcontractual agreements in place and available to enable the Contractor to
fully perfotm the Services, and . :

{ili)  the Contractor holds all permits, licenses, approvals and statutory authorities lssued by auy
government or government agency that are necessary for the performance of the
Cantractor's obligations under this Agreement; and .

{b) .if the Contractor is not an individuel,

D the Contractor has the power and capacity to enfer into this Agreement and to observe,
pevform and comply with the termns of this Agreement and all necessary corporate or other
proceedings have been taken and dene to authorize the executlon and delivery of this
Agreement by, or on behalf of, the Contractoy, and

. {i) this-Agreement has been legally and properly executed by, or on behalf of, the Contractor
and is legally binding upon and ernforceable against the Contraclor in accordance with its
terms except as enforcement may be limited by bankruptey, insolvency or other laws
affecting the rights of creditors generally and except that equitable remedies may be
granted only in the discretion of a court of competent jurisdiction,

5 PRIVACY, SECURITY AND CONFIDENTIALITY

Privacy
51 The Contractor must comply with the Privacy Protection Schedule attached as Schedule E.

Security

52 The Contraetor must:
(2)  make reasonable securlty arrangements lo protect the Materlal from unauthorized access,

coltection, use, disclosure, alteration or disposal; and
(1)) comply with the Security Schedule attached as Schedule G,
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Confidentiafity

5.3 The Coulractor must treat as confidential all mformauén in the Matlerial and all other information
accessed or obiained by the Contractor or a Subcontractor {whether verbally, electronically or otherwise)
8s a result of this Agreement, and not permit its disclosure or use without the Province’s prior written

consent except:
{a) as required to peform the Condractor's obhgations under this Agreemem or to comply with
applicable Jaws;

(b} if it s information that Is generally known 1o the public other lhan as result of a breach of this
Agreemnent; or
© if it Is information in any Incorporated Material,

Public announcerents

54  Any publlc anncuncement relating to this Agreement will be arranged by the Province and, if such
consultaifon is reasonably praciicable, after consultation with the Coniractor.

Restrictions on premetion

85 The Contractor, must not, without the prior written approval of the Province, refer for promotional
purposes to the Province being a cusiomer of the Conlractor or the Province having entered Into this

Agreement.
6 MATERTAL AND INTELLECTUAL PROPERTY

Access o Material

61 If the Contractor receives a request for sceess fo any of the Material from a person other {han the
Provinee, and this Agreement does not require or authorize the Contractor to provide that access, the
Contractor must prompti;{ advise the person to make the request lo the Province. :

DWnexshlp and delivery of Material .

62 The Province exclusively owns all property righis in the Materlal whlch are not intelleclual property
rights. The Confractor must deliver any Material to the Province fmmediately upon the Province's

request,
Matters respecting inlellectual properly

6.3 The Provinee exclusively owns all intellectual propeity rights,-inbludlng copyright, in:
{a) Recetved Material that the Contractor receives from the Province; and
(b} Praduced Malerial, other than any Incorporated Material,

Upon the Province's request, the Contractor must deliver to the Province documents satsfactory to the
Province that irrevocably waive in the Province's favour any moral rights which the Contractor {oi.
employees of the Contractor) or a Subconiractor (or employees of a Subcontractor) may have in the
Produced Material and Ihat confirm the vesting In the Provinee of the copyright in the Produced Material,
other than any Incorporated Material,
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- Rights in rélation to Incorporated Material

6.4

Upon any Int;):pﬂrated Materlal being embedded or incorporated in the Produced Material and to the

" extent that it remaing so embedded or Incorporated, the Contractor grants to the Provinee:

{a) a non-exclusive, perpetual, irrevocable, royalty-free, worldwide license to use, reproduce, modify
and distribute that Incorporated Materlal; and
(6)  the right to sublicense to third-pasties the sight to use, seproduce, modify arid distribute that
+ Incorporated Material.

Right of Province to negotiate license of Praduced Materlal

After the end of the Term, the Province in it sole diseration, may negotiate with the Contractor lo

° provide the Conlractor a license (which may be exclusive or nonexclusive} for the Contractor to use,
. reproduice, modify or distribute some or all of the Produced Material.

7 RECORDS AND REPORTS

Work reporting

71 Upon the Province's request, the Contractor must fully inform the Province of all work done by the

Contractor or a Subcontractor in connertion with providing the Services.

Time and expense records

If Schedule B provides for the Contractor to be pald fees at a daily or hourly rate or for the Contractor to

7.2
be paid or relmbirsed for expenses, the Contractor must maintain time records and books of account,
invoices, receipts and vouchers of expenses in support of those payments, In form and content
satisfactory to the Province. Unless otherwise specified in this Agreement, the Contractor must retain
such documents for a perlod of not less than seven years after this Agreement ends.

8 AUDIT

8.1 In addition {o any other rights of inspectlon the Province may have under statute or otherwlse, the
TProvince may at any reasonable ime and on reasonable notice to the Contractor, enter on the Contracior’s
premises to Inspect and, at the Province's discretion, copy any of the Materlal and the Contractor must
permit, and provide reasonable assistance to, the exercise by the Province of the Province's rights under
thiz seclion

9 INDEMNITY AND INSURANCE

Indemnity

91 The Contractor must indemnify and save harmless the Province and the Province's employees and agents

from any fosses, clalmg, demages, actions, causes of action, costa and expenses that the Provinee or any of
the Province’s employees or agents may sustain, incur, suffer or be put to at any time, either before or .
after this Agreement ends, including any dlaim of infringement of third-party Jitellectual property rights,
whete the smne or any of them are based upon, arfse out of or oceur, directly or Indireetly, by reason of
any act or omission by the Contractor or by any of the Contractor’s agents, employees, officets, directors
or Subconiractors in connection with this Agreement (each a “Loss”), excepting always Habillty arising
out of the independent acts or omissions of the Province and the Province’s employees and agents.

Monetary limitations of Indemnity

52

‘The Indemnification by the Contraclor pursusnt to section 9.1 is limiled to:
R)  $2,000,000 per Loss; and
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(b} $4,000,000 In the aggregate for all Losses, ' _ ‘
Exceptions 1o monetary limitations

9.3 The limitations set out in section 9.2 do not apply to a L.oss resulting from any of the following:
{a) bodily Infury or damage to real property or tangible personal properky;
B} a clalm of Infringement of thied-party intellectual property rights; or
{c) a breach of section 5.1, 5.2, 5.3 or 6.1 of this Agreement.

vainc‘«{e to notify Contractor of Loss

9.4 To claim indemnification for a Loss pursuant to section 9.1, the Province must notlfy the Contractor in
writing of the Loss as soon as reasonably practicable after the Province becomes aware of the Loss
provided that a faflure by the Province to provide such notiffeation will not Invalidate the claim unless
the Contractor is materially prejudiced by that failure.

Third-party Intellectual property infringement claims

935 If the Logs 18 on the basis of a thivd-party claim that any element of the Materlal infringes the intellectual
properiy rights of any pesson,
{a) then the Conbractor muat defend the Province against that claim at the Contractor's expense and
the Contractor must pay all assoclated costs, damages and legal fees that g court or arbitrator
finally awards or are included int a settlement agreed to by the Contractor; and

by the Province must cooperate with the Conbsactor In the defence of the claim and, where
approptiate in the discretion of the Province, will allow the Contracior to appoint and insteuct
-counsel and otherwise control the defence end any related selilement negotiations,

’

Insurance

2.6 The Contractor must comply wilh the Insurance Schedule attached a5 Schedule D.

Workers compensation

9.7 Withoutlimiting the generalily of section 2.9, the Contractor must comply with, and must ensure thatany
Subcontractors comply with, all applicable occupational health and safety laws in relatlon to the
performance of the Contractor’s obligations under this Agreement, including the Werkers Compensation

- Act in British Columbia ot simdlar laws in other jurisdictions.

Personal optional protection

9.8 The Contractor must apply for and maintain personal optlonal protection insurance (consisting of income
replacement and medical care coverage) during the Term at the Contractor’s expense if:

{a} the Contractor 13 an individual or a parinership of individuals and does not have the beneflt of
mandatory workers compensalion coverage under the Warkers Comper:sa!mn Act or simifar laws.

in other jurisdictions; and
(b} such personal optional protection insurance is available for the Coniractar from WorkSafeBC or

other sources.

Evidence of coverage

95  Within 10 Business Days of balng requested to do so by the Province, the Conlractor must provide the
Province with evidence of the Contractor's compllance with sections 9.7 and 9.8,
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10 FORCEMAJEURE

Definitions x;alaiing to ferce mejeure

101 I this section and sections 10.2 and 103
(a) “Hyent of Force Majeure” means one of the following events:
()  anatural disaster, fire, flovd, storm, epidernicer power failure,
()  awar {declared and undeclared), insurrection or act of terrorism or piracy,
(i) = strike (including illegal work stoppage or slowdown) orlockout, or

(iv} a freight embargo

i the event prevents a party from performing the party’s obligations In accordance with this

Agreement and is beyond the reasonable conirol of that party; and ' .
By “Affected Parky” means a party prevented from performing the party’s obligatlons Ih accordance

with this Agreement by an Event of Force Majeure.

Consequence of Event of Force Majeure

182  An Affected Pasty is not liable to the other party for any failure or delay In the performance of the
Affected Party’s obligations under this Agreement resulting from an Event of Force Majeure and any time
periods for the performance of such obligations are antomatically extended for the duration of the Event
of Force Majeure provided that the Affected Party complies with the requirements of section 10.3.

Dutles of Affected Parly

103  An Affected Pariy must prompily notify the other party in writing upon the occurrence of the Event of
Force Majeure and make all reasonable efforts to prevent, control or Kmit the effect of the Ivent of Force
Majeure 8o as to resume compliance with the Affected Party’s obligations under this Agreement as soon

as possible.
11 DEPAULT AND TERMINATION
Definitions relating to defauit and fermination

11,1 In thissection and sections 112 lo 11.4:
(a)  “Lventof Default” means any of the following:
@ an Insolvency Bvent, _
()  the Contractor falls to perfexm any of the Contractor’s obligations under this Agreement,
or
{iii}  any representation or wai'raniy made by the Contraétor In this Agreeient is unttrue or
incorvect; and .

b}  “Insolvency Bvent” means any of the following:
(i} an order is made, a resolution is passed or a petition is fled, for the Contractor's
liquldation or winding up, ) ‘
(it} the Contractor ¢commits an act of bankruplcy, mekes an assignment for the benelit of the
Contractor's ereditors or otherwise acknowledges the Contractor’s inolvency,

Gi)  abankrupicy petition is filed or presented against the Contractor or a proposal under the
. Baukruplcy and Iisolvency Act (Canada) is made by the Contractor,

{iv) & compromise or avrangement Is proposed In respect of the Contractor under the
Compaities’ Creditors Arrayigentent Act (Canada),

$
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) a recelver or receiver-manager is sppolnted for any of the Contractor’s property, or

(vi}  the Contractor ceases, In the Province's reasonable opinion, to carry on business as a°
going concern,

Province's options on default

11.2  On the happening of an Event of Default, or at any time thereafter, the Province may, at Its option, elect
ta do any one or more of the following; '

{a) by written notice to the Contractor, require that the Event of Default be remedied withly a Hme
period speciiied In the notice;

) pursue any remedy or take any other action available to it at law o in equity; or ;

© by written notice to the Contracter, terminate this Agreement with Immediate effect or on a
future date specified in the notice, subject to the expiration of any time period specified under
sectlon 11.2{a}.

Delay not a waiver

113 No failure or delay on the part of the Province to exercise its rights in relation fo an Event of Default will
constilnie a waiver by the Province of such rights, '

Province's right to terminate other than for defauit

114 Twaddition to the Province’s right to terminate this Agreement under section 11.2(¢) on the happening of
an Event of Default, the Province may terminate this Agreement for any reason by glving at least 10 days’
written notice of terminatlon to the Confractor. .

Payment consequences of termination

11.5  Unless Schedule B otherwise provides, if the Province terminates this Agreement under section 11.4:

{a)  the Province must, within 30 days of such termination, pay to the Contractor any unpaid portion
of the fees and expenses described in Schedule B which corresponds with the portion of the
Services that was completed to the Province's satisfaction before termination of this Agreement;

‘ and :

{b) the Contractor must, within 30 days of such lexmination, repay to the Province any paid portion
of the fees and expenses deseribed in Schedule B which corresponds with the pottion of the
Services that the Province hes notifled the Contracior In writing was not completed to the
Province's satisfaction before termination of this Agreement.

Discharge of Hability

116  The payment by the Province of the amount described in section 11.5(z} aischarges the Province from all
Hability to make paymenls to the Contracior under this Agreement.

Natice in relation ta Bvents of Default ‘ ;

117 I the Contractor becomes aware that an Bvent of Defauit has accurred or anticipates that an Event of
Default ia likely to occu, the Contractor must prompily notify the Province of the particulars of the Bvent
of Default or anticipated Event of Default, A notive under this section es to the occurence of an Event of
Default must also specify the steps the Contractor proposes to take to address, or prevent recurrence of,
the Lvent of Default. A notice under this section as to an anticipated Event of Defanlt must specify the
steps the Contraclor proposes to fake to prevent the occurrence of the anticipated Bvent of Default.
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12 DISPUTE RESOLUTION

Dispute resolution process

121 In the event of any dispute belween the parties atising out of or In connection with this Agreement, the
following dlspule resolution process will apply unless the parties othenwise agree in writing:
(a)  the parties must initially attempt to resolve the dispute through collaborative negotiation;

{6} If the dispute is not resolved through collaborative negotiation within 15 Business Days of the
dispute arising, the parties must then atlempt to resolve the dispute through mediation under the
- rules of the British Columbia Mediator Roster Soclely; and :

{¢)  If the dispute i3 not resolved through mediation within 30 Business Days of the comimencernent of
. mediation, the dispute must be referved to and flnally resolved by arbitration under the

Arbitration Act,

Location of arbitration or medlation

122 Unless the parties othervise agree in writing, an arbitration or mediation under section 12.1 will be held
iri-Victoria, British Columbia,

Cosis of arbitration or mediation

123 Unless the parties otherwise agree in writing or, In the case of an arbilratlon, the arbitrator otherwise
orders, the parties must share equally the costs of a arbliration or mediation under section 12.1 other
than those costa relating to the production of expeit evidence or representation by counsel,

12 MISCBLLANEOUS

Delivery of notlces

13,1 Any notice contemplated by this Agreement, ia be effective, must be in wiifing and delivered as follows:

() by fax to the addressee's fax number specified on the first page of this Agreemenl, in which case
It wilf be deemed fo be recelved on the day of transmittal unless transmitted after the normal
business hours of the addressee or on a day that fsnot a Dusiness Day, In which cases it will be
desmed to be recelved on the next following Business Day;

(b)Y by hand to the addressee’s address specified on the firat page of this Agreement, In which case it
will be deemed to be recelved on the day of ite delivery; or

{c) by prepatid post to the addressee’s address specified on the first page of this Agreement, in which

© case if mailed during any period when normal postal services prevall, It will be deemed Lo he

received o the fifth Business Day after its malling,

Change of address or fax number

182  Bither party may from time to time give notice to the other party of a substitute address or fax number,
which from the date such notlce is glven will supersede for purposes of section 13.1 any previous address
or fax number specifled for the party giving the notice,

Asslgnment

133 - The Contractor must not as:;ign any of the Contractor's rights under this Agreement without the
Provinee's prior written consent.
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Subconiracting

134, The Contractor must npt subcontract any of the Contractor’s abligations under this Agreement to any
person without the Province’s prior written consent, excepting persons listed in the attached Schedule C,
No subconiract, whether consented to or not, relieves the Contractor from. any obligations under this

Agreement, The Coniractor must ensure that;

(a) any person retained by the Contractor to perform obligations under this Agreement; and
Y any person retained by & person described in paragraph (a) to perform those obhgations
fully complies with this Agreement in performing the subcontrarted obligations.

Walver

135 A walver of dny term or breach of this Agreement is effective only I it is in wrlting and signed by, or on
behalf of, the waiving patty and is not a waiver of any other term or breach
Medifications

136  No modification of this Agreament is effective unless it 1s in wriling and signed by, or on behalf of, the
parties,

Eintire agreement

13.7  This Agreement {incheding any modification of it} constitates the entire agreement between the parties as
to performance of the Services,

Survival of certalin provisions

13.8  Sectlons29,31t034,37,38,511058,61t085 71,72 8.1, 2110946, 99 101 {0 103, 11.2, 113, 115,
11.6, 12,1 t0 12.3, 13,1, 13.2, 13.8, and 13,10, any accrued but unpaid payment obligations, and any cther
sections of this Agreement {including schedules) which, by their terms or nature, are intended to survive
the completion of the Services or termination of this Agreement, will continue in force Indefinitely, even

after this Agreement ends,

Sehedules

138  The schedules o this Agreemeni {Including any appendices or other documents attached to, or
incorporated by reference into, those schedules) axe part of this Agreement.

Tndependant contracior

13.1¢ In relation to the perfotmance of the Contractor’s obligations under this Agreement, the Contractor is an
independent contractor snd not:

{a). an employee or pariner of the Provines; or
by - anagent of the Province except as may be expressly provided for In this Agreement.

The Contractor muat not act or purport to act contrary to this section,

Personnel not to be employees of Province

1311  The Contractor must not do anything that woudd result In personnel hired or used by the Contractor or a
Subcontractor in relation to providing the Services being considered employees of the Province.
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Key Personnel

1312 I one or move individuals are specified as “Key Personnel” of the Contractor in Part 4 of Schedule A, the
Contractor must canse those Individuals to perform the Services on the Contractor’s behalf, unless the
. Province otherwise approves In writing, which approval must not be unreasonably withheld,

Pertinent Information

1313 The Province must make avatiable to the Contractor all information in the Province's possession which
the Province considers pertinent to the performance of the Services.

Confliet of interest

13.14 The Contractor mist not provide any services to any person in circumstances which, In the Province’s
: reagonable opinion, could glve rlse toa conflict of interest between the Contractor’s duties to that person

and the Contzactor's dutles fo the Province under this Agreement.
Time
1315 Time is of the essence in thia Agreement and, without limitation, will remain of the essence after any

modlfication or extension of this Agreement, whether or not expressly restated in the dociument effecting
the modification of extension, : )

Confilcts amnong provislons

1316 Conflicts among provislans of this Agreement will be resolved as follows:
(@)  aprovision in the body of this Agreement will prevall over any conflicting provision In, attached
to or incorporated by reference into a schedule, untess that conflicting provision expressly slates
otherwise; and

{b)  aprovisionin a schedule will prevall over any canflicting provislon ina document attached to, or )
incorporated by zeference into a schedule, unless the schedule expreassly states otherwise. .

Agreement not permit nor fetter

1317 This Agreement does not operate as a permil, license, approval or other statutory authority which the
Contractor may be required to obtain from the Province or any of its agencles In order to provide the
Setvices. Nothlng In thiz Agreement is to be construed as interfering with, or fettering in any manner, the
exercise by the Province or its agencies of any statutory, prerogative, executive or leglslative power or

duty.
Remainder not affected by invaltdity

1318 I any provision of this Agreement or the application of it to any person or circumstance is invalid or
unenforcesble to any extent, the remainder of this Agreement and the application of such provision to any
other person or circumstance will not be affected or fmpnired and will be valid and enforcesble to the extent

peermitted by law.

Further assurances

1319  Each party must perform the acts, execute and deliver the writings, and give the assurances as may be
" reasonsbly necessary to give full effect to this Agreement,

Additional terms

1320  Any additlono] terms set out In the attached Schedutle I apply to this Agreement.
' 12
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Govarninglnw

1321 This Agreement is governed by, and is to be interpreted and construed in accordance with, the laws
applicable in British Columbia, :

14 INTERPRETATION

141 Inthis Agreement;
{a} “includes” and “including” are not intended to be limiting;
] unless the context otherwise requires, references to sections by number are to secilons of this

Agreement;

{) the Contractor and the Province are referred to as "the parties” and each of them as a “parly”;

{d)  “attached” means atiached to this Agresment when used in relation to a schedule; -

{e) unless otheywise specified, a reference to a statute by neme means the statute of Brltish Columbia
by that name, a8 amended or replaced from time {o time;

i the headings have been inserted for convenlence of reference only and are not intended to

describe, enlarge or reskrict the scope or meaning of this Agreement ar any provision of it;
{g) “person” includes an individual, partnership, corporation or legal entity of sny nature; and

(h) unless the context otherwise requires, words expressed In the singular include the plurél and vire
versa. '

15 - EXECUTION AND DELIVERY OF AGREEMENT
181  This Agreement may be entered into by a separaie copy of this Agreement being executed by, or on

behalf of, each party and that executed copy being delivered to the other party by a method pmwded for
in seetion 13.1 or any other method agreed to by the parties.

The parties have executed this Agreement as follows:

SIGNED on the 287", 28" day of SIGNED on the J ¥_a

PAREH | 20i3by the %f?“{ LS,
Conlractor {or, if notan mdwidual oh bahalf of the Provinde
on g behalf by its authorized by it daly :
signatory or signatories) authorlzed representative:

ol =Dheel

T o s g
5i gnature{s) : Slgnatures

Tejinder Bast Shor0a. OOLS <
Print Name(s} Print Name

Fartner GO,
Print Tltle(s) Print Title

i3
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Schedule A — Services

PART 1. TERM:

The term of this Agreement commences on February 19, 2013 and ends on May 31, 2013,

PART 2, SHERVICHS:

The Contractor will provide support in the initiation of the Data Managerment Project which will undertake 10
major components including 25 sub-projects intended to transition the current server to more secure platform(s),
change processes and procedures to improve Internat controls and ensure compliance with information shating

agreernents and FOIPPA, provide traihing to all users.

Outtputs - : :
The Contractor must provide expertise in preparation for thé development of the Data Management Project and
~ its outcomes. The expertise Includes: , :
4} Support for: ' -
' f, Project Management Office (PMO) creation
1. Defintiion
2. Key processes
3. Tools
ii. Project Charters
1. Creation
2. Review
3, Approval
itl, Tnitfate PMO and processes
iv. Provide subject matter guldance ay required X
b) Professional consultation supporting the implementation of optlons for completlon of profect
deliverables established under the project charfers, ' .
¢y Consultation suppotting the formation of work plans to facilitate successful outcomes of the
over-arching project and #t's sub-projects

Inpais
The Contyactor must provide qualified resources,

Outcomes

Through the delivery of the Services the Province wishes to realize the followlng outcomes and, without limiting
the obligation of the Conttactor to comply with ather provisions of this Part, the Conttaclor must use
commercially reasonable efforts to achieve them:

Provide meaningful support to the data management initiative.

The parties acknowledge that the Contractor does not warrant that these outcomes will be achieved.

PART 3.  RELATED DOCUMENTATION:

Mot applicable
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FART 4 KEY PERSONNEL:

1. The Key Personnel of the Contractor are as follows:
(a) Tejinder Bagi, Pastner
{b} Jamie Ross, Sentor Manager

{c} Robert Witcher, Manager

{d) Naeem Rajabali, Manager

!

Any changes to Key Personnel provided by the Contractor will requive the written approval of the Province, who
will expect that substitutions possess the same or beiter quallfications and experience as the person being
replaced,

HTH-2013-00294
Page 61




Schedule B - Fees and Expenaes

1, MAXIML OUN I

Maximum Amounf: Despite sections 2 and 3 of this Schedule, $75,000.00 Is the maximum amount which the
Province Is obliged to pay to the Contractor for fees and expenses under this Agreement (exclusive of any

applicable taxes described in section 3,1(c) of this Agreernent),
FE

Hourly Bate

Feeg: at the followlng rates per hour for those hours during the Term when the Contractor provides the
Services,

pex hour - Partner

per hour - Senior Manuger

s.21 : )
per hour — Manager :

per hour - Consultant

3, EXPRNSES:
Expenges:

(a) travel, accommodation and meal expenses for travel greater than 32 kilometers away from the key
personnel’s home location on the same basis as the province pays its Group I employees when they are

on trave! status; and
{b) the Contractor’s actusl long distance felephone, fax, postage and ofer identifisble communication
expenges; and

~ excluding harmonlized sales tax (“HST”), goods and services tax ("GST") or other applicable tox pald or
payable by the Contraclor on expenses described in (2} and {b} above to the extent that the Contractor is
entitled to claim credlts {including HST or GST Input tax credits), rebates, refunds or remigsions of the tax
from e refevant taxation authorities. ‘ -

4, STATEMENTS OF ACCOUNT:

Statements of Agcount: In order to obtain payment of any fees and expenses under this Agreement for a
period from and including the first-day of a month te and including the last day of that month {each a "Billing »
Period"), the Contractor must deliver 10 the Province on a date after the Biliing Perlod (each a “Billing Date™},
a whitten statement of account in a form satisfactory to the Province containing:

{a) the Contraclor’s legal name and address;

&) the dale of the statement, and the Bliting Perlod to which the statement peztaing;

(3] the Contractor’s calculation of all fees claimed for that Billing Peried, ineluding a declaration by the
Contractor of all houra worked during the Billing Period for which the Coniractor claims fees and a

description of the applicable fee rates;
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{dy a chronological listing, In reasonable detall, of any expenses claimed by the Contractor for the Billing
Period with Teceipls attached, if applicable, and, if the Contractor is claiming reimbursement of any
HST or GST, or other applicable taxes paid or payable by the Contractor fn refation to those
expenses, a description of any credits, rebates, refunds or remlssions the Contractor is entitled to
from the relevant taxation authorities in relation to those taxes;

{e) the Conlractor’s caleulation of any applicable taxes payable by the Province in relation to the
Services for the Billing Period; -

4)) a description of this Agreement;
{g) a.statement number for [dentification; and
(hy  any other billing information reasenably requested by the Province.

5. PAYMENTS DUE;

Payments Due: Within 30 days of the Province’s recelpt of the Conlractor’s written statement of account
delivered in accordance with this Schedule, the Province must pay the Contractor the fees and expenses (plus
all applicable taxes), claimed in the statement if they are in accordance with this Schedule. Statements of
account or contract invoices offering an early payment discount may be paid by the Province as required to
obkain the discount. :
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Schedale C -~ Approved Subcontractor(s)

Not applicable

18
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Schedule D - Insusance

The Contractor must, without limiting the Contractor's obligation or lizbilides and at the Contractor's own

expense, purchase and maintain throughout the Tevm the following insurances with insurers tcensed in
Canada in forms and amounds acceptable o the Province:

{a)  Commercial General Liability in an amotint not less than $2,000,000.inclusive per occurrence against
bodily injury, persanal injury and property damege and including labllity assumed under this
Agreement and this Insorance musk

{)  include the Province as an additional Insured,

{iiy  be endorsed to provide the Province with 30 days advance written notice of cancellation or
materisl change, and

(ifiy  include a cvoss Habilily clause; and

(b)  Professional Brrots and Omissions Liability Insuring the Contractor's liability resulting from errors
or omissions in the performance of the Services in an amount per occurrence, and in the aggregate,

calculated as follows:

{i)  notless than $1,000,000, if the “Maximum Amount” set outin Schedule B is Tess than $500,000;
and

(i) not less than $2,000,000, if the “Maximum Amount” set cut in Schedule B is $500,600 or
greater, )

All insurance described in section 1 of this Schedule must:

{a) beprimary;and

_ {8)  notrequire the sharing of any loss by any insurer of the Province.

3. The Contractor must provide the Province with evidence of all requived insurance as follows:

{A) within 10 Business Days of commencement of the Services, the Contraclor must pravide to the -
Province evidence of alf required insurance in the form of a completed Province of British Columbla

Certificate of Insurance;

(b} if any vequired lnsurance policy expires before the end of the Term, the Conitactor must provide,

within 10 Business Days of the policy’s expiration, evidence of a new or renewal policy meeting the
requitements of the expired insurance in the form of a completed Province of British Columbla

Certificate of Insurance; and

{c} despité paragraph {a) or (ﬁ) above, if requested by the Province at any time, the Contractor must
provide to the Province certifled copies of the requlired instcance policles.

Desplte section 1(b} of this Schedule, if in the Province’s sole discretion, the Province has approved in
wiiting either a fronted self-Insurance program or a duly licensed captive Insurer as an alternative to the
Professional Lisbility Insurance requirement set out in section 1{b), then the Contractor must maintaln
throughout the Term that alternative in accordance with the termg of the approval,

HTH-2013-00294

Page 65




Schedule ¥ - Privacy Prolection Schedule

Definitions

1. n this Schedule,

{a)  "access” means disclosure by the provision of access;
(b}  "Act’ means the Freedom of Inforsation and Protection of Privacy Ack;

c)  “contact information” means information fo enable an Individual ata piac;a of business to be contacted
and Includes the name, posilion name or itle, business telephone number, business address, business

emall or busineas fax number of the Individual;

() “personal informatlon” means recorded information about an identifieble individual, other than
contact Information, collected or created by the Contzactor as a result of the Agreement or any previous
agreement between the Province and the Contractor dealing with the same subject matter as the
Agreement but excluding any such information that, If this Schedulé did not apply to it, would not be
under the “control of a public body” within the meaning of the Act,

Purpose

2. The purpose of this Schedule is to:

{a) enable the Province to comply with the Province's statutory obligations under the Act with respect to
personal information; and

{b) ensure thal, as & service provider, the Contraclor is awere of and complies with the Contractor's
statutory obligations under the Act with respect lo personal informatlon.

Coltection of personal information

3. Unless the Agréement otherwise specifies or the Province otherwise directs in wiiting, the Cohtractor may
only collect or create personal informatlon that is necessary for the performance of the Contractor's’
obligations, or the exercisa of the Contractor’s rights, under the Agreement.

4,  Unless the Agreement otherwise specifies or the Province otherwige directs In wiling, the Contractor must
-collect personal information divectly from the individual the information is about. '

5. Unless the Agreement otherwise specifies or the Province otherwise directs in wilting, the Contractor must
tel an individual {from whom the Contractor collects personal information: -
{a}  the purpose for collecting it;
by the legal authority for collecting It and

(c)  thetitle, business address und business telephone number of the person designated by the Province to
answer questions about the Contractor’s collection of personal information, :

Accuracy of personal infermation
6. The Contractor must make every reasonable effort to ensure the accuracy and completeness of any personal

information to be used by the Conlractor or the Province to make a declslon that directly affects the
individual the information 1s about.

26
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Requesis for access to personal information

7. If the Contractor receives & request for access to personsl information from a person other than the Province,
the Contractor must prompily advise the person to make the request to the Province unless the Agreement
expressly requires the Contractor to provide such access and, If the Province has advised the Contractor of the
name or title and contact information of an official of the Pravince to whom such requests are to be made, the
Contractor must also promptly provide that official’s name or title and contact information to the person

making the request.,
Cotrection of persenal information

8. Within 5 Business Days of receiving a written direction from the Province to correct or annotate any personal
Information, the Contractor must annolate or correct the information in accordance with the direction.

9. When issuing a written direction under section 8, the Province must advise the Contractor of the date the
corzection request to which the direction relates was received by the Province in order that the Conkzactor

may comply with section 10,
10.  Within & Business Days of correcting or annotat'mg any personal information under section 8, the Contractor

must provide the corrected or annotated Information to any party to whom, within one year prior to the date
the correction request was made to the Province, the Contractor discIcsed the information being corrected or

annotated,

I, 1f the Contractor receives a request for correction of personal information from a person other than the
Province, the Contractor must promptly advise the person to make the request to the Province and, if the
Province has advised the Contractor of the namie or tifle and contact information of an official of the Province
to whom such requests are to be made, the Contractor must also promptly provide that afficial’s name or title
and contact information to the person making the request,

Protection of personal Information

12, The Conlractor must protect personal information by making reasonable security arrangements agamst such
risks as unauthorized access, collection, use, disclosure or disposal, including any expressly set out in the

Agreement,

Storage and access to personal information

13, Unless the Province otherwise directs in wrlting, the Contractor must not store personal mformauon outs{de
Canada or permst access to personal information from outside Canada.

Retention of personal information

14, Untess the Agreement otherwise specifies, the Contractor mst retain personal information untH directed by
the Provinee in writing to dispose of it or deliver it as specified in the direction. .

Use of peraonal informatlon

15, Unless the Province etherwise direcls in wilting, the Contractor may on,ly use personal information if that uss
is for the performance of the Contractor’s obligatfons, or the exercise of the Contractor's rights, under the -

Agresment.
"2
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Dizclosure of personal information

16. Unless the Province otherwise directs in wrillng the Contractor may only disclose personal informmation
Inside Cenada to any person other than the Province if the disclosure s for the performanee of the
Coniraetor's obligations, ar the exercise of the Conlractor’s rights, under the Agreement.

17.  Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor must
not disclose personal information eutside Canada,

Notice of foreign demands for disclosure

18, In addition to any obligation the Confractor may have to pxovide the notification comtemnplated by section
302 of the Act, if in relation to personal informatlon in the custody or under the control of the Contractor, the

- Contractor:
{a) receives a foreign demand for disclosure;

® receives a request to disclose, produce or provide access that the Contractor knows or has reason to
_ suspect s for the purpose of responding to a forelgn demand for disclosure; or

{c)  has reason to suspect that an unauthorized disclostire of personal information has eccutred in response
" toa foreign demand for disclosure

the Contractor must immediately notify the Province and, in o dolng, provide the information described In '
section 30.2(3) of the Ack, In this section, the phrases "foreign demasid for disclosure” and “unauthorized
disclosure of personal information” will bear the same meanings as in section 30,2 of the Act.

Notice of unauthorized disclosure

19, T addition to any obligation the Contractor may have to provide the notification contemplated by section
308 of the Ack if the Contractor knows that there has been an unauthorized disclosure of personal
information In the custody or under the control of the Contractor, the Contractor must Immediately notify the
Province, In this section, the phrase “unauthorized diselosure of personal Information” will bear the same

meaning as in section 30.5 of the Act.
Ingpection of personal information

20. Inaddition to any other rlghfs of inspecﬁun the Province may have under the Agreement or under statute, the
Province may, at any reasonable time and on reasonable nottee to the Conltactor, enter on the Contractor's
premisea to inspect any petsonal informatfon In the possession of the Contractor or any of the Contractor’s
informalion management policies or practices relevant {o the Confractor's management of persons]
information or the Contractor's compliance with this Schedule and the Contractor must perthit, and provide

reasonable assisiance to, any such Inspectien,

Compliance with the Act and directions : ‘ .

21, The Coniractor ituist in relation to personal information comply with:

(a)  the requirements of the Act applicable to the Contractor ag » service provider, including any applicable
order of the commissioner under the Act; and

{b)  any direchon given by the Province under this Schedule,
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22, The Contractor acknowledges that it is familiar with the requirements of the Act governing personal
information that are applicable to it as a service provider.

Notlea of non-compliance \

23. I for any reacon the Contractor does not comply, or anticipates that 1t will be unable to comply, with a
provision in this Schedule in any respect, the Contractor must promptly notify the Province of the particulsrs
of the non-compliance or anticipated non-compliance and what steps it proposes to take to address, or
prevent recurrence of, the non-compliance or anticipated non-compliance. :

Termination of Agreement

24, In addition to any other righls of fermination which the Province may have under the Agreement of
otherwlse at law, the Frovince may, subject to any provisions In the Agreement establishing mandatory cure
periods for defaults by the Contractor, terminate the Agreement by giving written notice of such termination
to the Contractor, upon any faiture of the Contractor lo comply with this Schedule in a material respect.

Interpretation

25,  In this Schedule, references to sections by number are fo sections of this Schedule unless otherwise specified
in this Schedule. ) .

26.  Any reference fo the “Conlractoy” In this Schedule includes any subcontractor or agent retained by the
Contractor to perform ebllgations under the Agreement and the Contractor must ensure that any such

aubcontractors and agents comply with this Schedule. '
27.  The obligations of the Contractor In this Schedule will survive the terminatlon of the Agreement,

28.  Ifa provision of the Agreement {including any direction given by the Province ander this Schedule) conflicls
with a requirement of the Act or an applicable order of the commissioner umder the Act, the conflicting

provision-of the Agreement (or direction) will be inoperative to the extent of the conflict.

29.  The Contractor must comply with the provisions of this Schedule despite any conflieting provislon of this
Agresment or, subject to section 30, the law of any juriadiction outslde Canada.

30.  Nothing In this Schedule requires the Contractor to ¢contravene the law of any jurisdiction outside Canada
uniess such contravention is required to cornply with the Act,

23
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Schedule F ~ Additional Terms

1. Contractor Identiffcation - Dutlng the term of this agreement and at the request of the Province,
contractors shall Identify themselves as contractors to the ministry, This may be in the form of email
signature blocks, business cards, cotrespondence, verbal business dealings and any other identification

requized by the Province.
2, In addition to section 13.1, the General Sérvices Agreement may be entered into by each patty signing

and delivering it to the other party by email with attachment in FDF format.

L
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Schedule G - Secuﬁfy Schedufe

Definitlons

1. In this Schedule,

{a) "Equipment’ means any equipment, including interconnected systems or subsystems of equipment,
soflware and notworks, used or to be used by the Contractor to provide the Services;

(b)  "Facilities" means any facilities at which the Coniractor provides or is to provide the Services;

{¢}  Information” means information
()  in the Material, or )
{3ty accessed, produced or obtained by the Contractor {whether verbally, electronically or
otherwise} as a result of the Agteement;
(d} “Record" meansa “record” as defined in the hrterpretation Act;
()  “Sensitive Information” means

{iy Information that is "personal information” ag defined in the Freedom of Information and
FProtection of Privacy Ack, er .

(i} any other Information specified as "Sensitive In{orma_ltion" in Appendix G6, if attached; and
{fy  "Services Worker® means an individual involved in providing the Services for or on behalf of the
Conbractor and, for greater cerlainty, may Include
] the Confractor or a subcontractor if an Indlvidual, or
() anemployee or volunteer of the Contractor or of a subcontractor.

Schedule contains additional abligations

2. The obligations of the Contracter in this Scheduls are in addition to any other obligation in the Agreement
or the schedules attached to it relating to security including, without limitation, the obligations of the
Coniractor in the Privacy Protecifon Schedule, if attached.

Services Worker confidentiality agreements

3. The Contracfor must not permit a Services Worker who is an employee or velunieer of the Contractor to
have access to Sensitive Informatlon unless the Services Worker has first entered inte a confidentiality
agreement with the Contractor to keep Sensitive Information confidentlal on substantially similar terms as .

, those that apply to the Conlractor under the Agreement.

Services Worker security screening

4. The Contractor may only permit a Services Worker who is an employee or a volunteer of the Contractor to
have access to Sensitive Information or otherwise be involved i providing the Services if, after having
subjected the Services Worker o the personnel securlly screening requirements set out in Appendix GLand
any. additional requirements the Contractor may consider appropriate, the Contractor Is satisfled that the
Services Worker does not constitute an unreasonable securliy risk. The Contractor must creats, obtain and
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retain Records documenting the Contraclor's compliance with the security screening requivements set out
in Appendix G1 in accordance with the provisions of that appendix.

Services Worker activity logging

5. Subject to section 6, the Conlractor must create and mainfain detalled Records logging the activities of all
Service Workers In refation to: ) :
{2)  their access o Sensitive Information; and .
{b)  other matters specified by the Province In writing for the purposes of this section.

6. The Records deseribed in secton 5 must be made and maintained in a manner, and contain information,
specified in Appendix G2, if attached. : .

Facilitles and Bquipment protection and access control
7. The Conlractor must create, maintain and follow a documented process te:

{a)  protect Farilities and Equipment of the Contractor required by the Contractor to provide the Services
from loss, damage or any other occurrence that may result In any of those Facilities and Equipment
being unavailable when required to provide the Sexvices; and -

(b)  limit access o Facilities and Equipment of the Contractor
(i)  beingused by the Contractor to provide the Services, or
{ii}  that may be used by someone to access Information

to those persons who are authorized fo have that access and for the purposes for which they are
anthorized, which process must include smeasures to verify the Identity of those persons.

8. If the Province makes available to the Contractor any Facillifes or Equipment of the Province for the use of

the Contraclor In providing the Services, the Contractor must comply with any policies and procedures
provided to it by the Province on acceplable use, protection of, and accass to, such Bacillties ot Equipment.

Senaitive Iformation access control

9. The Conlractor must:

(a)  create, maintain and follow a docuented process for limiting access to Sensitive Information to.
those persons who are authorized to have that access and for the purposes for which they ave
aufhorized, which process must include measures to verlfy the identity of those persons; and .

() comply with the information access control requirements set out ih Appendix G3, if attached,

Integrity of Information

10,  The Contractor mussi:

{a)  create, malntain and follow & documented process for mainlalning the integrity of Information while
possessed or accessed by the Contractor; and

(b) comply with the information integrity requirements set out in Appendix (G4, if altached.

1. Por the ptirposes of sectlon 10, maintalning the integrity of Information means that, exce;;t lo the extent
expressly authotized by the Agreement or approved in writing by the Province, the Information has:

(a) remained as complete as when it wag acquired or accessed by the Contractor; and
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(b)  notbeen altered in any malerial respect.

Documentation of changes to processes

12, The Contractor must create and maintaln detailed Records logging any changes it nrakes to the processes
described In sections 7, 9 and 10. '

Nolice of securlty breaches

13.  IfContraclor beromes gware thahr:

(a)  unauthorized access, collection, use, disclosure, alteration or disposal of Information or Records
containing Information; or . , -

(b}  unauthorized acces to Facilities or Equipient

has ocelirred or is likely to occur {whether or not related to a faflure by the Contractor to comply with this
Schedule or the Agreement), the Contractor must immediately notify the Province of the particulars of that
occutrence or lkely occurrence, ¥ the Contractor provides a notlfication under this secton other than in
wilting, that natification must be confirmed in writing to the Province as soon as it is reasonably
practicable for the Contractor to do so.

Review of security breaches

4. If the Province dectdes to conduct  review of 4 matter described in gection 13 {whether or not the matter
came to the altention of the Province as a result of a notification under section 13}, the Contractor must, on

the request of the Province, participate in the review to the extent that it i reasonably praciicable for the
Contractor to do so. ' .

Relentlon of Receords

15.  Unless the Agreement otherwise speciffes, the Contractor mutst retain all Records in the Conlracior's
possession that contaln Information until direcled by the Province in writing to dispose of them o deliver

them as specifled in the direction,

Storage of Records

16.  Until disposed of or delivered in sccordance with section 15, the Contractor must store any Records in the
Contractor’s possession that contain Tnformation in accordance with the provislonz of Appendix G5, if

abltlached,

Audit ‘
t

17, Inaddition to any other rights of Inspection the Province may have under the Agreement or under stalute, _
the Province may, at any reasonable time and on reasonable notice to the Contractor, enter on the

Contractor’s premises to inspect and, at the Province's discretion, copy:
{8)  any Records in the possession of the Coritractor containing Information; or

{b} any of the Contractor’s Information management policies or processes {including the processes
described in sections 7, 9 and 10 and the logs described in-sections 5 and 12} relevant to the

Contractor's campliance with this Schedule -

and the Contractor must permit, and provide reasonable asslstance to, the exercise by the Province of the
Province's tights uinder this section,
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18,

Termination of Agreement

Tn addition to nny other rights of iermination which the Province may have under the Agreement or
otherwise at law, the Province may, subject to any provisions in the Agreement establishing mandatory
cure periods for defaults by the Contractor, tarminate the Agreement by glving written notice of such
termination to the Contractor, upor any fajlure of the Contractor to comply with this Schedule in 2 matertal

respect, -

Interpretation

19,

20.

21,

22,

23,

24,

In thiz Schedule, unless otherswise specified:
(a)  references to sections are to sections of this Scheduls; and
(b) referencesto a_ppéndices are to the appendices attached to this Schedule.

Any reference to the "Contvacter” in ihis Schedule includes any subcontractor retained by the Contractor to
perform obligations under the Agreement and the Contractor must ensure that any such subcontractors

comply with this Schedule.
The'étppendices attached to this Schedule are part of this Schedule,

If there iz a conflict between a provision in an appendix attached to this Schedule and any other provision-
of this Schedule, the provision in the appendix is inoperative to the extent of the confiict unless the
appendix states that t operates despite a conflicling provision of this Schedule.

If there 13 o conflict between:

{a) aprovision of the Agreement, thig Schedule or an appendix aiteched to this Schedule;and
(b}  a documented process requir_ed by this Schedule to be created or mainiained by the Contractor
the provision of the Agreement, Schedule or appendix will prevail to the extent of the conflict. -

The obligations of the Contractor In this Schedule will survive the termination of the Agreement.
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SCHEDULE G - Appendix G1 - SBecurity sereening requirements

The personnel securily screening requirements set out in this Appendix Gt are for the purpose of assisting the - P
Contractor determine whether or not a Services Workef constitutes an unreasonable securlty risk, :

Verification of name, date of birth and addresg

L. The Contractor must verify the name, date of birth and current address of a Services Worker by viewing at
least one piece of “primary identification” of the Services Worker and at least one plece of “secondary
identification” of the Services Worker,* as described In the table following this section. The Contractor
must obtain or create, as applicable, Records of all such verifications and retain a copy of those Records,
For a Services Worker from another province or Jurisdiction, ressonably equivalent identification

documents are acceplable,

Primary Identification Secondary Mentiffcation
Issued by ICBC: 2 School ID card {student card)
' *  Bank card {only If holder's name js on cavd)
+  B.C. driver’s licence tr learner's Heence - & Credit card {only if holder's name is on
{must have photo) ’ card)
s B.C.IdeniHflcation {BTID) card . » Passport
: . + Torelgn birth certificate (a baptisma)
Issued by provincial or territordal government; certificate is not eccepiable)
¢ Canadian or U.S. driver's licence
*  Canadlan birth certificate « Naturallzaton certificate
« Canadian Forces identification
Issued by Government of Canada: » Police identificalion )
»  Forelgn Affairs Canada or consular
Canadian Citizenship Card identiflcation
*  Permanent Restdent Card *  Vehicle reglstration {only if owner's
¢  Canadian Record of Landing/Canadian sighature is shown)
Immigration Identiffeation Record + Picture employee T card
- » Fircarms Acqulsition Certificate -
»  Social Insurance Card {only if has signalure »
strip)
+  RB.C. CareCard
+  Native Status Card
+ Parcle Certificate ID
s Corvectional Service Conditional Release

Card

"It 1s nol necessary that each piece of identification viewed by the Contractor contains the name, date of
birth and current address of the Services Worker. It is sufficlent that, in combination, tha identification

viewed conltains that Information, L
Verlfication of education and professional qualifications

2, The Contractor must verlfy, by reasonable means, any-reievant education and professional qualifications of
a Services Worker, obtain or ereate, as applicable, Records of all such verifications, and retain a copy of

those Records.
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Verification of employment history and reference checks

3. ‘The Contractor must verify, by reasonable means, any relevant employment history of a Services Worker,
which will generally consist of the Contractor requesting that a Services Worker provide employment
references and the Contraclor <contacting those references. If a Services Worker has no relevant
employment history, the Conlractor must seek to verify the characler or other refevant personal
characteristics of the Services Worker by requesting the Services Worker to provide one or more personal
references and contacting those references. The Contractor must obtain or create, as applicable, Records of

all such verificalions and refain & copy of those Records,

Security interview

4,  The Contractor must allow the Province to conduct a security-focused Interview with a Services Worker if
the Province identifies a reasonable secuzlty concern and notiftes the Contractor it wishes to do so.

Criminal history check

5. The Confiactor must arrange for and retain documanted results of a criminat history check on a Services
Worker obained through the Services Worker's local policing agency. Criminal history ¢hecks must be
repeated as necessary to ensure that at all Himes the most recent criminal history check on a Services Wurker
was completed within the previous five years.
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THIS AGREEMENT is dated for reference the 10% day of Septernber, 2012,

BETWEEN:

DELOITTE & TOUCHE LLP (the “Contractor”) with the following specified address and fax number:
2800 - 1055 Dunsmuir Street

Vancouver, BC VZX 14 .

778 374-0506

AND:

HER MAJESTY THE QUEEN IN RIGHT OF THE PROVINCE O BRITISH COLUMBIA, as represented

by the Minister of Health {the “Province”} with the following specified address and fax number;

5-3, 1515 Blanshard Street
Victoria, BC V8W 3(C8
250 952-1909

The Province wishes to retain the Contraclor to provide the services specified in Schedule A and, in consideration
for the remuneration set out in Schedule B, the Contractor hes agreed to provide those services, on the terms and
conditions set out in this Agreament, .

As a result, the Province and the Contractor agree as follows:

1 DEFINITIONS
General
1.1 In this Agreement, unless the context otherwise requires:
{a) “Business Day” means a day, other than a Saturday or Sunday, on which Provincial government
offices are open for normal business in British Columbia;
53] “Incorporated Matetial” means any material in existence prior to the start of the Term or

developed independently of this Agreement, and that is fncorporated or embedded in the
Produced Material by the Centractor or a Subcontractor;

) “Material” means the Produced Matlerial and the Received Muterial;

(dy “Produced Material” means records, software and other material, whether complete or not, that,
as a result of this Agreement, are produced by the Contractor or a Subcontractor and fncludes the
Incorporated Materlal;

(e} “Received Material” means records, software and other material, whether complete or not, that,
as a result of this Agreement, are received by the Contractor or a Subcontractor from the Province
or any other person;

() “Services” means the services described in Part 2 of Schedule A;
(&) “Subcontractor” means a person described in paragraph (2} or (b) of section 13.4; and

(h) “Term” means the term of the Agreement described in Part 1 of Schedule A subject o that term
ending earlier in accordance with this Agreement.

Meaning of “record”

1.2 The definition of “record” in the Inferpretation Act is incorporated into this Agreement and "records” will
bear a corresponding meaning.
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yA SERVICES

Provision of services

2.1 The Contractor must provide the Services in accordance with this Agreement.

Term

2.2 Regardless of the date of execution or delivery of this Agreement, the Contractor must provide the
Services during the Term,

Supply of various items

23 Unless the parties otherwise agree in writing, the Contractor must supply and pay for all labour,
materials, equipment, tools, facilities, approvals and licenses necessary or advisable to perform the
Contractor’s obligations under this Agreemen, including the license under section 6.4.

Standard of care

24 Unless otherwise specified in this Agreement, the Contractor must perform the Services to a standard of
care, skill, and diligence maintained by persons providing, on a commercial basis, services similar to the

Services.
Standards in relation to persons performing Services

25 The Coniractor must enstre that all persons employed or retained to perform the Services are qualified
and competent to perform them and are properly trained, instructed and supervised.

!nstri!cﬁons by Province

2.6 ‘Fhe Province may from time io time give the Contractor reasonable instructions (in writing or otherwise)
as to the performance of the Services. The Contractor must comply with those instructions but, unless
otherwise specified in this Agreement, the Contracter may determine the manner in which the

instructions are carried out.

Confirmation of non-written instructions

27 if the Province provides an instruction under section 2.6 other than in writing, the Contractor may
request that the instruction be confirmed by the Province in writing, which request the Province must
comply with as soon as it is reasonably practicable to do so.

Effectiveness of non~written instructions

2.8 Requesting writtent confirmation of an instruction under sectior 2.7 does not releve the Contzactor from
complying with the instruction at the time the instruction was given.

Applicable laws

2.9 - In the performance of the Contractor's obligations under this Agreemeht, the Contractor must comply
with alt applicable laws.
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3 PAYMENT

Fees and expenses

3.1 [t the Contractor complies with this Agreement, then the Province must pay to the Contractor at the times
and on the conditions set outin Schedule B:

(&) the fees described in that Schedule;

{b) the expenses, if any, described in that Schedule if they are supported, where applicable, by
proper receipts and, in the Province’s opinion, are necessarily incurred by the Contractor in

providing the Services; and
{c) any applicable taxes payable by the Province under law or agreement with the relevant faxation

authorities on the fees and expenses described in paragraphs {a) and (b) .

The Province is not obliged to pay to the Contractor more than the “Maximum Amount” specified in
Schedule B on account of fees and expenses,

Statements of accounts

32 in ordet to obtain payment of any fees and expenses under this Agreement, the Contractor must submit
to the Province a written statement of accowsnt in a fonn satisfactory to the Province upon completion of
the Services or at other times described in Schedule B.

Withholding of amounts

33 Without limiting section 9.1, the Province may withhold from any payment due to the Contractor an
amount sufficlent to indemnify in whole or in part the Province and its employees and agents against any
liens or other third-party claims that have arisen or could arise in connection with the provision of the
Services. An amount withheld under this section must be prompily paid by the Province to the
Contractor upon the basis for withholding the amount having been fully resolved to the satisfaction of

the Province,

Appropriation

3.4 The Province’s obligation to pay money to the Contraclor is subject to the Financial Administration Act,
which makes that obligation subject to an appropriation being available in the fiscal year of the Province
during which payment becomes due,

Currency

35 Unless ofherwise specified in this Agreement, all references {o money are to Canadian dollars.

Non-resident income tax

3.6 If the Contractor is not a resident in Canada, the Contractor acknowledges that the Province may be
required by law to withhold income tax from the fees described in Schedule B and then to remit that fax
to the Receiver General of Canada on the Contractor's behalf,

Prohibition against conunitting money .

37 Without limiting section 13.10(s), the Contractor must not in relation fo performing the Contractor’s
obligations under this Agreement commit or purport to commit the Province to pay any money except as
may be expressly provided for in this Agreement.

HTH-2013-00294

Page 83




Refunds of taxés

3.8 The Contractor must:

{a) apply for, and use reasonable efforts to obtain, any available refund, credit, rebate or remission of
federal, provincial or other tax or duly fmposed on the Contractor as a result of this Agreement that
the Province has paid ot reimbursed to the Contractor or agreed to pay or reimburse to the
Contractor under this Agreement; and

(b) immediately on receiving, or being credited with, any amount applied for under paragraph (a), remit
that amount to the Province.

REPRESENTATIONS AND WARRANTIES

41 As at the date this Agreement is executed and delivered by, or on behalf of, the parties, the Contractor
represents and warrants to the Province as follows:
(a)  exeept to the extent the Contractor has previously disclosed otherwise in writing 1o the Province,

(1) all information, statements, documents and reports furnished or submitted by the
Contractor to the Provinee in connection with this Agreement {including as part of any i
competitive process resulting in this Agreement being entered into) are in all material :
respects true and correct,

(i) the Contractor has sufficient trained staff, facilities, materials, appropriate equipment and
approved subcontraciual agreements in place and available to enable the Condractor to
fully parform the Services, and

{1i1) the Conttactor holds all permits, Heenses, approvals and statutory authorities issued by any
government or government agency that are necessary for the performance of the
Contractor’s obligations under this Agreement; and

{b) i the Contractor is not an individual,

{i} the Contractor has the power and capacity to enter inio this Agreement and to observe,
perform and comply with the terms of this Agreement and all necessary corporate or other
proceedings have been taken and dene to anthorize the execution and delivery of this
Agreement by, or on bahal of, the Contractor, and

(if) this Agreement has been legally and properly exeruted by, or on behalf of, the Contractor
and is legally binding upon and enforceable. against the Contractor in accordance with its
terms except as enforcement may be limited by bankrupiey, insolvency or other laws
affecting the rights of creditors generally and except that equitable remedies may be
granted only in the discretion of 2 court of compelent jirlsdiction,

5 PRIVACY, SECURITY AND CONFIDENTIALITY

Privacy

5.1 The Contractor must comply with the Privacy Protection Schedule attached as Schedule E.

Security

52 The Contractor must:
fa) make reaschable security arrangements to protect the Material from unauthorized access,
collection, use, disclosure, alteration or disposal; and

3)] comply with the Security Schedule attached as Schedule G,

—
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Confidentiality

5.3 The Contractor must treat a5 confidential all information in the Material and afl other information
accessed or obtained by the Contractor or a Subcontractor {whether verbally, electronically or otherwise}
as a result of this Agreement, and not permit its disclosure or use without the Province’s prior written
congent excepl:

(a} as required to perform the Confractor's obligations under this Agreement or to comply with
applicable laws;

{b} if it is information that Is generally known to the public other than as result of a breach of this
Agreement; or ’

{c) if it is information in any Incorporated Material,

Pubiic¢ announcements

5.4 Any public announcement relating to this Agreement will be arranged by the Province and, if such
consultation is reasonably practicable, after consultation with the Contractor.

Restrictions on promotion

5.5 The Contractor, must not, without the prlor written approval of the Province, refer for promotional
purposes to the Province being a customer of the Contractor or the Province having entered into this

Agreement.,
6 MATERIAL AND INTELLECTUAL PROPERTY

Access to Material

6.1 If the Contractor receives a request for access to any of the Material from a person other than the
Province, and this Agreement does not require or authorize the Centractor to provide that access, the
Contractor must prompily advise the persen to make the request to the Province.

Ownership and delivery of Material

6.2 The Province exclusively owns all property rights in the Material which are not intellectual property
rights. The Contractor must deliver any Material to the Province immediately upon the Provinee's

reguest.

<

Matters respecting intellectual property

&3 The Province exclusively owns all intellectual préperty rights, including copyright, in:
a) Received Material that the Contractor receives from the Provinee; and
{b) Produced Material, other than any Incorporated Material.

Upon the Province's reguest, the Contractor must deliver to the Province documents satisfactory to the
Province that irrevocably waive in the Province's favour any moral rights which the Contractor {or
employees of the Contractor) or a Subcontractor (or employees of a Subcontractor) may have in the
Produced Material and that confirm the vesting in the Province of the copyright in the Produced Material,

other than any Incorporated Matedal,
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Rights in relation to Incorporated Material

6.4

Upon any Incorporated Material being embedded or incorporated in the Produced Material and to the
extent that it remains so embedded oy incorporated, the Contraclor grants to the Province:

{a) a non-exclusive, perpetual, irrevocable, royalty-free, worldwide license to use, reproduce, modify

and distribute that Incorporated Material; and

{b) the right to sublicense to third-parties the right to use, reproduce, modify and distribute that

Incorporated Material,

Right of Province to negotiate license of Proditced Material

After the end of the Term, the Province in its sole discrefion, may negotiate with the Contractor to

°* provide the Contractor a license (which may be exclusive or non-exclusive) for the Contractor to use,
reproduce, modify or distribute some or all of the Produced Material.

7 RECORDS AND REPORTS

Work reporting

71 Upon the Province’s request, the Contracior must fully inform the Province of all work done by the

Contractor or a Subcontractor in connection with providing the Services,

Time and expense records

7.2

81

g

1f Schedule B provides for the Conltractor to be paid fees at a daily or hourly rate or for the Contractor to
be paid or relmbursed for expenses, the Centractor must maintain time records and books of account,
invoices, receipts and vouchers of expenses In support of those payments, in form and content
satisfactory fo the Province. Unless otherwise specified in this Agreement, the Contractor must retain
such documents for a period of not less than seven years after this Agreement ends.

AUDIT

In addition to any other rights of inspection the Province may have nnder statute or otherwise, the
Province may at any reasonable time and on reasonable netice to the Contractor, enter on the Contractor’s
premises to inspect and, at the Province's discretion, copy any of the Material and the Contractor must
permit, and provide reasonable assistance to, the exercise by the Province of the Province's rights under

this section.

INDEMNITY AND INSURANCE

Indernity

9.1

The Contractor must indemnify and save haunlass the Peovinee and the Province's emaployees and agents
from any losses, daims, damages, actions, causes of action, costs and expenses that the Province or any of
the Province's employees or agents may sustain, incar, suffer or be put to at any time, either before or
after this Agreement ends, including any claim of infringement of third-party intellectual property rights,
where the same or any of them are based upon, arise out of or ocewr, directly or indirectly, by reason of
any act or omission by the Contractor or by any of the Contvactor’s agents, employees, officers, directors
or Subconiractors in connection with this Agreement {each a "Loss”), excepting always lability avising
sut of the independent acts or omissions of the Provinee and the Province's employees and agents.

Monetary limitations of indemnity

9.2

The indemnification by the Contractor pursuant to section 8.1 is limited to:
{a)  $2,000,000 per Loss; and
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b) $4,000,000 in the aggregate for all Losses.

Exceptions to mbnetary limitations

93 The limitations set out in section 9.2 do not apply to a Loss resulting from any of the following;:
{a) bodily injury or damage to real property or tangible personat property;
(b) a claim of infringement of third-party intellectual property rights; or
(0 a breach of section 5.1, 5.2, 5.3 or 6.1 of this Agreement.

Province to notify Contractor of Loss

9.4 To claim indemnification for a Loss pursuant to section 9.1, the Province must notify the Confractor in
writing of the Loss as soon as reasonably practicable after the Province becomes aware of the Loss
provided that a failure by the Province to provide such notification will not invalidate the claim unless
the Contractor is materlally prejudiced by that fatlure,

Third-party intellectual properfy infringement claims

95 If the Loss Is on the basis of a third-party claim that any element of the Material infringes the intellectual

property rights of any person,

{a} then the Contractor must defend the Province against that claim at the Contractor’s eXpense and
the Contractor must pay all associated costs, damages and legal fees that a court or arbitrator
finally awards or are included in a seitlement agreed to by the Contractor; and

{0 the Province must cooperate with the Contraclor in the defence of the claim and, where
approptiate in the discretion of the Province, will allow the Conlractor to appoint and instruct
counsel and otherwisa control the defence and any refaled setllement negotiations.

Insurance

9.6 The Contractor must comply with the Insurance Schedule attached as Schedule D.

Warkers compensation

47 Without Hmiting the generalily of section 2.9, the Contractor must comply with, and must ensure that any
Subcontractors comply with, all applicable occupational health and safety laws in relation to the
performance of the Centractor's obligations under this Agreement, including the Workers Compensation

Act in British Columnbia or similar laws in cther jurisdicticns.

Personal optional protection

9.8 The Contractor must apply for and maintain personal optional protection insurance (consisting of income
replacement and medical care coverage) during the Term at the Contractor’s expense ift

(&) the Contractor is an individual or a parmership of individuals and does not have the benefit of
mandatory workers compensation coverage under the Workers Compensation Act or similar laws

in other jurisdictions; and _
{b) such personal optional protection insurance is available for the Contractor from WorkSafeBC or
other sources.

Evidence of coverage

9.9  Within 10 Business Days of being requested to do so by the Province, the Contraclor must provide the
Province with evidence of the Contractor’s compliance with sections 9.7 and 9.8.
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10 FORCEMAJEURE

Definitions relating to force majeure

10.1  In this section and sections 10.2 and 10.3:
“Event of Force Majeura” means one of the following events:

(@)

{b)

ity
(i)
(i)

{iv)

a natural disaster, fire, flood, storm, epidemic or power failure,
a war (declared and indeclared), insurrection or act of terrorism or piracy,
a strike (including illegal work stoppage or slowdown) or lockout, or

a freight embargo

if the event prevents a party from performing the party’s obligations in accordance with this
Agreement and is beyond the reasonable contro! of that party; and

“Affected Party” means a party prevented from performing the party’s obligations in accordance
with this Agreement by an Event of Force Majeure.

Conseguence of Event of Force Majeure

102 An Affected Parly is not liable o the other parly for any failure or delay in the performance of the
Affected Party’s obligations under this Agreement resulting from an Event of Force Majeure and any time
periods for the performance of such obligations are automaticaily extended for the duration of the Event
of Force Majeure provided that the Affected Party complies with the requirements of section 10.3,

Duties of Affected Party

10.3  An Affecied Party must promptly notify the other party in writing upon the occurrence of the Event of
Force Majeure and make all reasonable efforts to prevent, control or limiit the effect of the Event of Force
Majoure so as to resume compliance with the Affected Party’s obligations under this Agreement as soon

as possible.

11 DEFAULT AND TERMINATION

Definitions relating to default and {ermination

111 In this section and sections 11.2 to 11.4:

(a)

(b)

“Event of Default” means any of the following:

{i
(8)

(i)

an Insolvency Bvent,

the Contractor fails to perform any of the Confractor's obligations under this Agreement,
or

any tepresentation or warranty made by the Contractor in this Agreement is untrue or
incorsact; and .

“Insolvency Event” means any of the following:

0]
(if)
(i)

fiv)

an order is made, a resolution is passed or a petition is filed, for the Contractor's
Hquidation or winding up,

the Contractor commits an act of bankruptcy, makes an assignment for the benelit of the
Condractor's creditors or otherwise acknowledges the Contractor’s insolvency,

a bankruptcy pelition is filed or presented against the Contractor or a proposal under the
Bankruptey and Insolvency Act (Canada) Is made by the Contractor,

a compromise or arrangement is proposed in respect of the Coniractor under the
Companies’ Creditors Arrangement Act {Canada),

8
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(v} a receiver or receiver-manager is appointed for any of the Contractor’s property, or

(vi} the Contractor ceases, in the ?lovmces reasonable opinion, to carry on business as a
going concer.

Province’s options on default

112 On the happening of an Event of Default, or at any time thereafter, the Province may, at its option, elect
to do any one or more of the following:

(2} by written notice to the Contractor, require that the Event of Default be remedied within a time
period specified in the nolice;

{b} pursue any remedy or take any other action available to it at faw or in equity; or

£c) by written notice to the Conlractor, terminate this Agreement with immediate effect or on a

future date specified in the notice, subject to the expiration of any time period specified under
section 11.%(a).

Delay not a waiver

113 No failure or delay on the part of the Province o exercise its rlghts in relation to an Event of Default will
congtitute a waiver by the Province of such rights,

Province’s right o ferminate other than for default

114 In addition to the Province’s right to terminate this Agreement under section 11.2(c) on the happening of .
an Event of Defauli, the Province may terminate this Agreement for any reason by giving at least 10 days'
written notice of termination to the Contractor.

Payment consequences of termination

115  Unless Schedule B otherwise provides, if the Province terminates this Agreement under section 11.4:

{a) the Province must, within 30 days of such termination, pay to the Contractor any unpaid portion
of the fees and expenses described in Schedule B which corresponds with the porton of the
Services that was completed to the Province’s satisfaction before fermination of this Agreement;
and

(b the Contractor must, within 30 days of such terrnination, repay fo the Province any paid portion
of the fees and expenses deseribed in Schedule B which corresponds with the portion of the
Services that the Province has notified the Coniractor in writing was not completed to the
Provines's satisfaction before termination of this Agreement.

Discharge of liability

116 The payment by the Province of the amount described in section 11.5(a) discharges the Province from all
liability to make payments to the Coz\t:actor under this Agreement.

Notice in refation to Events of Default

117  If the Contractor becomes aware that an Event of Defanlt has occursed or anticipates that an Event of
Defaalt is likely to occur, the Contractor must promptly notify the Province of the particulars of the Event
of Default or anticipated Event of Default. A notice under this section as to the occurrence of an Event of
Default must also specify the steps the Contractor proposes to take to address, or prevent recurrence of,
the Event of Diefault. A notice under this section as to an anticipated Event of Default must specify the
steps the Contractor proposes to take to prevent the occurrence of the anticipated Event of Default.
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12 DISPUTE RESOLUTION

Dispute resclution process

121 In the event of any dispute between the parties arising out of or in connection with this Agreement, the
following dispute resolution process will apply unless the partles ofherwise agree in writing:

() the parties must initially attempt to resolve the dispute through collaborative negotiation;

(6)  if the dispute is not resolved through colfaborative negotiation within 15 Business Days of the
dispute arising, the parties must then attempt to resolve the dispute through mediation under the
yles of the British Columbia Mediator Roster Society; and

(5] if the dispute is not resolved through medfation within 30 Business Days of the commencement of
. mediation, the dispute must be referred to and finally resolved by arbitration under the

Commercinl Arbitration Act.

Location of arbitration or mediation

122 Unless the parties otherwise agree in writing, an arbiiration or mediation under section 12.1 wilt be held
in Victoria, British Columbia,

Costs of arbitration or mediation

123 Unless the parties otherwise agree in willing or, in the case of an arbitration, the arbitrator otherwise
orders, the parties must share equally the costs of 2 arbitration or mediation under section 12.1 other
than those costs relating to the production of expert evidence or representation by counsel.

13 MISCELLANEQUS

Delivery of notices

131  Any notice contemplated by this Agreement, to be effective, must be in writing and delivered as follows:

(a} by fax to the addressee's fax number specified on the first page of this Agreement, in which case
it will be deemed to be received on the day of transmittal unless hransmitted after the normal
business hours of the addressee or on a day that is not a Business Day, in which cases it will be
deemed fo be received on the next following Business Day;

&) by hand to the addressee’s address specified on the first page of this Agreement, in which case it
will be deemed to be received on the day of its delivery; or .

() by prepaid post to the addressee's address specified on the first page of this Agreement, in which
case if mailed during any period when normal postal services prevail, it will be deemed to be
received on the fifth Business Day after its mailing,

Change of address or fax number

132 Either party may from tme to Hime give notice to the other party of a substitute address or fax mumber,
which from the date such notica is given will supersede for purposes of section 13.1 any previous address
or fax number specified for the party giving the notice.

Assignment

133  The Conbractor must not assign any of the Contractor's rights under this Agreement without the
Province's prior written consent.

10
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Subcontracting

13.4. The Contractor must not subcontract any of the Contractor's obligations under this Agreement to any
person without the Province’s prior written consent, excepling persons listed in the attached Schedule C.
Mo subcontract, whether consentfed to or nof, relieves the Contractor from any obligations under this
Agreement. The Contractor must ensure that:

{a) any person retained by the Conteactor to perform obligations under this Agreement; and
b} any person retained by a person described in paragraph (a) to perform those obligations
fully complies with this Agreement in performing the subcontracted obligations.

Waiver

135 A waiver of any term or breach of this Agreement is effective only if it is in writing and siguned by, or on
behalf of, the waiving party and is not a waiver of any other term or breach.
Medifications

136  No modification of this Agreement is effective unless it is in writing and signed by, or on behalf of, the
parties. '

Entire agreement

13.7 _ This Agreement (including any modification of it) constitutes the enlire agreement between the parties as
to performance of the Services.

Survival of certain provisions

138  Sections 2.9, 3.110 34, 3.7, 38, 51055 611065 7.1, 72,81 91 tv 9.6, 99, 10.1 to 103, 11.2, 11.3, 115,
116, 12.1 t0 12.3, 13.1, 13.2, 13.8, and 13,10, any accrued but unpaid payment obligations, and any other
sections of this Agreement {including schedules) which, by their terms or nature, are intended to survive
the completion of the Services or termination of this Agreement, will continue in force indefinitely, even

after this Agreement ends.

Schedules

139  The schedules to this Agreement (including any appendices or other documents attached fo, or
incorporated by reference into, those schedules) are part of this Apgreemant,

Independent contractor

1310 In relationto the performance of the Contractor’s obligations under this Agreement, the Contractor is an

independent contractor and not;
(a) an employee or partner of the Proviace; or
b} an agent of the Province except as may be expressly provided for in this Agreernent,

‘The Contractor must not act or purportt to act contrary to this section.

Personnel not to be employees of Province

1311  The Contractor must not do anything that would result in personnel hired or usad by the Coniractor ot a
Subcontractor in relation to providing the Services being considered employees of the Province.

1
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Key Personnet

1312  If one or more individuals are specified as “Key Personnel” of the Contractor in Part 4 of Scheduie A, the
Contractor must cause those individuals to perform the Services on the Contractor's behalf, unless the
Province otherwise approves in writing, which approval must not be unreasonably withheld.

Pertinent information

1313 The Province must make available to the Contractor all information in the Province’s possession which
the Province considers pertinent to the performance of the Services.

Conflict of interest

13.14 The Contractor must not provide any services to any person in circumstances which, in the Province’s
reasonable opinion, could give rise to a conflict of interest between the Contractor’s duties to that person
and the Coniractor’s duties fo the Province under this Agreement.

Time
13,15 Time is of the essence in this Agreement and, withont limitation, will remain of the essence alfer any

modification or extension of this Agreement, whether or not expressly restated in the document effecting
the modification or extension.

Conflicts among provisions

13.16 Conflicts among provisions of this Agreement will be resolved as follows:

(@) & provision in the body of this Agreement will prevail over any conflicting provision ir, attached
to or incorporated by reference into a schedule, urless that conflicting provision expressly states

otherwise; and

(b}  aprovision in a schedule will prevail over any conflicting provision in a document attached to, or
incorporated by reference into a schedule, unless the schedule expressiy states otherwise.

Agreement not permit nor fetter

13,17 This Agreement does not operate as a permit, license, approval or other statutory authority which the
Contractor may be required to obtain from the Province or any of its agencies In order fo provide the
Services. Nothing in this Agreernent is to be construed as interfering with, or fettering in any manner, the
exercise by the Province or its agencies of any statutory, prerogative, executive or legislative power or

duty, .
Remainder not affected by invalidity
1318 If any provision of this Agreement or the application of it to any person or circumstance is invalid or

- unenforceable to any extent, the remainder of this Agreement and the application of such provision to any
other parson or circumstance will not be affected or impaired and will be valid and enforceable to the extent -

permitted by law.

Further assurances

1319  Hach party must perform the acts, execute and deliver the wiltings, and give the assurances as may be
reasonably necessary to give full effect to this Agreement,

Additional terms

1320 Any additional terms set out in the attached Schedule F apply to this Agreement.
12 '
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Governing law

1321  This Agreement is governed by, and is to be interpreted and construed in accordance with, the laws

applicable in British Columbia.
14 INTERPRETATION

141 Inthis Agreement:

{a) “includes” and “including” are not intended to be limiting;

{b) unless the context otherwise requires, references to sections by number are to sections of fhis
Agraemen;

) the Contractor and the Province are referred to as "the parties” and each of them as a “party”;

(d) “attached” means attached to this Agreement when used in relation to a schedule;

(e} unless otherwise specified, a reference to a statute by name means the statute of British Columbia
by that name, as amended or replaced from Hime to fime;

(1 the headings have been inserted for convenience of reference only and are not jntended fo
describe, enlarge or restrict the scope or meaning of this Agreement ot any provision of it;

{g) "person” includes an Individual, partnership, corporation or legal entity of any nature; and

{h) uniess the context vtherwise sequires, words expressed in the singular include the plural and vice
versa,

15 EXECUTION AND DELIVERY OF AGREEMENT

151  This Agreernent may be enfered into by a separate caé:y of this Agreement being executed by, or on
behalf of, each party and that executed copy being delivered to the other party by a méthod provided for
in section 13.1 or any other method agreed to by the parties.

The parties have executed this Agreement as follows;

SIGNED on the ﬂ_dayeﬁ
20 | 3by the

on its behalf by its authorized
signatory or signatories).

Contractor (or, if not an individual,

Signature(s)

TETA_ I

Print Name(s}

Ve %

Print Title(s)

. SIGNED on the __L{__ day of

@z,%zmmg 2012
on behalf of the Province

by s duly
authorized represeniative:

<2

i

Signature

Saablry  CACP b

Print Name

A=

Print Title
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Schedule A - Services

PART 1 TERM: :
1. The term of this Agreement commences on September 10, 2012and ends on December 31, 2012.
PART 2. SERVICES:

The Contractor will conduct a Data Security Review to assist in evaluating the internal controls relating to the
protection of health information (and more specificaily the appropriate sharing of health information) and to
provide options for remediation in the shozter and longer term.

Phase 1 Planning and Scoping
Activities:

Confirm Objectives of Review

Understand incident and known root causes
Understand current information systems eavironment
Understand security control environment

Understand existing remediation plans

I’repare detailed workplan

®an oe

bta

Reliverables:

Detailed Workplan

The detailed workplan will define the exact scope, timing and approach for performing the security review.
Phase 2: Detailed security assessment

Perform a detailed assessment of security and related internal controls and identify any gaps. This phase will
likely leverage industry frameworks such as I8027002. The review will focus on areas determined be in scope in

Phase 1.
Phase 3: Options Analysis

Identify short term remediation options to enable “appropriately controlled” information sharing and medium to
longer term options to improve controls related to the sharing of health-related information,

Phase 2 and 3 will be further detailed upon completion of phase 1.

The contractor will build in project checkpoints to ensure they are communicating status and interim
observations on a regular basis. :

14
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PART 3, RELATED DOCUMENTATION:

1, 'The Contractor must perform the Services in accordance with the obligations set out in this Schedule A
including any engagement letter, Solicitation document excerpt, proposal excerpt or other documentation
attached as an Appendix to, or specified as being incorporated by reference in, this Schedule.

2. The following ate Appendices to this Schedule A: B
Appendix 1 - Statement of Work ATTACHED

PART 4. KEY PERSONNEL:

1L The Key Personnel of the Condractor are as follows:

{a} Tejinder Basi, Partner

{b} Jamie Sawchuk, Partner

{c) Jamie Ross, Sendor Manager
{3} Tarlok Birdi, Senfor Manager
{e} Don Macpherson, Partner

(fy Manager - TBD

{z) Senior Consultant~TBD

(hy Consultant - TED

15
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Schedule B - Fees and Expensges

1 MAXIMUM AMOUNT PAYABLE:

Maximum Amount: Despite sections 2 and 3 of this Schedule, $75,000.00 is the maximum amount which the
Province is obliged to pay to the Contractor for fees and expenses under this Agreement (exclusive of any
applicable taxes described in section 3.1(c) of this Agreement).

2, _FEES:
Hourly Rate

Fees: at the following rates per hour during the Term when the Contractot provides the Sexvices:

per hour — Pariner

per hour — Senior Manager
s.21 perhour— Manager

per hour — Sentor Consultant

per hour - Consultant

3. EXPENSES:

IExpenses:

{a) travel, accomimodation and meal expenses for travel greater than 32 kilometers away from the key
personnel’s home lecation on the same basis as the Province pays its Group IT employees when they are
on travel status; and

fb) the Contractor's actual long distance telephone, fax, postage and other ideniifiable communication
expenses;

excluding Harmonized sales tax ("FIST"} or other applicable tax paid or payable by the Contractor on
axpenses deseribed in (a) to (b) above fo the extent that the Contracior is entitled to dlaim credits (including
HST Inpul tax credits), rebates, refunds or remissions of the tax from the relevant taxation authorities.

STATEMENTS OF ACCOUNT:

Statements of Account: In order to obtain payment of any fees and expenses under this Agreement for a

period from and including the first day or a month to and incinding the last day of that month {each a "Billing

Period"), the Contractor must deliver to the Province on a date after the Billing Period (each a "Billing Daie™),

a written statement of account in a form satisfactory to the Province containing:

{a) the Contractor’s legal name and address;

{b) the date of the statement, and the Billing Period to which the statement pertains;

{c) the Contractor's calculation of all fees claimed for that Billing Perind, including a declaration by the
Contractor of all hours worked during the Billing Period for which the Contractor claims fees and a
description of the applicable fee rates;

{c) a chronological listing, in reasonable detail, of any expenses claimed by the Contrac tox for tha Bﬂ]mg
Period with receipts attached, if applicable, and, if the Contractor is claiming reimbursement of any
H5T or other applicable taxes paid or payable by the Contracior in refation io those expenses, a
description of any credits, rebates, refunds or remissions the Contractor is entifled to from the
relevant taxation authorities in relation to those taxes;

{e) the Coniractor’s celculntfon of any applicable taxes payable by the Provingce in relation to the Services

for the Billing Period;
63) a description of this Agreement;
(2} a statement nutmber for identification; and
b} any other billing information reasonably requested by the Province.

16 .
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3. PAYMENTS DUE:

Payments Due: Within 30 days of the Province’s receipt of the Contractor's writien statement of account
delivered in accordance with this Schedule, the Province must pay the Contractor the fees and expenses (plus all
applicable taxes) claiined in the statement if they are in accordance with this Schedule, Statementis of account ox
contract invoices offering an early payment discount may be paid by the Province as required to oblain the

discount,

17
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Schedule C — Approved Subcontractor(s)

Not Applicable
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Schedule D - Insurance

‘The Contractor nust, without imiting the Contractor's obligations or Habilitles and at the Contractor’s own
expense, purchase and rnaintain throughout the Term the following insurances with insurers licensed in
Canada In forms and amounts acceplable io the Province:

{ay  Commercial General Liability in an amount not less than $2,000,000.00 inclusive per occurrence
against bodily injury, personal injury and property dwmage and including lability assumed under’
this Agreement and this insurance must

(i)  include the Province as an additional insured,

{fi}  be endorsed to provide the Province with 30 days advance written notice of cancellation or
miaterial change, and :

{ii} Include a cross Hability clause.

All insurance described in section T of this Schedule must:

{a)  beprimary; and

(b)  notrequire the éharing of any loss by any insurer of the Province,

The Contractor must provide tha Province with evidence of all required insurance as follows:

{a}  within 10 Business Days of commencement of the Services, the Contractor must provide to the
Province evidence of all yequired insurance in the form of a completed Province of British Columbia

Certificate of Insurance;

(b if any required insurance policy expires before the end of the Term, the Contractor must provide to
the Province within 10 Business Days of the policy’s expiration, evidence of a new or renewal policy
meating the requirements of the expired insurance in the form of a completed Province of British
Columbia Certificate of Tnsurance; and

{c)  despite patagraph (a} or (b) above, if requested by the Province at any time, the Contractor must
provide to the Province certified copies of the required insurance policies.

The Contractor must obtain, maintain and pay for any additional insurance which the Contractor is
required by law fo carry, or which the Confractor considers necessary to cover risks not otherwise covered
by insurance specified In this Schedule in the Contractor’s sole discretion.

19
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Schedule E ~ Privacy Profection Schedule

Definitions
1. In this Schedule,

(a)  “access” means disclosure by the provision of access;
(6)  “Acl” means the Freedons of Information and Protection of Privacy Act (British Columbia);

(0  “contact information” means information to enable an individual at a place of business to be contacted
and Includes the name, position name or title, business telephone number, business address, business
email or business fax number of the individual;

{(d) “personal information” means recorded information abont an identifiable individual, other than
contact information, collected or created by the Contractor as a result of the Agreement or any previcus
agreement between the Province and the Contractor dealing with the same subject matter as the
Agreement but excluding any such information that, if this Schedule did not apply to it, would not be
under the “control of a public body” within the meaning of the Act.

Purpose
2, The purpose of this Schedule is to:

{a) enable the Province to comply with the Province’s statutory obligations under the Act with respect to
personal information; and

(b) ensure that, as a service provider, the Contractor is aware of and complies with the Contractor’s
statutory obligations under the Act with respact to personal information,

Collection of personal information

3. Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Condractor may
only collect or create personal information that is necessary for the performance of the Contractor’s
obligations, or the exercise of the Contractor’s rights, under the Agreement.

4, Unless the Agreement otherwise specifies or the Province otherwise directs in wriling, the Contractor must
collect peysonal information directly from the individual the information is about.

5. Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor must
tell an individual from whom the Coniractor collects personal information:

{a) the purpose for collecting it;

{5y thelegal authority for collecting it and

{c) the title, buginess address and business telephone number of the person designated by the Province to
answer questions about the Contractor’s collection of personal information.

Accuracy of personal information

6 The Contractor must make every reasonable effort to ensure the accuracy and completeness of any personal
information to be used by the Contractor or the Province to make a decision that directly affects the

individual the information is abouf,

Requests for access to personal information

20
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If the Clontractor receives a request for access to personal information From a person other than the Province,
the Contractor must prompily advise the person to make the request to the Province unless the Agreement
expressly requires the Contractor to provide such access and, if the Provinee has advised the Contracior of the
name or title and contact information of an official of the Province to whom such requests are to be made, the
Contractor must also promptly provide that official’s name or title and contact information to the person

making the request.

Correction of personal information

8.

10,

11,

Within 5 Business Days of receiving a written direction from the Province {o correct or annotate any personal
information, the Contractor must correct ot annotate the information in accordance with the direction.

When issulng a wiitten direction under section 8, the Province must advise the Contractor of the date the
correction request to which the direction relates was received by the Province in order that the Contractor

may comply with section 10.

Within & Business Days of correcting or antotaling any persona! information under section 8, the Contractor
must provide the corrected or annotated information to any patty to whom, within one year prior to the date
the correction request was made to the Province, the Contractor disclosed the information being corrected or

annolated.

It the Contractor teceives a request for correction of personal information from a person other than the
Provinee, the Contractor must promptly advise the person to make the request ic the Province and, if the
Province has advised the Contractor of the name or title and contact information of an official of the Province
to whom such requests are to be made, the Contractor must also prompily provide that official’s nama or title
and contact information to the person making the request,

Protection of personal information

12,

The Contractor must protect personal information by making reasonable security arrangements against such
risks as unauthorized access, collection, use, disclosure or disposal, including any expressly set out in the

Agreement.

Storage and access to personal information

13.

Unless the Province otherwise directs in writing, the Contractor must not store personai information outside
Canada or permit access to personal information from owiside Canada.

Retention of personal information

14,

Unless the Agreement otherwise specifies, the Contractor must retain personal information until directed by
the Province in writing to dispose of it or deliver it as specified in the direction.

Use of personal infermation

15,

Unless the Provinee otherwise directs in writing, the Contractor may only use personal information if that use
is for the performance of the Contractor's obligations, or the exercise of the Contractor’s rights, under the

Agreement.

Disclosure of personal information

16.

17

Unless the Province otherwise directs in writing, the Contractor may only disclose personal information
inside Canada fo any person other than the Province if the disclosure is for the performance of the
Contractor’s obligations, or the exercise of the Contractor's rights, under the Agreement.

Unless the Agreement otherwise specifies or the Province otherwise direcis in writing, the Contractor must
not disclose personal information outside Canada,

- 21
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Notice of foreign demands for disclosure

18.  in addition to any obligation the Contractor may have to provide the notification contemplated by section
30.2 of the Act, if in refation to personal information in the custody or under the control of the Contractor, the

Contractor:
{(a}  receives a foreign demand for disclosure;

() receives a request to disclose, produce or provide access that the Contractor knows or has reason to
suspect Is for the purpose of responding to a foreign demand for disclosure; or

(¢)  has reason to suspect that an unauthorized disclosure of personal information has oceurred in response
to a foreign dermand for disclosure

the Contractor must immediately notify the Province and, in so doing, provide the information described in
section 30.2(3) of the Act. In this section, the phrases “foreign demand for disclosure” and “unauthorized
disclosure of personal information” will bear the same meanings as in section 30.2 of the Act,

Notice of unauthorized disclosure

19, In addition to any obligation the Contractor may have to provide the notification contemplated by section
305 of the Act if the Conlractor knows that there has been an unauthorized disclosure of perscnal
information in the custody or under the control of the Contractor, the Contractor must immediately notify the
Province. Inn this section, the phrase “unauthorized disclosure of persanal information” will bear the same

meaning as in section 30.5 of the Act,

Inspection of personal information

20. Inaddition to any other rights of inspection the Province may have under the Agreement o under statute, the
Province may, at any reasonable time and on reasonable notice to the Contractor, enter on the Confractor’s
premises to inspect any personal information in the possession of the Contractor or any of the Contractor’s
informetion management policies or practices relevant to the Confractor's management of personal
information or the Contractor’s complinnce with this Schedule, and the Contractor must permit and provide

reasonable assistance to any such inspection.

Compliance with the Act and divections
21, The Contractor must in relation to personal inforrmation comply with:

{a)  the requirements of the Act applicable to the Contractor as a service provider, including any applicable
order of the commmissioner under the Act; and

(b)  any direction given by the Province under this Schedule.

-22.  The Contractor acknowledges that it is familiar with the requirements of the Act governing personal
information that are applicable 1o it as a service provider.

Natice of non-compliance

23.  If for any reason the Contractor does not comply, or anticipates that it will be unable to comply, with a
provision in this Schedule in any respect, the Contractor must promptly notify the Province of the particulars
of the non-compliance or anticipated non-compliance and what steps it proposes to teke to address, or
prevent recurrence of, the non-compliance or anticipated non-compliance.

Termination of Agreement

24.  In additon to any other righis of termination which the Province may have under the Agreement or
otherwise at law, the Province may, subjact to any provisions in the Agreement establishing mandatory cure
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periods for defaults by the Contractor, terminate the Agreement by giving written notice of such termination
to the Contractor, upon any failure of the Contractor to comply with this Schedule in a material respect.

Interpretation
25. In this Schedule, references to sections by number are to sections of this Schedule unless otherwise specitied
in this Schedule,

26.  Any reference to the “Contractor” in this Schedule includes any subcontractor or agent retained by the
Contractor to perform obligations under the Agreement and the Contractor must ensure that any such

subcontractors and agents comply with this Schedule.

27. . The obligations of the Contractor in this Schedule will survive the termination of the Agreement.

28.  [fa provision of the Agreement (including any direction given by the Province under this Schedule) conflicts
with a. requitement of the Act or an applicable order of the commissioner under the Act, the conflicting
provision of the Agreement (or direction) will be inoperative to the extent of the conflict.

29.  The Contractor must comply with the provisions of this Schedule despite any conflicting provision of this
Agreement or, subject 1o section 30, the law of any jurisdiction outside Canada.

30. Nothing in this Schedule requires the Contractor to contravene the law of any jurisdiction outside Canada
unless such contravention is required to comply with the Act.
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Schedule F ~ Additional Terms

1. Contractor Identification — During the term of this agreement and at the request of the Province, contractors
shall identify themselves as contractors to the ministry, This may be in the form of email signature blocks,
business cards, correspondence, and verbal business dealings.

. 2 Inaddition to section 13.1, the General Services Agreement may be entered into by each patly signing and
delivering it to the other patly by email with attachment in PDF format.

B W
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Schedule G ~ Security Schedule

Not applicable
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Schedule A — Appendix 1 Deloitte & Touche LEP
2800 - $855 Dunsmuir Straol
4 Benlall Cenlra
P.0. Box 49279

S, =
. eg @Et&@s Vancouver BC V7X 1P4
Canada

Tel: 504-840-3255
Fax:
v deloitie.ca

September 6, 2012
Private and confidential

Mr. Manijit Sidhu

Assistant Deputy Minister
Financial and Corporate Services
Ministry of Health

1815 Blanshard St

Victorla, BC VBW 3C8

Re: Statement of Work: Data Security Review
Dear Mr. Sidhu,

We have been requested by the Ministry of Health ("the Ministry"} to conduct a Data Security
Review of the internal controls and systems related to health information (to be further
specified) that is managed by the Ministry and often required by external agencies. This letter
oullines the scope and objectives of this review and outlines an approach for the Planning and

Scoping Phase.
Objectives and Approach

The Ministry is seeking a Data Security Review to assist in evaluating the internal controls
relating to the protection of health information {and more spacifically the appropriate sharing of
health information) and to provide options for remediation in the shorter and fonger term,

We understand that this review is in response to an incident involving the potentially
inappropriate sharing of Ministry data. The dstails of this incident will be discussed with the
Deloitte project team upon commencement of this engagement.

We recognize there is a sense of urgency to understand and address the issues related to this
incident, as well as the broader control environment. We also appraciate the importance of a
thorough understanding of the internal control environment as well as remediation options
available to address any control weaknesses. As such, we have oullined an approach that will
support a systematic and complete assessment of the relevant internal controls and provide an
analysis of short term and long term remediation options.

Phase 1: Planning and Scoping
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Activities:

Confirm Objectives of Review
Understand incident and known root causes
Understand current information systems environment
Understand security control environment
Understand existing remediation plans

f.  Prepare detailed workplan
Deliverables:

2ae o

Defailed Workplan

The detailed workplan will define the exact scope, timing and approach for performing the
sacurity review.

Phase 2: Detailed securily agsessment

Perform a detailed assessment of security and related internal confrols and identify any gaps.
This phase will likely leverage industry frameworks such as 1S027002. The review will focus
on areas determined bs in scope in Phase 1.

Phase 3: Options Analysis
ldentify short term remediation options to enable “appropriately controiled” information sharing
and medium to longer term options to improve controls related to the sharing of health-related

information,
Phase 2 and 3 will be further detaifed upon completion of phase 1.

Project checkpoints ~ we will build in project checkpoints to ensure we are communicating
status and interim observations on a regular basis. At this point we anficipate verbal
touchpoints every other day and a more formal status review weekly,

Team

We understand that this initiative is a very high priority for the Ministry and we have assembled
a team with direct experience with similar Incidents and engagements to assist you.
Recognizing that we will adjust the team as we learn more about the nature of the incident and

associated root causes, the following individuals will be available as required to support this -

Planning and Scoping phase.

Tejinder Basi - Tejinder leads our Enterprise Risk Services group in British Columbia and has
worked extensively with numerous Ministries and Crown Corporations on issues related to
data security, privacy, risk management and internal conirol. He has led several similar
engagemenis and will be the Lead Engagement Pariner for this project. In this capacily,
Tejinder will oversee the delivery of the project, provide guidance and input fo you and the
fearn and will act as the primary point of escalation and communication regarding fssues and

risks.
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Jamie Sawchuk — Jamig is a Partner in our Victoria office and is Deloilte’s Lead Client Service
Partner for the Brifish Columbia Government and the broader BC public sector.. . Jamie has
worked with health care and public sector ciients across Canada on many sensitive and high

profile issues. He will act as Advisery Partner on this engagement.

Jamle Ross — Jamie is a Senior Manager who [eads much of our work with the BC Public
Sector. He has been involved in numerous risk and control reviews within BC Minisiries and
has also led similar projects in response to security and/or privacy breaches. Jamie will be tha
Project Manager and act as the day-fo-day point of contact on the project.

Tarlok Birdi — Tarlok is a Senior Manager who focuses on IT and risk as It relates o security,
Information management, logging and monitoring and data loss prevention. He will provide
input regarding technical aspects of the root cause(s) analysis-and regarding the identification
and evaluation of technical remediation oplions where appropriate.

Don Macpherson — Don Is a Partner who leads our Information Privacy practice in Western
Canada. He has been involved in numerous similar projects relating fo data protection and
incident response for public and private sector clienfs across Canada f{including Brilish
Columbia), and will provide Input regarding approach, findings and options for remediation.

Fees

Based on our current understanding, fees for the activities outlined above we estimate our fees
for Phase 1 Scoping and Planning are estimated not tc exceed $75,000. We will invoice based
on actual hours and expenses incurred and provide regular status updates regarding progress
and budget. Any issues or risks that could impact our effort estimate will be discussed with you
prior to incurring any additional fees.
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