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Current State Landscape 
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Access Management Structure 

Health Data Access Services (HDAS) groups: 
1) Connections 
2) Authentication Services 
3) Data Set Access Management (DSAM) 
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Roles and Responsibilities 

1) Connections 
 

The Connections team is currently comprised of 3 fulltime employees (however 2.5 currently 
doing AM tasks), and a vacant supervisor position being performed by one of the team 
members, Bruce Stuart. Connections primary deals with access management requests for 
external parties like Health Authorities to such systems as MSP Direct, PharmaNet, LDAP 
ID’s, Health Registries, secure file transfer etc. (Please refer to appendix A for details) 
 
In terms of access granting procedures, Connections sees the greatest variability in requests 
of the 3 HDAS groups with diverse request types for a variety of systems and overlap with 
Authentication Services for LDAP and PharmaNet requests. Some of this 
overlap is intentional to facilitate Segregation of Duties between approval and granting of 
access. However, under the new information governance model, the ownership of 
information and approval of access is being shifted to business owners which will facilitate 
operational efficiency within HDAS. are being discontinued to enhance 
operational efficiency, and Forms are hoping to be transferred to another department. 
 
As formal access termination procedures, i.e. Departing Employee Forms, are not rigorously 
completed by Ministry staff, it is making it difficult for this team to proactively manage access 
terminations.  
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Roles and Responsibilities 

1) Authentication Services 
 

The AS team is currently comprised of 3 fulltime employees, with a recently transferred 
employee (Sarah Smitten from Connections), training in AS for succession planning 
purposes. This team moved under HDAS in April 2013, and hence is the least understood of 
the 3 HDAS groups. The unit provides operational support,  access, id management for the 
MOH staff, contracted resources and external stakeholders such as CGI, Maximus, SSBC 
by establishing IDIR ids, Exchange Mailboxes, LDAP Intraweb ids, PharmaNet ids, MVS ids, 
Remote VPN\DTS ids etc. In addition to completing direct MOH Access Management 
services, AS also focuses on coordinating between staff and service providers to facilitate 
processing of iStore requests. (Please refer to appendix A for details) 
 
AS’s responsibilities currently overlap with Connections for LDAP and PharmaNet requests, 
and with DSAM for LAN and Mainframe requests. It currently receives access requests 
through 6 separate web based forms for various application requests causing inconsistency 
and operational efficiency issues. As formal access termination procedures i.e. Departing 
Employee Forms are not rigorously being completed by Ministry staff, AS also struggles with 
proactively managing access terminations.  
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Roles and Responsibilities 

3) DSAM 
 

The DSAM team is also comprised of 3 fulltime employees, with one new employee training 
to replace a departing employee. DSAM is the most cohesive of the 3 HDAS teams with a 
single request form, and a standardized process. This team primarily deals with access 
management requests for Please refer to appendix A 
for details) 
 
DSAM is also responsible for enforcing security policy by liaising with the security 
architecture team while granting access, and providing recommendations to the security 
team for the creation of new database roles or data migrations from the old systems to 

This unit is also responsible for removing individual’s access in a timely manner 
when access is no longer required, but struggles with this due to limited following of access 
termination procedures i.e. Departing Employee Form throughout the ministry. 
 
DSAM’s current challenges include management of large number of roles (approximately 
110), and supporting data management projects without being identified as a stakeholder.  
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Current Volume and Service Levels 

The HDAS Time Consumption and Service Levels table indicate the following 
results: 

 
• HDAS team members spend a large amount of time, indicated by coordinating 

time, corresponding with other parties to collect information and process 
request, as opposed to directly managing the Access Management function. 

• This coordinating time can be reduced by introducing operational efficiencies 
through improvement in processes. 

HTH-2013-00294 
Phase 6 
Page 55



© Deloitte LLP and affiliated entities. 

Access Management Issues 
Analysis 
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Overall observations 

• High workload for the access management team. 
• The access management team understands the processes very well 

implicitly. 
• The access management team is very client focused as they try to 

resolve client issues in a proactive manner. 
• The team is working with complex, cumbersome, manual processes that 

require staff to spend significant time coordinating. 
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Operational and Organizational Issues 

“While there is no definitive evidence as to the particular reasons for the disclosures of 
research data discussed in this report, there is anecdotal evidence that some individuals 
became frustrated with the delays in processing their data requests and further delays in 
obtaining access to data that the Ministry had approved for disclosure. The circumstances 
surrounding the breaches present similarities to a pattern of attempts to work around the 
lengthy approval process that was apparent in the documentation the investigation reviewed. 
I note that, if this was the case, it does not excuse anyone for obtaining access to personal 
health data through unauthorized channels. However, in my view, a more streamlined 
process for access, combined with clear privacy obligations, would remove any impetus for 
researchers to seek alternative avenues of access to data outside of the formal approval 
process.” 
 
Source: Investigation Report F13 -02 – Information & Privacy Commissioner for 
BC,  p29 
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Solution Options 
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Solution Options 

Option 1 – Status Quo 
• Continue with current processes 
• The current issues will continue to persist 
• This would not address MOH’s needs, so this should not be considered. 

 
Option 2 – Manual Process Streamlining 

• Redesign the access management processes without the use of new technology 
• Focus on process improvement and organizational improvement 
• Would need to monitor the processes to ensure that they are properly followed 
• Improve the security from an access management perspective 
• Will not replace the manual data entry work required 
• Fully documented processes will be created 

 
Option 3 – Automated User Management 

• Implement technology to streamline the access management processes 
• This option incorporates process re-design and organizational re-design 
• Leverage technology to automate the user administrative functionalities such as 

onboarding, modification, and offboarding 
• Improve the security from an access management perspective 
• Will eliminate many of the data entry tasks required 
• Fully documented processes will be created 
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• Consider redesigning access processes using risk-based priority to improve 
efficiency and effectiveness. 

• Priority enhancements include: 
– Streamlined manual user account creation 
– Streamlined manual account modification 
– Streamlined manual account deletion 
– Approval workflows definition (define who the approvers should be for each type of 

applications / datasets / network access) 
– Documentation of the new processes 
– Exception management processes 

• Once the new processes are designed, tasks will still need to be manually 
performed as technology is not implemented to automate the user creation 
tasks under this option. 

• However, increased efficiencies would enable staff to focus on value-added 
activities and reduce turnaround times over the long term. 

• This would increase process effectiveness, enable less cumbersome access 
reviews and audits and also reduce frustration within the user community. 

Option 2 – Process enhancements 
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Option 2 – Potential Process for Access Management 
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Option 3 – Automated 
User Management 
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Suggested Process for Access Management 
Once the automated user administration tool is set up, minimal interactions will 
be required from the access management group.  During normal user 
administration activities, the access management groups would not need to be 
involved at all. 
 
The access management staff can then deployed to perform higher value tasks 
such as supporting the automated user administration systems.  In addition, 
some resources will need to be allocated to deal with exception processes. 
 
We anticipate that half of the access management team (5 FTE) would be able 
to be deployed to perform other activities such as project work, etc. under this 
option. 
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Option 3 – Potential Process for Access Management 
The following process flow depicts a potential streamlined access management process to 
onboard / modify a user at a conceptual level.  This is used as a sample to demonstrate 
what could be accomplished with an automated tool. 
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Recommendations 
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• Streamlined / efficient user administration processes that are easily understood. 
• Well controlled access request processes that are widely followed. 
• Users are not getting more access than required. 
• The access management teams are performing high value identity related tasks. 
• The idle time for the end users are minimal when it comes to onboarding and modification 

of access. 
• Compliance reporting and security investigations can be performed easily through an 

integrated reporting mechanism on identity related events. 
 

Overall Vision / Principles for Identity and Access 
Management 
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Recommended Option 
The following is a comparison between option 2 and option 3: 
 

Option 2 – Manual Process Streamlining Option 3 – Automated User Management 

Operational 
Efficiency Benefits 

• No changes to technology required. 
• Potential reduction in costs by getting the 

existing access management staff to 
perform higher value tasks. 

• Reduce cost on managing user administration. 
• Reduce ongoing compliance cost. 

Security and Risk 
Management 
Benefits 

Payback Period Approximately 8 years Approximately 7 years 
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Recommended Option 
The following is a comparison between option 2 and option 3: 
 

Option 2 – Manual Process Streamlining Option 3 – Automated User Management 

Business Facilitation 
Benefits 

• Reduce user frustration by streamlining 
user administration processes. 

• Potential reduction of user downtime 
during onboarding and job changes. 

• Reduce user frustration by streamlining user 
administration processes with online tools and 
standardized accesses. 

• Reduce user downtime during onboarding and 
job changes. 

Operational 
Effectiveness 
Benefits 

• Streamlining of the user administration 
processes will result in less time being 
spent on the redundant tasks (e.g. 
multiple groups do not require to work on 
a single application) 

• Reduce likelihood of errors by 
standardizing forms, processes and roles 
within the organization 

• Improve consistency in access processes 

• Improve user productivity by facilitating more 
streamlined provisioning services. 

• Reduce likelihood of errors by standardizing 
forms, processes and roles within the 
organization. 

• Streamlining of the user administration 
processes will result in less time being spent on 
the tasks, error checking and gathering data for 
reporting, thus freeing up the access 
management staff to process more complex 
requests and monitor inappropriate accesses. 

• ensure that the users will follow the streamlined 
processes. 
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Recommended Option 
Option 2 is a potential option, however due to the lack of leveraging technology, it 
will be difficult to ensure that the users will follow the newly designed processes as 
it is all manually conducted unless a substantial compliance process is developed 
to monitor the implementation and adherence of the newly created processes.  In 
addition, reporting of access rights will still be difficult to accomplish due to a lack 
of a centralized view of MOH identities. 
 
Option 3 will adequately address all of MOH’s needs in relations to access 
management.  It will also ensure that the users will follow the streamlined 
processes as the technology will not allow the users to obtain access any other 
way.   
 
The advantage option 2 has over option 3 is the initial costs of the access 
management product and the initial technology implementation costs.  However 
option 3 will most likely result in a lower ongoing operational costs.  In addition, 
option 3 will ensure higher user adoption rate. 
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Next Steps 
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Next Steps 

1. Define the mandate with respect to access management for IMKS 
– Determine the scope of access management services for that should be offered by IMKS. 
– Document and communicate the scope of access management services for IMKS. 

2. Perform a re-org on the Access Management group (based on the 
defined IMKS mandate in step 1) 
– Determine whether IMKS should be responsible for all three access management sub-groups 

and the access management of systems for other divisions. 
– Determine whether more efficiencies will be achieved with one larger team instead of three 

sub-groups. 

3. Address the quick fixes that will improve the efficiencies for access 
management 
– Assign an independent lead to facilitate process improvement sessions. 
– The facilitator should be unbiased and be objective about the current processes and challenge 

them appropriately. 
– Leverage the current state process flow diagrams as the basis of the discussions. 

4. Select option 2 or option 3 
– Depending on the outcome of step 1, the scope of option 2 and option 3 may change as some 

systems may not be considered within IMKS’ responsibilities.  Therefore, there will be less 
process changes required. 
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Appendix 
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Primary Functions 

1) Connections 
 

• Major Access Management Functions 
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Primary Functions 

1) Connections 
 

• Major Access Management Functions 

• Minor non-Access Management Functions  
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Primary Functions 

2) Authentication Services 
 

• Major Access Management Functions 
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Primary Functions 

2) Authentication Services 
 

• Minor non-Access Management Functions (performed on periodic or 
annual basis) 
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Primary Functions 

3) DSAM 
 

• Major Access Management Functions 
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Current Volume and Service Levels 

1) Connections 
 

• Target Service Level: 40 business days 
 

• % total time in direct AM tasks: 90% 
 

• % total time in other tasks: 10% 
– Meetings 
– Documentation 
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Current Volume and Service Levels 

1) Connections 
 

• Current Volume 
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Current Volume and Service Levels 

2) Authentication Services 
 

• Target Service Level: 40 business days 
 

• % total time in direct AM tasks: 75% 
– iStore related: 49% 
– Non-iSore related: 26% 
 

• % total time in other tasks: 25% 
– Project support 
– GDSA Related Security events  
– Annual maintenance processes 
– Process Documentation 
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Current Volume and Service Levels 

2) Authentication Services 
 

• Current Volume: July 2012 to June 2013 – 3,369 CAM Calls 
 

– New User Setup  (IDIR, Mail, LDAP, LAN access) – 25% 
 

– User Transfers\Departures  (IDIR, Mail, LDAP, LAN access) – 30% 
 

– LAN Access (LOB, SFP, LAN access, Projects) – 20% 
 

– MVS Support  (Corporate GDSA Resource & application support , New ids, Changes , Deletions ) – 
15% 
 

– Other tasks (Password Reset, Unix requests, GAL Updates, PNP, Remote Ids ,BA liaison with 
program areas & external stakeholders) – 10% 
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Current Volume and Service Levels 

3) DSAM 
 

• Target Service Level: 10 - 15 business days 
 

• % total time in direct AM tasks: 65% 
 

• % total time in other tasks: 35% 
– Role Development: 5% 
– Password resets, Auditing, Condor project, Troubleshooting etc: 10% 
– Data Migration Projects: 20% 
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Current Volume and Service Levels 

3) DSAM 
 
• Current Volume  

10% Best Case: 30 min per request 
85% Regular: 1 – 2 hr per request 
5% Worst Case: 12 hr per request 

 
Breakdowns for the 7076 forms from DSAM: 
– 30 minutes: 152 
– 30 minutes <120 minutes: 56 
– 120 minutes or longer: 17 

 
Average: 28 forms per month 
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Option 2 - High Level cost estimates 

The following section provides a high level estimate and a + / - 25% variation should be 
taken into consideration when reviewing these figures. 
 
Initial Costs (phase 1): 

    

Internal Implementation Cost (cost of 
MOH staff on this project) 

$80,000 5 months (800 hours) of effort with 2 FTE 
at a blended rate of $50 per hour (fully 
loaded cost). 

* Includes designing the compliance / monitoring process to ensure that the staff are following the re-engineered 
processes. 
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Option 2 - High Level cost estimates 
The following table shows the ongoing costs for phases 1 to 2. 
 
Ongoing Costs (after completion of phase 2): 

Description Estimated Cost Assumptions 

Internal resourcing cost $900,000 9 FTE’s at $50 per hour.  There 
will be some reduction in FTE 
for the resources.  However, a 
compliance process will have to 
be put in place to ensure that 
the new processes are being 
followed.   
 
2,000 hours per year.   

Total $900,000 
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Option 3 - High Level cost estimates 

The following section provides a high level estimate and a + / - 25% variation should be 
taken into consideration when reviewing these figures. 
 
Initial Costs (phase 1): 

Description Estimated Cost Assumptions 

Product licensing $450,000* 15,000 total identities at $30 per user.  
12,000 users from Health Authorities and 
3,000 other users (internal, contractors, 
CSPBC, etc) 

Internal Implementation Cost (cost of 
MOH staff on this project) 

$192,000 8 months (1,280 hours) of effort with 3 FTE 
at a blended rate of $50 per hour (fully 
loaded cost). 

* SSBC has already purchase 30,000 licenses for user provisioning which is currently not being used.  There may be an 
opportunity to reduce the initial costs pending discussions with SSBC regarding the licenses. 
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Option 3 - High Level cost estimates 
Initial Costs (phase 2): 

    

Internal Cost (cost of MOH staff 
on this project) 

$84,000 7 months (1,120 hours) of 
effort with 1.5 FTE at a 
blended rate of $50 per hour 
(fully loaded cost). 
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Option 3 - High Level cost estimates 
Initial Costs (phase 3): 

Description Estimated Cost Assumptions 

Internal Cost (cost of MOH staff 
on this project) 

$24,000 3 months (480 hours) of 
effort with 1 FTE at a 
blended rate of $50 per hour 
(fully loaded cost). 
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Option 3 - High Level cost estimates 
The following table shows the ongoing costs for phases 1 to 3. 
 
Ongoing Costs (after completion of phase 3): 

Description Estimated Cost Assumptions 

Product maintenance $90,000 20% of the product licensing cost per year 

Internal resourcing cost $500,000 5 FTE’s  at $50 per hour.  1 manager and 2 
resources for supporting the product and deal 
with exception processes and 2 FTE’s for 
project related tasks outside of user 
administration. 
 
The coordination time (DSAM and 
Connections) equals approximately 3 FTE.  In 
addition, If the iStore processes can be 
delegated to the business, 2 FTE from 
Authentication Services may be able to be 
redeployed for higher value activities. 
 
2,000 hours per year.   

Hardware cost $96,000 $1,000 per month per server.  We will require 
approximately 8 server for the Identity 
Management Infrastructure. 

Total $686,000 
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