




12. Offender Management Systems

12.1. CORNET (revised: Feb-08) 

12.1.1. Introduction
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12.1.2. Access
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12.1.3. Confidentiality
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12.1.4. System security, data integrity and safeguards
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12.1.5. Security matrix
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12.1.6. Reporting of system errors, data integrity issues and enhancements
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12.1.7. Seal/ unseal youth records
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12.1.8. Procedures during system outage
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12.2. Electronic Forms (revised: Jul-08) 

12.2.1. Purpose
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12.2.3. Designation of user level
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12.2.4. Reporting of system errors, data integrity issues and enhancements
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18. CORNET Policy

18.1 Overview (revised: Dec-06)

18.1.1 Introduction

1. CORNET is the Corrections Branch electronic platform for document management, case 
management and quality management. It is a branch-wide information and communications 
tool that integrates community and custody case management data. It brings document and 
case management to the desktop of every Corrections Branch user. 

2. CORNET is designed to facilitate and enhance all elements of case management. It 
streamlines data entry procedures and improves data integrity through an electronic 
interface with JUSTIN.

3. As a result of improved functionality, CORNET enables a realignment of certain 
responsibilities between probation officers and administrative staff in Community 
Corrections offices.

4. This chapter describes in detail the three areas of CORNET functionality: slate 
management, case management and quality management.

5. For direction on CORNET procedures, refer to the CORNET Users Guide.

18.1.2 CORNET Access

Access to CORNET is provided to Corrections Branch employees who have an individual user 
account. The following procedures apply: 

� Users log on the system with their own user ID prior to entering or viewing data; 

� CORNET tracks and maintains a footprint of user access to files; and

� Corrections Branch employees are only authorized to access Corrections Branch 
client files in CORNET when carrying out case management and administrative 
functions related to the file subject.

18.1.3 Case management tools

1. The CORNET file is the primary location of all data related to a client’s involvement with 
the Corrections Branch.
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2. Case management is conducted and recorded in CORNET using the tools set out in this 
section:

� Client logs—integrated community and custody running records with the capacity to 
attach word-processed documents; 

� Event-triggered automated log entries; 

� Notifications to case managers of new information, program wait-lists, external 
referrals, and viewable documents;

� Cross-linking of information in the system to orders and order expiries; and

� Flexible rules that allow data entry by staff in locations other than where the client is 
currently active.

18.1.4 Client log

1. The Client Log replaces community running records. 

2. All case recording notes are entered in the Client Log.

3. Users can enter concise detailed information about regular client contact or attach 
formatted documents such as initial entries and summaries.

4. Users can enter a record on the Client Log for clients who are inactive in the community or 
active with another probation officer/ probation officer 14. 

5. Probation officer/ probation officer 14 responsibilities:

� Records initial entry, case management plan;

� Records results of contacts with a client and related case management information, 
including assessment results and collateral information; 

� Makes entries in the Client Log regardless of whether the client is assigned to the 
PO/PO14;

� Attaches interim summaries, including an updated case management plan every six 
months or more frequently as deemed necessary by the primary case manager; 

� Attaches a transfer summary before an inter/intra office transfer of file;

� Attaches a termination summary upon conclusion of supervision; 
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� Attaches pre-sentence reports, technical suitability reports and community 
assessments to the Client Log following disposition or decision; and 

� Scans or attaches correspondence to the Client Log.

18.1.5 Information in CORNET—Client Log

Refer to subsections 8.3.1, Case recording standards, and 8.3.2, Information recorded in 
CORNET, for guidance on Client Log contents. 

18.1.6 Client paper file content

1. The permanent client physical file contains the following items:

� Client information screens printouts:

o Client Profile;

o Addresses and Communication Devices; and 

o Client Physical Description. 

� Court documents; 

� Breach reports;

� External documents that do not exist in CORNET and cannot be attached; 

� Appointment slips; 

� Most recent summaries printed from the Client Log (interim, transfers); and

� Temporary PSR and TSR notes remain on the file until the end of an appeal 
application, during an appeal or upon completion of an appeal. Notes that issues 
about addresses important to case management are transcribed into the Client Log if 
they contain information not included in the report. 

2. Files that are active, re-opened or created as of February 7, 2005 must meet the above 
requirements. File contents existing prior to February 7, 2005 can be maintained in 
accordance with requirements prior to this date.
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18.2 Slate (Document) Management (revised: Mar-11) 

18.2.1 Document management—court offices

1. Documents in CORNET are managed using slates. Slates are screens that contain lists of 
items that can be scrolled through, sorted and printed. 

2. This section addresses responsibilities regarding slate management.

18.2.2 Slate management

1. CORNET automatically fills in certain information depending on the user. Because courts 
can make changes to a document at any time (manually or in JUSTIN), the user transfers a 
document into CORNET only after obtaining a signed paper copy. 

2. Before assigning the CS# or creating a participant link, the user views conditions of the 
order to ensure that it contains a reporting condition. 

3. An order is considered to be on the system when it appears on the JUSTIN Documents 
slate. Users check the JUSTIN Documents screen from the Document Summary screen 
when looking for active orders. 

4. A probation officer/ probation officer 14 may perform some responsibilities identified as 
administrative staff functions.

18.2.3 Administrative staff slate maintenance and related responsibilities

1. Manage the Pending Arrivals slate.

2. Transfer orders from JUSTIN Documents screen into CORNET. 

3. Admit, assign, transfer and code both JUSTIN documents and incoming referrals. 

4. Clear Pending Arrivals slates of non-reporting orders on a daily basis:* 

� Create a participant link between CORNET and JUSTIN, as required;

� Refer clients to another office, as required; and

� Print reports from the Report Parameters screen, as required. 

* Note: Despite the absence of a reporting condition, before clearing the slate, ensure that the 
order does not have other optional conditions that indicate Community Corrections 
responsibility. When a responsibility is indicated, admit or refer.
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18.2.4 Pending Arrivals and JUSTIN Documents slates (when a client reports)

1. Administrative staff responsibilities:

� Initiate a search if client is not linked to JUSTIN (i.e. if no CS# fills the slate);

� Locate client in CORNET and view photo on Client Profile to confirm ID; 

� If no photo exists, view identification to confirm ID and photocopy; 

� If client does not exist in CORNET, assign new CS#; 

� If no link has been created between CORNET and JUSTIN, create a participant link;

� Confirm address and manually enter or transfer it from JUSTIN;  

� Admit client to location, assign client to primary case manager or select referral type, 
refer client/report to appropriate office, giving two days to report; 

� Assign client to primary case manager for report preparation; and

� Transfer and code all documents not being referred. 

2. Probation officer/ probation officer 14 responsibilities:

� If client is referred:

o Review referral and make necessary changes;

o Give client verbal direction to report; and 

o Sign referral with client.

� If client is admitted, PO/PO14 completes/updates the remaining admit screens. When 
directed by the local manager, administrative staff assist with entry of the admit 
screens in CORNET. They may also assist with client photos if such photos can be 
taken from within a secure area: 

o Client Names;

o Client Physical Description;

o Maintain Client Photo;

o Client Alerts;
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o Addresses and Communication Devices; 

o Client Visitor / Contact / No Contact (enter victims and contact person);

o Client Characteristics and Identifiers; and

o Print client ID card.

3. Initial entry on Client Log screen is completed.

18.2.5 Pending Arrivals and JUSTIN Documents slates
(when a client does not report)—administrative staff responsibilities

No later than two working days, following the scheduled reporting time: 

1. Refer—if client is active to another office, complete a document-only referral to client’s 
active location. 

2. View and transfer document—if client is active at current location or to create a pending 
relationship to current location, transfer and code the order. 

3. If client is new, assign supervision to a probation officer/ probation officer 14. 

18.2.6 Incoming referrals for non-court offices (when a client reports)

1. Incoming referrals are already linked to JUSTIN and have a CS# attached (participant 
link). 

2. Administrative staff monitor Pending Arrivals slate and notify appropriate probation 
officer/ probation officer 14 when action is required. 

3. Administrative staff responsibilities:

� Confirm address and manually enter or transfer it from JUSTIN into CORNET; 

� Admit client to location, assign client to primary case manager or select referral type; 
and

� Transfer and code all documents not being referred. 

4. Upon completion of steps 1 to 3, the probation officer/ probation officer 14 assumes 
responsibility for completion of intake procedures and reviews and/or completes the 
procedures set out in 18.2.4(2). 
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18.2.7 Incoming referrals for non-court offices (when a client does not report)—
PO/PO14 responsibilities:

1. Incoming referrals are managed on the Pending Arrivals slate no later than two working 
days following scheduled reporting time. 

2. Probation officer/ probation officer 14 responsibilities:

� Confirms that the client has not reported and changes status of the referral from 
“open” to “failure to report”; and

� Transfers and codes the order if the client is already active to a primary case manager.

18.2.8 Referrals from institutions

1. When a client has active or future orders at a community location, the institution issues an 
RTC referral to the community location when the client is released from custody. Referrals 
are completed on new orders and continuation of existing orders. 

2. CORNET automatically closes the referral when the community office admits the client.

3. For clients already supervised by a community location, the community location manually 
closes the referral by changing the status to complete once the client reports.

4. The CORNET default may result in an inmate being directed to report to an itinerant office. 
When this occurs, the PO/PO14 initiates contact with the correctional centre prior to the 
inmate’s release and provides written directions for the inmate to report to the itinerant 
office. Correctional centre staff have the inmate sign the written instructions 
acknowledging the direction to report, and complete the referral to community entry on 
CORNET.

18.2.9 Varied orders—administrative staff responsibilities

1. Locate varied orders on the Pending Arrivals slate. 

2. Determine if document contains new direction to report to the default court location. 

3. If there is no new reporting condition and client is active to the current location, notify 
supervising probation officer/ probation officer 14. 

4. If there is no new reporting condition and client is active to another office, create a referral 
without reporting direction to the active office. 
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5. If there is a new reporting condition directing client to report to the court default office, the 
document is treated as a regular JUSTIN document.

18.2.10 Varied orders—PO/PO14 responsibilities

1. Upon being informed of an order variation (via Notification slate or administrative staff).

2. Primary case manager locates client’s varied order on the JUSTIN Document slate, views 
the variation and attributes it to the appropriate document. 

3. Deletes varied order from JUSTIN Documents slate.

18.2.11 Judicial Justice Centre default court office

1. The Judicial Justice Centre (JJC) is a centralized location that conducts afterhours bail 
hearings for the entire province.

2. When a court file number already exists in JUSTIN, the JJC produces electronic documents 
in JUSTIN and distributes them electronically to the JUSTIN Document Slate of the 
default court probation office where the next court appearance is scheduled.

3. When a court file number does not already exist in JUSTIN, the JJC produces documents 
via the intranet and distributes them by fax to the court registry where the person will be 
making their next appearance. The receiving court registry is then responsible for scanning 
the documents and distributing them to the JUSTIN Documents Slate of the default court 
probation office where the next court appearance is scheduled. 

18.2.12 CORNET client physical file

1. The Client Physical File screen is used to track community and custody files for individual 
clients. It contains information about the creation, sending, and receiving of client files. 
When there is no existing file, the system automatically creates a file record upon 
admission of the client, assignment of a report or creation of a pending relationship. 

2. If no adult community corrections file exists, administrative staff create a physical file 
when: 

� A client is admitted;

� An order is entered to create a pending relationship; and 

� A report is assigned.
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3. Administrative staff create a record on the Client Physical File screen when a file is:

� Sent to another location; 

� Received at their location;

� Sent to off-site storage; and

� Received from off-site storage.

4. Record on the Client Physical File screen the following events: 

� Send event—prior to a client file being mailed to another office; 

� Received event—when a client file is physically received; and

� Off-site storage—prior to sending inactive files to off-site storage, record accession 
number and earliest destruction date. 

18.2.13 Reports—introduction

1. The Client Report Details screen allows the user to enter and view information about major 
and minor reports for a specific client.

2. The user can enter a close date for the report and indicate whether it was completed.

3. The report and assignment details are entered when the report request is transferred from 
the Pending Arrivals and JUSTIN Documents slates. 

4. Breach Reports to Crown Counsel automatically update with Crown’s decision. 

18.2.14 Reports— probation officer/ probation officer 14 responsibilities

1. Major reports (ADR, PBR, TAR, ADR, PSR, TSR, CSR, FST, HCR, ATP, PDR, PSR, 
ASS):

� Ensure report details are correct;

� Enter report close date;

� Indicate whether report was completed; and

� If report was not completed, enter reason. 
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2. Minor reports (ABB, ABR, BCS, 733, 811, MCS, PSS, PTH): 

� Enter report details;

� Enter report close date; and

� Indicate that report was completed. 

18.2.15 Report requests

1. Report requests appear on the Pending Arrivals slate and JUSTIN Documents slate. The 
default court probation office can refer the report request to another office or accept it at 
that location.

2. Administrative staff are responsible for checking the Pending Arrivals screen daily to 
monitor report requests. They assign them as required by the local manager within one 
working day. 

Note: Pre-sentence report requests from court of appeal and requests for progress reports 
do not show on the Pending Arrivals screen because they are not in JUSTIN. 

3. Default office administrative staff responsibilities:

� Confirm that office/officer will complete report, if subject is under supervision; 

� Refer report request to appropriate office based on address;

� Indicate on report referral if reporting direction was given; and 

� Forward package, including court request and police report, when received. 

4. Receiving office administrative staff responsibilities

� View and transfer report request into CORNET; 

� Assign report to probation officer/ probation officer 14 on Client Reports screen; and 

� Enter completion details on Client Reports screen. 

18.2.16 Community assessments

1. Within two working days of receiving the request for a community assessment entered by 
the custody centre, the primary office enters the information into the CORNET Client 
Reports screen.
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2. The office completing the report indicates on the CORNET Client Reports screen whether 
the report was completed or not completed. 
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18.3 Case Management (revised: Aug-09) 

18.3.1 Probation officers / PO 14s responsibilities

1. Complete required RNAs on RNA Forms screen. 

2. Refer clients to programs on Client Program Summary screen.

3. Maintain client log entries on Client Log screen.

4. Monitor and manage Notification slate on a daily basis. 

5. Update critical dates for six-month review by reviewing Notification slate.

6. Record actions taken in response to notifications on the Client Log screen.

7. Enter major reports completed. 

8. Enter breach reports on Client Reports screen once completed in JUSTIN. 

9. Complete transfer referrals for active clients from Referral Summary screen.

10. Administratively close or re-open a client’s file on the Administrative Close screen, as 
required. 

11. Manually release clients on Client Release screen when clients are released prior to natural 
expiry date of their last active order.

12. Maintain a current contact person on Visitors/ Contacts/ No Contacts screen. 

13. Maintain current record of conditional sentence order incidents on the CSO Calculation 
screen—incidents are recorded within two days. 

14. Print reports from the Report Parameters screen as required.

15. Enter victim information.

16. Maintain current Address and Communication Devices.

17. Primary case manager is responsible for entering the secondary case manager on the Client 
Supervision Assignment screen. 
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18.3.2 Notification slate

1. The Notification slate displays information about certain events or dates that are relevant to 
the management of clients on a user’s caseload. Certain notifications can be acknowledged 
directly on the slate and an entry made in the Client Log. Other notifications require the 
user to complete a task elsewhere in the system.

2. Probation officer/ probation officer 14 responsibilities:

� Check their Notification slate at least once per day to monitor and acknowledge 
relevant notifications;

� Manage notifications within two working days of the notification date; 

� Notifications that cannot be managed within two working days are brought forward 
(“BF’d”) with an explanatory note in the Client Log; and 

� Primary case manager informs secondary case manager of relevant notifications and 
makes a note in the Client Log that secondary case manager was informed;

18.3.3 Victim information on CORNET

The following section outlines screens used by Corrections Branch staff when recording victim 
information. 

1. Client Visitors/ Contacts/ No Contacts screen:

� If the victim is a court-ordered no-contact, the primary case manager enters only the 
name on this screen.

2. Victim List screen:

� Summarizes information entered on each victim. PO/PO14s enter new victims or 
view information. 

3. Victim Details screen:

� The primary case manager enters the victim’s name, address, and telephone number. 

4. Victim Contact Log:

� The primary case manager enters details of all communications with the victim in the 
Victim Contact Log.
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5. Client Log:

� The primary case manager references contact with a victim in the Client Log. 
Particulars of the victim contact and identifying details are entered on the Victim 
Contact Log. Client log does not contain information that could lead to identifying the 
location of the victim.

18.3.4 Risk/needs assessments

1. The Notification slate alerts the probation officer/ probation officer 14 to the requirement 
for an assessment or reassessment.

2. The notification is removed from the slate when the assessment is completed.

3. PO/PO14s enter a note in the Client Log listing the documents reviewed and collateral 
contacts made for the assessment, and indicating when the assessment was complete.

18.3.5 Core programs—introduction

1. CORNET allows core program facilitators to define the schedule of core programs that are 
available at their location.

2. Probation officers can look at programs offered at all locations and place a client on the 
wait-list.

3. CORNET records a history of programming details for each client and indicates full, partial 
or non-completion. 

18.3.6 Core programs—facilitator responsibilities

1. Creates a schedule and indicates which programs are available at their location. When 
directed by the local manager, administrative staff assist with data entry of the program 
schedule in CORNET. 

2. Indicates who is facilitating core programs.

3. Enrols clients from the wait-list into the program.

4. Indicates with a comment the reason(s) a client was not accepted into the program. 

5. Records weekly attendance and participation comments for each enrolled client on the 
Program Attendance and Outcome screen.
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6. Upon completion of the core program, records outcome for each enrolled client. 

7. If required, makes recommendations on the Program Attendance and Outcome screen.

18.3.7 Core programs—probation officer/ probation officer 14 responsibilities

1. Refers clients to core programs via the Client Program Summary screen.

2. Clients can only be referred to programs at offices other than the supervising office when 
there is an agreement to accept out-of-office referrals between local managers of the 
referring and receiving offices.

18.3.8 Conditional sentence calculation—introduction

1. The Conditional Sentence Calculation screen allows the user to maintain a chronological 
history of events as it pertains to a particular conditional sentence. 

2. Users select incidents from a list of values and attribute them to the CSO calculation.

3. Some events stop the clock from running (e.g. time is not counting down on the order). 
Other incidents start the clock again.

18.3.9 Conditional sentence calculation—general principles

1. A separate conditional sentence order (CSO) calculation is required for every CSO that 
runs individually. 

2. In addition to being a method of calculating days remaining, the CSO Calculation screen is 
a history of events that relates to the CSO.

3. Community Corrections is responsible for maintaining CSO calculations until the judge 
directs that the order is terminated.

4. Upon termination of the order, the calculation becomes the responsibility of the institution.

5. Institutions refer to the community calculation as a point of reference when completing the 
institution calculation upon termination of the CSO.

6. Institutions are responsible for verifying community calculations before relying on them. 
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18.3.10 Conditional sentence calculation
—probation officer/ probation officer 14 responsibilities

1. Enter incidents into the CSO Calculation screen within two working days of occurrence. 

2. Enter relevant incidents on the CSO Calculation screen regardless of whether they affect 
the running of the clock or final calculation. 

3. Recalculate to accurately determine number of days remaining.

4. Monitor the Notification slate to manage information that relates to CSO calculation.

18.3.11 Conditional sentence calculation—local manager responsibilities

The local manager reviews all conditional sentence order (CSO) cases when a breach of a CSO is 
filed and either withdrawn or resolved by the court, or a new sentence is imposed by the court. 

18.3.12 External program—PO/PO14 responsibilities

1. The External Program screen allows the user to record referral and outcome information 
for programs run by external agencies.

2. A probation officer/ probation officer 14 records: 

� Referral details for external programs on the External Program screen;

� Comment indicating the reason(s), if subject is not accepted into the program; 

� Start date on External Program screen at start of the program;

� Program end date on External Program screen at the end of the program;

� Client’s outcome at the end of the program; and 

� Recommendations made by external program facilitator.

18.3.13 Release to parole from a provincial custody centre

1. The Notification slate alerts the probation officer when a client is released from provincial 
custody to parole. The notification identifies the federal parole office that will provide 
supervision and prompts the probation officer to administratively close any pending orders 
to “Federal Parole” in CORNET.
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2. The administrative close procedure in CORNET prevents pending orders from becoming 
active before parole expiry has been confirmed with the federal parole office.

3. The Notification slate alerts the probation officer seven days prior to the final warrant 
expiry date of parole. This notification prompts the probation officer to contact the federal 
parole officer to arrange transfer of supervision to Community Corrections. 

4. The probation officer manually reverses the administrative close procedure in CORNET 
when the client reports to Community Corrections. 

18.3.14 Seal/unseal youth records

1. All information in the CORNET database, related to an offence committed by a person 
under the age of 18 or who was found guilty of an offence under the Youth Criminal 
Justice Act (YCJA), is a youth record. 

2. When a record in the CORNET database meets access time limits established in section 
119 (2) YCJA, it is sealed. A system search performed by a user, other than authorized 
System Services Unit personnel, does not return sealed data. 

3. When accessing the Client History, the probation officer/ probation officer 14 verifies that 
the information complies with the Youth Criminal Justice Act access time limitations (set 
out below) prior to applying the results for assessment or report purposes. If discrepancies 
are noted, the PO/PO14 reports the concern to Systems Services Unit and a program 
analyst via e-mail.

4. Systems Services personnel have authority to make available a sealed record if directed by
the court. They also have authority to reactivate records when a young person offends in 
other jurisdictions and access limitation periods set out in section 119 (2) YCJA are not 
been met. If a record exists in CPIC that falls within the YCJA access periods, PO/PO14s 
inform the Systems Services Unit.

5. A youth record includes all information collected on a young person during administration 
of a youth sentence. The period of access to a youth record ends as follows: 

� Extrajudicial sanctions (EJS): Two years following consent to participate in EJS; 

� Acquittal: Two months after 30-day appeal period or three months following failed 
appeal;

� Dismissal, withdrawal or finding of guilt with reprimand: Two months following the 
outcome; 

� Stay: At the end of one year, if no proceedings for one year following the stay; 
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� Absolute discharge: One year following finding of guilt;

� Conditional discharge: Three years following finding of guilt; 

� Summary conviction: Three years after completion of youth sentence; 

� Indictable: Five years after completion of youth sentence; 

� For summary and indictable conviction offences(when there is a subsequent guilty 
finding for a summary or indictable offence during the access period): An additional 
three or five-year access period is required after the end of the subsequent offence 
before the record can no longer be disclosed. 

6. The following records are not subject to seal provisions: 

� Records regarding youth who receive an adult sentence as a result of the application 
of section 110 (2) (a) YCJA, after the appeal period or when the sentence is upheld on 
appeal (section 117 YCJA); 

� Records regarding youth who receive a youth sentence for a presumptive offence* 
(section 110(2) (b) YCJA) and the court does not order a publication ban (section 75 
YCJA);

� Youth records regarding adults who are convicted of an adult offence (excluding 
provincial statute offences and absolute/conditional discharges), before the access 
period for indictable and summary offences on their youth record is satisfied (section 
119(9) YCJA), are treated as adult records;

* Presumptive offences for offenders 14 or older when charged are: 

o First-degree murder;

o Second-degree murder;

o Manslaughter;

o Attempted murder;

o Aggravated sexual assault; and

o Judicially determined serious violent offences for which an adult could get more 
than two years in jail when Crown counsel files a notice to seek an adult sentence.
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16. Information Systems

16.1 Objectives

1. Maximize the effectiveness and efficiency of Branch services through management of 
information systems.

2. Provide secure, efficient and reliable methods of entering, recording, and reporting 
information about Branch activities, including programs, clients, personnel and resources. 

3. Provide the public, government, Branch, and other justice agencies with accurate and timely 
information for operations, management and research. 

4. Provide opportunities for staff at all levels to learn relevant systems and apply their skills in 
the workplace. 

5. Facilitate exchange of information within the Branch, and between the Branch and other 
parties within and outside the Ministry.

6. Maintain the business rules of systems to reflect current policy and procedures, legislative 
changes and responses to case law.

7. Ensure the systems reflect current technological standards, including security and database 
design.
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16.2 Systems Security

16.2.1 Treatment of data

1. Corrections Branch information systems contain current and historical data related to 
activities of Branch clients and contracted agencies.

2. The security, integrity and accuracy of this data is essential to:

� Protect public safety;

� Safeguard adherence to court orders; 

� Support management decisions; 

� Account for financial transactions; and 

� Provide accurate data to other Branch or Ministry systems.

16.2.2 Ensuring data integrity

1. Systems information must accurately reflect information contained in original court 
documents. 

2. Client information must be accurately maintained throughout active Branch involvement and 
adhere to rules and principles of the Freedom of Information and Protection of Privacy Act
(FOIPPA). 

3. Upon receipt, all orders, warrants and significant events—such as escapes—must be entered 
no later than the end of the next working day.

4. The last service delivery or off-site storage location for community and institutional manual 
files must be recorded in CORNET.
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16.2.3 Measures to protect access

1. Unique user identification and passwords: All systems require users to change their 
passwords after a period of time, and do not allow users to re-use passwords. Every user 
submits an access request form stating their position, names of systems they need to access, 
and the signature of the approving supervisor. This form outlines the roles and 
responsibilities of users, and confirms that they meet legal or regulatory requirements. User 
IDs and passwords are unique for each individual user, and passwords must not be shared. 

2. Log-out: Users are automatically logged out of the system after inactivity.

3. Graduated levels of user access: Access is based on the user’s “need to know,” and training. 

4. Audit trails: Entries, amendments, and/or deletions of key fields are dated and identify the 
staff member making the entry, amendment and/or deletion. Branch information systems are 
subject to operational audit by the Investigation, Inspection and Standards Office. 

5. Confidentiality agreements: Contracted staff who work on systems maintenance or 
development are required to sign confidentiality agreements regarding Branch data.

6. Electronic Access Agreements (EAA) for external users: Electronic access to Branch 
information by external users is supported by an EAA. EAAs use the Ministry template and 
guidelines. 

16.2.4 Systems policy and training

1. Corrections Branch Systems Policy and Training Steering Committee: 

The Steering Committee is responsible for:

� Overseeing development of systems policy and a training model; 

� Ensuring resources are provided for trainers and the development of 
policy/reference/training manuals; and

� Providing classrooms for regional systems training.
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2. Steering Committee membership: At a minimum, membership includes one senior 
representative from each division of the Branch, the Justice Institute of B.C., and the 
Manager, Information Technology, Systems Services Unit. The Provincial Director, Strategic 
Planning and Corporate Programs Division, chairs the committee. 

3. Working Group: The Steering Committee appoints members to the Systems Policy and 
Training Working Group to advise the Steering Committee. It also implements initiatives 
related to systems policy and training.

4. Training certification of users: Access to a system is granted only to Branch personnel who 
have completed the required level of training that:

� Is based on the user’s “need to know” or current job description; 

� Conforms to provincial curriculum standards; and 

� Is taught by certified trainers.

5. Competency testing: Competency must be demonstrated by users prior to being granted 
system access. 

6. Responsibility of Systems Services Unit: The Manager, Information Technology, Systems 
Services Unit is authorized and responsible for: 

� Certifying systems trainers; and

� Approving provincial curriculum standards and materials used in systems training. 

16.2.5 Misuse of information systems

1. Misuse of Branch systems is investigated when anyone:

� Gains unauthorized access or provides others with unauthorized access to systems, 
networks, servers, applications, databases, personal computers, digital files, and other 
information or security technologies controlled by the Corrections Branch; 

� Uses Branch systems for unauthorized or commercial purposes; 

� Provides systems data or information about the system to unauthorized persons, 
agencies or organizations; or 

� Alters, adds or deletes systems data without authorization. 

2. Unauthorized use of electronic access may result in suspension or termination of access. 
Access may be re-approved when the authorizing manager or designate is satisfied that the 
circumstances of the unauthorized use have been addressed. 
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3. The Manager, Information Technology, Systems Services Unit has authority to temporarily 
suspend access to individual users who are suspected of misusing information systems. The 
Manager, Information Technology is responsible for investigating suspected misuse and 
reporting to the Assistant Deputy Minister. Only the Assistant Deputy Minister has authority 
to direct that access to an individual user or an external user group be terminated. 

4. Electronic Access Agreements identify potential consequences of unauthorized use of 
electronic access. Access is denied unless the user signs an acknowledgment of their 
responsibilities.
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16.3 Information Systems Authorization and Training

16.3.1 Responsibility for authorization

1. Authorization may only be granted by delegated personnel to access a system, network, 
server, application, database, personal computer, terminal, printer, digital file, and 
information or security technology controlled by the Corrections Branch. 

2. In general, Provincial Directors, District/ Local Directors, and Regional/ Local Managers or 
their designates acts as authorizing personnel. Access levels are based on job functions of 
users and their “need to know.” 

3. Authorizing personnel are responsible for requesting removal or modification of access 
levels to Branch systems, if the job functions change, the staff member resigns, or 
employment is terminated.
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