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Executive Summary

The Office of the Auditor General (OAG) received allegations fate March 2012 regarding: (1)
inappropriate data access arrangements and intellectual property infringements, {(2) irregular
procurement, contracting and research grant practices, and (3) Standards of Conduct Policy
conflicts and preferential treatment in employee-contractor relations in the Pharmaceutical
Services Division (PSD).

An internal investigation was launched into these allegations. A team of representatives from
the government Chief Information Office, the Public Service Agency (PSA), and the Ministry of
Health's Financial Services Division and Health Sector Information Ménagement and Technology
Division were tasked with conducting this investigation. The tnvestlgatlve actnvmes mcluded

but were not limited to: s L

Review of electronic communications of relevant partces,

Review of related project documents, .

interviews with relevant parties, :

Assessment of identified individuals’ data access use and drscfosure and related

agreements, v

Review of identified individuals’ data shanng and disclosure activities,

e Review of procurement practices, grantawards and contractmg,

» Assessment of intellectual property rights for employees and contractors identified
through the course of this invi i : :

s.22

In the fa
Mounted

12, the Office ofthfé: c:)mptroller General {OCG) and the Royal Canadian

investigation.

The key findings of this investigation led to a number of lessons learned on what needs to be
accomplished to improve the policies and processes for employee, researcher and contractor
data access to improve data security and privacy protections, as well as, recommendations to
further develop protocols for the contracts and grants awarded by the Ministry. The
recommendations found herein strive to suppiement the recommendations to improve the
Ministry’s data security and privacy protections already provided in the reports issued in June
2013 by Office of the Information and Privacy Commissioner for British Columbia and the
consulting firm Deloitte.
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Introduction

Background

The Office of the Auditor General (OAG) contacted the Assistant Deputy Minister (ADM) of
Financial and Corporate Services, Ministry of Health (hereafter referred to as “the Ministry”) on
March 28, 2012 to advise that an allegation had been received by their office concerning
inappropriate procurement, contracting irregularities and research grant practices in the
Research and Evidence Development section of the Ministry’s Pharmaceutical Services Division

(PSD).

Additional concerns were also alleged regarding inappropriate data rrangements,

intellectual property infringement, and code of conduct confl yee contractor

relationships including preferential treatment. At that time M ‘ k a preliminary
review. As a result of the preliminary review, Ministry determ th: vestigation
was warranted and decided to undertake a more detailed r 3

Project Team .
A team of represzntatives from the government Chief.in i Fit @e Public Service
Agency (PSA), and the Ministry of Health’s Financial i diHe
Information Management and Technology Dlv:sidn were t

investigation. '

ST

ith conducting this

Key Work Elements
The purpose of this review was:

¢ To provide fmdmgs related to;aliegatlons

* To determine if Government 5 contractmg and research grant practices, standards of
conduct, data access arrangements and approval processes are being followed by the
identified staff and contractors, and i

e To xdentn‘y opportunities and make recommendations to improve contracting, granting,
and data access practices acrqss the Ministry.

The investigatibn‘was had two ph§$és — Phase | focused on the activities of ministry employees
and the efforts to support the resulting litigation and arbitration; Phase Il focused on the
activities of contractors ut:ilzmg ministry data. The investigative activities included, but were

not limited to:

Review of electronic communications of relevant parties,
Review of related project documents,

Interviews with relevant parties,
Assessment of identified individuals’ data access, use and disclosure and related

agreements,
Review of identified individuals’ data sharing and disclosure activities,

e Review of procurement practices, grant awards and contracting,
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» Assessment of intellectual property rights for employees and contractors identified
through the course of this investigation.

The legislative and policy context, a chronology of events, key findings of the investigation and
recommendations to enhance data security and privacy protections and mitigate the
reoccurrence of such incidents are covered in this report.

Legislative and Policy Context

The investigation was conducted within a legislative framewqug_that'ivhclu.dé':s:

The Financial Administration Act,
The Procurement Services Act, S
The Freedom of Information and Protection of anacy'A_ e
The Pharmaceutical Services Act T
The Pharmacy Operations and Drug Scheduling Act,
The E-Health {Personal Health information Acces
The Vital Statistics Act, and '
The Public Service Act.

id Protection bf_P(ivacy) Act,

The applicable policies cited for this in\ves"tigat;iﬁ‘r‘;'inc»l;t_}&"'é, but a'ré'ndf iimited to:

Chronology of Ever

At the end of March 2012, the Office of the Auditor General informs the Ministry that someone
made allegations about the: (1) inappropriate data access arrangements and intellectual
property infringements, (2) irregular procurement, contracting and research grant practices,
and {3} Standards of Conduct Policy conflicts and preferential treatment in employee-
contractor relations in the Pharmaceutical Services Division (PSD). The Ministry commenced a
preliminary review of the matters aileged in April 2012 and determines that further action is
warranted. Subsequently, the formal internal investigation into these allegations began in May

2012.
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In July 2012 the investigation team produced an interim update of the key findings to the
Deputy Minister of Health. Furthermore, data access was suspended for identified employees
and contractors and associated contracts were also suspended. As the investigation progressed
through the following months and more key evidence was obtained, identified employees were
dismissed and contracts terminated.

in September 2012 the Ministry issues a press release making a public announcement of this
investigation.

In October the Ministry sends Ietters to identified employees and captractors requiring the
return of Ministry data and information and requests to sign
do not possess or have in their custody or control Ministry

breaches. A contact centre was developed to provide telephone ré
affected B.C. residents.

received by the Ministry through the sui mer of 20

For a detailed timeline of the mvestigatson, please ri - Investigation

Timeline.

Summary of Key Fmdmgs and Facts

The followmg is a summary of ﬂndlngs based on the review of electronic communications,
project documents, interviews data access, use and disclosure and related agreements, data
sharing and disclosure activities, procurement practices, grant awards and contracting,
intellectual property rights for employees and contractors identified through the course of this

investigation.

Contract Managemenr_&gﬁ Grants
The following issues have been identified regarding the arranging, awarding and subcontracting
of contracts in the PSD Research and Evidence Development:

s.22
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s.22

» There was a disparity between the development of research contracts with university-
based researchers and the development of resultmg data access and mformatlon
sharing agreements.

e There was limited capacity and information on references and background detalls on
contractors from universities and other public bodies. Confi dentlahty pledges and other
personal statements collected by universities were. not always provaded reviewed nor
approved by the Ministry. i

Data Access and Use

The following findings were identified relating to the use and access to data:

e Processes for data access werg not always foi!owed and: there is a lack of
documentation for projects: $.22

fent |nvestigat|on by the OIPC. In these incidents personal
ly accessed, saved on portable storage devices (USB
hers and/or contractors without required permissions

itly 1SAs were developed that generally enabled contractors’ open
rojects and evaluation work.

required.’
use of data

s.22 |

¢ There was insufficient capacity for and completion of cataloguing, auditing, monitoring
and enforcement of ISAs, similar data access agreements, and employee data access '
privileges within Ministry.

s.22 f
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.22

e Researchers and contractors are not sufficiently aware of or were aware but not using
the existing open data resources publicly available from the Ministry.

Standards of Conduct

The following issues relating to breaches of the Standards & e BC Public Service

s.22

Subsequent Actions Taken

The key findings of the investigation led investigators to the conclusion on legislative, policy and
agreement violations described above. Consequently, the ministry took actions with respect to
specific employees and contracts.

Over the past year, the Ministry has improved its data security and access processes and
procedures. Ministry also accepted and began implementing recommendations from the Office
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of the Information and Privacy Commissioner’s {OIPC) report on their independent
investigation, and from the information security review by consulting firm Deloitte.

A copy of Delloite’s report is available on the Ministry website at:
http://www.health.gov.bc.ca/cpa/mediasite/pdf/deloitte-report.pdf

A copy of the OIPC’s report is available on their website at: http://www.oipc.bc.ca/news-
events.aspx?Status=Archived

Work that is already underway or completed by Ministry includes:

¢ More than 280 managers and executives at the Mmlstry have completed mandatory
privacy and data security training; i

s All of the Ministry’s divisions have reviewed and mventoned the sensntlve data they
have and how it is secured and protected; and , '

¢ The Ministry has improved its data warehousing system by decommissioning certain
legacy system and restricting use of others. The data warehouse system now also has
greater capacity log and actively monitor who is_accessing whicfh _data.

Ministry is also actively working on or completmg the foilowmg recommendatlons made by
Deloitte and the OIPC: S :
¢ Other ministry, non-management, employees. wm undergo the enhanced privacy and
data security training, in additign:to tr_aihmg_gjready re_qmred for all public servants;
* Ministry user privileges are d and méﬁaged based on the need to know and least
privilege principles, ensu:fng hat employees have access only to the minimum amount
of personal mformat:on th u:re to perform their employment duties. Access

Ure programs; and °
1e Ministry is developi
ff on data security al

asy-to-understand reference guides and other materials
i privacy.

A number of lessons nave been learned throughout the course of this investigation on what
needs to be accomplished and impiemented tc improve the policies and processes for how the
Ministry grants contracts, and how employees, researchers and contractors access data.

Further to the findings and recommendations in the OIPC and Deloitte’s respective reports, the
findings of this investigation have provided important lessons learned. The following are
recommendations for the Ministry in working with researchers, universities, and contractors, as
to maintain public trust through fairness in government procurement practices and further
enhancement of data security and privacy protections.
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Ministry:

1.

o

10.

11.

12,

13.

14.

15.

Ministry should develop a broader open health data strategy to make more useable
aggregate health data readily available to contractors, researchers and the public.
Ministry should develop and implement a secure data access and use environment for
researchers, contractors and employees to enhance capacity for research, policy
development and potential revenue generation.

Health Sector IM/IT Division should conduct ongoing audit and monitoring for legacy
systems, and decommission these legacy systems as soon as possible.

Ministry should develop and disseminate standard definitions and classification structures

for different levels of data (open data, aggregate data, de-identiﬁ d row level data,
‘ cable levels of data).

drives to ensure

and responsibilities and to ensure that personal health"f
and not accessible to unauthorized individuals.

legislation, corporate data pohc:es and proceduires sgal provisions in contracts and ISAs.
s.22
Contracts requiring access to and ‘us : of data should be developed in unison with ISAs by an
integrated, collaborative effort of ali the required subject matter experts.
That the IDIR accounts for external contra ctors when required be identified as contractors
in the Public Service Dsrectory and an external email identifier for IDIRs be issued —i.e.
jane. smith@contractor gov.bc.ca
Contracts requiring data should be developed in unison with the ISA and must have data
access approval{s) in place pnor to signing of contracts. ISAs should be included in the
contract schedules. e
AH Ministry contractors are required to complete the new Privacy and information
Management training on line and provide copy of completion certificate before contracts
and/or data is provided.
Ministry employees who are also employed by universities must not serve in dual roles
wherein they conduct research or provide contracted services for MINISTRY.
Data access arrangements should only be granted for project specific or identified
evaluation contracts, and data access is limited to information required and not for other,
unauthorized uses.
All Data Access and Information Sharing Agreements (ISAs) should be located and tracked
by Health Sector IM/IT division and ADM/Ministry ClO approval is required for all such
agreements between the Ministry and external parties. This includes ongoing compliance
audits of data storage, data return and/or data destruction provisions listed in agreements.
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16. Ministry should develop a robust compliance and monitoring function for data access,
logging, tracking and auditing. Ideally with an independent and integrated unit dedicated to
the continuous monitoring, auditing and compliance regarding the access, storage, use and
disclosure of Ministry data with internal staff, other government employees, researches,
contractors and external agencies.

17. Health Sector IM/IT Division should provide clear guidance on proper data access processes
and sufficient resources for a client-centric, streamlined data access model so that data
clients do not feel the need to circumvent current data access procedures.

18. Health Sector IM/IT Division should conduct periodic reviews of data access processes and
procedures and provide training to all divisions after completion'to ensure all proper
processes are in place in all business areas with a focus on. persdna'l health information,
eHealth, pharmaceutical data, health data legislation and any other persona! information
protection requirements.

19. Ministry employees should be required to review and sign~off on the BC Pubhc Service
Standards of Conduct IM/IT agreement annually to ensurethey are aware of their
responsibilities as employees and the policies and procedures for data access, including a
reminder that they must not share IDIR passwords or data access information with others.
Other ministries do this with annual Employee Performance Development Plan (EPDP)
discussions. :

20. All new Ministry employees should be requ
sharing training and Ministry information
access.

21. All Ministry employees handling s¢
USB stick for any work requirj
data storage methods

22. Mmistry shot

to take. govemment privacy and information
acy and secunty trammg prior to having data

f password usage for individuals who have access
es.to ensure no one else is using their credentials.
23. Ministryshol ‘awaren s '0f the pre-publication review process required
with permission to publish.

24. Minist ith universities to ensure that contracted staff is aware of and
adhere to ; ity-and privacy protection provisions in contracts and relevant
agreements.

25. University-base ers providing services to the Ministry must also complete the
contractor privacy and information managements training.

26. Contracts with universities for service(s) involving research or analysis of Ministry data
should require a listing of all researchers/contractors on the project for review by the
Ministry before data is issued. Universities are responsible for ensuring that any and all
university staff involved in providing contracted services to the MINISTRY are listed on
agreements or contracts, including ISAs, are free from conflict of interest, such as those
serving in dual roles for the university conducting research on MINISTRY projects, and any
pledge forms are provided to the Ministry for review and approval prior to granting data
access.
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27. Data access arrangements will only be granted for project specific or identified evaluation
contracts, and data access is limited to information required and not for other,
unauthorized uses.

28. Ministry should develop over-arching research agreements with major universities involved
in health research to formalize and create greater awareness of the expectations, roles, and
responsibilities around the appropriate access, use, storage and disclosure of health data.

Contractors:

29. Prior to singing a contract, all contractors must provide a Conflict of Interest statement and
cansent for reference checks. ‘ ;

30. All contractors should clearly identify their relationship tathe M
any third party organization.

31. All Ministry contractors are required to complete the

when dealing with

and/or data is provided.

32. Data access arrangements should only be granted for project
evaluation contracts, and data access is limited to
other, unauthorized uses. - V

33. Ministry should collaborate with other stake vernmentto improve the
capacity to review and assess potential cor ; k history, performance
metrics and references with other ministri on receiving consent to
check references from contractors.

34. Contractors should be made awa tted to forward email to
personal non-government email:and/or ‘ry.data on personal computers.

35, All contractors handtmg sensitive health information’should be required to only use
encrypted portable storage devices hen no viable alternative exists to the data being
saved on the portable storage device '

36. Contractors being granted data access mus__;return and/or destroy the data they were
provided within the data retentlon schedule specified in the contract.

37. Contractors should not be permitted to publish findings based on contracted work
compieted on or behalf of the. Mmastry

38. All contracts should follow Ministry policies and process for Request for Proposals (RFPs) to
solicit propos«ls for all pro;ecfs" Requests for proposal should be written to allow for a fair
and open competitlon w;thout limiting the option to a single preferred service provider.
RFPs should be on ability to provide service and on not experience with specific Ministry
tools, resources, programs or data holdings.

Researchers:
39. All researchers should request their data through Population Data B.C.'s data access request

(DAR) process.

40. All researchers wishing to publish and/or distribute their findings are required to include a
proper citation of the source of their data and submit their manuscript or materials
intended for distribution for pre-publication/distribution review and approval by the
Ministry at least 45 days in advance publication.
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41. Ministry should develop clear policies for non-compliance with the research agreements
and other applicable legislation and corporate policies and make researchers aware of such
policies and the consequences of non-compliance.

42. Research Agreements should explicitly state the roles and responsibilities for parties to the
agreement, particularly the Principal Investigator, who must ensure:

a. That all associated researchers to the project are aware of the expectations of care of
Ministry data and after accessing, using, storing and, where appropriate, disclosing
Ministry in a manner consistent with legislation, policy and the provisions of the
research agreement,

h. Al researchers associated with research projects are clearly identified and have
submitted their conflict of interest and confidentiality’ statements,

c. Al required data elements need to be specifically outlined in the DAR and based on
the principles of ‘least privilege’ and ‘need to know'

d. All developed publications or materials for dcstnbutlon undergo the Mmtstry s pre~
publication review process, and . .

e. Al researchers associated with the project partac:pate in Mimstry s online pnvacy and
information management training as required,

i

Page [ 13 — 2012-0601 Investigation: Summary Report

Draft for Discussion — September 2013: Confidential
HTH-2014-00357
Page 14




Appendix 1 - Legislation and Policy Violations

The key findings of this investigation led investigators to numerous conclusions and
subsequently actions related to former employees and contractors for violations of the
following legislative, policy and agreement provisions:

Public Service Act

8 Appointments on Merit
(1) Subject to section 10, appointments to and from w:thm the
(a) be based on the principle of merit, and
(b) be the result of a process designed to appraise th
of eligible applicants.

blicservice must

(2) The matters to be considered in determining meritim
nature of the duties to be performed, include the applicant’s edu
knowledge, experience, past work performance. and-years of ¢ rQus service in
the public service. :

10 Exceptions to section 8-
Subject to the regulations '
(a) section 8 (1) does not apply to an? appointm is.a@ lateral transfer or a
demotion, and >
(b) section 8 (1) (b) does not ap"!y to the followir
(i) a temporary appomtment of not more than 7 months in duration;
(i) an. appomtment of an auxiliary employee;
(fii} adirect appointment by th gency head in unusual or exceptional
c1rcumstances

Freeddnii.zéf Information and Protection of Privacy Act

30 Protection of personal information
A public body.must protect personal information in its custody or under its control
by making rea's_ognaple?s;étun’ty arrangements against such risks as unauthorized
access, collection, use, disclosure or disposal.

32 Use of personal information
A public body may use personal information in its custody or under its control only
fa) for the purpose for which that information was obtained or compiled, or for a use
consistent with that purpose (see section 34 for “consistent purpose”),
(b) if the individual the information is about has identified the information and has
consented, in the prescribed manner, to the use, or
(c) for a purpose for which that information may be disclosed to that public body
under sections 33 to 36.
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35 Disclosure for research or statistical purposes
(1) A public body may disclose personal information in its custody or under its
control for a research purpose, including statistical research, only if

(c) the head of the public body concerned has approved conditions relating to the
following:

(i) security and confidentiality;

(ii) the removal or destruction of individual identifiers at the earliest reasonable

time; o

(i} the prohibition of any subsequent use or dlsclosure jof ' hat information in
individually identifiable form without the expres duthor;zat on of that public body,
and R
(d) the person to whom that information is disclosed has Sighéd an agréement to
comply with the approved conditions, this Act and any of the public body's pohcies
and procedures relating to the confidentiality of persona/ mformat:on

Pharmacy Operations and Drug Scheduling Act B

13 Continuation of PharmaNet

hospital, or as approved by,
(i} health policy rese

10t include patient or practitioner names, addresses or
low a patient or practitioner to be identified or

contacted.
Standards of Conduct

Confidentiality:
Confidential information, in any form, that employees receive through their
employment must not be disclosed, released, or transmitted to anyone other than
persons who are authorized to receive the information.

Confidential information that employees receive through their employment must not
be used by an employee for the purpose of furthering any private interest, or as a

means of making personal gains.
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Conflict of interest:
Examples of conflicts of interest include, but are not limited to, the following:

* An employee, in the performance of official duties, gives preferential treatment
to an individual, corporation, or organization, including a non-profit organization,
in which the employee, or a relative or friend of the employee, has an interest,
financial or otherwise;

o An employee benefits from, or is reasonably perceived by the public to have
benefited from, the use of information acquired solely by rea
employee’s empfoyment and/or

decisions (for exampfe, investments, sales, purcha
contracts, requlatory or discretionary approvals, a

Outside Remunerative and Volunteer Work:
Employees may hold jobs outside governme
remuneration from public funds for activitii
volunteer activities provided it does not:

* Gain an advantage that is den:ved from thel.
Service.

Allegations of Wrong Doing: i
Employees. have a duty to report’ any situation relevant to the BC Public Service that
they belleve contravenes the law, misuses public funds or assets, or represents a
danger: to public heaith ond Safety or o significant danger to the environment...
Employees must report theira ,_egat!ons or concerns as follows:

» Members of the BCGEU must report in accordance with Article 32.13;

o PEA members must reporﬂn accordance with Article 36.12; or

. Other employees must report in writing to their Deputy Minister or other
executive-member of the ministry, who will acknowledge receipt of the
submission and have the matter reviewed and responded to in writing within 30
days of receiving the employee’s submission. Where an allegation involves a
Deputy Minister, the employee must forward the allegation to the Deputy
Minister to the Premier.

Loyalty:
Public service employees have a duty of loyalty to the government as their
employer. They must act honestly and in good faith and place the interests of the
employer ahead of their own private interests. The duty committed to in the Oath
of Employment requires BC Public Service employees to serve the government of
the day to the best of their ability.
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Core Policy and Procedure Manual:
Chapter 12 - information Management and information Technology Management Policy

12.3.1 a) Appropriate Use of Information Technology
Users must not:

e divulge, share or compromise their own or another's government authentication
credentials;

12.3.3 d) Personal information Management } ,
4. Ministries must use the principles of "need-to- know and "least pnwlege when
outhorizing access to personal information. e
e least privilege is defined as: “A security principle requirmg that each subject ina

system be granted the most restrictive set of prwileges {or lowest clearance)
needed for the performance of authorized tasks. The application of this princ:ple
limits the damage that can result from accident, error or unauthorized use”.
s Need to know is defined as: “A privacy prmc;p .where access js restricted to authorized
individuals whose duties require such access. Individuals are not entitled to access
merely because of status rank or oﬁ :

 t0 certain. recbrds, hstmg individuals who
controls on automated information

Information Securi

6.7.1 b) Use of portable storage devices
The use of portable storage devices to store or transport information increases the
risk of information compromise. Portable storage devices are typically small,
portable and are easily lost, stolen or damaged, particularly when transported in
public environments.

Information Owners, Information Custodians and Managers must:
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* Ensure that use of portable storage devices is managed and controlled to
mitigate risks;

¢ Document processes for authorizing use of portable storage devices; and,

s Ensure personnel using portable storage devices protect information and
information technology assets in their custody or control,

6.10.1 a} Audit iogging
Information Owners and Information Custodians must ensure that audit logs are used to
record user and system activities, exceptions and information security and operational
events including information about activity on networks, applic tionsand systems.
Information Owners and Information Custodians will detegmine thi ree of detail to be

riticality of the

include, where relevant, the following information:
¢ User identifier;

¢ Dates, times and details of key events {e.g., Iogon al
» Logon method, location, terminal identity (if

where applicable} and other resourc
¢ Changes to system conﬂgurat:on
s Use of privileges; bl
s Use of system utilities and. apphcatrons
s Files accessed and type of ¢ ss (e.g., view;
» Network addresses and pro ols;
. Alarms ra:sed by the access contt

odify, delete);

ystems {e.qg., onti-virus, intrusion detection).

A._udi_t Iogs may contain canﬂdential data and access must be restricted to personnel with
‘need-to-know’ privileged dccess and be protected accordingly.

Information Owners and Infdfmation Custodians must not have the ability to modify,
erase drvde.—activate Iogs.pf their own activities.

If audit Iogs are not act;vated this decision must be documented and include the name

and position of the approver, date and a rationale for de-activating the log. Where i

required, the Privacy Impact Assessment and/or Security Threat and Risk Assessment =
must be updated to reflect this decision.

7.3.1 d) Protection and use of passwords
Passwords are highly sensitive and must be protected by not:
e Sharing or disclosing passwords;
* Permittin.g anyone to view the password as it is being entered;
s Writing down a password;
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¢ Storing other personal identifiers, access codes, tokens or passwords in the same
container as the token;

o Keeping a file of passwords on any computer system, including mobile devices
unless that file is encrypted according to the Cryptographic Standards for
Information Protection; and

+ Employing any automatic or scripted logon processes for personal identifiers;
and,

s Using personal identifiers, access codes, or passwords associated with
Government accounts for non-government purposes.

7.7.1 a) Information protection paramount - -
information Owners and Information Custodians must ensure that use of portable
storage devices is managed and controlled to mmgate the mherent rfsks of portable
storage devices. 3

The use of portable storage devices such as laptops or other mobile devices to
access, store, or process information increases t 3 k of information compromise.
Portable storage devices are typically small, portable; used in uncontrolled public
environments and are easily lost, stolen or:¢ amaged '

Users of mobile computing services must énsure that mformatmn and information
technology assets in their custodyer.control are g 'rotected,~

7.7.1 c) Protection of credential : :
User identifier: i must be protected to reduce the risk of

unauthon o

Minimum 1gtion protection safeguards for the use of portable storage devices

include:

» Encryption of s d data to prevent information loss resulting from the theft of
the mobile or remote device;

e Encryption of data transmitted via public network;

e Access controf permissions on a portable storage device must be applied to
prevent unauthorised access to information by system users, particularly for
multi-user mobile systems;

o Regularly maintained data backups of information stored on portable storage
devices using government backup facilities to protect against information loss;
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» To provide information availability portable storage devices must not be used to
store the only copy of a government record;

» Physical security of the device must be maintained to protect against asset and
information loss; and,

s User authentication to the portable storage device and user authentication for
remote access from the device must be implemented in accordance with
authentication policies.

Agreement Concerning the Collection and Sharing of information from the Canadian
Community Health Survey Between Statistics Canada and the British.C bia Ministry of
Health

4 Usage of Shared Information
(3) The Miristry shall consult with Statistics Canada pr
aggregates to prevent any residual disclosure of inforr,

5 Confidentiality of Data
The mformatlon shared with the Mlmstry purs

(2) The Mlmstry may pmwde access ta the individual survey responses, without any
names, addresses or :dentpfymg numbers _f__hared pursuant to this Agreement to a
researcher, working under contract directly for the Ministry to provide a survey-
related product or service, prowded such access is on the premises of the Ministry
where the required security measures are in place to protect the confidentiality of
the :nformauon relating to the individual identifiable respondents.
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Appendix 2 - Investigation Timeline

‘Ministry undertakes a preliminary review of the matters alleged to

Aprit2012 =~ -
©o 0 determine if further action warranted.

July 18,2012 - " Ministry internal investigation team produces an interim update for the
i #5000 Deputy Minister,

i "Mimstrv_ issues press release and Minister of Health and Deputy Minister
_ ‘of Health make public announcement about the internal investigation.

Sl S

- Ministry sends demand letters requiring return of Ministry data and
- 7“‘information and requesting signing of a declaration that individual does
SR ?-no;'h;ve possession, custody or control of Ministry data and information.

November 2012

January 16-22, 2013 Mihistry notifies 35,480 affected individuals of a privacy breach involving
their personal information.

Ministry provides general public notification of two other privacy
breaches.

Ministry establishes a contact centre providing telephone response to
inquiries.
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Beginning March .~ Minist

o

August 1-2, 2013

September 2013 -

End of September
2013

o SR e
ntified Ministry of Health contractors

This report is drafted.
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Pages 24 through 35 redacted for the following reasons:

s.14,s.17
s.14,s.22





