MINISTRY OF HEALTH
INFORMATION BRIEFING NOTE

PREPARED FOR: Graham Whitmarsh, Deputy Minister - FOR INFORMATION

TITLE: PSD Review Summary

PURPOSE: To provide an overview of the interim findings of the investigation involing the
Mindstry of Health, Pharmaceutical Services Division, Research and Evidence

Development Section
BACKGROUND:
The Office of the Auditor General (OAG) received allegations late March 2012 regarding:
. Inappropriate data access arrangements and intellectual property infringements,
. Irregular procurement, contracting and research grant practices, and
. Standards of Conduct Policy conflicts and preferential freatment in employee-contractor
relations

in the Research and Evidence Development section of the Ministry of Health’s Pharmaceutical
Services Division (PSD),

After a preliminary review, an investigation was commenced involving representatives from the
Minisiry of Labour, Citizens’ Services and Open Government’s Office of the Government Chief
Information Officer (OCIO), the Ministry of Health’s Finance and Corporate Services and Healih
Sector Information Management and Information Technology divisions, and the BC Public

Service Agency.

This review involved but was not limited to the following tasks:

Review of relevant PSD financial documents’,

Review project-related documents®

Review of data sharing agreements, practices and processes

Comprehensive investigation of all data access stored and shared by parties in this
investigation is underway

Review of electronic communications between parties, and

*» Series of interviews with related parties.

. ® 0 @

_DISCUSSION:

The key findings of this investigation provide evidence to support some of the allegations.

Regarding aliegations of mappropriate data access arrangements, the cvidence indicates that
proper processes for data access were not always followed, and there is a lack of information/data
sharing documentation for certain major contracted projects managed by PSD that involve direct

! STOB 60 and 80 contracts and granis and cell phone biils, and expense reports.
2 Pata access process documents, websites, grant applications, academic publications by parties, ete.
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access to Ministry of Health (MoH) data resources 5.22

s.22

The Corporate Crime Section, E Division, RCMP have been contacted about this inveétigation,
and will be provided all findings and evidence on September 19, 2012 as they have requested.

The Office of the Information and Privacy Commissioner has been contacted and is being
provided regular updates on findings and reports.

Summary of Key Findﬁmgs to Date:

Inappropriate data access, use and disclosure.
Unsecured discs containing CCHS Statistics Canada Secure Survey data linked to MOH
health data found 522

e  Unauthorized MOH data 5.22

s.22
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NEXT STEPS:

o Completion of the first phase of the investigation by September 15, 2012 to ensure all
evidence is prepared for transfer to the RCMP by September 19, 2012,

* Development of a ¢entralized information management governance model for MOH
including the implementation of a Secure Access gateway portal for data access requests
for research to maximize data security and privacy.

+  PSA and MOH to take appropriate actions to address employees involved in these
incidents.

e  The labour relations investigation continues with respect {o other identified employees with
interviews to be completed by September 30, 2012. .

+  The Office of the Information and Privacy Commissioner will be briefed weekly to keep

~ them informed of the status of the investigation and steps being taken.

e Meetings with both the University of British Columbia and University of Victoria will
continue to address and identify research contract practices and data access approvals with
a completion date of September 30, 2012. - '

o PSD completing a review of research projects and developing a plan for next steps for
projects identified in this investigation.

Attachment; Relationships Diagram

bbntact: Wendy Taylor, Director, Privacy Investigations, Office of the Chief Information Officer, Ministry of
Labour and Citizens’ Services
Date; September 4, 2012
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Sidhu, Manjit HLTH:EX

s A Ay
From: McGinnis, Deb HLTH:EX
Sent: Wednesday, May 16, 2012 4:05 PM
To: Sidhu, Manjit HLTH:EX; Woodward, Hilary C HLTH:EX; Coopsie, Laine HLTH.EX
Cc: $.22
Subject: s22 document
Importance: High
Sensitivity: Confidential
Manjit,

As discussed at our meeting yesterday, we have revised the s22 document we prepared to incorporate your feedback.
The document is now broken down into sections and there is, necessarily, some duplication within the sections.

522 and | agree with the content of the original document; however, s22 has not yet seen the revised
document and the assignment of content to the subject headings. 527 is out of the office until next week.

We hope that this document assists you in your considerations.

Deb McGinnis, Executive Director
eHealth Privacy, Security and Legislation Office
Ministry of Health

Please note my new phone number 250-387-1268 and new office location 3rd Floor 1483 Douglas

This e-mail is intended solely for the person or entity to whickh it is addvessed and may contain confidential and/or privileged information. Any review,
dissemination, copying, printing or other use of this e-mail by persons or entities other than the addressee is prohibited. If you have received this e-mail in error,
please contact the sender immediately and delete the material from any computer
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McDonald, Heather M JAG:EX

From: Lun, Eric HLTH.EX

Sent: Wednesday, July 18, 2012 9:50 AM
To: Walman. Barbara J. HLTH:EX
Subject: FW: ¢, Team Update

FYI - I've spoken to Jenna/ludy and the DI leadership team and have advised all other DI staff by email.

Eric Lun, PharmD
Executive Director, Drug Intelligence Branch
Pharmaceutical Services Division, Ministry of Health

From: Lun, Eric HLTHEX

Sent: Wednesday, July 18, 2012 9:39 AM
To: hith Pharmaceutical Services Division-DI
Subject: _,, leam Update

Dear DI staff,
I wish to advise of some unexpected news. s

details can be shared so please do not ask. In the interim, 522
effective immediately. Please provide your support to the s22 team.

Thanks,
Eric
Eric Lun, Pharmb

Executive Director, Drug Intelligence Branch
Pharmaceutical Services Division, Ministry of Health

No further
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McDonald, Heather M JAG:EX

From: Swiatlowski, Alan HLTH:EX

Sent: Thursday, October 18, 2012 4:32 PM

To: Rintoul, Don B HLTH:EX

Subject: FW: Internal Review Report july 2012v3
Attachments: Internal Review Report july 6-Formatted.docx

Here’s that internal review report of PSD that we briefly talked about this morning:

From: Coopsie, Laine HLTH:EX

Sent: Thursday, July 12, 2012 10:59 AM

To: Woodward, Hilary C HLTH:EX

Subject: FW: Internal Review Report july 2012v3

Hi Hilary,

As you were asking yesterday on behalf of Manjit, here is our latest copy of our report for the Investigation.

Laine Coopsie, Senior Audit Advisor
Finance & Decision Support |
Financial & Corporate Services Division - : -
Ministry of Health

Direct Ph: 250-952-1980 Fx: 250-952-2913
mailto: laine.coopsie@gov.bc.ca

From: Tonn, Greg HLTH:EX

Sent: Thursday, July 12, 2012 10:57 AM
To: Coopsie, Laine HLTH:EX

Cc: Taylor, Wendy E LCTZ:EX

Subject: FW: Internal Review Report july 2012v3

Please see attached

Greg Tonn, Policy Analyst

Office of the Chief Data Steward | Strategic Policy, Information Management and Data Stewardship | Health Sector

IM/IT | Ministry of Health ‘
Cell: sA17 |

From: Tonn, Greg HLTH:EX

Sent: Friday, July 6, 2012 4:39 PM

To: Taylor, Wendy E LCTZ:EX

Subject: RE: Internal Review Report july 2012v3

Here you go!

Greg Tonn, Policy Analyst
Office of the Chief Data Steward | Strategic Policy, Information Management and Data Stewardship | Health Sector

IM/IT | Ministry of Health
Cell: s17
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From: Taylor, Wendy E LCTZ:EX

Sent: Friday, July 6, 2012 3:47 PM

To: Tonn, Greg HLTH:EX

Subject: RE: Internal Review Report july 2012v3

I made more changes but they didn’t save so yes work from this one and | will edit it.

From: Tonn, Greg HLTH:EX

Sent: Friday, July 6, 2012 3:46 PM

To: Taylor, Wendy E LCTZ:EX

Subject: RE: Internal Review Report july 2012v3

Okay, just so we are clear, | am working from the one you sent at 3:36, because that had all the changes in it.

Greg Tonn, Policy Analyst

Office of the Chief Data Steward | Strategic Policy, Information Management and Data Stewardship | Health Sector
IM/IT | Ministry of Health

Cell: s.17

From: Taylor, Wendy E LCTZ:EX
Sent: Friday, July 6, 2012 3:45 PM
To: Tonn, Greg HLTH:EX

Subject: RE: Internal Review Report july 2012v3

I know, i am redoing changes yet again....
Made changes to it and forgot to save ©

From: Tonn, Greg HLTH:EX

Sent: Friday, July 6, 2012 3:39 PM

To: Taylor, Wendy E LCTZ:EX

Subject: RE: Internal Review Report july 2012v3

This one is the version you sent to Laine and me this morning

Greg Tonn, Policy Analyst

Office of the Chief Data Steward | Strategic Policy, Information Management and Data Stewardship | Health Sector -
IM/IT | Ministry of Health

Cell: sA7

From: Taylor, Wendy E LCTZ:EX

Sent: Friday, July 6, 2012 3:38 PM

To: Tonn, Greg HLTH:EX

Subject: Internal Review Report july 2012v3
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The Internal Review

The Office of the Auditor General contacted the Assistant Deputy Minister (ADM) of
Financial and Corporate Services, Ministry of Health (MOH) on March 28, 2012 to
advise that an allegation report was received by their office concerning inappropriate
procurement, contracting irregularities and research grant practices, in the Research
and Evidence Development section of the Pharmaceutical Services Division (PSD),
MOH.

In addition concerns were also alleged regarding inappropriate data access
arrangements, intellectual property infringement, and code of conduct conflicts with
employee contractor relationships including preferential treatment. MOH conducted
some preliminary investigations and decided to conduct a formal review of these
allegations to ascertain current practices and to assess if government policy,
procurement practices and codes of conduct are being followed.

Purpose:
The purpose of this review was to:

o Ensure Government's contracting, research grant practices, data access
arrangements and approval processes are in place and being followed by the
Research and Evidence Development section of the PSD, MOH;

e Provide all findings and facts relating to allegations being reviewed; and

e |dentify opportunities to improve government and ministries information
contracting, granting, research and data access practices in the Research and
Evidence Development section of PSD, MOH.

Actions Taken:

The following has occurred to date as part of the review process:

Review of all contracts and grants

Review of all cell bills, expense reports and government assets

Review of academic publications related to parties

Review of electronic communication between parties. This was a key source of
information as it included a forensic examination of email communication
between the parties involved in the area under review..

P a ge |i-Internal Review
Ministry of Health, Pharmaceutical Services Division, Research and Evidence Development
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e Analysis of project documents and other related information provided by
interviewees

¢ Review of human resource information

o Review of data access processes related to relevant contracts and projects

To date, interviews were also conducted with the following employee and contractor
interviews in person and via telephone:

s.22

The University of British Columbia and University of Victoria have also been advised of
the review related to contracts 5.22

s.22

Meetings have also been held with:

e Bill Ehmann, John Tuck, Norm MacPhee, and Andrew Mickelson, Legal Counsel,
Legal Services Branch, Ministry of Attorney General.

e Sara Brownlee, Labour Relations, Public Service Agency

e Dan Peck, Stacy Johnson and Gordon Wong, Office of the Comptroller General.

P age |[ii—Internal Review
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The following is a list of key findings and recommendations to date as a result of the

reviews.

The Findings and Recommendations

Contracts and Grants

Findings
Issues have been identified on how 1.
contracts are arranged, awarded and
subcontracted in the PSD Research and
Evidence Development and Drug Use
Optimization Branches.
2.
3.
5.22 4
5.
6.

Recommendations

That the Office of the Comptroller
General, Audit and Compliance
Branch assume responsibility for
investigating the contract practices
from this review and concerns
identified related to conflict of interest
allegations.

That any further follow up with the
University of British Columbia and
University of Victoria be made
through the OCG office.

s.22

. That tha IDIR account for 522

s22  be cancelled and a request
pe made for s22 to return any other
government assets.

All PSD Executive Directors and
Directors responsible for contracting
attend the Ministry contracting
presentation.

All PSD Executive Directors and
Directors responsible for contracting
re-take the Expense Authority course.

P age [iii-Internol Review
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s.22

7.

All Stob 80 contracts should be
circumvented through Accounting
Operations/Contract Management
using the same process as Stob 60
contracts.

Finance and Decision Support staff
be directed to not prepare contracts
for the program areas.

For any contract requiring data, the
contract should be signed before
requesting the ISA. The contract
should have a new clause that states
the ISA must be approved before
work can begin on the contract and a
signed agreement be an appendix to
the contract itself.

10.Remove expense authority from any

employees that have signed a
contract without going through the
proper processes.

Data Access and Use

Findings
Processes for data access not always

followed and lack of documentation for
projects.

5.22

Recommendations

1.

2.

All data access for projects identified
in this review led by PSD be revoked
and applicants will have to undergo a
re-application process with
appropriate policy, provisions and
practices are in place.

All future data accesses be granted
only for project specific/evaluation
contracts not for open unidentified
data usage.

P age [iv-Internal Review
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s.22

Lack of capacity to conduct ongoing and
meaningful monitoring and compliance
auditing of health data usage across
various roles in the databases.

s.22

Lack of project specific information in
contracts is enabling open use of data
for projects without appropriate specific
guidelines or monitoring in place.

s.22

IKMS, Health IMIT needs to develop
a robust compliance and monitoring
function for data accesses.

Provide clear guidance on proper
data access processes and sufficient
resources for a client-centric,
streamlined data access provision
model so that data clients do not see
the need to try and circumvent
current data access procedures.

In addition, ensure policies are in
place to address the potential related
to non-compliance and inappropriate
data access and consequences of
such action.

Standards of Conduct

Findings

.22

Recommendations

1.

That the Public Service Agency
(PSA) conduct an investigation and
review into the Standard of Conduct

s.22

The PSA should also review
other Standard of Conduct concerns
relating to other employees identified |
through the review. ‘

. That PSA review the hiring practices

related to the 522 position
and researcher recruitment and
postings.
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5.22
4.
s.22
5.
s.22

.22

6. PSD program area should review
their records to determine who has
an internet stick and how is it being
used. The Ministry should not be
paying for sticks that are not used.

7. Program areas should review the
phone bills over the past years and
recover those amounts deemed
personal for the employees identified
in the review and others.

8. Establish and disseminate strict
policies and clear guidance for
Ministry employees participating in
research projects/studies and
employment outside the workplace
to address both actual or perceived
conflicts of interest.

9. PSD employees should be provided

P age |vi—Iinternal Review
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training around conflict of interest,
and appropriate use of government
assets.

s.22

inteiiectuai Property

Findings Recommendations

The distribution of IP rights should not be
granted by MoH without approval and
review from the Intellectual Property
Program, Knowledge and Information
Services, Office of the ClO to ensure all
requirements are met in terms of legislation
such as the Copyright Act, Procurement
Services Act and Financial Administration
Act.

.22

BC government contractors should not be
granted intellectual property rights in
contracts permitting them to publish their
findings independent of the ministry.
Researchers, regardless of funding source,
that wish to publish independently must
submit a DAR form and follow the standard
researcher data access procedure.
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1.0 Introduction

This document provides the findings of an internal review of procurement, grant awards
and contracting, data access and related agreements and intellectual property practices
in the Research and Evidence Development section of the Pharmaceutical Services
Division (PSD), Ministry of Health.

2.0 Background, Purpose and Approach

2.1 Background .

The Office of the Auditor General contacted the Assistant Deputy Minister (ADM) of
Financial and Corporate Services, Ministry of Health (MoH) on March 28, 2012 to
advise that an allegation report was received by their office concerning inappropriate
procurement, contracting irregularities and research grant practices, in the Research
and Evidence Development section of the Pharmaceutical Services Division, MoH.

In addition concerns were also alleged regarding inappropriate data access
arrangements, intellectual property infringement, and code of conduct conflicts with
employee contractor relationships including preferential treatment. MoH has conducted
some preliminary investigations and has decided to conduct a formal review of these
allegations to ascertain current practices and to assess if government policy,
procurement practices and codes of conduct are being followed.

2.2 Purpose
The purpose of this review was to:

o Ensure Government’s contracting, research grant practices, data access
arrangements and approval processes are in place and being followed by the
Research and Evidence Development section of the PSD, MoH

e Provide all findings and facts relating to allegations being reviewed.

Identify opportunities to improve government and ministries information
contracting, granting, research and data access practices in the Research and
Evidence Development section of PSD, MoH.

2.3 Approach
The following has occurred to date as part of the review process:

o Review of all contracts and grants

o Review of all cell bills, expense reports and government assets
o Review of academic publications related to parties

e Review of electronic communication between parties

Page |2-Internal Review
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e Analysis of project documents and other project-related information provided by
interviewees

e Review of agreements (what kind) and human resource information

e Review of data access processes related to relevant contracts and projects

To date, the following employee interviews and contractor were held in person or via
telephone:

Employees:

.22

The University of British Columbia and University of Victoria have also been advised of
the review related to contracts $22

s.22

Meetings have also been held with:

e Bill Ehmann, John Tuck, Norm MacPhee, and Andrew Mickelson, Counsel,
Legal Services Branch, Ministry of Attorney General.

e Sara Brownlee, Labour Relations, PSA

e Dan Peck, Stacy Johnson and Gordon Wong, OCG

3.0 The Review

The following summary provides an overview of the progress and findings to date from
the review of procurement practices, grant awards and contracting, data access and
related agreements and intellectual property in the Research and Evidence
Development section of the Pharmaceutical Services Division, Ministry of Health.
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3.1 Contracts and Grants

The Ministry of Health currently has two processes in place for contracts. All contracts
for goods and services provided to the Ministry are considered Stob 60 or 61 contracts.
Contracts that are developed between the Ministry and another party for services to be
provided outside of the Ministry are considered Transfer Under Agreements (TUA), Stob
80.

All contracts that are Stob 60 and 61 have a review process that includes a number of
sign off points including Accounting Operations — Contract Management. Currently any
contracts that are Stob 80 do not have the same review process; they are not reviewed
by Contract Management.

During the investigation a number of TUA's and Stob 60 contracts were reviewed for
Pharmaceutical Division (PSD) and Medical Services Division (MSD). The starting point
was to review contracts that may be related to the complaint made to the Auditor
General. The number of contracts reviewed expanded as interviews progressed, more
information was provided and further details were ascertained through the electronic
email review. Any contracts within PSD that were for  s22  orincluded $.22

s.22

Almost all contracts reviewed did fit within .core policy.

o Contract direct awarded were done so appropriately in terms of policy, including
contracts to the universities or health authorities.

°

Copies of all contracts reviewed have been collected and are available for
review. '
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As the review continued it became apparent that there was a potential for the contracts
issued to later be subcontracted. Contract requirements were to advise government if
this occurred and this does not appear to be the case in most circumstances. An
example is the contract for 522

.22
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s.22
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s.22

3.2 Cell Phone Charges

A review has been completed regarding cell phone charges for the following employees
in the Pharmaceuticals Division:

s.22
Employee # of bills | # of bills | # of bills | # of bills | # of bills # of bills
reviewed | within $.01 - $100 - $200 - Sover
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the plan | $100 $200 $300 $300
above above above plan | above
plan plan plan
29 0 15 8 4 2
522 13 7 6 0 0 0
The average amounts for 522 were very small, usually within $1.
The cell phone expenditures for $.22 were all very high. Of the 29 bills

reviewed the total amount over the plan amount before tax was $3,249.61. There are
still many outstanding bills to be reviewed. There are often calls to and from other
provinces and the United States, but there was no corresponding travel found.

Any employee physically located at 1515 Blanshard, should not be using their the cell
phone when a land line is available.

A further sampling was taken for 522
$22 The following table shows the findings.

Employee # of bills | # of bills | # of bills | # of bills | # of bills # of bills
reviewed | within $.01- $100 - $200 - Sover
the plan | $100 $200 $300 $300
above above above plan | above
plan plan plan
8 5 2 1
N/A
7 7
522 does not appear to have a cell phone.
522 is significantly over the plan with most bills in excess of $90 over the

plan due too long distance calls to other provinces and in some cases to the United

States.
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We reviewed only two cell phone bills for  s22  and both were substantially over the
plan amount. The calls are made throughout the day.

The review of 5.22 cell usage shows each bill reviewed was over the plan
amount by less than $10. .22 and it
would be expected that there would be long distance calls.

To date there has been only one payment made back to the Ministry for personal use of
cell phones. The one payment of $362.87 came from 522 the day after
notification of interview.

During our interview it was clearly stated that the individuals do not review their cell
phone bills, rather the bills are transferred directly to the person making payment by
purchase card.

3.3 Expenses and Purchasing Cards

A review of the incidential expenses for the following employees was conducted:

5.22
The travel for 522
5.22 No additional expenses were found.
There was no travel noted for 522 or any additional expenses.
There was extensive travel for 522
522 No additional expenses were
found.
$.22 had some travel for meeting and training which was authorized and within

the position mandate.
3.4 Other Government Assets assigned

It appears that 5.22
s22  all have internet sticks for laptop use outside of the Ministry location. The cost of
this is $41.36 per month. When we interviewed $.22 was not even
awares22 had an internet stick. It would appear that neither $.22
$.22 access data with the internet stick, yet the bills are paid on a monthly
basis.

5.22
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522 also access the internet stick each month. s22  does not
travel and if s22 is working from  s22  base in the Ministry there would be no
requirement for an internet stick to be used.

It is recommended that the Ministry program areas review their records to determine
who has an internet stick and how is it being used. The Ministry should not be paying
for sticks that are not used.

3.5 Human Resources and Standards of Conduct

The following is a brief overview of some of the key human resources and standards of

conduct issues identified in this review for

s.22
5.22

Government Employees

5.22
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s.22
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s.22

4.0 Findings & Recommendations
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Appendix 1 — Terms of Reference
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Appendix 2 —Detailed summary of Confracts and Data Access

s.22
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Pages 41 through 51 redacted for the following reasons:



Appendix 3 — Data Access Summary
The following is a brief summary of the data access concerns identified in this review. These
details are based on communications with  s22 , review of relevant emails, and

examination data and information sharing agreements for the following contracted
projects/programs:

s.22

Other PSD research contracts, such as ADEPT, TEAD, BCPhA or BCMMP do not have an
associated data or information sharing agreement signed and in place.

General issues or concerns with PSD’s data access provisioning include:

e Data access for meeting the deliverables of the above contracts is provided to the same
individuals

5.22

s.22

Project/program-specific data access issues/concerns include:

s.22
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Appendix 4 ~ Email Summary
The emails listed below are categorized into six sections (Contracts, Avoidina Conflict of

Interest, Shuffling Money/Funds, Securing MoH Data, Personal Gains, s22
s22 , Subcontracting, in order of most relevance.

Each individual email has been categorized to the following subcategories for reference:

Identifies contract relationships
Conflict of Interest
~ Identifies personal relationship between parties
Data Access
Financial/Non Financial Gain

OO

Hard copies of these emails are filed in a separate binder by chronological date order.

A review of electronic communications between parties has so far found the following
examples of suspicious activity:

Contracts

s.22
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Pages 55 through 60 redacted for the following reasons:



s22

Shuffling Monies/Funds

s.22
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Page 62 redacted for the following reason:



Securing MoH Data

.22
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Pages 64 through 66 redacted for the following reasons:



Personal Gain

s.22

s.22
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Pages 68 through 72 redacted for the following reasons:



.22

Subcontracting

s.22
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Appendix 5 — Relationship Web

s.22

Legend

Contracted Program

Research Organization
Designated Position O

Research Grant

Government Employee

Contractor

Government Dept./Branch

Consulting Firm

Publications

L

Professional Relation ®~ -

Personal Relation =~ &——®

q

Money flow
(dotted = speculative)
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5.22
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Appendix 7 - List of Acronyms

ADM

CFO

DSC

FDS

LOA

s.22

Assistant/Associated Deputy Minister

5.22

Chief Financial Officer

s.22

Data Stewardship Committee

s.22

Finance and Decision Support

s.22

Leave of Absence

s.22

Intellectual Property
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ISA

LSB

MoH

OAG

PIA

PSC

PSD

RFP

SA

SPAR

TUA

uBC

~ University of British Columbia

Intellectual Service Agreement

Legal Services Branch

Ministry of Health
s.22
Office of Auditor General
s.22

Privacy Impact Assessment

s.22

PharmaNet Stewardship Committee

Pharmaceutical Services Division
522

Request for Proposal

Special Authority

s.22

Strategic Policy and Research Branch of Ministry of Health

.22

Transfer under Agreement
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UVic

University of Victoria
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. Executive Summary

The Internal Review

The Office of the Auditor General contacted the Assistant Deputy Minister (ADM) of
Financial and Corporate Services, Ministry of Health (MOH) on March 28, 2012 to
advise that an allegation report was received by their office concerning inappropriate
procurement, contracting irregularities and research grant practices, in the Research
and Evidence Development section of the Pharmaceutical Services Division (PSD),

MOH.

In addition concerns were also alleged regarding inappropriate data access
arrangements, intellectual property infringement, and code of conduct conflicts with
employee contractor relationships including preferential treatment. MOH conducted
some preliminary investigations and decided to conduct a formal review of these
allegations to ascertain current practices and to assess if government policy,
procurement practices and codes of conduct are being followed.

Purpose:
The purpose of this review was to:

o Ensure Government’s contracting, research 'grant practices, data access
arrangements and approval processes are in place and being followed by
the Research and Evidence Development section of the PSD, MOH;

¢ Provide all findings and facts relating to allegations being reviewed; and

¢ |dentify opportunities to improve government and ministries information
contracting, granting, research and data access practices in the Research
and Evidence Development section of PSD, MOH.

Actions Taken:

The following has occurred to date as part of the review process:

o Review of all contracts and grants
e Review of all cell bills, expense reports and government assets
o Review of academic publications related to parties
e Review of electronic communication between parties. This was a key source of
information as it included a forensic examination of email communication
between the parties involved in the area under review.,
Internal Review
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o Analysis of project documents and other related information provided by
interviewees

o Review of human resource information

e Review of data access processes related to relevant contracts and projects

To date, interviews were also conducted with the following employee and contractor
interviews in person and via telephone:

s.22

The University of British Columbia and University of Victoria have also been advised
of the review related to contracts 5.22

s.22

Meetings have also been held with:

¢ Bill Ehmann, John Tuck, Norm MacPhee, and Andrew Mickelson, Legal Counsel,
Legal Services Branch, Ministry of Attorney General,

e Sara Brownlee, Labour Relations, Public Service Agency

o Dan Peck, Stacy Johnson and Gordon Wong, Office of the Comptrolier General.

The following is a list of key findings and recommendations to date as a result of the
reviews.
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The Findings and Recommendations

Conracts anGrants |

Findings

Issues have been identified on how
contracts are arranged, awarded and
subcontracted in the PSD Research and
Evidence Development and Drug Use
Optimization Branches.

s.22

i

' Recommendations

1.

General, Audit and Compliance
Branch assume responsibility for
investigating the contract practices
from this review and concerns
identified related to conflict of interest
allegations.

That any further follow up with the
University of British Columbia and
University of Victoria be made
through the OCG office.

s.22

That the IDIR account for s22

s22  be cancelled and a request
be made for s22 ‘o return any other
government assets,

All PSD Executive Directors and
Directors responsible for contracting
attend the Ministry contracting
presentation,

All PSD Executive Directors and
Directors responsible for contracting
re-take the Expense Authority course.
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s.22

N\ D ‘\Q

K\ka

7. All Stob 80 contracts should be
\))Q' y  eiredmvented through Accounting

02%Y  Operations/Contract Management
using the same process as Stob 60

contracts.

8. Finance And ec:svonS sta
bel \izhrec;teti to ot pks/ar CB%&

for the-progtam ar

9. For any contract requiring data, the
contract should be signed before
requesting the ISA. The contract
should have a new clause that states
the ISA must be approved before
work can begin on the contract and a
signed agreement be an appendix to
the contract itself.

10. Remg@ye expense

B ' thority fromfany y
; signed a
dontrackwi Wthe\/

proper processes.

Data Access and Use

Findings

Processes for data access not always
followed and lack of documentation for

projects.

5.22

Lack of capacity to conduct ongoing and

meaningful monitoring and compliance

Recommendations

1. All data access for projects identified

in this review led by PSD be revoked ’
and applicants will have to undergo a

re-application process with
appropriate pollcy, provisions and
practices are in place.

2. All future data accesses be granted /
only for project specific/evaluation
contracts not for open unidentified
data usage.
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auditing of health data usage across
various roies in the databases.

522

Lack of project specific information in
contracts is enabling open use of data
for projects without appropriate specific
guidelines or monitoring in place,

522

IKMS, Health IMIT needs to develop
a robust compliance and monitoring
function for data accesses.

Provide clear guidance on proper
data access processes and sufficient
resources for a client-centric,
streamlined data access provision
model so that data clients do not see
the need tfo try and circumvent
current data access procedures.

In addition, ensure policies are in
place to address the potential related
to non-compliance and inappropriate
data access and consequences of
such action.

Standards of Conduct

s.22 5.22

Findings

s.22

Recommendations

1.

That the Public Service Agency
(PSA) conduct an investigation and
review into the Standard of Conduct

s.22

s22 1he PSA shouid also review
other Standard of Conduct concerns
relating to other employees identified
through the review. <2

That PSA review the hiring practices
related to the 522 position
and researcher recruitment and

postings.

s.22
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s.22

. Program areas should review the
ZZ

. PSD employees should be provided

~ / T

ey AT
2‘5/' i ) < //'
POt '

| /
—
V/
s.22
$.22
U
W
$.22 : Qi}d
-
6. PSD program area should review )
their recpg s to determine who has "U}\\
A

an intern gtlck an ow Is it be
used, Thew #é ef
paymg for stic at are not used.

phone bills over the past years an
recover those amounts deemed
personal for the employees identi
in the review and others.

. Establish and disseminate strict . Y,
policies and clear guidance for W
Ministry employees participatin )~ &L
research projects/studies and v (&-*
employment outside the workplace 3 4 d
to address both actual or perceived/ XX (g
conflicts of interest. C((jp)vd{

(v

training around conflict of interest,
and appropriate use of government™
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s.22

Intellectual Property

Findings Recommendations

The distribution of [P rights should not be
granted by MoH without approval and
review from the Intellectual Property

| Program, Knowledge and Information

' Services, Office of the CIO to ensure all
requirements are met in terms of legislation
such as the Copyright Act, Procurement
Services Act and Financial Administration

Act.

BC government contractors should not be
granted intellectual property rights in
contracts permitting them to publish their
. findings independent of the ministry.
Researchers, regardless of funding source,
that wish to publish independently must
submit a DAR form and follow the standard
researcher data access procedure,

s.22
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3.0 The Review

The following summary provides an overview of the progress and findings to date from
the review of procurement practices, grant awards and contracting, data access and
related agreements and intellectual property in the Research and Evidence
Development section of the Pharmaceutical Services Division, Ministry of Health. A
relationship diagram and glossary have been included in the appendix to assist with
understanding the relationship between parties and contracts they are involved in.

3.1 Contracts and Grants:

The Ministry of Health currently has two processes in place for contracts. All contracts
for goods and services provided to the Ministry are considered Stob 60 or 61 contracts.
Contracts that are developed between the Ministry and another party for services to be
provided outside of the Ministry are considered Transfer Under Agreements (TUA), Stob

80.
All contracts that are Stob 60 and 61 have a review process that includes a number of

sign off points including Accounting Operations — Contract Management. Currently any
contracts that are Stob 80 do not have the same review process; they are not reviewed

by Contract Management.

During the investigation a number of TUA's and Stob 60 contracts were reviewed for
Pharmaceutical Division (PSD) and Medical Services Division (MSD). The starting point
was to review contracts that may be related to the complaint made to the Auditor
General. The number of contracts reviewed expanded as interviews progressed, more

information was provided and further details were ascertained through the electronic
email review. Any contracts within PSD that were for research or included  s22

s.22

Almost all contracts reviewed did fit within core policy.

Contract direct awarded were done so appropriately in terms of policy, including
contracts to the universities or health authorities.

s.22
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s.22

As the review continued it became apparent that there was a potential for the contracts -
issued to later be subcontracted. Contract requirements were to advise government if
this occurred and this does not appear to be the case in most circumstances. An -

example is the contract for $.22

.22
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s.22

3.2 Cell Phone Charges and Data Plans:

A review has been completed regarding cell phoné charges for the following employees
in the Pharmaceuticals Division:

5.22
.22
Employee #ofbills [#ofbills [# of bills [#ofbills [#ofbills | #ofbills |
reviewed | within $.01- $100 - $200 - Sover
the plan | $100 $200 $300 $300
above above above plan | above
plan pian plan
29 0 15 8 14 2
522 13 7 6 0 0 0
The average amounts for <2 wvere very small, usually within $1.
The cell phone expenditures for 522 were all very high. Of the 29 bills

reviewed the total amount over the plan amount before tax was $3,249.61. There are
still many outstanding bills to be reviewed. There are often calls to and from other
provinces and the United States, but there was no corresponding travel found.

Internal Review
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Any employee physically located at 1515 Blanshard, should not be using their the cell
phone when a land line is available.

A further sampling was taken for 5.22
522 The following table shows the tndings.
Employee - [#ofbills [#ofbills [#of bills [#ofbills | # of bills # of bills
reviewed | within $.01- $100 - $200 - Sover
the plan | $100 $200 $300 $300
above above above plan | above
plan plan plan
8 5 2 1
’ N/A
> 2 | 1 1 |
7 7 L
5.22 does not appear to have a cell phone.
$.22 is significantly over the plan with most bills in excess of $90 over the |

plan due too long distance calls to other provinces and in some cases to the United
States. '

We reviewed only two cell phone hills for ~ s22 and both were substantially over the
plan amount. The calls are made throughout the day.

The review of 5.22 cell usadge shows each. bill reviewed was over the plan

amount by less than $10. 522 and it
would be expected that there would be long distance calls.

To date there has been only one payment made back to the Ministry for personal use of
cell phones. The one payment of $362.87 came from 522 the day after
notification of interview.

During our interview it was clearly stated that the individuals do not review their cell
phone bills, rather the bills are transferred directly to the person making payment by

purchase card.
3.3 Expenses and Purchasing Cards:

A review of the incidential expenses for the following employees was conducted:
s.22

The travel for 522
522 No additional expenses were found.
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There was no travel noted for $.22 or any additional expenses.

There was extensive trave! for s22
s.22 No additional expenses were
tound. -
522 had some travel for meeting and training which was authorized and within

the position mandate.

3.4 Other Government Assets assigned:

[t appears that s.22
all have internet sticks for laptop use outside of the Ministry location. The cost of

.22
this is $41.36 per month. When we interviewed 522 was not even
aware s22 had an internet stick. It would appear that neither 522
s22 access data with the internet stick, yet the bills are paid on a monthly
basis.
s.22 w
522 also access the internet stick each month.  s22  does not ‘

travel and it s22 is working from  s22  base in the Ministry there would be no
requirement for an internet stick 10 pe used. _
i

It is recommended that the Ministry program areas review their records to determine
who has an internet stick and how is it being used. The Ministry should not be paying

for sticks that are not used.

. Internal Review
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3.5 Human Resources and Standards of Conduct
The following is a brief overview of some of the key human resources and standards of

conduct issues identified in this review for $.22 based on
interviews, electronic email review and documents for $22
s.22
Government Employees
i
|
s.22 |
|
i
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.22
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4.0 Findings & Recommendations
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The Findings and Recommendations

Contracts and Grants

. | i
Findings Recommendations

Issues have been identified on how 11. That the Office of the Comptroll
contracts are arranged, awarded and General, Audit and Compliance

subcontracted in the PSD Research and Branch assume responsibility fc
investigating the contract practi

Evidence Development and Drug Use : .
Ootimization B from this review and concerns
ptimization Branches. identified related to conflict of ir
allegations.

12. That any further follow up with {
University of British Columbia a
University of Victoria be made
through the OCG office.

13

s.22

14. That the IDIR account for s22 !
_i s22  be cancelled and a res |
I be made for s2 to return any-c !
' government assets.

.22

15, All PSD Executive Directors an
Directors responsible for contra
attend the Ministry contracting
presentation.

16. All PSD Executive Directors an
Directors responsible for contra
re-take the Expense Authority ¢ i

=]
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5.22

17.All Stob 80 contracts should be
circumvented through Accounting
Operations/Contract Management
using the same process as Stob 60
contracts.

18.Finance and Decision Support staff
be directed to not prepare contracts
for the program areas.

19. For any contract requiring data, the
contract should be signed before
requesting the ISA. The contract
should have a new clause that states
the ISA must be approved before
work can begin on the contract and a
signed agreement be an appendix to
the contract itself.

20.Remove expense authority from any
employees that have signed a
contract without going through the
proper processes.

Data Access and Use

Findings

Processes for data access not always
followed and lack of documentation for

projects.

s.22

|
Lack of capacity to conduct ongoing and |

Recommendations

7. All data access for projects identified
in this review led by PSD be revoked
and applicants will have to undergo a
re-application process with
appropriate policy, provisions and
practices are in place.

8. Ali future data accesses be granted
only for project specific/evaluation
contracts not for open unidentified
data usage.
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meaningful monitoring and compliance
auditing of health data usage across
various roles in the databases.

s.22

Lack of project specific information in
contracts is enabling open use of data
for projects without appropriate specific
guidelines or monitoring in place.

s.22

10.1KMS, Health IMIT needs to develop
a robust compliance and monitoring
function for data accesses.

11. Provide clear guidance on proper
data access processes and sufficient
resources for a client-centric,
streamlined data access provision
model so that data clients do not see
the need to try and circumvent
current data access procedures.

12. [n addition, ensure policies are in
place to address the potential related
to non-compliance and inappropriate
data access and consequences of
such action.

Standards of Conduct

Findings

5.22

Recommendations

10. That the Public Service Agency
(PSA) conduct an investigation and
review into the Standard of Conduct

s.22

s22  The PSA should also review
other Standard of Conduct concerns
relating to other employees identified
through the review.

11.That PSA review the hiring practices
related to the 522 position
and researcher recruitment and

postings.

12 s.22
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5.22

s.22

13

14
.22

15.PSD program area should review
their records to determine who has
an internet stick and how is it being
used. The Ministry should not be
paying for sticks that are not used.

16.Program areas should review the
phone bills over the past years and’
recover those amounts deemed
personal for the employees identified
in the review and others.

17. Establish and disseminate strict
policies and clear guidance for
Ministry employees participating in
research projects/studies and
employment outside the workplace
to address both actual or perceived
conflicts of interest.

18.PSD employees should be provided
training around conflict of interest,
and appropriate use of government
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assefs,

s.22

Intellectual Property

Findings Recommendations
The distribution of 1P rights should not be
granted by MoH without approval and
review from-the Intellectual Property
Program, Knowledge and Information
Services, Office of the CIO to ensure all
requirements are met in terms of legislation
such as the Copyright Act, Procurement
Services Act and Financial Administration

Act.

s.22

' BC government contractors should not be
granted intellectual property rights in
contracts permitting them to publish their
findings independent of the ministry.
Researchers, regardless of funding source,
that wish to publish independently must
slbmit a DAR form and follow the standard
researcher data access procedure.
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1.0 OQverview

This document outlines the objectives, scope, approach and deliverables associated with a review of
procurement, grant awards and contracting, data access and related agreements and intellectual property
practices in the Research and Evidence Development section of the Pharmaceutical Services Division
(PSD), Ministry of Health. Once the review is complete, a final report will be produced that will include
a summary of findings including current practices, policies and procedures and recommendations.

2.0 Background

The Office of the Auditor General contacted the ADM of Financial and Corporate Services, MOH on
March 28, 2012 to advise that an allegation report was received by their office concerning
inappropriate procurement, contracting irregularities and research grant practices, in the Research
and Evidence Development section of the Pharmaceutical Services Division, MOH. In addition
concerns were also alleged regarding inappropriate data access arrangements, intellectual property
infringement, and code of conduct conflicts with employee contractor relationships including
preferential treatment. MOH has conducted some preliminary investigations and has decided to
conduct a formal review of these allegations to ascertain current practices and to assess if
government policy, procurement practices and codes of conduct are being followed,

3.0 Review Objectives:

The objectives of this review are to:

Ensure Government’s contracting, research grant practices, data access arrangements and
approval processes are in place and being followed by the Research and Evidence

Development section of the PSD, MOH

e Provide all findings and facts relating to allegations being reviewed.

[dentify opportunities to improve government and ministries information contracting,
granting, research and data access practices in the Research and Evidence Development

section of PSD, MO

4.0 Scope

4.1 In Scope
Current and historical contracting, research grant and data access practices of the Research

and Evidence Development section of PSD, MOH

o Review of roles, responsibilities, and relationships of s.22

s.22

Data access and data sharing arrangements hetween employees, contractors and post-
secondary research institutions focusing primarily on Research and Evidence Development

section, PSD, MOH, University of Victoria and University of BC.
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= Government’s processes, policies and practices related to areas of review especially any

legislative, corporate, core policy and requirements.

4.2 Out of Scope
¢ Matters pertaining to other business areas of PSD, MOH;

o Matters pertaining to the management of personnel.

5.0 Major Deliverables
A final report including:

e Summary of review and findings;

o A summary of related legislation, corporate, core policy, and privacy policy requirements
as applicable as it relates to areas in the review;

s Recommendations to address any concerns identified

o Review of relevant government information systems relating to this review including
identification of employee and contractor data access permissions, and audit trails to
monitor such access;

o Review and recommended changes in process, policy, systems, protocols, training and
practices, if necessary, to reduce the possibility of any such related concerns in the future;
and

° Px;oposals for short term solutions if required and long term remedial approaches to address
the implications of any issues identified by this review.

o  Final report will be presented to MOH Executive leads and shared with OCG and OAG.

6.0 Approach

The approach may include:

a) Gathering documentary evidence;

b) Surveying legislation, policies, practices, systems protocol;

¢) Meetings and interviews with involved parties and government officials;

d) Meetings with universities participating in any research with identified program area

e) Review of all contracts, grants and funding provided by the program;

£) Review of all information sharing agreements, ddta access and inteilectual property
agreements;

g) Review of employee/contractor relationships

h) Ongoing liaison with affected parties once the review is complete and the report released.
Internal Review
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7.0 Project Team:
Wendy Taylor, Team Lead - OCIO, LCTZ

Ted Boomer- Financial and Corporate Services, MOH
Laine Coopsie, Financial and Corporate Services, MOH

Representative from Forensics Investigations Unit, OCIO, LCTZ - as required

Representative from PSA Investigations Unit - as required

7.1Target Audiences / Participants

ADM Pharmaceutical Services Division, MOH

ADM Health Sector IM/IT CIO, MOH
ADM Corporate and Financial Services, MOH.

Employees and Contractors identified from the Research and Evidence Development section
PSD, MOH

Team members from the Corporate and Financial Services Division, MOH
Staffin SPMIDS and Privacy and Legislation Health Sector IM/IT
Forensics Investigation Unit, OCI0, Information Security Branch

Research Areas at UBC and UVIC working with this business area MOH ?

Internal Review
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8.0 Milestones and Timeline
’ !
Milestone [ Start Date Target Date

June 10,2012

Gathering documentary evidence and survey of | May 31, 2012
legisiation, policies and practice

Meetings or interviews completed "1 June 4, 2012 June 22, 2012
June 22, 2012 June 26 2012

June 30, 2012

Draft report completed

Draft report circulated to Executive sponsor, B. | June 26 2012
Walman, L. Kislock and M. Sidhu and
feedback received

Report finalized June 30, 2012
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; ‘ Internal Review

1.0 Introduction

Background

The Office of the Auditor General (OAG) contacted the Assistant Deputy Minister (ADM)
of Financial and Corporate Services, Ministry of Health (MoH) on March 28, 2012 to
advise that an allegation had been received by their office concerning inappropriate
procurement, contracting irregularities and research grant practices in the Research and
Evidence Development section of the Pharmaceutical Services Division (PSD), MoH.

Additional concerns were also alleged regarding inappropriate data access
arrangements, intellectual property infringement, and code of conduct conflicts with
employee contractor relationships including preferential treatment. At that time MoH
undertook a preliminary review. As a result of the preliminary review, MoH determined
that further investigation was warranted and decided to undertake a more detailed
review of the allegations. A team comprised of representatives from the government
Chief Information Office, and the Financial Services Division, MoH was tasked with this
assignment. The review was conducted to ascertain current practices and to assess if
government policy, procurement practices and codes of conduct were being followed.

1.2 Purpose
The purpose of this review included:

e To provide findings related to allegations,

e To determine if Government’s contracting and research grant practices,
standards of conduct, data access arrangements and approval processes are
being followed by the Research and Evidence Development section of the PSD,
MoH: and

e To identify opportunities and make recommendations to improve contracting,
granting, and data access practices in the Research and Evidence Development
section of PSD, MoH..

Contained herein are the findings of this internal review and preliminary
recommendations.

2.3 Approach
The actions taken as part of the review process as outlined in the terms of reference
included as Appendix 1 are follows:

e Review of all PSD STOB 60 and 80 contracts and grants,
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Review of all cell phone bills, expense reports and government assets of related
parties,

Review of academic publications related to parties,

Review of electronic communication between parties,

Analysis of project-related documents and information provided by interviewees,
Review of relevant human resource information, and

Review of data access processes and documentation related to relevant
contracts and projects. '

To inform the review, interviews were held in person or via telephone with the following
MoH employees and contractor:

s.22

The University of British Columbia and University of Victoria have also been advised of
the review related to contracts involving:

s.22

Meetings have also been held with:

Bill Ehmann, John Tuck, Norm MacPhee, and Andrew Mickelson, Counsel,
Legal Services Branch, Ministry of Justice ,

Sara Brownlee and Sarah Campbell, Labour Relations, Public Service Agency
(PSA), and

Dan Peck, Stacy Johnson and Gordon Wong, Office of the Comptroller General
(OCQG).
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Attached as Appendix 2 is a relationship diagram of all parties and organizations
included in this review.
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2.0 Key Findings

The following is a summary of findings based on the review of procurement practices,
grant awards and contracting, data access and related agreements and intellectual
property in the Research and Evidence Development section of the Pharmaceutical
Services Division, Ministry of Health as outlined in the approach section.

Appendix 3 and 4 provide a glossary of terms and acronyms related to this review.
2.1 Contract Management and Grants

The following Issues have been identified regarding the arranging, awarding and
subcontracting of contracts in the PSD Research and Evidence Development and Drug
Use Optimization Branches (there is no evidence that the issues identified go beyond

this branch of PSD:

.22

2.2 Data Access and Use

The following findingé were identified relating to the use and access to data:
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e Processes for data access are not always followed and there is a lack of
documentation for proiects.

s.22

e Lack of project specific information in contracts is enabling open use of data for
projects without appropriate specific guidelines or monitoring in place.

2.3 Standards of Conduct

The following issues reléting to breaches of the Standards of Conduct for the BC Public

Service -

.22
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s.22

3.0 Recommendations

$.22 contract through MSD identified through this review be cancelled.

. That the IDIR accounts for external research contractors through universities be
cancelled and that they be required to return any other government assets.

. All contracts involving use of data must have an approved ISA attached.

. All data access for projects identified in this review led by PSD be suspended and
MoH will work with the applicants to confirm the appropriate data use policy,
provisions and practices are in place.

. All future data access is granted for only a specific project or identified evaluation
contract, not for open data usage.

. Health Sector IM/IT Division (HSIMIT) streamline their processes for providing data
access. so that data clients do not circumvent data access procedures.

. HSIMIT enhance the compliance and monitoring function for data access.

. Implement policies to address the potential for any future incidents of non-
compliance or inappropriate data access and consequences of such action.

. That the Public Service Agency (PSA) conducts an investigation and review into the
Standard of Conduct breaches as identified by this review.
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10.PSD employees should all undertake retraining related to contract management
practices and the Standards of Conduct for the BC Public Service.

Page |7-internal Review
Ministry of Health, Pharmaceutical Services Division, Research and Evidence Development
Draft v2 —~ July 2012: Confidential

HTH-2014-00359
Page 124



Appendix 1 — Terms of Reference

1.0  Overview

This document outlines the objectives, scope, approach and deliverables associated with a review of
procurement, grant awards and contracting, data access and related agreements and intellectual property
practices in the Research and Evidence Development section of the Pharmaceutical Services Division,
Ministry of Health. Once the review is complete, a final report will be produced that will include a
summary of findings including current practices, policies and procedures and recommendations.

2.0 Background

The Office of the Auditor General contacted the ADM of Financial and Corporate Services, MOH to
advise that an allegation report was received by their office concerning inappropriate procurement,
contracting irregularities and research grant practices, in the Research and Evidence Development section
of the Pharmaceutical Services Division, MOH." In addition concerns were also alleged regarding
inappropriate data access arrangements, intellectual property infringement, and code of conduct conflicts
with employee contractor relationships including preferential treatment. The MOH has decided to
conduct a review of these allegations to ascertain current practices and to assess if government policy,’
procurement practices and codes of conduct are being followed.

3.0 Review Objectives:
The objectives of this review are to:
e Ensure Government’s contracting, research grant practices, data access arrangements and

approval processes are in place and being followed by the Research and Evidence
Development section of the PSD, MOH

e Provide all findings and facts relating to allegations being reviewed.

e [dentify opportunities to improve contract management, granting, research and data access
practices in the Research and Evidence Development section of PSD, MOH

4.0  Scope
4.1 In Scope

¢  Current and historical contracting, research grant and data access practices of the Research
and Evidence Development section of PSD, MOH

e Review of roles, responsibilities, and relationships of $.22

s.22

e  Data access and data sharing arrangements between employees, contractors and post-
secondary research institutions focusing primarily on Research and Evidence Development
section, PSD, MOH, University of Victoria and University of BC.
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5.0

6.0

7.0

e  Government’s processes, policies and practices related to areas of review especially any
legislative, corporate, core policy and requirements.

4.2 Out of Scope
e  Matters pertaining to other business areas of PSD, MOH;

e  Matters pertaining to the management of personnel.

Major Deliverables
A final report including:
e Summary of review and findings;
e Recommendations to address any concerns identified

e . Review and identification of employee and contractor data access permissions, and audit
trails to monitor such access;

Approach

The approach may include:

a) Gathering documentary evidence;

b) Surveying legislation, policies, practices, systems protocol;

c¢) Meetings and interviews with involved parties and government officials;
d) Meetings with universities participating in any research with program area
e) Review of all contracts, grants and funding provided by the program;

f) Review of all information sharing agreements, data access and intellectual property
agreements;

g) Review of employee/contractor relationships

h) Ongoing liaison with affected parties once the review is complete and the report released.

Target Audiences / Participants

e ADM Pharmaceutical Services Division, MOH

e ADM Health Sector IM/IT CIO, MOH

e ADM Corporate and Financial Services, MOH.

e Employees and Contractors identified from the Research and Evidence Development
section PSD, MOH

e Team members from the Corporate and Financial Services Division, MOH

e Staff in SPMIDS and Privacy and Legislation Health Sector IM/IT

e Forensics Investigation Unit, OCIO, Information Security Branch

e OAG and OCG

e Research Areas at UBC and UVIC working with this business area MOH
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Appendix 2 — Relationship Web

$.22
Legend |
Government Employee Contracted Program Publications CI
Contractor /\> Research Organization @ Professional Relation ®~
Government Dept./Branch Designated Position O Personal Relation =~ &~——®
Consulting Firm Research Grant Money flow e
(dotted = speculative)
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s.22
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s.22
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Appendix 4 - List of Acronyms

$22
ADM Assistant/Associated Deputy Minister

522
P Intellectual Property
ISA Information Service Agreement
MoH Ministry of Health
OAG Office of Auditor General
OCG Office of the Comptroller General

522
PSA Public Service Agency
PSD . Pharmaceutical Services Division
RFP Request for Proposal
522

TUA Transfer under Agreement
UBC University of British Columbia
UVic ~ University of Victoria
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1.0 Introduction

Background

The Office of the Auditor General (OAG) contacted the Assistant Deputy Minister (ADM)
of Financial and Corporate Services, Ministry of Health (MoH) on:March 28, 2012 to -
advise that an allegation had been received by their office” g inappropriate -
procurement, contracting irregularities and research g ‘the Research and
Evidence Development section of the Pharmaceutical

arrangements, intellectual property infringement, and code
employee contractor relationships including prefi
undertook a preliminary review. As a result of 1€

1.2 Purpose
The purpose of this:review was:

section of PS
Contained herein a key findings of the internal review and preliminary
recommendations.
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2.3 Approach

The actions taken as part of the review process as outlined in the terms of reference
included as Appendix 1 are as follows:

Review of all PSD STOB 60 and 80 contracts and. gra
o Review of all cell phone bills, expense reports and ¢ )

parties, j
» Review of academic publications related to parti
e Review of electronic communication between pé
» Analysis of project-related documents and informatic
e Review of relevant human resource information, and
e Review of data access processes and do__ t:

contracts and projects.

_assets of related

To inform the review, interviews were hel or via elephone with the following

MoH employees and contractor:

5.22

The University of Br1 v Cotumbla and University of Victoria have also been adwsed of
the review related to contracts involving:

s.22
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Meetings have also been held with:

¢ Bill Enmann, John Tuck, Norm MacPhee, and Andrew Mickelson, Counsel,
‘Legal Services Branch, Ministry of Justice ,

e Sara Brownlee and Sarah Campbell, Labour Relations, Public Service Agency
(PSA), and

« Dan Peck, Stacy Johnson and Gordon Wong, Office of the Comptroller General
(OCG).

Attached as Appendux 2isa relatlonshlp diagram of all pame nd organizations

included in this review.
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2.0 Key Findings

The following is a summary of findings based on the review of procurement practices,
grant awards and contracting, data access and related agreements and intellectual
property in the Research and Evidence Development section of the Pharmaceutical
Services Division, Ministry of Health as outlined in the approach section.

Appendi?( 3 and 4 provide a glossary of terms and acronyms related to this review.

2.1 Contract Management and Grants

The following [ssues have been identified regarding t
subcontracting of contracts in the PSD Research and

s.22

2.2 Data Access and Use
The following findings were identified relating to the use and access to data:

» Processes for data access are not always followed and there is a lack of
documentation for projects.
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s.22

o Lack of project specific information in contract < se of data for

projects without appropriate specific gwdehnes

2.3 Standards of Conduct

The following issues relating to breaches:6f the Standards of Conduct for the BC
Fublic Service s.22

s.22
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s.22

3.0 Preliminary Recommendations

s22  sontract through MSD identified

. That the IDIR accounts for external resé
cancelled and that they be required to

MoH will w ;
provisions:and practices

re data access is gr
not for open data

. AlE:
con

HSIMIT) streamline their processes for providing data

. Health Séctor IM/IT Divisi
ients‘do not circumvent data access procedures.

access 01 tac
. HSIMIT enhance mpliance and monitoring function for data access.

. Implement policies to address consequences for any incidents non-compliance or
inappropriate data access and consequences of such action should it ever occur.

. That the Public Service Agency (PSA) conducts an investigation and review into the
Standard of Conduct breaches as identified by this review.

10.PSD employees should all undertake retraining related to contract management

practices and the Standards of Conduct for the BC Public Service.
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Appendix 1 — Terms of Reference

1.0  Overview

This document outlines the objectives, scope, approach and deliverables associated with a review of
procurement, grant awards and contracting, data access and related agreements and intellectual property

Sess 1f government policy,

4.1 In Scop

e  Current and historical contracting, research grant and data access practices of the Research
and Evidence Development section of PSD, MOH

e  Review of roles, responsibilities, and relationships of $.22

s.22

¢ Data access and data sharing arrangements between employees;, contractors and post-
secondary research institutions focusing primarily on Research and Evidence Development
section, PSD, MOH, University of Victoria and University of BC.
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5.0

6.0

7.0

»  Government’s processes, policies and practices related to areas of review especially any
legislative, corporate, core policy and requirements.

4.2 QOut of Scope
e  Matters pertaining to other business areas of PSD, MOH;

e Matters pertaining to the management of personnel.

Major Deliverables

A final report including:
» Summary of review and findings;
» Recommendations to address any concerns identifi

* Review and identification of employee and contractor audit

trails to monitor such access;
Approach
The approach may include:
a) Gathering decumentary evidence;

b) Surveying legislation, policies, p G

Target

ADM Pharmaceutical Services Division, MOH
ADM Health Sector IM/IT CIO, MOH
ADM Corporate and Financial Services, MOH.
Employees and Contractors identified from the Research and Evidence Development
section PSD, MOH
Team members from the Corporate and Financial Services Division, MOH
Staff in SPMIDS and Privacy and Legislation Health Sector IM/IT
Forensics Investigation Unit, OCIO, Information Security Branch
- OAG and OCG
Research Areas at UBC and UVIC working with this business area MOH
P age [ 8-Internal Review
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Appendix 2 — Relationship Web

.22

Legend

Government Employee Contracted Program Publicafions [:]
Contractor . Research 6rganization

Government Dept./Branch

Professional Relation *—  *

Designated Position Personal Relation ~ &-———=@

Research Grant

Consulting Firm

Money flow —

(dotted = spaculative)
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s.22

Page | 10-internal Review
Ministry of Health, Pharmaceutical Services Division, Research and Evidence Development
Draft v2 —July 2012: Confidential

HTH-2014-00359
Page 142




s.22
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Appendix 4 - List of Acronyms

5.22
ADM Assistant/Associated Deputy Minister
5.22
P Intellectual Property
ISA [nformation Service Agreement
MoH Ministry of Health
OAG Office of Auditor General
OCG-
PSA
PSD
RFP

.22

TUA ™
UBC

UVic
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‘1.0 Introduction

Background

Additional concerns were also alleged regarding inappropri
arrangements, intellectual properly infringement and cb'de

1.2 Purpose
The purpose of this review was:

Contained herein afe the key findings of the internal review and preliminary
recommendations.
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2.3 Approach
The actions taken as part of the review process as outlined in the terms of reference
included as Appendix 1 are as follows:

Review of all PSD STOB 60 and 80 contracts and grants,

¢ Review of all ¢ell phone bills, expense reports and ¢
 parties,
Review of academic publications related to parti
Review of electronic communication between parties
Analysis of project-related documents and informatio
Review of relevant human resource information, and
Review of data access processes and documentatl n relate o;relevant
contracts and projects. ki

'éss‘ets of related

" To inform the review, interviews were held m person ‘or vnat ephone with the following
MoH employees and contractor:  .: il

s.22

The Umversnty of British"Columbia and University of Victoria have also been advised of
the review related to contracts involving:

s.22
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Meetings have also been held with:

¢ Bill Ehmann, John Tuck, Norm MacPhee, and Andrew Mickelson, Counsel,
Legal Services Branch, Ministry of Justice ,
o Sara Brownlee and Sarah Campbell, Labour Relations, Public Serwce Agency

(PSA), and
e Dan Peck, Stacy Johnson and Gordon Wong, Office of the Comptroller General

(OCG).

Attached as Appendix 2 is a relatxonshlp diagram of all partieA
included in this review.
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2.0 Key Findings

The following is a summary of findings based on the review of procurement practices,

grant awards and contracting, data access and related agreements and intellectual

property in the Research and Evidence Development section of the Pharmaceutical
Services Division, Ministry of Health as outlined in the approach section.

Appendix 2 refers to certain contract and data/information sharing documents and aiso
includes a series of chronologlcally ordered email summaries that prowde support (or
evidence) of the allegations in the key findings of this review.

Appendix 3 and 4 provide a glossary of terms and acro y_ms relét 1'to:this review.

2.1 Contract Management and Grants

The following Issues have been identified regarding the arran ng, awarding and
subcontracting of contracts in the PSD Research and Ewdence Development

s.22

2.2 Data Access and Use

The following findings were identified relating to the use and access to data:
Page [ 4-internal Review

Ministry of Health, Pharmaceutical Services Division, Research and Evidence Development
Draft v2 - July 2012: Confidentlal

Formatted: Font: Arial

HTH-2014-00359
Page 150



¢ Processes for data access are not always followed and there is a lack of
documentation for projects.

s.22

o Lack of project specific information in contracts.i§ enablin
projects without appropriate specific guidelines or mon

2.3 Standards of Conduct
The following issues relating to breaches of the Standards of Conduct for the BC Public
Service s.22

s.22
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s.22

3.0 Preliminary Recommendations

ents do not circumvent data access procedures.

access so that d:
7. HSIMIT enhance the compliance and monitoring function for data access.

8. Implement policies to address consequences for any incidents non-compliance or
inappropriate data access and consequences of such action should it ever occur.

9. That the Public Service Agency (PSA) conducts an investigation and réview into the
Standard of Conduct breaches as identified by this review.
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10.PSD employees should all undertake retraining related to contract management
practices and the Standards of Conduct for the BC Public Seryice.

Appendix 1 - Terms of Reference

1.0 Overview

This document outlines the objectives, scope, approach and deliverables associated with a review of
procurement, grant awards and contracting, data access and related agreements and ‘intellectual property
practices in the Research and Evidence Development section of the: ‘Services Division,
Ministry of Health, Once the review is complete, a final repo;
summary of findings including current practices, policies and prc

2.0 . Background

The Office of the Auditor General contacted the ADM of Financial and Corp rate Services, MOH to
advise that an allegation report was received by their office.( co_ncemmg inappropriate procurement,
contracting irregularitics and rescarch grant practices, in'the Research and Evidence Development section
of the Pharmaceutical Services Division, MOH. In addition co we :
inappropriate data access arrangements, intellectual property in ,.and code of conduct conflicts
with employee contractor relationships including preferential ¢ treatment; Th_e MOH has decided to
conduct a review of these allegations to ascertain current practices and 0 assess if government policy,
procurement practices and codes of condi re being followed,

3.0 Revxew Objectlves.

4.0 Scope
4.1 In Scope

¢ Current and historical contracting, research grant and data access practices of the Research
and Evidence Development section of PSD, MOH

e  Review of roles, respon'sibilities, and relationships of s.22
5.22
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4.2

L ]

5.0 Major Deliverables
A final report including:

6.0

7.0

Approach
The approach may include:

a) Gathering documentary evig

e © o o

Data access and data sharing arrangements between employees, contractors and post-
secondary rescarch institutions focusing primarily on Research and Evidence Development
section, PSD, MOH, University of Victorta and University of BC.

Government’s processes, policies and practices related to areas of review especially any
legislative, corporate, core policy and requirements,

Out of Scope
Matters pertaining to other business areas of PSD, MOH;

Matters pertaining to the management of personnel

Summary of review and findings;
Recommendations to address any concerns i

Review and identification of employe “data access pe_miissions, and audit

trails to monitor such access;

Target Audiences / Participants

ADM Pharmaceutical Services Division, MOH

ADM Health Sector IMAT CIO, MOH

ADM Corporate and Financial Services, MOH.

Employees and Contractors identified from the Research and Evidence Development
section PSD, MOH

e Team members from the Corporate and Financial Services Division, MOH
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Staff in SPMIDS and Privacy and Legislation Health Sector BM/IT
Forensics Investigation Unit, OCIO, Information Security Branch

OAG and OCG '

Research Areas at UBC and UVIC working with this business area MOH

e & © o

Appendix 2 — Support for Key Findings

The following refers to certain contract and data/information sharing documents and
also includes a series of chronologically ordered email summaries that provide support
(or evidence) of the allegations in the key findings of this review. Please note:
discussions in emails about events (such as inappropriate data.access) do not
necessarily constitute as evidence that the event occurred; only that it was discussed in
emails. These email summaries are intended to inform further in ations.

Contract Management and Grants

s.22
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Pages 156 through 159 redacted for the following reasons:



Data Access and Use

s.22
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Pages 161 through 167 redacted for the following reasons:



C) Standards of Conduct

s.22
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Pages 169 through 183 redacted for the following reasons:



Appendix 3 - Relationship Web

.22

Legend
Govemment Employes Contracted Program Publications G
Contractor <> Research Organization Professional Relation ®————*

Govemment Dspt/Branch E‘@ Designated Posttion O Personal Relation ~ @=——=

= -
Consulling Flrm %@q Research Grant Monsy flow e

{detled = speculztive)
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Appendix 4 - List of Acronyms

s.22
ADM Assistant/Associated Deputy Minister
s.22
DARS Data Access, Research and Stewardship
s.22
P Inteliectual Property
ISA Information Service Agreement
MoH Ministry of Health
OAG Office of Auditor General -

0CG Office of the Comptroll_g_g,é L

TUA
- UBC Univeféity of British Columbia
UVie University of Victoria
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The following refers to certain contract and data/information sharing documents and
also includes a series of chronologically ordered email summaries that provide support
(or evidence) of the allegations in the key findings of this review. Please note:
discussions in emails about events (such as inappropriate data access) do not
necessarily constitute as evidence that the event occurred; only that it was discussed in
emails. These email summaries are intended to inform further investigations.

Contract Management and Grants

s.22
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Pages 189 through 192 redacted for the following reasons:



Data Access and Use

5.22 v
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Pages 194 through 200 redacted for the following reasons:



C) Standards of Conduct

s.22
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Pages 202 through 216 redacted for the following reasons:



Internal Review
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Executive Summary

The Office of the Auditor General (OAG) received allegations tate March 2012 regarding: (1)
inappropriate data access arrangements and intellectual property infringements, {(2) irregular
procurement, contracting and research grant practices, and (3) Standards of Conduct Policy
conflicts and preferential treatment in employee-contractor relations in the Pharmaceutical
Services Division {PSD).

An internal investigation was launched into these allegations. A team of representatives from
the government Chief Information Office, the Publiic Service Agency (PSA), and the Ministry of
Health's Financial Services Division and Health Sector Information Ménagement and Technology
Division were tasked with conducting this investigation. The lnvestlgative actnvmes mc!uded

but were not limited to: . R

Review of electronic communications of relevant parties,

Review of related project documents, -

Interviews with relevant parties,

Assessment of identified individuals’ data access use and dtsclosure and related
agreements, s
Review of identified individuals’ data sh '”"'i"hg and discl'o"sure activities,

* Review of procurement practices, grant awards and contractlng,

» Assessment of intellectual property rights for employees and contractors identified
through the course of this investigati :

® & ¢ o

s.22

RCMP is awaiting s of this and the OCG’s investigation to commence any formal

investigation.

The key findings of this investigation led to a number of lessons learned on what needs to be
accomplished to improve the policies and processes for employee, researcher und contractor
data access to improve data security and privacy protections, as well as, recommendations to
further develop protocols for the contracts and grants awarded by the Ministry. The
recommendations found herein strive to supplement the recommendations to improve the
Ministry’s data security and privacy protections already provided in the reports issued in June
2013 by Office of the Information and Privacy Commissioner for British Columbia and the
consulting firm Deloitte.,
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Introduction

Background

The Office of the Auditor General {(OAG) contacted the Assistant Deputy Minister (ADM) of
Financial and Corporate Services, Ministry of Health (hereafter referred to as “the Ministry”) on
March 28, 2012 to advise that an allegation had been received by their office concerning
inappropriate procurement, contracting irregularities and research grant practices in the
Research and Evidence Development section of the Ministry’s Pharmaceutical Services Division

(PSD}.

Additional concerns were also alleged regarding inappropriate.data

intellectual property infringement, and code of conduct conflicts with
relationships including preferential treatment. At that tim
review. As a result of the preliminary review, Ministry de
was warranted and decided to undertake a more detailed r

‘arrangements,

Project Team

Information Management and Technology Divisi
investigation. S

Key Work Elements
The purpase of this review was:

* To provide findings related to allegatlons

* To determine if Government's contractmg and research grant practices, standards of
conduct, data access arrangements ';nd approval processes are being followed by the
identified staff and contractors; and

e To tdentlfy opportunities and make recommendations to improve contracting, granting,
and data access practices across the Ministry.

The investigatién was had two phafsé's — Phase | focused on the activities of ministry employees
and the efforts to support the resulting litigation and arbitration; Phase Il focused on the
activities of contractors utlhzmg ministry data. The investigative activities included, but were

not limited to:

Review of electronic communications of relevant parties,
Review of related project documents,

Interviews with relevant parties,
Assessment of identified individuals’ data access, use and disciosure and related

agreements,
Review of identified individuals’ data sharing and disclosure activities,
Review of procurement practices, grant awards and contracting,

o & o
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+ Assessment of intellectual property rights for employees and contractors identified
through the course of this investigation.

The legislative and policy context, a chronology of events, key findings of the investigation and
recommendations to enhance data security and privacy protections and mitigate the
reoccurrence of such incidents are covered in this report.

Legislative and Policy Context

The investigation was conducted within a legislative frameworlg_that'ivhcludi-'_‘s:

The Financial Administration Act, f_j_;'l3.f" e ach iy ,
The Procurement Services Act, o & B S
The Freedom of Information and Protection of anacyAf { A

The Pharmaceutical Services Act , SRR :
The Pharmacy Operations and Drug Scheduling Act,
The E-Health (Personal Health information Access and Protectron of Pr/vacy) Act,

The Vital Statistics Act, and £

The Public Service Act.

The applicable policies cited for this investigaﬁc | in_c_{_i;?é, but a:jré hdf limited to:

 of Conduct,
Manual, and

* The B.C. Government Standar
e The Core Policy and Proced
The Informat{ :

Chronology of Ev

At the end of March 2012, the Office of the Auditor General informs the Ministry that someone
made allegations about the: (1) inappropriate data access arrangements and intellectual
property infringements, (2) irregular procurement, contracting and research grant practices,
and {3} Standards of Conduct Policy conflicts and preferential treatment in employee-
contractor relations in the Pharmaceutical Services Division (PSD). The Ministry commenced a
preliminary review of the matters aileged in April 2012 and determines that further action is
warranted. Subsequently, the formal internal investigation into these allegations began in May

2012.
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In July 2012 the investigation team produced an interim update of the key findings to the
Deputy Minister of Health. Furthermore, data access was suspended for identified employees
and contractors and associated contracts were also suspended. As the investigation progressed
through the following months and more key evidence was obtained, identified employees were
dismissed and contracts terminated.

in September 2012 the Ministry issues a press release making a public announcement of this
investigation.

In October the Ministry sends Ietters to identified employees and cantractors requiring the
return of Ministry data and information and requests to sign
do not possess or have in their custody or control Ministry

breaches. A contact centre was developed to provide telephone re
affected B.C. residents,

recewed by the Ministry through the summer of 201

For a detailed timeline of the mvestigatron, please ri - Investigation

Timeline.

Summary of Key Fmdmgs and Facts

The followmg is a summary of ﬁndings based on the review of electronic communications,
project documents, interviews da';g;a__,ccess, use and disclosure and related agreements, data
sharing and disclosure activities, p”ro"'curement practices, grant awards and contracting,
intellectual property rights for employees and contractors identified through the course of this

investigation.

Contract Manageménf__&gﬂ Grants
The following issues have been identified regarding the arranging, awarding and subcontracting
of contracts in the PSD Research and Evidence Development:

5.22
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» There was a disparity between the development of research contracts with university-
based researchers and the development of resultmg data access and mformatlon
sharing agreements ;

contractors from universities and other public bOdIES Conf dentlahty pledges and other
personal statements collected by umversntaes were not always prov:ded reviewed nor
approved by the Ministry. :

Data Access and Use

The following findings were identified relatin the .u__Sé‘:‘ahd acéeés to data:

e Processes for data access were not always followed and there is a fack of

documentation for projects: 5.22
s.22

eaches requiring the notification of British
{ent mvestlgatlon by the OIPC. In these incidents personal
ly accessed, saved on portable storage devices (USB
hers and/or contractors without required permissions

y--tSAs were developed that generally enabled contractors’ open
rojects and evaluation work.

required.
use of data

s.22 |

e There was insufficient capacity for and completion of cataloguing, auditing, monitoring
and enforcement of ISAs, similar data access agreements, and employee data access
privileges within Ministry.

s.22
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s.22

e Researchers and contractors are not sufficiently aware of or were aware but not using
the existing open data resources publicly available from the Ministry.

Standards of Conduct

The following issues relating to breaches of the Standards  BC Public Service

s.22

Subsequent Actions Taken

The key findings of the investigation led investigators to the conclusion on legislative, policy and
agreement violations described above. Consequently, the ministry took actions with respect to
specific employees and contracts.

Over the past year, the Ministry has improved its data security and access processes and
procedures, Ministry also accepted and began implementing recommendations from the Office
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of the Information and Privacy Commissioner’s {OIPC) report on their independent
investigation, and from the information security review by consulting firm Deloitte.

A copy of Delloite’s report is available on the Ministry website at:
http://www.heaith.gov.bc.ca/cpa/mediasite/pdf/deloitte-report.pdf

A copy of the OIPC’s report is available on their website at: http://www.oipc.bc.ca/news-
events.aspx?Status=Archived

Work that is already underway or completed by Ministry incudes:

¢ More than 280 managers and executives at the Mlnlstrv have completed mandatory
privacy and data security training; s g

s All of the Ministry’s divisions have reviewed and inventoned the sensmve data they
have and how it is secured and protected; and '

* The Ministry has improved its data warehousing system by decommissioning certain
legacy system and restricting use of others. The data warehouse system now also has
greater capacity log and actively monitor who is accessing w'hich data.

Ministry is also actively working on or completmg-:he foilowmg recommendatlons made by
Deloitte and the OIPC: : Firids
¢ Other ministry, non-management, em, oyees wiﬂ undergo the enhanced privacy and
data security training, in addition.to trammg ah'eady requtred for all public servants;
* Ministry user privileges are d and managed based on the need to know and least
privilege principles, ensqﬁ" hat employeé's'fiha_ve.;aécess only to the minimum amount
of personal information ti uire to perform their employment duties. Access

5.in the process of being repiaced with more modern, more

1 ed this softw
*ure programs; and
e Ministry is developing easy-to-understand reference guides and other materials
ff on data security and privacy.

Recommendat

A number of lessons ave been learned throughout the course of this investigation on what
needs to be accomplished and impiemented toc improve the policies and processes for how the
Ministry grants contracts, and how employees, researchers and contractors access data.

Further to the findings and recommendations in the OIPC and Deloitte’s respective reports, the
findings of this investigation have provided important lessons learned. The following are
recommendations for the Ministry in working with researchers, universities, and contractors, as
to maintain public trust through fairness in government procurement practices and further
enhancement of data security and privacy protections.
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Ministry:

1.

10.

11.

12.

13.

14,

15.

Ministry should develop a broader open health data strategy to make more useable
aggregate health data readily available to cantractors, researchers and the public.
Ministry should develop and implement a secure data access and use environment for
researchers, contractors and employees to enhance capacity for research, policy
development and potential revenue generation.

Health Sector IM/IT Division should conduct ongoing audit and monitoring for legacy
systems, and decommission these legacy systems as soon as possible.

Ministry should develop and disseminate standard definitions and classification structures
for different levels of data {open data, aggregate data, de—ndenttﬁgd row level data,

identifiable row level data identified row Ievel data and any ot flicable levels of data).
= dnves to ensure

and responsibilities and to ensure that personal health"i'
and not accessible to unauthorized individuals.

reviewed and approved by managers in a way
of least privilege and need to know for the

the ministry to different roles requiring dnf__: _f
Ministry should develop clearly state ;_and strlct

legislation, corporate data pohc:es and procedure gal provisions in contracts and ISAs.

.22
Contracts requiring access to and use of data should be developed in unison with ISAs by an
integrated, collaboratwe effart of ali the equired subject matter experts.
That the IDIR accounts for extérnal contractors when required be identified as contractors
inthe Public Service Dtrectory and an external email identifier for IDIRs be issued —i.e.
jane, smith@contractor gov.bc: ca
Contracts requiring data shou!d be developed in unison with the ISA and must have data
access approval(s) in place pnor to signing of contracts. ISAs should be included in the
contract schedules. :
AH Ministry contractors are reqmred to complete the new Privacy and information
Management traimng on line and provide copy of completion certificate before contracts
and/or data is provided.
Ministry employees who are also employed by universities must not serve in dual roles
wherein they conduct research or provide contracted services for MINISTRY.
Data access arrangements should only he granted for project specific or identified
evaluation contracts, and data access is limited to information required and not for other,
unauthorized uses.
All Data Access and Information Sharing Agreements (ISAs) should be located and tracked
by Health Sector IM/IT division and ADM/Ministry ClO approval is required for all such
agreements between the Ministry and external parties. This includes ongoing compliance
audits of data storage, data return and/or data destruction provisions listed in agreements.
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16. Ministry should develop a robust compliance and monitoring function for data access,
fogging, tracking and auditing. Ideally with an independent and integrated unit dedicated to
the continuous monitoring, auditing and compliance regarding the access, storage, use and
disclosure of Ministry data with internal staff, other government employees, researches,
contractors and external agencies.

17. Health Sector IM/IT Division should provide clear guidance on proper data access processes
and sufficient resources for a client-centric, streamlined data access model so that data
clients do not feel the need to circumvent current data access procedures.

18. Health Sector IM/IT Division should conduct periodic reviews of data access processes and
procedures and provide training to all divisions after completion to ensure all proper
processes are in place in all business areas with a focus on. persdnal health information,
eHealth, pharmaceutical data, health data legisiation and any other personai information
protection requirements.

19. Ministry employees should be required to review and sign-off on the BC Pubhc Service
Standards of Conduct IM/IT agreement annually to ensure they are aware oftheir -
responsibilities as employees and the policies and procedures for data access, including a
reminder that they must not share IDIR passwords or data access informatson with others.
Other ministries do this with annual Employee Performance Development Plan (EPDP)
discussions.

20. All new Ministry employees should be requ
sharing training and Ministry information
access. ; :

21. All Ministry employees handling sen h information should be issued an encrypted
USB stick for any work requirir i 13 i : .;5§tdrége and be trained on appropriate
data storage methods R

. Ministry sho

to ta,lgg,lgovqmment privacy and information
acy and security training prior to having data

: awareneés of the pre-publication review process reqmred
ith permission to publish.

rsities to ensure that contracted staff is aware of and
d privacy protection provisions in contracts and relevant

data securit;

adhere to
agreements. :

25. University-base hers providing services to the Ministry must also complete the
contractor privacy and information managements training.

26. Contracts with universities for service(s) involving research or analysis of Ministry data
should require a listing of all researchers/contractors on the project for review by the
Ministry before data is issued. Universities are responsible for ensuring that any and all
university staff involved in providing contracted services to the MINISTRY are listed on
agreements or contracts, including ISAs, are free from conflict of interest, such as those
serving in dual roles for the university conducting research on MINISTRY projects, and any
pledge forms are provided to the Ministry for review and approval prior to granting data
access.
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27. Data access arrangements will only be granted for project specific or identified evaluation
contracts, and data access is limited to information required and not for other,
unauthorized uses.

28. Ministry should develop over-arching research agreements with major universities involved
in health research to formalize and create greater awareness of the expectations, roles, and
responsibilities around the appropriate access, use, storage and disclosure of health data.

Contractors:

29. Prior to singing a contract, all contractors must provide a Conflict of Interest statement and
cansent for reference checks. ‘ ;

30. All contractors should clearly identify their relationship tathe M
any third party organization.

31. All Ministry contractors are required to complete the

when dealing with

and/or data is provided.

32. Data access arrangements should only be granted for project
evaluation contracts, and data access is limited to
other, unauthorized uses. - V

33. Ministry should collaborate with other stake vernmentto improve the
capacity to review and assess potential cor ; k history, performance
metrics and references with other ministri on receiving consent to
check references from contractors.

34. Contractors should be made awa tted to forward email to
personal non-government email:and/or ty.data on personal computers,

35, All contractors handtmg sensitive health information’should be required to only use
encrypted portable storage devicesw hen no viable alternative exists to the data being
saved on the portable storage device '

36. Contractors being granted data access mus__;return and/or destroy the data they were
provided within the data retentlon schedule specified in the contract.

37. Contractors should not be permitted to publish findings based on contracted work
compieted on or behalf of the. Mmastry

38. All contracts should follow Ministry policies and process for Request for Proposals (RFPs) to
solicit propos«ls for all pro;ects' Requests for proposal should be written to allow for a fair
and open competitlon wzthout limiting the option to a single preferred service provider.
RFPs should be on ability to provide service and on not experience with specific Ministry
tools, resources, programs or data holdings.

Researchers:
39. All researchers should request their data through Population Data B.C.’s data access request

(DAR) process.

40. All researchers wishing to publish and/or distribute their findings are required to include a
proper citation of the source of their data and submit their manuscript or materials
intended for distribution for pre-publication/distribution review and approval by the
Ministry at least 45 days in advance publication.
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41. Ministry should develop clear policies for non-compliance with the research agreements

and other applicable legislation and corporate policies and make researchers aware of such
policies and the consequences of non-compliance.

42. Research Agreements should explicitly state the roles and responsibilities for parties to the
agreement, particularly the Principal Investigator, who must ensure:

a.

That all associated researchers to the project are aware of the expectations of care of
Ministry data and after accessing, using, storing and, where appropriate, disclosing
Ministry in a manner consistent with legislation, policy and the provisions of the
research agreement,

All researchers associated with research projects are clearly-identified and have
submitted their conflict of interest and confidentiality'statements;

All required data elements need to be specifically outlined in the DAR and based on
the principles of ‘least privilege’ and ‘need to know’;.

All developed publications or materials for dlstnbutwn undergo the Mmtstry s pre-
publication review praocess, and .

All researchers associated with the project partuc:pate in Mimstry s online pnvacy and :
information management training as required !
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Appendix 1 - Legislation and Policy Violations

The key findings of this investigation led investigators to numerous conclusions and
subsequently actions related to former employees and contractors for violations of the
following legislative, policy and agreement provisions:

Public Service Act

8 Appointments on Merit
(1) Subject to section 10, appointments to and from w:thm the
(a) be based on the principle of merit, and
(b) be the result of a process designed to appraise th
of eligible applicants.

blicservice must

(2) The matters to be considered in determining meritim
nature of the duties to be performed, include the applicant’s edu
knowledge, experience, past work performance. and-years of ¢ rQus service in
the public service. :

10 Exceptions to section 8-
Subject to the regulations '
(a) section 8 (1) does not apply to an? appointm is.a@ lateral transfer or a
demotion, and >
(b) section 8 (1) (b) does not ap"!y to the followir
(i) a temporary appomtment of not more than 7 months in duration;
(i) an. appomtment of an auxiliary employee;
(fii} adirect appointment by th gency head in unusual or exceptional
c1rcumstances

Freeddn;.zéf Information and Protection of Privacy Act

30 Protection of personal information
A public body.must protect personal information in its custody or under its control
by making rea's_ognaple?s;étun’ty arrangements against such risks as unauthorized
access, collection, use, disclosure or disposal.

32 Use of personal information
A public body may use personal information in its custody or under its control only
fa) for the purpose for which that information was obtained or compiled, or for a use
consistent with that purpose (see section 34 for “consistent purpose”),
(b) if the individual the information is about has identified the information and has
consented, in the prescribed manner, to the use, or
(c) for a purpose for which that information may be disclosed to that public body
under sections 33 to 36.
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35 Disclosure for research or statistical purposes
(1) A public body may disclose personal information in its custody or under its
control for a research purpose, including statistical research, only if

(c) the head of the public body concerned has approved conditions relating to the
following:
(i) security and confidentiality;
(ii) the removal or destruction of individual identifiers at the earliest reasonable
time; i
(iii} the prohibition of any subsequent use or dlsclosure faf hat information in
individually identifiable form without the expres duthor;zat on of that public body,
and R
(d) the person to whom that information is disclosed ha _s:gned an agreement to
comply with the approved conditions, this Act and any af the public body's poltcies
and procedures relating to the confidentiality of personal mformat:on

Pharmacy Operations and Drug Scheduling Act .

13 Continuation of PharmaNet

contacted.

Standards of Conduct

Confidentiality: )
Confidential information, in any form, that employees receive through their
employment must not be disclosed, released, or transmitted to anyone other than ;
persons who are authorized to receive the information.

Confidential information that employees receive through their employment must not
be used by an employee for the purpose of furthering any private interest, or as a

means of making personal gains.
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Conflict of interest:
Examples of conflicts of interest include, but are not limited to, the following:

¢ An employee, in the performance of official duties, gives preferential treatment
to an individual, corporation, or organization, including a non-profit organization,
in which the employee, or a relative or friend of the employee, has an interest,
financial or otherwise;

* An employee benefits from, or is reasonably perceived by the public to have

employee’s employment; and/or

» An employee benefits from, or is reasonably perce
benefited from, a government transaction over
decisions (for example, investments, sales, purcha
contracts, regulatory or discretionary approvals, ap

Outside Remunerative and Volunteer Work:
Employees may hold jobs outside governme
remuneration from public funds for activiti
volunteer activities provided it does not:

* Gain an advantage that is der{?ég from thei 2 with the BC Public
Service. :

Allegations of Wrong Domg
Employees. have a duty to report’ any 'situation relevant to the BC Public Service that
they belleve contravenes the law, misuses public funds or assets, or represents a
danger to public health ond Safety ora it 'mﬂcant danger to the environment...
Employees must report their:allegations or concerns as follows:

. Members of the BCGEU must report in accordance with Article 32.13;

¢ PEA members must reportm accordance with Article 36.12; or

. Other employees must report in writing to their Deputy Minister or other
executive-member of the ministry, who will acknowledge receipt of the
submissivn and have the matter reviewed and responded to in writing within 30
days of receiving the employee’s submission. Where an allegation invoives a
Deputy Minister, the employee must forward the allegation to the Deputy
Minister to the Premier.

Loyalty:
Public service employees have a duty of loyalty to the government as their
employer. They must act honestly and in good faith and place the interests of the
employer ahead of their own private interests. The duty committed to in the Oath
of Employment requires BC Public Service employees to serve the government of
the day to the best of their ability.
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Core Policy and Procedure Manual:
Chapter 12 - Information Management and information Technology Management Policy

12.3,1 a) Appropriate Use of Information Technology

Users must not:

¢ divuige, share or compromise their own or another's government authentication
credentials;

12.3.3 d) Personal information Management
4. Ministries must use the principles of "need-to- know"
authorizing access to personal information. SR
¢ least privilege is defined as: “A security principle re uiring that each subject ina

system be granted the most restrictive set of pnvileges {or lowest cleamnce}
needed for the performance of authorized tasks. The application of this prmc:p!e
limits the damage that can result from accident, error or unauthorized use”.
¢ Need to know is defined as: “A privacy prmc:ple wbere access Is’ restncted to authorized
individuals whose duties require such actess. Individuals are not entitled to access
merely because of status, rank or off :
The need— to-know prmc:ple may be i

and ”Ieast pnwlege " when

Qus: ways. These include
s to certain records, listing individuals who
controls on automated information

d through a documented process

Information Securi

6.7.1 b) Use of portable storage devices
The use of portable storage devices to store or transport information increases the
risk of information compromise. Portable storage devices are typically small,
portable and are easily lost, stolen or damaged, particularly when transported in

public environments.

Information Owners, Information Custodians and Managers must:
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» Ensure that use of portable storage devices is managed and controlled to
mitigate risks;

e Document processes for authorizing use of portable storage devices; and,

s Ensure personnel using portable storage devices protect information and
information technology assets in their custody or control,

6.10.1 a) Audit logging
Information Owners and Information Custodians must ensure that audit logs are used to

record user and system activities, exceptions and information security and operational
events including information about activity on networks, appl{""" { d systems.
Information Owners and information Custodians will determ ree of detail to be

include, where relevant, the following information:
¢ User identifier;
e Dates, times and details of key events (e.g., logon
*» lLogon method, location, terminal identity (if pessible), ne
¢ Records of successful and unsuccessful system-
» Records of successful and unsuccessfuls" j and field access
where applicable} and other resourc
¢ Changes to system conf/gurat:on
o Use of privileges; =
¢ Use of system utilities and. apphcatlons,
» Files acczssed and type of access (e.g., view;
» Network addresses and pr ils;
) Alarms ra:sed by the access cont

odtfy, delete);

tems (e.g., anti-virus, intrusion detection).

Audit Iogs may contain conﬂdentlal data and access must be restricted to personnel with
need—to—know pnwleged access and be protected accordingly.

Informatlon Owners and Infarmatlon Custodians must not have the ability to modify,
erase or de—actrvate logs of their own activities.

If audit Iogs ;q‘rgg,not;;‘a'i:'t'ivated, this decision must be documented and include the name
and position of the dpprover, date and a rationale for de-activating the log. Where
required, the Privacy Impact Assessment and/or Security Threat and Risk Assessment
must be updated to reflect this decision.

7.3.1 d) Protection and use of passwords
Passwords are highly sensitive and must be protected by not:

e Sharing or disclosing passwords;
e Permittir.g anyone to view the password as it is being entered;
o Writing down a password;

e A A S 5 X B 0 Y 0 0 A 0 g B 50 S e 4 o
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e Storing other personal identifiers, access codes, tokens or passwords in the same
container as the token;

s Keeping a file of passwords on any computer system, including mobile devices
unless that file is encrypted according to the Cryptographic Standards for
Information Protection; and ;

s Employing any automatic or scripted logon processes for personal identifiers;
and,

s Using personal identifiers, access codes, or passwords associated with
Government accounts for non-government purposes.

7.7.1 a) Information protection paramount 2 -
information Owners and information Custodians must ensure that use of portable
storage devices is managed and controlled to mmgate the mherent nsks af portable
storage devices. R

The use of portable storage devices such as Japtops or other mobile devices to
access, store, or process information increases the risk of information compromise.
Portable storage devices are typically small, portable ;5'?used in uncontrolled public
environments and are easily lost, stolen o) amaged :

Users of mobile computing services mus___‘ ensure. that mformation and information
technology assets in their custody er ontrol are protected,

7.7.1 c} Protection of credential :
User ldent;fler and ser crede must be protected to reduce the risk of

Minimum tion protection safeguards for the use of portable storage devices

include:

e Encryption of stored data to prevent information loss resulting from the theft of
the mobile or remote device;

s Encryption of data transmitted via public network;

e Access control permissions on a portable storage device must be applied to
prevent unauthorised access to information by system users, particularly for
multi-user mobile systems;

¢ Reqularly maintained data backups of information stored on portable storage

devices using government backup facilities to protect against information loss;
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» To provide information availability portable storage devices must not be used to
store the only copy of a government record;

» Physical security of the device must be maintained to protect against asset and
information loss; and,

s User authentication to the portable storage device and user authentication for
remote access from the device must be implemented in accordance with
authentication policies.

Agreement Concerning the Collection and Sharing of Information from the Canadian
Community Health Survey Between Statistics Canada and the British Columbia Ministry of
Health

4 Usage of Shared Information
(3) The Miristry shall consult with Statistics Canada pt
aggregates to prevent any residual disclosure of inforr

5 Confidentiality of Data
The information shared with the Ministry pursi
identifiable respondent shall be treated
such steps as are necessary to protect th

6 Sharing with Third Party
The Ministry shall not, by agreement or othe
party the individual responses obt
Agreement except in accorda

d .imh the follo

{2) The. Mm:stry may pmwde access ta the individual survey responses, without any
names, addresses or rdentgfymg numbers‘__i'_hared pursuant to this Agreement to a
researcher, working under contract directly for the Ministry to provide a survey-
related product or service, prowded such access is on the premises of the Ministry
where the required security measures are in place to protect the confidentiality of
the mformouon relating to tbe individual identifiable respondents.
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Appendix 2 - Investigation Timeline

‘Ministry undertakes a preliminary review of the matters alleged to

April2012
AT -Q;_ﬁ_t?’f_mme_ _if__f_qrther action warranted.

‘Ministry internal investigation team produces an interim update for the

July 18,2012
o .. .- Deputy Minister.

September 6, 2102 - Ministry issues press release and Minister of Heaith and Deputy Minister
v of Health make public announcement about the internal investigation.

fthe suspensions

October’3_._1,, 2012- ‘Ministry sends demand letters requiring return of Ministry data and
.+ = information and requesting signing of a declaration that individual does
" 'not have possession, custody or control of Ministry data and information.

November 2012 Ministry receives signed declaration letters.

pended research study.

January 16-22, 2013 Ministry notifies 35,480 affected individuals of a privacy breach involving
their personal information.

Ministry provides general public notification of two other privacy
breaches.

Ministry establishes a contact centre providing telephone response to
inquiries.
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Beginning March b R

August 1-2, 2013

End of September This report is drafted.
2013
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Pages 240 through 262 redacted for the following reasons:

s.14,s.17
s.14,s.22





