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Ministry of Technology, Innovation  

      and Citizens’ Services  
Office of the Chief Information 

   Officer 

Province of British Columbia 

Provincial Identity  

Information Management 

Program 

 

Mailing Address: 

Box 9412 Stn Prov Govt 

Victoria BC  V8W 9V1 

 

Location:  

E253 - 4000 Seymour Place, Victoria 

Telephone:  250 952-0482 

Mobile:  250 360-7336 

Facsimile:  250 387-3889 

Email : Kevena.bamford@gov.bc.ca 

 
 

Ref:  99929 
October 22, 2013 
 
 
 
Mr. Jaime Shapiro 
President 
SecureKey Technologies Inc. 
Suite 2900 - 199 Bay St.  
PO Box 366 
Toronto, Ontario  
M5L 1G2 
 
Dear Jaime Shapiro: 
 
Re: SecureKey Notice of Readiness October 15, 2013 
 
The Province hereby provides this Notice of Acceptance for the following Test Components of the 
Authentication Services in accordance with the provisions of Section 3 of Schedule 3.2 of the Master 
Services Agreement entered into by the Province and SecureKey Technologies Inc. (“SecureKey”), 
dated as of April 13, 2012 (the “MSA”), which the Province and SecureKey intend to amend by 
Change Order #CO-1 currently being negotiated.  
 
The Province hereby: 
 

1) Accepts the following Test Components for purposes of Schedule 3.2 of the MSA 
(described in detail in Appendix 2.3 to Schedule 1.5 of the Authentication Services SOW 
under the MSA): 

 

a. Authentication with USB terminal 
b. User Interface 
d. Security 

 
2) Accepts the readiness for Acceptance Testing of the following key elements of the 

Authentication Services, as described in Appendix 2.3 to Schedule 1.5 of the Authentication 
Services SOW under the MSA: 

 

a. EMV Cryptographic Authentication 
b. User Interface 
c. Security Specifications 
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3) Accepts for Acceptance Testing that: 

 
a. USB Authentication Tokens and prototype USB Counter Devices are available for 

testing, except to the extent SecureKey is making efforts to correct Deficiencies 
identified by the Province with respect to USB Authentication Tokens so that the 
Province can resume Acceptance Testing with respect to such tokens. 

b. The Supplier Authentication Services will integrate with the Province using the 
JSON protocol and data formats.  

c. SecureKey’s Security documentation has been made available. 
 

4) Acknowledges receipt of the following documents from SecureKey: 
 

a. Card Authentication Test Plan v0.3 
b. BC Regression Test Exit Report v0.2 
 

5) Acknowledges receipt from SecureKey of: 
 

a) User acceptance test environment that supports multiple test instances to enable the 
Province to test its own different identity environments 

b) Additional CMS test environment 
 

6) Acknowledges that: 
a.  the reporting design is outstanding with completion pending design review sessions 

in accordance with the MSA. 
b. Performance Testing results will be made available to the Province on November 

25, 2013. 
 
 
 
 
Sincerely, 
 
 
 
 
Kevena Bamford  
Executive Director 
Provincial IDIM Program 
 
pc: Andre Boysen, SecureKey Technologies Inc. 
 Heather Neale, SecureKey Technologies Inc. 
 Chris Chapman, SecureKey Technologies Inc. 
 Ian Bailey, Ministry of Technology, Innovation and Citizens’ Services 
 Patricia Wiebe, Ministry of Technology, Innovation and Citizens’ Services 
 Jeremy Moss, Ministry of Technology, Innovation and Citizens’ Services 
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Ministry of  Citizens’ Services and  

   Open Government 
Office of the Chief Information 

   Officer 

Province of British Columbia 

Provincial Identity  

Information Management 

Program 

 

Mailing Address: 

Box 9412 Stn Prov Govt 

Victoria BC  V8W 9V1 

 

Location:  

E253 - 4000 Seymour Place, Victoria 

Telephone:  250 952-0482 

Mobile:  250 360-7336 

Facsimile:  250 387-3889 

Email : Kevena.bamford@gov.bc.ca 

 

Ref: 97787 
 
February 8, 2013 
 
 
Mr. Jaime Shapiro 
President 
SecureKey Technologies Inc. 
Suite 2900, 199 Bay St. 
PO Box 366 

Toronto, Ontario 
M5L 1G2 
 
Dear Jaime Shapiro: 
 
Re: SecureKey Notice of Readiness Feb 01 2013 
 
Subject to the conditions and qualifications below, the Province hereby provides this Notice of 
Acceptance for Test Components, in accordance with the provisions of Section 6 of Schedule 3.2 of 
the Master Services Agreement entered into by the Province and SecureKey Technologies Inc. 
(“SecureKey”), dated as of April 13, 2012 (the “MSA”).  The Province hereby accepts the following 
Test Components for purposes of Schedule 3.2 of the MSA: 
 

1. The following Test Components described in detail in Appendix 2.2 to Schedule 1.5 of the 
Card Management Services SOW under the MSA: 

(i) Personalization and authentication using test cards 
(ii) Personalization and authentication using production cards 
(iii) Services Card Status updates 

 
2. The four key elements of the Card Management Services (i.e. PAN Management and 

Assignment, Services Card Personalization, Card Management Database, Services Card 
Status Updates), as described in Section 1 of Appendix 2.2 to Schedule 1.5 of the Card 
Management Services under the MSA 

 
subject to the following conditions and qualifications: 
 

 The Province has not yet completed testing the following CMS Operational Reports, which 
were delivered after the SecureKey “Notice of Readiness” letter: 
 

o Card Management Processing Time 
o Monthly Time to Restore Summary 
o Monthly Tier 3 Support Summary 
o P1 P2 Time to Restore 
o P3 P4 Time to Restore 
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The Province expects to complete testing on these reports, and respond to SecureKey with 
an Acceptance or Failure Notice, by February 22, 2013.  Accordingly, these reports have not 
yet been accepted by the Province for purposes of Schedule 3.2 of the MSA. 

   

 A defect has been identified in how CMS handles card status reports related to error 
situations (Issue #7366 – “Sometimes CMS generates Zero byte card status updates 
Reports”).  Accordingly, the Province does not accept the Test Component that has this 
defect, and this letter will be deemed to be a Failure Notice with respect to such Test 
Component.  SecureKey must address by March 31, 2013, then notify the Province so a re-
test can be performed.   

 

 The Province will perform additional Transition File testing with SecureKey, and request 
updated versions of the BC Services Card Transition Design Specifications and Decrypt Transition 
File User Guide documents, to be completed before March 31, 2013. Accordingly, these 
documents have not yet been accepted by the Province for purposes of Schedule 3.2 of the 
MSA. 

 
The Province looks forward to receiving the Notice of Readiness for Card Management Services in 
Production from SecureKey by February 11th, the target date discussed by the Joint Operations 
Committee at its meeting on January 25th, 2013. 
 
 
Sincerely,  
 
 
 
 

Kevena Bamford  
Executive Director 
Provincial IDIM Program 
 
pc: Andre Boysen, SecureKey Technologies Inc. 
 Heather Neale, SecureKey Technologies Inc. 
 Chris Chapman, SecureKey Technologies Inc. 
 Ian Bailey, Ministry of Citizens’ Services and Open Government   
 Patricia Wiebe, Ministry of Citizens’ Services and Open Government 
 Jeremy Moss, Ministry of Citizens’ Services and Open Government 
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