Total costs associated with invoices: Compiled and submitted with Response for clarification purposes.

Deloitte contracts -
actuals

Contract number 2013-096 2013-228 2014-029 2014-063
S S S S S

Fees 554,519.00 74,989.89 85,038.00 673,719.00 1,388,265.89
S S S S S

Expenses 56,471.78 - 13,632.86 41,213.92 111,318.56
$ S $ $ $

Subtotal 610,990.78 74,989.89 98,670.86 714,932.92 1,499,584.45
S S S S S

Contract Amt 611,000.00 75,000.00 100,000.00 715,000.00 1,501,000.00
S S S S S

GST/HST 73,319.29 8,998.79 3,600.13 35,746.64 121,664.85
S S S S S

Total 684,310.07 83,988.68 102,270.99 750,679.56 1,621,249.30
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THIS AGREEMENT is dated for reference the 10" day of September, 2012,

BETWEEN:

DELOITTE & TOUCHE LLP (the “Contractor”) with the following specified address and fax number:
2800 — 1055 Dunsmuir Street

Vancouver, BC V7X 1P4

778 374-0506

AND;

HER MAJESTY THE QUEEN IN RIG E PROVIN E QU BRITISH COT UMBIA, as represented
by the Minister of Health (the “Province”) with the following specified address and fax number:

5-3, 1515 Blanshard Street
Vlctoria, BC V8W 3C8
250 952-1509

The Province wishes to retain the Contractor to provide the services specified in Schedule A and, in consideration
for the remuneration set out in Schedule B, the Contractor hes agréed to provide those services, on the terms and

conditions set out in this Agreement

As a result, the Province and the Contractgr agree as follows:

1 DEFINITIONS
General
1.1 Inthis Agreement, unless the context otherwise requires:
{a) “Business Day” means a day, other than a Saturday or Sunday, on which Provincial government
offices are open for normal business in Brilish Columbia;
(b) “Incorporated Material” means any material in existence prior to the start of. the Term or

developed independently of this Agreement, and that is incorporated or embedded in the
Producec Materfal by the Contractor or a Subcontractor;

{©) “Material” means the Produced Material and the Received Material;

{d) “Produtced Material” means records, software and other material, whether complete or not, that,
as a result of this Agreement, are produced by the Contractor or a Subcontractor and includes the
Incorporated Matenal -

(e} “Received Material” means records, software and other material, whether complete or not, that,

as a result of this Agreement, are received by the Contractor or a Subcontractor from the Province
or any other person;

(] “Services” means the services described in Part 2 of Schedule A;
(g) “Subcontractor” means a person described in paragraph (a) or (b) of section 13.4; and A
) “Term” means the term of the Agreement described in Part 1 of Schedu!e A subject to that term

endmg eartier in accordance with this Agreement,

Meaning of “record”

1.2 The definition of “record” in the Inferpretation Act is incorporated into this Agreement and “records” will
bear a corresponding meaning.
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2 SERVICES

Provision of services -

21 The Contractor must provide the Services in accordance with this Agreement,

Term

22 Regardless of the date of execution or delivery of this Agreement, the Contractor must provide the
Services during the Term.

Supply of various items

23 Unless the parties otherwise agrée in writing, the Contractor must supply and pay for all labour,
materials, equipment, tools, facilities, approvals and licenses necessary or advisable to perform the
Conlractor’s obligations under this Agreement, including the license under section 6.4,

+

Standard of care

24 . Unless otherwise specified in this Agreement, the Contractor must perform the Services to a standard of
care, skill, and diligence maintained by persons providing, on a commercial basjs, services similar to the

Services.
Standards in relation to persons performing Setrvices

25 The Contractor must ensure that all persons employed or retained to perform the Services are qualified
and competent to perform them and are properly trained, instructed and supervised.

Instructions by Province

2,6 The Province may from time to time give the Contractor reasonable instructions (in writing or otherwise}
as to the performance of the Services, The Contractor must comply with those instructions but, unless
otherwise specified in this Agreement, the Contractor may determine the manner in which the
instructions are cartied out. '

Confirmation of non-written instructions

27 If the Province provides an instruction under section 2.6 other than in writing, the Contractor may
request that the instruction be confirmed by the Province in writing, which request the Provinge must
comply with as soon as it is reasonably practicable to do so.

Effectiveness of non-written instructions

‘2.8 Requesting written confirmation of an instruction under section 2.7 does not relieve the Contractor from
complying with the instruction at the time the instruction was given. -

Applicable laws

29 In the performance of the Contractor’s obligations under this Agreement, the Contractor must comply
with all applicable laws.
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.3 PAYMENT

Fees and expenses

a1 If the Contractor complies with this Agreement, then the Provmce must pay to the Contractor at the times
and on the conditions set out in Schedule B: :

(a) ~  thefees described in that Schedule;
{0)] the expenses, if any, described in that Schedule if they are supported, where applicable, by
proper receipis and, in the Province’s opinion, are necessarily incurred by the Contractor in

providing the Services; and
) any applicable taxes payable by the Province under law or agreerent with the relevant taxation

authorities on the fees and expenses described in n para graphs (a) and (b) .

The Province is not obliged to pay to the Contractor more than the “Maximum Amount”- -specified in
Schedule B on account of fees and expenses.

Statements of accounds

32  In order to obfain payment of any fees and expenses wnder this Agreement, the. Contractor must submit
to the Province a written statement of account in a form satisfactory to the Province upon completion of
the Services or at other imes described in Schedule B,

Withholding of amounts

3.3 Without limiting section 9.1, the Province may withhold from any payment due to the Contractor an
amount sufficient to indemnify in whole or in part the Province and ifs employees and agents ngainst any
liens or other third-party claims that have arisen or could arise in connection with the provision of the
Services, An amount withheld under this section must be promptly paid by the Province to the
Contractor upon the basis for withholding the amount having been fully resolved to the satisfaction of

the Province,
Appropriation -
34 The Province’s obligation to pay money to the Conlractor is subject to the Financinl Administration Act,

which makes that obligation subject to‘an appropriation being available in the fiscal year of the Province
during which payment becomes due

Currency

a5 Unless otherwise specified in this Agreement, all references to money are to Canadian doliars,

Non-resident income tax

3.6 If the Contractor is not a resident in Canada, the Contractor acknowledges that the Province may be
required by law to withhold income tax from the fees described in Schedule B and then to remit that tax
to the Receiver General of Canada on the Contractor’s behal.

i

Prohibition against comrhitting money

37 Without limiting section 13,10(n), the Contractor must not in relation to performing the Contractor’s
obligations undet this Agreement commit or purport to commit the Province to pay any money except as
may be expressly provided for in this Agreement.
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Refunds of taxes

3.8 The Contractor must:

(a) apply for, and use reasonable efforts to obtain, any available refund, credit, rebate or remission of
federal, provincial or other tax or duty imposed on the Contractor as a result of this Agreement that
the Province has paid or reimbursed to the Contractor or agreed fo pay or rexmburse to the

Contractor under this Agreement; and

(b} immediately on receivmg, or being credited with, any amount'applied for under paragraph (a}, remit
that amount to:the Province, .

4 ~ REPRESENTATIONS AND WARRANTIES
4.1 As at the date this Agreement is executed and delivered by, or on behalf of, the parties, the Contractor
represents and warrants to the Province as follows:
(d)  except to the extent the Contractor has previously disclosed otherwise in writing to the Provmce, :
(i) all information, statements, documents and reporis furnished or submitted by the
Contractor to the Province in connection with this Agreement (including as part of any
competitive process resulting in this Agreement being entered into) are in ail material
respecis true and correct, .
(i1) the Contractor has sufficient trained staff, facilities, materials, appropriate equipment and
approved subcontractual agreements in place and available to enable the Contractor to
fully perform the Services, and
()  the Contractor holds all permits, licenses, approvals and statutory authorities issued by any
government or government agency. that are necessary for the performance of the
Contractor’s obligations under this Agreemnent; and

(b} ifthe Contractor is not an individual,

(i) the Contractor has the power and capacity to enter into this Agreement and to observe,
perform and comply with the terms of this Agreement and all necessary corporate or other
proceedings have been taken and done to authorize the execution and delivery of this

Agreement by, or on behalf of, the Contractor, and

(i) this Agreement has been legally and properly executed by, or on behalf of, the Contractor
- and is legally binding upon and enforceable against the Contractor in accordance with its
terms except as etforcement may be limited by bankruptcy, insolvency or other laws
affecting the rights of creditors generally and except that equitable remedies may be
granted only in the discretion of a court of competent jurisdiction.

5 PRIVACY, SECURITY AND CONFIDENTIALITY

Ptivacy’

51 The Contractor must comply with the Privacy Protection Schedule attached as Schedule E.

Security

5.2 The Contractor must:
(a) make reasonable secturity arrangements to protect the Material from unauthorized access,
collection, use, disclosure, alteration or disposal; and ’

()] comply with the Security Schedule attached as Schedule G,
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Confidentiality

53 The Contractor must treat as confidential all mformatlon in the Material and all other information
accessed or obtained by the Contractor or a Subcontractor (whether verbally, elécironically or otherw;se)
as a resulf of this Agreement, and not permit its disclosure or use without the Province’s prior written

consent excepk:

{a) as required to perfonin the Contractor’s obligations under this Agreement or to comply w1th .

applicable laws;

(b) if it is information that is generally known to the publlc other than as result of a breach of this
Agreement; or
{c) if it is information in any Incorporated Material.

Public announcements

54 Any publié annotincement relating to this Agreement will be arranged by the Province and, if such
consultation is reasonably practicable, after consultation with the Contractor.

Restrictions on promotion

5.5 The Contractor, must not, without the prior written approval of the Province, refer for promotional
purposes to the Province being a customer of the Contractor or the Province having entered into this
Agreement.

G MATERIAL AND INTELLECTUAL PROPERTY

Access to Material

6.1 If the' Contractor receives a request for access to any of the Material from a petson other than the
Province, and this Agreement does not require or authorize the Contractor to provide that access, the

Contractor must promptly advise the person to make the request to the Province.

Ownershl;p and delivery of Material

6.2 The Province e,‘«:!uswely owns all property r;ghts in the Material which are not intellectual property
rights. The Contractor must deliver any Material to the Province immediately upon the Province's

request.

Matters respecting intellectual property

6.3 The Province exclusively owns all intellectual property rights, including copyright, in:
{2) Received Malerial that the Contractor receives from the Province; and .
(b) Produced Matetial, other than any Incorporated Material. '

Upon the Province’s request, the Contractor must deliver to the Province documents satisfactory to the
Provinge that irrevocably waive in the Province's favour any moral rights which the Contractor (or
employees of the Contractor) or a Subcontractor (or employees of a Subcontractor) may have in the
Produced Material and that confirm the vesting in the Province of the copyright in the Produced Matetial,

other than any Incorporated Material.
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Rights in relation to Incorporated Material

6.4 Upon any Incorporated Material being embedded or incorporated in the Produced Matertal and to the
extent that it rerains so embedded or incorporated, the Contractor grants to the Province:

(a) a non-exclusive, perpetual, irrevocable, royalty-free, worldwide license fo use, reproduce, modify
and distribute that Incorporated Material; and
{b) the right to sublicense fo third-parties the right to use, reproduce, medify and distribute that
. Incorporated Material. '

Right of Province to .negoh'ate license of Produced Material-

6.5 After the end of the Term, the Province in its sole discretion, may negotiate with the Coniractor to
provide the Contractor a license (which may be exclusive or non-exclusive) for the Contractor to use,
reproduce, modify or distribute some or all of the Produced Material.

7 . RECORDS AND REPORTS
Work reporting
71 Upon the Province’s request, the Contractor must fully inform the Province of all work done by the

Contractor or a Subcontractor in connection with providing the Services.

" . Time and expense records

7.2 if Schedule B provides for the Contractor to be paid fees al a daily or hourly rate or for the Contractor to

be paid or reimbursed for expenses, the Coniractor must maintain time records and books of account,
invoices, receipts and vouchers of expenses in support of those payments, in form and content
satisfactory to the Province. Unless otherwise specified in this- Agreement, the Contractor must refain
such documents for a period of not less than seven years after this Agreement ends.

8§  AUDIT

8.1 In addition to any other rights of inspection the Province may have under statute or otherwise, the
Province may at any reasonable fime and on reasonable notice to the Contractor, enter on the Contractor’s
premises to inspect and, at the Province's discretion, copy any of the Material and the Contractor must
permit, and provide reasonable assistance to, the exercise by the Province of the Province's rights under

this section. '

9 INDEMNITY AND INSURANCE
Indemnity
9.1 The Contractor inust indemnify and save harmless the Province and the Province's employees and agents

from any losses, claims, damages, actions, causes of action, costs and expenses that the Province or any of
the Province's employees or agents may sustain, incur, suffer or be put to at any time, either before or
after this Agreement ends, including any claim of infringement of third-party intellectual property rights,
where the same or any of them are based upon, arise out of or oceur, directly or indirectly, by reason of
any act or omission by the Coniractor or by any of the Contractor’s agents, employees, officers, directors
or- Subcontractors in connection with this Agreement (each a “Loss”), excepting always liability arising
out of the independent acts or omissions of the Province and the Province's employees and agents.

Monetary Hmitations of indemmnity

9.2 The indemnification by the Contractor pursuant to section 9.1 is limited to:
{a) $2,000,000 per Loss; and
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$4,000,000 in the aggregate for all Losses.

(b)
Exceptions to monetary limitations
9.3 The lhmitations set out in section 9.2 do not apply to a Loss resulting from any of the following:
(a) bodily injury or damage to real property or tangible personal property;
(b)  aclaim of infringement of third-party intellectual property rights; or
{c) a breach of section 5.1, 5.2, 5.3 or 6.1 of this Agreement.

Province to notify Contractor of Loss

9.4

To claim indemnification for a Loss pursuant to section 9.1, the Province must nolify the Contractor in

writing of the Loss as soon as reasonably practicable after the Province becomes aware of the Loss
provided that a failure by the Province to provide such notification will not invalidate the claim unless

the Contractor is materially prejudiced by that failure.

Third-party infellectual property infringement claims

9.5 If the Loss is on the basis of a third-party claim that any element of the Material mfrmges the 1nteilectual
property rights of any person,

{a) then the Contractor must defend the Province against that claim at the Contractor’s expense and
the Contractor must pay all associated costs, damages and legal fees that a court or arbitrator
finally awards or are included in a settlement agreed to by the Contractor; and

(b) the Province must cooperate with the Contractor in the defence of the claim and, where
appropriate in the discretion of the Province, will allow the Contractor to appoint and instruct

* counsel and otherwise conirol the defence and any relafed seitlement negotiations.

¢

Insurance

9.6 The Contractor must comply with the Insurance Schedule attached as Schedule D

Workers compensation
. bl

9.7 Without limiting the generality of section 2.9, the Contractor must comply with, and must ensure that any
Subcontractors comply with, alf applicable occupational health and safely laws in relaiion to the
performance of the Contractor’s obhgahons under this Agreement, including the Workers Compensﬂtwu
Act in British Columbia or similar laws in other jurisdictions.

Personal 0pt10nal protechon

98 The Contractor must apply for and maintain personal oplional protection insurance (consisiing of income
replacement and medical care coverage) during the Term at the Contractor’s expense if:

{a) the Contractor is an individual or a partnership of individuals and does not have the benefit of
mandatory workers compensation coverage under the Workers Compensation Act or similar Iaws

’ in other jurisdictions; and
{b) such personal optional protection insurance is avallabie for the Contractor from WorkSafeBC or
other sources.

Evidence of coverage

9.9  Within 10 Business Days of being requested to do so by the Province, the Contractor must provide the
Province with evidence of the Contractor’s compliance with sections 9.7 and 9.8,
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10  PFORCE MAJEURE
Definitions relating to force majeure

10.1  In this section and sections 10.2 and 10.3; ‘
(@)~ “Event of Force Majeure” means one of the following events:

iy  anatural disaster, fire, flood, storm, epidemic or power failure,
(i)  awar (declared and undeclared), insutrection or act of terrorism or piracy,
(iii) astrike {including illegal work stoppage or siowdown) ot fockout, or
(iv) a freight embargo
if the event prevents a party from performing the party’s obligations in accordance swith this
Agreement and is beyond the reasonable control of that party; and :

)] “Affected Party” ineans a party prevented from performing the party’s obligations in accordance
with this Agreement by an Event of Force Majeure. :

Consequence of Event of Force Majeure

- 102 An Affected Party is not liable to the other party for any failure or delay in the performance of the
Affected Party’s obligations under this Agreement resulting from an Event of Force Majeure and any time
periods for the performance of such obligations are automatically extended for the duration of the Event
of Force Majeure provided that the Affected Party complies with the requirements of section 10.3.

Duties of Affected Party |
103 An Affected Party must promptly notify the other party in writing upon the occurrence of the Event of

Force Majetire and make all reasonable efforts to prevent, control or limit the effect of the Event of Force
Majeure so as to resumne compliance with the Affécted Party’s obligations under this Agreement as soon

as possible,
11 DEFAULT AND TERMINATION
Definitions relating to default and termination

111 In this section and sections 11.2 to 11.4:

(a) “Event of Default” means any of the following:

(i) an Insolvency Event,
(i) the Contractor feils to perform any of the Contractor’s obligations under this Agreement,
or ’ '

(i)  any representation or warranty made by the Contractor in this Agreement is untrue or
incorrect; and

() “Insolvency Event” means any of the following:

(i) an order is madé, a resolution is passed or a petition is filed, for the Contractor's
liquidation or winding up, '
{if) the Contractor commits an act of bankruptcy, makes an assignment for the benefit of the

Contracior's creditors or otherwise acknowledges the Contractor’s insolvency,

(iii}  abankruptcy petition is filed or presented against the Contractor or a proposal under the
Bankruptcy and Insolvency Act (Canada) is made by the Contractor, .

(ivy  a compromise or arrangement is proposed in respect of the Contractor under the
Companies’ Creditors Arrangement Act (Canada),

8
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) a receiver or receiver-manager is appointed for any of the Contractor’s property, or
{vi)  the Coniractor ceases, in the Province’s reasonable opinion, to carry on business as a
going concern. . ,

Province’s options on default

112 Onthe héppening of an Event of Default, ot at any time thereafter, the Province may, at its option, elect
to do any one or more of the following:

(a) by written notice to the Contractor, require that the Event of Default be remedied within a time
period specified in the notice;

) pursue any remedy or take any other action available to itat law or in equity; ot

() by written notice to the Coniractor, terminate this Agreement with immediate effect or on a

future date specified in the notice, subject to the expiration of any time period specified under
section 11.2{a}, .

Delay nok a waiver - L

113 No failure or deIay on the part of the Province to exercise its rights in relahon to an Event of Default will
constitute a waiver by the Province of stuich rights, :

Province's right to ferminate other than for default

114  In addition to the Province’s right to terminate this Agreement under sectior 11.2(c) on the happening of
an Event of Default, the Province may terminate this Agreement for any reason by giving at least 10 days'
written notice of termination to the Contractor.

Payment consequences of termination

115 Unléss Schedule B otherwise provides, if the Province terminates this Agreement under section 11.4:

{a) the Province must, within 30 days of such termination, pay to the Contractor any unpaid portion
of the fees and expenses described in Schedule B which corresponds with the portion of the
Services that was completed to the Province’s satisfaction before termination of this Agreement;
and

{b) the Contractor must, within 30 days of such termination, repay to the Province any paid portion
of the fees and expenses described in Schedule B which corresponds with the portion of the
Services that the Province has nofified the Contractor in writing was not completed to the
Province’s satisfaction before terrinaifon of this Agreement, :

Discharge of Hability
11.6  The payment by the Province of the amount described in section 11.5(a} discharges the Province from all
liability to make payments to the Contractor under this Agreernent,

Notice in relation to Events of Default

11.7  If the Contractor becomes aware that an Bvent of Default has occurred or anticipates that an Event of
Default is likely {o occur, the Contractor must promptly notify the Province of the particulars of the Event
of Default or anticipated Event of Default. A notice under this section as to the occurrence of an Event of
Default must also specify the steps the Contractor proposes to take to address, or prevent recurrence of,
the Bvent of Defanit, A notice under this section as to an anticipated Event of Default must specify the
steps the Contractor prqposes to take to prevent the occurrence of the anticipated Event of Default.
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12 DISPUTE RESOLUTION

Disputte resolution process

121  In the event of any dispute between the parties arising out of or in connection with this Agreement, the
following disprite resolution process will apply unless the parties otherwise agree in writing:

{&) the parties must initially attempt to resolve the dispute through collaborative negotiation;

(b} if the disputte is not resolved through collaborative niegotiation within 15 Business Days of the
dispute arising, the parties must then attempt to resolve the dispute through mediation undet the
rules of the British Columbia Mediator Roster Society; and '

() if the dispute is not resolved through mediation svithin 30 Business Days of the commencement of
mediation, the dispute must be referred to and finally resolved by arbitration under the

Commntercial Arbitraton Act.

Location of arbitration or mediation

122 Unless the parties otherwise agree in writing, an arbitration or mediation under section 12.1 will be held
in Victoria, British Columbia, : :

Costs of arbitration or mediation

12,3  Unless the parties otherwise agree in writing ot, in the case of an arbitmtion, the arbifrator otherwise
orders, the parties must share equally the -costs of a arbitration or mediation under section 12.1 other
than those costs relating to the production of expert evidence or representation by counsel.

13 MISCELLANEQUS

Delivery of notices

131  Any notice confemplated by this Agreement, to be effective, must be in writing and delivered as follows:

(8) - by fax to the addressee's fax number specified on the first page of this Agreement, in which case
it will be deemed to be received on the day of transmittal unless transmitted after the normal
business hours of the addressee or on a day that is not a Business Day, in which cases it will be

. deemed to ba received on the next following Business Day;

® by hand to the addressee's addtess specified on the first page of this Agreement, in which case it

will be deemed to be received on the day of its delivery; or

() by prepaid post to the addressee's address specified on the first page of this Agreement, in which
case if mailed during any period when normal postal services prevail, it will be deemed to be
recetved on the fifth Business Day after its mailing.

Change of address or fax number

132 Either party may from time to time give notice to the other party of a substitute address or fax number,
which from the date such notice is given will supersede for purposes of section 13.1 any previous address
or fax number specified for the party giving the notice,

Assignment

133  The Contractor must not.assign any of the Contractor’s rights under this Agreement without the
Province’s prior wiitten consent. : ‘

o
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“Subcontracting

13.4.  The Contractor must not subcontract any of the Contractor’s obligations under this Agreement to any
person without the Province's prior written consent, excepting persons listed in the attached Schedule C.
No subcontract, whether consented to or nof, relieves the Contractor from any obligations under this

Agreement. The Contractor must ensure that:
@ any person retained by the Contractor to perform obligations under this Agreement; and

(b) any person retained by a person described in paragraph (a) to perform those obligations -

fully complies with this Agreement in performing the subcontracted oi)iigations.

Waiver

135 A waiver of any term ot breach of this Agreement is effective only if it is in writing and signed by, or on
behalf of, the waiving party and is not a wawer 'of any other term or breach. ,
Modifications

136  No modification of this Agreement is effective unless it is in writing and signed by, or on behalf of, the
parties.

Entire agreement

137  This Agreement (including any modification of it) constitutes the entire agreement between the parties as
to performance of the Services. :

Survival of certain provisions

13.8 Sectlon529 3.1t0 3.4, 37,38 51 t055 611065,71,72,8.1, 91 to 9.6, 9.9, 10,1 to 10.3, 11.2, 11.3, 115,
11.6, 121 t0 12,3, 13.1, 13.2, 13.8, and 13.10, any accrued but unpaid payment obligations, and any other
sections of this Agreement {including schedules) which, by their terms or nature, are intended to survive
the completion of the Services or termination of this Agreement, wili continue in force indefinitely, even

after this Agreement ends.

Schedules

139  The schedules to this Agreement {including any appendices or other documents attached to, or
incorporated by reference Into, those schedules) are part of this Agreement.

Independent contractor

13,10 In relation to the performance of the Contmctor’s obligations under this Agreement, the Contractor is an
independent contractor and not:.

(a) an emp!oyee or partner of the Province; or
()] an agent of the Province except as may be expressly provided for in this Agreement.

The Contractor must not act or purport to act contrary to this section. ,

‘Personnel not to be employees of Province |

13,11 The Contractor must not do anything that would result in personnet hired or used by the Contractor or a
Subcontractor in relation to providing the Services being considered employees of the Province,
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Key Personnel

13. 12 If one'or more Individuals are specified as “Key Personnel” of the Contractor in Part 4 of Schedule A, the
" Contractor must cause those individuals to perform the Services on the Contractor’s behalf, unless the
Province otherwise approves in writing, which approval must not be unreasonably withheld,

Pertinent information

13.13  The Province must make available to the Contractor all information in the Province’s possession which
the Province considers pertinent to the performance of the Services.

Conflict of interest

13,14 The Contractor must not prowde any services to any person in circumstances whtich, in the Province’s
reasonable opinion, could give rise to a conflict of interest between the Contractor’s duties to that person

and the Contractor’s duties to the Province under this Agreement.
Time

13.15 Time is of the essence in this Agreement and, without limitation, will remain of the essence after any
miodification or extension of this Agreement, whether or not expressly restated in the document effecting

the modification or extension.

Conflicts among provisions

13.16  Conflicts among provisions of this Agreement will be resolved as follows:

(a)  a provision in the body of this Agreement wilk prevail over any conflicting provision in, attached
to or incorpotated by reference into a schedule, uniess that conflicting provision expressty states
otherwise; and . \

{p)  aprovision in a schedule will prevail over any conflicting provision in a document attached to, or -

incorporated by reférence into a schedu!e, unless the schedule expressly states otherwise,

Agreement not permit nor fetter

13.17 This Agreement does not operate as a permit, license, approval or other statutory authority which the
Contractor may be required to obtain from the Province or any of its agencies in order to provide the
Services. Nothing in this Agreement is to be construed as interfering with, or'fettering in any manner, the

- exercise by the Provmce or its agencies of any statutory, prerogative, executive or legislative power or
-duty,

Remainder nof affected by invalidity
13.18 . If any provision of this Agreement or the application of it to any person or circumstance is invalid or

unenforceable to any extent, the remainder of this Agreement and the application of such provision to any
other person or circumstance will not be affected or impaired and will be valid and enforceable to the extent

permitted by law,
Further assurances

13.19  Each party must perform the acts, execute and deliver the writings, and give the assurances as may be
reasonably necessary to give full effect to this Agreement. , ,

Additional terms

13.20" Any additional terms set out in the attached Schedule F apply to this Agreement.
12
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Governing law

13.21 This Agreement is governed by, and is to be interpreted and construed in accordance with, the laws
applicable in British Columbia.

14 INTERPRETATION

141  Inthis Agreement:

(a) “includes” and “including” are not intended to be limiting; -

b unless the context otherwise requites, references to sections by number are to sections of this
Agreement; '

{c) the Contractor and the Province are referred to as "the parties” and each of themias a “party”;

{d) “attached” means attached to this Agreement when used in refation to a schedule;

(e} unless otherwise specified, a reference to a statitte by name means the statute of British Columbia
by that name, as amended or replaced from time to time; o

(3] the headings have been inserted for convenience of reference only and are not intended to
describe, enlarge or restrict the scope or meaning of this Agreement or any provision of it;

{g) “person” inclitdes an individual, partnership, corporation or legal entity of any nature; and

“{h) uiless the context otherwise requires, words expressed in the singular include the plural and vice

versa.

15  BXECUTION AND DELIVERY OF AGREEMENT
15.1  This Agreement may be entered into by a separate copy of this Agreement being executed by, or on

behalf of, each party and that executed copy being delivered to the other party by a method provided for
in section 13.1 or any other method agreed to by the parties,

The parties have executed this Agreement as follows:

SIGNED on the _14 day of SIGNED on the H day of

z 20 12by the Qgg ?Q.mjggd , 2012
Contractor (or, if not an individual, on behalf of the Province
on its behalf by its authorized : by its duly
signatory or signatories): authorized representative:
Signature(s) : Signature

L ET A YA SAepen  CAELEéncc.
Print Name(s) Print Name
Print T1tle(s) Print Title )
13
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Schedule A - Services

PART 1. TERM:
1, The term of this Agreement commences on September 10, 2012and ends on December 31, 2012,
PART 2, SERVICES: o

The Contractor will conduct a Data Security Review to assist in evaluating the internal conirols relating to the
protection of health information {and more specifically the appropriate sharing of health information) and to
provide options for remediation in the shorter and longer term.

Phase 1: Planning and Scoping

Activities: -

Confirm Objectives of Review

Understand incident and known voot causes
Understand current information systems environment
Understand security control environment

Understand existing remediation plans

Prepare defailed workplan

AN T

Deliverables:
Detailed Workplan

The detailed workplan will define the exact scope, timing and approach for performing the security review.
. i
. Phase 2: Detailed security assessment

Perform a detailed assessment of security and related internal controls and identify any gaps. This phase will
likely leverage industry frameworks such as IS027002. The review will focus on areas determined be in scope in

Phase 1. )
Phase 3: Options Analysis

Identify short term remediation options to enable “appropriately conirolled” information sharing and medium to
longer term options to improve controls related to the sharing of health-related information.

Phase 2 and 3 will be further detailed upon completon of phase 1.

The contractor will build in project checkpoints to ensure they are communicating status and interim
observations on a regular basis.

14
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PART 3. RELATED DOCUMENTATION:

1. ‘The Contractor must perform the Services in accordance with the obligations set out in this Schedule A
including any engagement letter, Solicitation document excerpt, proposal excerpt or other documentation
attached as an Appendix to, or specified as being incorporated by reference in, this Schedule.

2. - The following are Appendices to this Schedule A:

Appendix 1 - Statement of Worl ATTACHED
PART 4. KEY PERSONNEL:
1. The Key Personnel of the Contractor ate as follows:

(a) Tejinder Basl, Parimer

(b) Jamie Sawchuk, Partner

(c) Jamnie Ross, Sentor Manager
(d) Tarlok Birdi, Senior Manager
(e} Don Macpherson, Partner
{f) Manager~TBD’

{g) Senior Consultant -~ TBD

{h) Consulitant- TBD

13
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Schedule B - Fees and Expenses

1, MAXIMUM AMOUNT PAYABLE:

Maximum Amount: Despite sections 2 and 3 of this Schedule, $75,000.00 is the maximum amount which the
Province is obliged to pay to the Contractor for fees and expenses under this Agreement (exclusive of any
applicable taxes described in section 3.1(c) of this Agreement).

- 2._FEES:

Hourly Rate

Feeg: at the following rates per hour during the Term when the Contractor provides the Services:

per hour - Partner

per hour — Senior Manager
s.21 per hour—Manager

per hout — Senior Consultant

per hour - Consultant

3. EXPENSES:
Expenses:

(a) travel, accommodation and meal expenses for travel greater than 32 kilometers away from the key
personnel’s home location on the same basis as the Province pays its Group Il employees when they are
on travel status; and :

(b) the Contractor’s actual long distance. telephone, fax, postage -and other identifiable commumcatlon
expenses;

excluding Harmonized sales tax (“HST”) or other applicable taxlpaid or payable by the Contractor on
expenses described in (a) to (b) above fo the extent that the Contractor is entitled to claim credits (including
HS5T input tax credits), rebates, refunds or remissions of the tax from the relevant taxation authorities.

"4, STATEMENTS QF ACCOUNT:

Statements of Account: In order to obtain payment of any fees and expenses under this Agreement for a
period from and including the first day or a month to and including the last day of that month (each a "Billing
Period"), the Contractor must deliver to the Province on a date after the Billing Period (each a "Billing Date"),
a written statement of account in a form salisfactory to the Province containing: '

(a) the Contractor’s legal name and address;

(b the date of the statement, and the Billing Period to which the statement pertains;

() ihe Contractor’s calculation of all fees claimed for that Bitting Period, including a declaration by the
Contractor of all hours worked during the Billing Period for which the Contractor claims fees and a
description of the applicable fee rates;

{d) a chronological listing, in reasonable detail, of any expenses claimed by the Contractor for the Billing
Perlod with receipts attached, if applicable, and, if the Contractor is claiming reimbursement of any

HST or other applicable taxes paid or payable by the Contractor in relation to those expenses, a
description of any credits, rebates, refunds or remissions the Contractor is entitled to from the

relevant taxaﬁon authorities in telation to those taxes;

{e) the Contractor's calculation of any applicable taxes payab]e by the Province in relation to the Services
for the Billing Period;
) a description of this Agreement;
(2) a statement number for identification; and
{h) any other billing information reasonably requested by the Province,
16

HTH-2013-00294 Phase 4

Page 22




5. PAYMENTS DUE:

Payments Due: Within 30 days of the Province’s receipt of the Contractor’s written statement of account
delivered in accordance with this Schedule, the Province must pay the Contractor the fees and expenses ‘(plus all :
applicable taxes) claimed in the statement if they are in accordance with this Schedule. Statements of account or :
contract invoices offering an early payment discount may be paid by the Province .as required to obtain the

discount.
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Schedule C - Approved Subcontractor(s)

Not Applicable

18
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Schedule D - Insurance

The Conkractor must, without limiting the Contractor’s obligaticns or Habilities and at the Contractor’s own
expense, purchase and maintain throughout the Term the following i msurances with insurers licensed in
Canada in forms and amounts acceptable to.the Province; :

(a) Commercial General Liability in an amount not less than $2,000,000.00 inclusive per occurrence
against bodily injury, personal injury and property da:mge and including Hability assumed under
this Agreement and this insurance mutst .

(i}  include the Province as an additional insured,

{ii) be endorsed to provide the Province with 30 days advance written notice of cancellation or
material change, and ' '

(i) include a cross liability clause.

All insurance described in section 1 of this Scheduie musk:

(a}  be primaty; and '

(b)  not require the sharing of any loss by any insurer of the Province,

The Contractor must provide the Province with evidence of all required insurance as follows:

(a) ~ within 10 Business Days of commencement of the Services, the Contractor must provide to the
Provinee evidence of all required insurance in the form of a completed Province of British Columbia

Cerhﬁcate of Insurance;

(b)  if any required insurance policy expires before the end of the Term, the Contractor must provide to

the Province within 10 Business Days of the policy’s explrahon, evidence of a new or renewal policy

. meeting the requirements of the expired insurance in the form of a completed Province of British
Columbia Certificate of Insurance, and

() desplte paragraph (a) or (b) above, if requested by the Province at any time, the Contractor must
provide to the Province certified copies of the required insurance policies.

The Contractor must obtain, maintain and pay for any additional insurance which the Coitractor is

- required by law to carry, or which the Contractor considers necessary to cover risks not otherwise covered
by insurance specified in this Schedule in the Contractor’s sole discretion. .

19

HTH-2013-00294 Phase 4
Page 25




Schedule E - Privacy Protection Schedule

Definitions
1: In this Schedule,

K

(a)  “"access” means disclosure by the provision of access;
(b)  “Act” means the Freedom of Information and Protection of Privacy Act {British Columbia);

() “contact information” means information to enable an individual at a place of business to be contacted
and includes the name, position name or title, business telephone number, business address, business
email or business fax number of the individual;

(d) “petsonal information” means recorded information about an identifiable individual, other than
contaét information, collected or created by the Contractor as a result of the Agreement or any previous
agreement between the Province and the Contractor dealing with the same subject ‘matter as the
Agreement but excluding any such information that, if this Schedule did not apply to i, wotild not be
under the “control of a public body” within the meaning of the Act.

Purpose ‘
2. The purpose of this Schedule is to:

(a)  enable the Province to comply with the Province’s statutory obligations under the Act with respect to
personal information; and :

(b) ensure that, as a service provider, the Contractor is aware of and complies with the Contractor’s
statutory obligations under the Act with respect to personal information.

Collection of personal information

3. Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor may
only collect or create personal information that is necessary for the performance of the Contractor's
obligations, or the exercise of the Contractor’s rights, under the Agreement.

4. Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor must
collect personat information directly from the individual the information is about.

5. Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor must.
tell an individual from whom the Contractor collects personal information:

(a) the purpose for collecting it;

(b) the legal authority for colltecting it; and |

.

(¢) the title, business address and business telephone number of the person designated by the Province to
answer questions about the Contractor’s collection of persoxal information.

Accuracy of personal information

6. The Contractor must make every reasonable effort to ensure the accuracy and completeness of any personat
information 10 be used by the Contractor or the Province to make a decision that directly affects the

. individuat the information is about,
Requests for access fo personal information .
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7 If the Contractor receives a request for-access to personal information from a person other than the Province,
the Contractor must promptly advise the person to make the request to the Province unless the Agreement
expressty requires the Contractor to provide such access and, if the Province has advised the Confractor of the
name or title and contact information of an official of the Province to whom such requests are to be made, the
Confractor must also promptly provide that official’s name or title and contact information to the person

making the request.

Correction of personal information

8. Within 5 Business Days of receiving a written direction from the Province to correct or annotate any personal
information, the Contractor must correct or annotate the informpation in accordance with the direction.

9. When issuing a written direction under section 8, the Province must advise the Contiractor of the date the
correction request to which the direction ‘relates was received by the Province in order that the Contractor

may comply with section 10,

10.  Within 5 Business Days of correcting or annotating any personal information under section 8, the Contractor
must provide the corrected or annotated information to any party to whom, within one year prior to the date
the correction request was made fo the Province, the Contractor disclosed the information being corrected or

annotated.

11.  If the Contractor receives a request for correction of personal information from a person other than the
Provinee, the Contractor must promptly advise the person to make the request to the Province and, if the
Province has advised the Contractor of the name or title and contact information of an official of the Province
to whom such requests ave to be made, the Contractor must also promptly provide that official’s name or title
and contact information to the person making the request. .

Proteciion of personal information

12, The Contractor must protect personal information by making reasonable security arrangements against such
risks as unauthorized access, collection, use, disclosure or disposal, including any expressly set out in the

Agreement, '

Storage and access to personal information

13.  Unless the Province otherwise directs in writing, the Contractor must not store personal information outside
Canada or permit access to personal information from outside Canada.

Retention of personal information

14.  Unless the Agreement otherwise specifies, the Conlractor must retain personal information until divected by
the Province in writing to dispose of it or deliver it as specified in the direction.

Use of personal information

15.  Unless the Province otherwise directs in writing, the Contractor may only use personal information if that use
is for the performance of the Contractor’ s obhgatlons, or the exemse of the Contractor’s rights, under the

Agreement.

Disclosure of personal information

16.  Unless the Province otherwise directs in writing, the Contractor méy only disclose personal information
inside Canada to any person other than the Province if the disclosure is for the performance of the
Contractor’s obligations, or the exercise of the Coniractor’s rights, under the Agreement.

17.  Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor must
not disclose personal information outside Canada. '
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Notice of foreign demands for disclosure

18.  In additlon to any obligation the Contractor may have to provide the notification contemplated by section
30.2 of the Act, if in relation to personal information in the custody or under the control of the Contractor, the

Contractor:
fa}  receives a foreign demand for disclosure;

(b)  receives a request to disclose, produce or provide access that the Contractor knows or has reason to
suspect s for the purpose of responding to a foreign demand for disclosure; or :

{¢)  has reason to suspect that an unauthorized disclosure of personal information has occurred in response

to a foreign demand for disclosure !

the Contractor must immediately notify the Province and, in so doing, provide the information described in
section 30.2(3) of the Act. In this section, the phrases “foreign demand for disclosure” and “unauthorized
disclosure of personal information” will bear the same meanings as in section 30.2 of the Act.

Notice of unauthorized disclosure

19.  In addition to any obligation the Contractor may have to provide the notification contemplated by section
30.5 of the Act, if the Contractor knows that there has been an unauthorized disclosure of personal
information in the custody or under the contro! of the Contractor, the Contractor must immediately notify the
Province. In this section, the phrase “unauthorized disclosure of personal information” will bear the sarne

meaning as in section 30.5 of the Act.

Inspection of personal information

20, In addition to any other rights of inspection the Province may have under the Agreement or under statute, the -
Province may, at any reasonable time and on reasonable notice to the Contractor, enter on the Contractor’s
premises to inspect any personal information in the possession of the Contractor or any of the Contractor’s
information management policles or practices relevant to the Contractor's management of personal
information ot the Contractor’s compliance with this Schedule, and the Contractor must permit and provide

reasonable assistance to any such inspection.

Compliance with the Act and directions

21.  The Contractor must in relation lo personal information comply with:

(a) . the requirements of the Act applicable to the Contractor as a service provider, including any applicable
order of the commissioner under the Act; and .

(b)  any direction given by the Province under this Schedule.

22, The Contractor acknowledges that it is familiar with the requirements of the Act governing personal
information that are applicable to it as a service provider. '

Notice of non-compliance

23. T for any reason the Contractor does not comply, or anticipates that it will be unable to comply, with a
provision in this Schedule in any respect, the Coniractor must promptly notify the Province of the particulars
of the non-compliance or anticipated non-compliance and what steps it proposes to take to address, or
prevent recurrence of, the non-compliance or anticipated non-compliance.

Termination of Agreement -

24. In addition to any other rights of termination which the Province may have under the Agreement or
otherwise at law, the Province may, subject to any provisions in the Agreement establishing mandatory cure

22
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periods for defaults by the Contractor, terminate the Agreement by giving written notice of such termination’
to the Contractor, upon any failure of the Contractor to comply with this Schedutle in a material respect, -

Interpretation

25.  In this Schedule, references to sections by number are to sections of this Schedule unless otherwise specitied
in this Schedule. :

26.  Any reference to the “Contractor” in this Schedule includes any subcontractor or agent retained by the
Contractor to perform obligations under the Agreement and the Contractor must ensure that any such
subcontractors and agents comply with this Schedule. :

27.  The obligations of the Contractor in this Schedule will survive the termination of the Agreement.

" 28, If a provision of the Agreement (including any direction given by the Province under this Schedule) conflicts
with a requirement of the Act or an applicable order of. the commissioner under the Act, the contlicting
provision of the Agreement (or direction) will be inoperative to the extent of the conflict.

29.  The Coniractor must comply with the provisions of this Schedule despite any conflicting provision of this
Agreement or, subject to section 30, the law of any jurisdiction outside Canada. ,

30. Nothing in this Schedule requires the Contractor fo contravene the law of any jurisdiction outside Canada

unless stich contravention is required to comply with the Act.
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Sche.dule F - Additional Terms

Contractor Identification — During the term of this agreement and at the request of the Province, contractors
shall identify themselves as contractors to the ministry. This may be in the form of email signature blocks,
business cards, correspondence, and verbal business dealings.

Tn addition to section 13.1, the General Sexvices Agreement may be entered into by each party signing and -
delivering it to the othet patty by email with attachment in PDF format. .
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Schedule G - Security Schedule

Not applicable
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Schedule A — Appendix 1 Deloftts & Touche LLP
: 2804 - 1055 Dunsmuir Sirest
4 Benlall Cenlre

. E P.O. Box 40270
e @E a & Vancouver BC VIX tP4
Ganede

Tel: 804-640-3255
Fax
m'-'\'v.de_.'oi!ts.u:a

September 8, 2012
Private and confidential

Mr. Manijit Sidhu
" Assistant Deputy Minister
Financial and Corporate Services .
Ministry of Health
- 1616 Blanshard St
_ Victoria, BC V8W 3C8

Re: S_tatement of Work: Data Secdritv Review

Dear Mr. Sidhu,

We have been requested by the Ministry of Health (“the Ministry”") to conduct a Data Security
Review of the internal controls and systems related to health information (to be further
specified) that is managed by the Ministry and often required by external agencies. This letter
outlines the scope and objectives of thas review and outlines an approach for the Planning and

Scoping Phase,

Objectives and Approach

The Ministry is seeking a Data Security Review to assist in evaluating the internal controls
relating to the protection of health information (and more specifically the appropriate sharing of -
health information) and to provide options for remediation in the shorter and longer term.

We understand that this review is in response fo an incident involving the potentially
inappropriate sharing of Ministry data. The details of this incident will be discussed with the
Deloitte project team upon commencement of this engagement,

We recognize there is a sense of urgency to understand and address the issues related to this
incident, as well as the broader control environment. We also appreciate the importance of a
thorough understanding of the internal control environment as well as remediation options
available to address any control weaknesses, As such, we have outlined an approach that will
support a systematic and complete assessment of the relevant internal controls and prowde an
analysis of shorl term and long term remediation options.

Phase 1: Planning and Scoping
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Aclivities:

Confirm Objectives of Review

Understand Incident and known root causes
Understand current Information systems environment
Understand security controi environment

Understand existing remediation plans

Prepare detailed workplan

mp R0 oo

De!iverabfes:

Defailed Workplan - 3

The detalied workpian will define the exact scope, timing and approach for performlng the
security review. : .

" Phase 2: Detailed security assessment

Perform a detailed assessment of security and related internal controls and tdentify any gaps
This phase will likely leverage mdustry frameworks such as IS027002. The review will focus

onh areas determined be in scope in Phase 1.

Phase 3: Options Analysis

ldentify short term remediation options to enable “appropriately controlled” information sharing
and medium to longer term options to improve controls related to the sharing of heaith-related
information.

\

Phasé 2 and'3 will be further detailed upon completion of phase 1.

Project checkpoints — we will build in project checkpoints to ensure we are commumcatlng
status and interim observations on a regular basis. At this point we antlmpate verbal
touchpoints every other day and a more formal status review weekly.

JTeam

We understand that ihis initiative is a very high priority for the Ministry and we have assembled
a team with direct experience with similar incidents and engagements to assist you.
Recognizing that we will adjust the team as we learn more about ihe nature of the incident and
associated root causes, the following individuals will he ava;lable as required to support this

Planning and Scoping phase.

Tejinder Basi - Tejinder leads our Enterprise Risk Services group in British Columbia and has
worked extensively with numerous Ministries and Crown Corporations on issues related to
data security, privacy, risk management and internal control. He has led several similar
engagements and will be the Lead Engagement Pariner for this project. In this capacity,
Tejinder will oversee the delivery of the project, provide guidance and input to you and the
team and will act as the primary point of escalation and communication regarding issues and

risks.

27
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Jamie Sawchuk — Jamie is a Partner in our Victoria office and is Deloitte’s Lead Client Service
Partner for the British Columbia Government and the broader BC public sector.. . Jamie has
worked with health care and public sector clients across Canada on many sensmve and high
profile issues. He will act as Advisory Partner on this engagement.

Jamie Ross ~ Jamie Is a Senior Manager who leads much of our work with the BC Public
Sector. He has been involved in numerous risk and control reviews within BC Ministries and
has also led simitar projects in response to security and/or privacy breaches. Jamie will be the
Project Manager and act as the day-to-day point of contact on the project. :

Tarlok Birdi — Tarlok is a Senior Manager who focuses on IT and risk as It relates to security,
information management, logging and mopitoring and data loss prevention. He will provide
input regarding technical aspects of the root cause(s) analysis and regarding the |dent|f|cat;on
and evaluation of technical remediation options where appropriate.

Don Macpherson ~ Don Is a Partner who leads our information Privacy practice in Westemn
Canada. He has been involved in numerous similar projects refating to data protection and
incident response for public and private sector clients across Canada (including British
Columbia), and will provide input regarding approach, findings and options for remediation.

Fees

Based on our cument understanding, fees for the activities outlined above we estimate our fees
for Phase 1 Scoping and Planning are estimated not to exceed $75,000. We will invoice based
on actual hours and expenses incurred and provide regular status updates regarding progress
and budget Any issues or risks that could impact our effort estimate wrll be dlscussed with you

prior to incurring any additional fees.
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Afin: Ms, Sandra Carrall - . . T Receipt % H2HH g
Office of the Chief Operating Off ' D e
MnnstryofHeaE; pere g' = . . oA gnE {biF %.??%eti?@?ﬁﬁﬁﬁbﬂ)

5-3, 1515 Blanshard Strest ;

Victorla, BC V8W 3C8 e S %%‘1#%}?
. . : o [T

. RO.Box 40279 .
’Vancéuver BQ V?X1P4

Aqg@gw“"”aggga,q ﬁTaoo T8 ocation (sua)*‘

Delollts & Touctio LLP
%800 - 1055 Punsmulr Stred
4 Bonigl! Canlre

Canada
Tel: 604 660 4466 -

Fax: 04 809 8187
v delolite.ca

steﬁi ). & '
1332452 Totalsm.toﬂmmfﬂ -

Nl
-2 LbbgO=2 on/o"l!a § 538 bod W ,
I -lovoloo # \esp# Sewvico Line
3 S‘%OB ~ Brg eci# Requsond

IﬂVOice'. | | (D). Nolonoarnl. ,taz\ﬁwjl

[k ]

- [

" Thine shmount,, | ApaZ8Amount | PO, %‘5§mf““"‘°‘:‘§:‘

Interim mvoice for professional services renderéd in connect oﬁwith“Minist
Contract #2013-096 (Data Sceurity Review ~Phase 11 Seoping & Plaunin

Qi Slgrotite
GERTIFIED THAT THE wo

S R .
se ) HAS Bee | PERFORMETTGOEDE
Activities included: - i{:cswt:u OR cohumostz ‘ )

; \‘6\

~  Confirin objectives of roview . -\ V\d&:a_&ﬁ

- Undéjstand jssues and known root causes = (
- _ Understand current information systems environment - ,.. RO et e
~ - Understand secutity control efivironthent B Qm“ 'T (o \" :
~  Understand existing remediation plans o g?cagﬁts CEoN e
— Prepare detailed workpian : : $75,000.00
Bxpenses (fo be billed separately)
HST@12% | . 9,000.00
. : .. Amount payable $84,000.00

Payable upon receipt to! Deloltte & Touche LLP
Please return one copy with remittasice

email to; I__.mda Charlton@gov,bc ca

s.21

g
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Date:

Atin: Ms. Sandra Carroll

Office of the Chief Operating Officer Invoice No:

Ministry of Health ClientiMandate No:
5-3, 1515 Blanshard Street Parlner. .
Victoria, BC VW 3C3 HST Registration No:

Invoice

Deloitte & Touche LLP

2800 - 1055 Dunsmuir Street
4 Bentall Centre

P.O. Box 49279

Vancouver BC V7X 1P4
Canada

Tel: 604 689 4486 .
Fax; 604 B29 B197
v delcitte.ca

December 15, 2012
3220074 amended
895180 - 1000016
T. Basi

133245200

Interim invoice for professional services rendered in connection with Ministry
Contract #2013-096 (Data Security Review — Phase 2}:

Activities included the following across four project streams:

- Stream 0

Enhancement project coordination and reporting

Established PMO structure and processes

Tnitiated inventory of key existing and planned enhancement initiatives,

Y

!

NYOICE (DIREST OR MATCHER)

with a summary of objectives, approach, thnelines and resources Receipt ¥ Bupplier # Lo (01 #
- Sup p_olrted initial prioritization and coordination of enhancement project Yy cLsize Ol o

activities . PO Nuinber 7t § Aot of g
~  Supported weekly Team Leads meetings L dosol 208 /0?6 737(.290- 5

Stream 1 | | | ‘ E Ingoxs it/ -Rusp 4 Sergice Line

—~  Assessment P32 Ao 92y 6E0f0 L/ ) 825
—  Prepared rationalized assessment framework _ stos - P Regusition #
— Initiated documentation of key information flows ' 5700/ A é&o‘f')g& !
— Planned and initiated interviews and workshops Ling 1 & Aprcint Tr 2 §Snaa | P0UNS0. CONT
- Planned and initiated technical assessment activities in select areas

Documented preliminary results

|

D)

A2 b
(2] —— Re1s) Vs

IR Y
Stream 2 SERTIMIED THA

~  Enhancement Roadmap

3 Tflf.l?. WORK HAS BEEN FERFORNED, GDGO3 RECTIVED

5 HET

R CONDITIONE MET.

~ Initiated planning for structure and content of roadmap . ERSinaine /
. A
Stream 3 EAPinl e
\

Support for priority enhancement initiatives

Provided as-requested support for key enhancement initiatives 1'elal%d§g%
mformauon management and systems SAN oY ¢ ARROL L’\/ _ Q

" AN .
-L\ﬂc\&‘g Mg
1{/&/ £ |

Membre de / Member of Delolite Touche Tohmatsu

/\Our fee | $75,000.00 3
ST
HTH-2013-0029
Page 38
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PR P -]

Page 2

Expenses (please see altached spreadsheet) 0.00

‘ | Total | $75,000.00
HST @ 12% 9,000.00

Amount payable | $84,000.00

Payable upon receipt to: Deloitte & Touche LLP
Please return one copy with remittance

email to; Kelly.Moran@@gov.be.ca

s.21

Membre de / Member of Defoitte Touche Tohmatsu
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Atin; Ms, Sandra Carroll -
Office of the Chief Opexating Officer
Mimshy of Health
5-3, 1515 Blanshaid Street
Vlctoria, BC V8W 3C8

Invoice

Date:

Invdce No:
Cllent/Mandsate No:
Pariner

HST Regtstrellon No:

A

ge!o!lte& Touche LLP

aoo 056 Dunsmulr Slree?

4 BEntall Centre

P.0, Box 49279 '
Vaneouver BC V72X 1P4

Canada

Tel: 604 664 4468
Fex: 604 899 6187
vawideleltte.ca

Degember 16, 2012
3220976 emended
695180 - 1000018
T. Bast

133245200

Interlm invoice for professional sexvicés rendered in connection with Ministry
Contract #2013-096 (Data Security Review — Phase 2):

Activities included the following across four project streams:

Stréam 0 -

~  Established PMO structus and processes
— Completed Inventory of oxlsting and planned inltiatives, with a summary of
objectives, approach, timelines and tesources

~  Supported pnontizatxon and coordination of enhancement project a {vitiBER
~ ' Supported weekly Tearn Leads fneetin

risks and issues

Stream 1

- “Completed 21 data flow models based on system 5nventoues subm

MOH

~  Completed interviews and workshops (luvolving 75+ individuals) ’

~ Completed technloal assessnrent for select systems/environments wég%%mj bop

& .2.%,‘;.10 -

- Documented results

= Documented recommendations arising fromn the assessment
— Presented recommendations to key MOH stakeholders

Stream 2

gs and 1dent1ﬁca’rlon and tracking of 449

W(}?GE {BJREGT OR BiATONED)

OLS {3l

Ol

éédo‘a

iged by 32

313

-ER IED

~ Initlated planning meetings and workshops In suppott of the enhancement

roadmap

Stream 3

i

Eﬁ?ml

@L_ﬂ%&w&
38 COUBTTIONS 1y WORK HAS BG4 PERPOS S RECEIVED

l,z'«sasmwmm
émff 77 -&)e
2tvic Line

ZO?'?SP" ééasa laas

il Requsiion &

unazsmsem;
& S Y7, nop il

N ELL

PO, 450, GoKkT &

J

/\‘

7

—  Provided as-requested support for key enhancement initiatives related to }

information management and systems

Memtre defMembemf'De«'oﬁ%eToucdematsu

_5}4.4}.0)" <19 R foe

 Lingséy aloet
D

Qur fee

" Bxpenses (please see aflached spreadsheet) ﬂgiﬁ{

.
$276,72000 V. Tza

,K penses

4/200f ¥
+HST'

P s

-7 SWEW# I LW{SHG}# )

A ety

A@ )/ é?%fﬁd&whasw ‘-’—-*%/

HTH-2013-00294 Phase 4 ’1
Page 40




Page 2

Total

HST @ 12%

' : Hy
$320,805.63 318,721,

6 382uL

Amommt payable

e

35980291 3al, 1631

v

Payable upon recelpt to: Deloitte & Touche LLP
Please return one copy withremittance . ¢

email to! Kelly.Moran@gov.be.ca

s.21
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Victoria, BC VBW 3C8 |

1

* \ ' ! N ' . .
Attn: My, Kelly Moran . : ﬂigee'ﬂo.:
Executive Director Gllent/Mandate No:
Minlstry of Health ‘ Pefner.
'543, 1515 Blanshard Street .HST Regislralion No.:

Invoice

De[ottte e
2800 ~ 1055 Dunsmulr Street

. 4 Bentall Centra

PO, Box 49275 .
Vancouver BC VZX 1P4
Canada

Tel: 604.640.3260
Fax: 778,374.0506
wwvdeloltte.ca

March'31, 2013
3277630 revised
695180 ~ 1000016
T Basl ’

133245290

Involee for professional services rendered in comtection with Mimstl ¥y
Contraet #2013-096 (Data Security Roview - Phase 2)

Actlvities included the foIlowmg across four project stleams.

Stream 0 .
o Formalized Executlve Director worklng group to suppoﬂ remediation
prq;ects

s Supported weekly Team Ieads and ED meetings and {dentification and
tracking of risks and issues
o Supported Team Leads jn scoplng and dehvering remediat:on effoﬁs

R
E

Stream 1 ) .' wonpimrnn ‘_T;T«ﬁ!,
o Validated recommendatlons wlth key internal stakeholders (ProjeegLeac{é, =

. Divisionat representatives and Executive)
e Supported presentation of recommendations fo external stakeholders 1

panrat

Stream 2 T M R

* Developed detalled project descriptions for 25 projects in 10 categories)]
aligned against recominendations from Stream 1 R
. ® Developed resourcing consideratlons for gach project (iequhed_sldll? gefs .
. and preliminary offoit estimates)
o Developed key considerations for each project to highlight he*ﬂi?} nded ------- -
outcomes to be delivered 1

o Categorized 25 projects info tﬁree categorles based on scale andggm;%m Sl

Developed an overall program roadmap for the 25 projects basetl'or defiried"
categorles and dependencies

Met with Project Leads for each project to validate and adjust aswquig.gg; .
Presented roadmap to Bxecutiva for validation and approval

'
- A
mch wrc s v s ey

30 vHT2H0a

I TR S

et 4 e gt »

l.! VIR LY . I

- FAE G P B e “.'.,‘;.' - [‘
A3 NhRLTRRIIGAR ¢ WH

[ D P e S T
ALy ':3?533-" Ay
, o HYARTs # -.1;,!. ENAES T -

B M L
ity w e DA

* betbrg de £ Membet oF Delaitle Touchs Tohmatsy

$127,805.43 3

+
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May 16,
Page 2

200 ' :

Stream 3

o Provided as-requested support for key enhancement initlatives

information matagement and systems

related to -

Qur feo

Expenses (please see aftached spreadsheet)

e " Total
HST @ 12%

$127,305.43
idgses 47037 |

O Ve,

A Cox ua_\ \

T VAASY

$142.28%:05- rséz,zéﬁ 37
10735 1},0?1.

Amount payable

SNSRI \eq ,3%\'.."“

 Pavablexmon receint to: Deloitte & Touche LLP

s.21

Receipt Hoqyn)

MINISTRY OF HEALTH

DS

[31{]
=lle}

BUFFLIER #

1 3t

i e—
CAS CORMITUENT 4

b0 86~ 2013 /8-

LHES

REEP

22

3708
Baglini o

{oot

FO

,,,2,9/3

FROTEGT

i
AMOUNT
/S, 24;2 27

L) CORTMOT #{GFAE -CUENT

T Fh 1026

GGOBS 1 SEAVICES

THE FﬂMhCIA!.

S

qu.ro”

UHISTRY SPENDING / QER'I’IHG:\‘I’_IOH AUTHORITY SiGHATURE

GER RECEVED BV

RED Puaswnoasot AT IS OF
Anmmsmno» AN

e .
" m&‘e_— on-lina

Makdndo PO Ny tox cAe .
Line 4 4 D26, bhogo . MM28, Lodl eooa | s\,"l?:*q

1

-b;\"e.o‘r L\\_Q '

U'LL: i.akoOQo Muqns, k:oQ'L;LL.bDMQ
o

Velly Horan

\\biret{f L\'\\G '~

U

Mz

- 1AST -5- \"t-’o'?f?.;

HTH-2013.00204 Phase 3 i
Page b w\
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Ministry of Health
Modification Agreemant#1 -
Contract # 2013-096

BRITISH
COLUMBIA

BETWEEN: - ' ' o \

HER MAJESTY THE QUEEN IN RiGHT OF THE PROVINCE OF BRITISH COLUMBIA as
represented by the Minister of Health (the "Provrnce") with the following specified address andg fax

number: . .
5.3, 1515 Blanshard Street ‘ -
V:ctona BC V8W 3C8 o _

250 952-1909 : -

AND: - .
. DELOITTE & TOUCHE LLP (the “Gontractor”) with the following specrﬁed address and fax , i
number: .
2800 — 1055 .Dunsmuir Street o .
Mancouver, BC V7X 1P4 ; ‘ )
778 3'1"4~0506 : .

BACKGROUND
(

A. The partres entered into an agreement dated for reference September 10, 2012, a copy of which Is
attached as Exhibit 1 (the "Agreement™). .

B.  The Parties have agreed to modify the Agreement. - | ' : ' -
AGREEMENT |

The parties egree as follows:

1. Thatthe Maxrmum Amount section of Schedule B of the Agreement is increased by $75 000.00 from
$75,000.00 to $150,000. 00 ' . ‘ .o~

2. That Schedule A, Services be amended to add fhe following deliverables:
Phase 1: Ptanning and Scoping

Activities:

-—

g. Establish a project coordination office to support the review, coordination, alrgnment monrtonng and
status reporting for urgenti short-term enhancement prorects

h. In preparation for phase 2, coordinate development of a detailed Inventory of systems that are in scope
for phase 2. .

' _ 1-2013-00204 Phase 4

Flnanoe and Dec(s]on Support ‘ .
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3. That Schedule A, Part 4. be amended as follows:
PART 4. KEY PERSONNEL: |

1. The Key Personnel of the Contractor are as fottowe:

(a) Tejinder Basi, Parther _

(b) Jamie Sawchuk, Partner o .
(c) Jamie Ross, Senior Manager

{(d) Tarlok Birdi, Senior Manager

(e) Alvin Madar, Senior Manager

(f) Jameel Ahamed, Senior Manager

{g) -Don Macpherson, Partner

{h) Manager — Rob Witcher

(i} Alessandra Bresani, Senior Consultant
(i} Santhosh Sarkan, Senior Consuitant
{k) Goinaz Elahl, Consujtant

H

2. - Any change fo tﬁe key personal provided ﬁy the Contfactof will require the prior written
approval of the Province and can be in the form of an email.

4. In all other respects, the Agreement is confirmed.

SIGNED AND DELIVERED on the Z day of T\lm&mhc 20‘ Xon behalf of the’ Prownce by its
duly authorized representative:

S!gnatM

Print Name Z_j MDSA o RisLoct”

SIGNED AND DELIVERED on the A4 day of _Novemse’, 20/ by or on behaif of the Contractor
(or by its authorized signatory or signatories if the Contractor is a corporation):

Signature ] -

Print Name 7617 hlad :5741(- /
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Rafter, Brenda HLTH:EX

. From: " Sidhu, Manjit HLTH:EX
Sent; ' - Monday, September 10, 2012 9:45 AM
To: : Rafter, Brenda HLTH:EX; Booimer, Ted HLTH:EX

Subject: . Fw: Rates

Can you go ahead and prepare the contract based on these rates. Thx.

From: Sidhu, Manjit HLTH:EX ' - o - C
Sent: Friday, September 07, 2012 03:53 PM ' , . '
To: Carroll, Sandra HLTH:EX : ’
Cc: Rafter, Brenda HLTH:EX

-Subject: FW: Rates

Here are their revised rates...they have made reductlons but they.are still above the 2011 rates. Do you want me to -
keep pushmg or go wnth these?

From: Basi, TEJIndEI' (CA British Co!umbla) rmallto tbast@delo;tte ca]
Sent: Friday, September 7, 2012 3:51 PM

To: Sidhu, Manjit HLTH:EX ~
Cci Ross, Jamie (CA - British Columbia), XT:Basl, Te]Inder LCS:IN

Subject: FW; Rates

~Hi Manjit,’

Sorry. this tooK somne time to process internally, but here are the revised rates. | would like fo mention that these are lower
than other similar projects we have done across the public sector, however if you would like to discuss further | would be

happy to do so.

Partner

Senior Manager
Manager s.21
Senior Consultant
Consultant

Please call me on 604-318-3680 if you would like to discuss.
Regards,
Tejinder

From: Basi, Tejinder (CA - British Columbia)
Sent: Friday, September 07, 2012 2:08 PM
To: Ross, Jamie (CA - British Cotumbla)
Subject FW: Rates

1 : ’ HTH-2013-00294 Phase 4
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From: Sidhu, Manjit HLTH:EX [mailto:Manjit.Sidhu@goy.be.cal
Sent: Friday, September 07, 2012 1:13 PM

To: Basi, Tejinder (CA - British Columbia)

Subject: Rates :

:Partner
‘Senlor Manager 7
gﬁﬁanager ' ' o1
Senfor Consultant - F
{Consultant 7 o , )
Subject Matter Expert . |’ ~

Manjit Sidhu, C.A.

© Assistant Deputy Minister

Financial and Corporate Services _ o . -
Ministry of Health ' - \‘

2 HTH-2013-00294 Phase 4
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Ministry of Heaith
Modification Agreement #2
Contract # 2013-086

BRITISH

COLUMBIA

EETWEEN: . _
HER MAJESTY THE QUEEN IN RIGHT OF THE PROVINCE OF BRITISH COLUMBIA, as
repr%sented y the Minjster of Health {the "Province”) with 1he following specified address and fax
number:

5.3, 1515 Blanshard Sirest
Vicloria, BC VBW 3C8
250 852-1809

AND: ’ .
DELOITTE & TQUGHE LLP (the "Contractor'} with the following specified address and fax

number: _ :
" 2800 ~ 1055 Dunsmuir Sirast

Vancouver, BC V7X 1P4

778 374-0606

1

 BACKGROUND

A. The parfies enlerad inte an agresment dated for reference September 10, 2012, and subsequently
modified on November 8, 2012, a copy of which [s attached as Exhibit 1 (the “Agreement’),

B. The Parlles have agreed io modify the Agreement.
AGREEMENT '

The pariles agree és follows:

1, That Schedule A, Term currently explras December 31, 2012 and is now exlended frbm January 1,
2013 to January 30, 2013. o

That Schedule A, Sarvices be amended as follows:
Phase 2 and Phasé 3 are deleted and replace with:

Phase 2; Detalled Security Assessment and Options

This phase, based on thé planning work completed In Phase 1, is comprised of four streams of aclivity:

.Stream 0 ~ Enhancement Project Coordination and Reporting

Support the review, coordination, alignment, monitoring and status reporting for urgent, short-tarm
enhancemeant projects, .

Key activities for this stream include:
- Establish coordination offlce and processges
Prepare an inventory of existing and planned inillatives, with a consistent summary of objectivas,
approach, timelines, resources and fisks
. Support Inittal prioritization and coordination of anhancement project aclivities

- Support weekly Team Leads meetings

Flnn and Decfsin Support B
. Page t

. Verslon Date; Oclobsi 2, 2012
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Ministry of Health .
Modiflcation Agreement #2
Contract # 2013.096

BRITISH
COLUMBIA
" - Once project informalion is provided from MOH Team Leads, coordinate regular reporting on

overall status of entiancement projects
- Transition project tracking tools to MOH

Stfeam 1 - Assessment

The purpose of this stream is fo conduct en assessment focuged on Information sharing within the
Ministry and between the Ministry and key stakeholders. The assessment will be based on a framawork
comprised of relevant components of Industry-standard frameworks (GAPP, IS027002, NIST, eic.).

Key activitles for the period coverad by this Change Raquest include:
- Prepere rationalized assassment framawork
- Document key informatlon-sharing channels and siakeholders
= Plan and inlliate interviews and workshops
- Pian and Inittats tachnical testing activitias in select areas
- Dacument resulta

Stroam 2 - High-level Enhancement Roadmap

This Straam will Invoive the davelopment of an enhancemeant roadmap for key medium-long term
activities to address the observations identifled during the assessment (Stream 1). These Initiatives will
be linked to absarvations from Stream 1, and tha roadmap will idenilfy linkages, depandancies and
relative timing for key Initiatives under fwe maln categories (business alignment, organization, principles,
practices and technology). .
Key activitias for the pariod covered by this Change Request Include:
- Confirm format and structure of Roadmap
- identify and document shori-, medium- and fong-term enhancement opportunities assoclated wﬂh
recommandations ‘
- Farkey enhancement initiatives, conduct warkshops with relevant MOH stakeholders fo identify,
confifm and documant next steps
- Prepars final roadmap repont

Stream 3 -~ Support for Short-, Medlum- and Long-Term Enhancements

This Stream will focus on priority, short-term enhancement activities, This will include those activitles that
are currenfly underway within the Minlstry as well as urgent enhancement activitiss Identiflad during tha
assessment process, These activitles will be driven primarily by the Ministry, with support prowded by
Deloitta on an as-requested basis.
Kay aclivities for the period coverad by ihis Change Request mciude

- Support In-progress enhancement activities as requastad.

ance and Decisl pport

Verston Date: October 2, 2012 Page2 '
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Minlstry of Health
Medificafion Ayreamant #2
Contract # 2013-096

BRITISH
COLUMBIA

1

2. Schedule "B", Fees and Expenses ba amended as follows:

a) That the Maximum Amount section of Schadule B of the Agreemant is mcreased by $461 000.00
from $150,000 to $811,000.

a. Hourly rate - Effactive October 22, 2012 the hourly rates are:

Lavel Rate (%)
Partner '
Senior Manager

Manager s.21
Senlor Consultant

Consultant

3. In all other respects, the Agreement is confirmed.

SIGNED AND DELIVERED on the A0 day of s , 20 [Z-on behalf of the Province by its’
duly awthorized representative:; :

Signature cﬁ@é,/&,_n
Print Name. j (’/WOL’L

SIGNED AND DELIVERED on the @ day of Janvary ng/3 /3 by or on behalf of the Conlractor
{or by Its authorized signatory or signatones if the Contractdr is a corporatton)

Slgnature

Print Name ﬁJ _mﬁt‘:ﬂ _:EA,} ]

Finance and Declsfon Suppor
Version Dale: Octobar 2, 2012

Pdge 3
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ﬁ*&? Ministry of Health
Modification Agreement #3
¢ a Contract # 2013-008

BRITISH
COLUMRBIA

BETWEEN:

HER MAJESTY THE QUEEN IN RIGHT OF THE PROVINGE OF BRITISH COLUMBIA, as
representad by the Minister of Health {the"Province”) with tha following specified address:

5-3, 15615 Blanshard Streat
Victoria, BC VEW 3C8
26(-952-1809

AND: i
Deloitte & Touche LLP (ths "Conlractor'} with the following specified address and fax number:

2800'- 1055 Dunsmuir Slreet _

Vancouver, BC V7X 1P4

778-374-0506 '

BACKGROUND

A. The parties entered into an agreement dated for reference September 10, 2012, and subsequently
modifled on November 8, 2012 and January 9, 2013, a copy of which Is altached as Exhibit 1 (the
"Agresment”). :

B. The Parlles have agreed to modify the Agr'aement
AGREEMENT
The parties agree as follows:

1. That Schedula “A” Term currently expires January 31, 2013 and Is now extended to Féhruary 14,
2013 for completion. In all other respects, the Agreement is confirmed. '

SIGNED AND DELIVERED onthe __/ day of FED | 203 on behalf of the Province by its |
duly authorized representative; ‘ '

/o
Signature __/¥ 4%43-”"‘
Print Name /( A oda s

SIGNED AND DELIVERED on the [ dayof Feg .20 113 by or on behalf of the Contractor
(OF. by its authorized slgnatory alorles if the Contractor Is a corporation}):

Signature _ﬂ _ : ﬁﬂ Ta.jfr/W’ pes
PrintName _QevreT Bosch

Verslon Data: Oclober 2, 2042 _ Paga 1
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Minlstry of Health .
Modification Agreament #4
Contract # 2013-096

BRITISH
COLUMBIA

BETWEEN:

HER MAJESTY THE QUEEN iN RIGHT OF THE PROVINCE OF BRITISH COLUMBIA, as

represented by the Minister of Health {the “Provinee"} with the following specified address:
5-3, 1615 Blanshard Street

Victoria, BC VBW 3C8

250-952-1909

AND; _ .
Deloitte & Touche LLP {the “Contractor”) with the following specifled address and fax number:
2800 ~ 1055 Dunsmuir Street
Vancouver, BC V7X 1P4
778-374-0506

BACKGROUND

‘A. The parties entered into an agreament dated for reference September 10, 2012, and subsequentiy
modified on November 8, 2012, January 9, 2013 and February 1, 2013, a copy of which is attached
as Exhibit 1 (the "Agreement)

B. The Partles have agreed to modify the Agreement.
AGREEMENT >

The parties agree as follows:;

1. That Schedule "A” Term currently expires February 14, 2013 and is now extended to March 31,
2013, :

2. In all other respects, the Agreement is confirmed.

SIGNED AND DELIVERED onthe | day of M4\ 201" on behaif of the Province by its
duly authorized represeniative;

Signature {— =

Print Name 4@%

[4
SIGNED AND DELIVERED on the / day of /'4/1’}‘3,6/7/ . 20§ by or on behalf of the Contractor

{or by its authorized signatory or signatories if the Contractor is a corporation):
Signature % | .

sy

Print Name Té’;flh&( ey Reasi

1

Finance and csnSrl S o . .
Version Date:; October 2, 2012 Page {
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Ministry of Health
Security enhancement
roadmap |

June 25, 2013
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Enhancement roadmap overview

1

introduction

In May, 2012 the Minisiry of Health (MoH or the Ministry) initiated an investigation related to contracting
ir‘reguiarities and inappropriate research grant processes. One component of this investigation involved
reviewing data management practices of ministry employees, researchers and coniractors. The
fnvestigation is still underway.

In September, 2012 the Ministry engaged Deloitte to support it in developing a roadmap fo enhance data
management practices, specifically with respect {o securily and privacy. This work was conducted
independent of any investigation the Ministry may have been carrying out. This work did not constitute an
audit or assessment. Rather, the purpose of this project was to highlight opportunities for improvement
with respect to data management across the Ministry, with a focus on the security and privacy of health
information, and to build thesse opportunities into a forward-looking roadmap. This roadmap will enable the
Ministry fo prioriiize and implement enhancement projects to support improved confrol over health-related
information.
This document provides an overview of the objéctives of this work, describes the high-level scope and
approach, and then summarizes the recommended enhancement opporlunities included in the roadmap.

Objectives and scope
The objectives of this engagement were to work with MoH to:

1. Understand, at a high level, current processes related to mformat!on use and sharing across the
Ministry

2. Conduct an inventory of key data sources and flows wzih:n the Mlmstry '

3. Identify opportunities for improvement of information managsment for health information across the
Ministry based on accepted standards (with a focus on security and privacy)

4. Based on the above, develop a series of recommendations in the form.of an “enhancement roadmap”
outlining enhancement opportunities related to business processes, controls and technofogy where
appropriate

As noted above, the Ministry was interested in understanding opportunities for improvement for the
organization as a whole. Due fo the scale and complexity of the Ministry and the volume of information it
collects, manages and shares, the project was scoped fo provide a broad view across the Ministry rather
than conducting a detailed and exhaustive assessment of one area, system or set of systems. Additional
information regarding the scope of the project is summarized in Table 1 bslow.

© Deloitte LLP and affiliated entities. 1
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Tabte 1 - Summary of scope by scope element

Types of Information Personal health information, with a focus on secondary uses.

Selection of current state processes related fo:
» Access ‘
+ Use
Processes ' » Disclosure
* Securily
« Privacy
« Logging and monitering

Ministry of Heallh, with a primary focus on Divisions that manage, store and disclose personal

Orgaﬁlzation heatth information

Approach

A phased approach to the'project' was undertaken in order to ensure that recommendations were based
on an understanding of the current state. The key phases in the project are outlined in Figure 1 below.

Figure 1 - Summary of phased approach

Initially, an understanding of the current state was obtained through interviews and review of relevant
documentation to identify opportunities for improvement. Standard frameworks {(Generally Accepted
Privacy Principles (GAPP) for privacy-related risks and ISO 27001 for technology—related risks) were
inputs used as a basis for establishing the scope of this work. Based on this, a series of
recommendations was developed and these were then structured into a number of projects designed to
address these recommendations. These projects were validated with Ministry subject matter experls, and
an initial estimate of effort and required skill sets was developed in order te support preliminary planning.
These projects were then incorporated into a high-level enhancement roadmap. This prefiminary roadmap
is intended to support the Ministry as it delivers these projects (for those that are underway) and as it -
embarks on detailed project planning, phasing and execution for those that are not yet started.

Summary of recommended enhancement opportunities

Based on the recommendations, a serles of projects was developed. These projects {summarized in
Table 2, below) were recommended to support the consistent enhancement of business process and
technlcaf controls related fo personal health information across the Ministry. Addauonal details regarding
these projects are provided in "Appendix A — Project Summaries”. .

© Deloitte LLP and affitated entifles. _ . 2
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- Table 2- Summary of project categorie s, recommendations and projecis. -

| Enhanés Totigiing arid wiohitering practises and
; ¢apabllities across key systems

Ange IT operatlonai p;achces fot mainiemlng a
lite technalogy environment

Der na {he  Security ianagemientr réle fesponsible fdr the secure data erviranment
fel hltecture

] plemenl 8 compltance—rnomlonng tuncl[on io regu!ar[y
: 4

Minisliy and third-party i 10.1. Implemenian enhaficed éomplianéemenloring fingtion
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Next steps
The Ministry Is in the process of implementing these recommendations.

@ Deloitte LLP and affiliated entitles. 4
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Appendix A -
Project summaries

This appendix contains project summaries for each of the 25 projects included in the enhancement
roadmap. These projects are organized into the 10 Project Categories, For each of the 25 projects, a
project purpose is provided and this is followed by guidance that is intended to describe the desired
outcomes and/or key considerations for each of the initiatives. :

1. Information governance

Project overview

Project purpose  Develop and implement a formal information governance' program.

1.1. Enhance Components of Governance model

Sub-project The purpose’of this project is to enhance components of the existing governance model af the Minlstry, in order
purpose to provide clarity regarding accountabilities and declslon-making processes refated to Information across the
Ministry in the short term. This will enable the development of a fonger-term goverance model while also
supporting critical shert-term decision-making refated to informtation governance and technology issues as the
fonger-term model is developed, :
I'd .

Guidance s+ Discusslons with all of the divislons should be facilitated to discuss the information governance model and fo
. identify tha key principles for its development. ’

« The development and fmplementation of the information governance model should be a shared responsibifily
across all of the divisions: '

Establish Senior Leadership buy-In for a formal Information Governance program. This will Include defining
an Executive Sponsor and clearly defining, communlealing and gaining consensus on:

— The scope and mandate of the program {Charter)
— The key issues t s meant to address (in terms of risk management and vaiue creation)

+ Once exacutive support is obtained (and the proposed model adjusled as required based on input), define
the foundational components of the program, including: ’

~ Agreed-upon information governance principles {based upon regulatory and contractuat obligations with
respect to information management and information sharing}

- Roles, responsibiliies and accountabifities, with a focus on key roles In the shert term, potentially
including: ’

« Data Stewards

o Data Owners’

o Data Custodians

+ Data Users
- Key structures and assoclated mandates {Executive Committee, Working Committee, etc.)
~ Key processes to support the operation of the goverﬁance modetl

o Leverage historical efforts refated to information governance within the Ministry, with a focus on identifying
key governance components to be incorporated into the short-term model. ‘

! There are numerous definitions for Information governance. These definitions ypically refer to the decision rights, processes,
standards, technologies and roles and responsibiiittes required to manage, maintain and effectively use information in a manner that
aligns with security and privacy reqguirements.

© Deloitte LLP and affiliated entities. 5
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+ Once the enhanced model is agreed-upon and established, regular assessment of performance,
effectiveness and opportunities for improvement should be conducted to ensure it is meeling the agreed-
upon objectives defined by stakeholders

® Deloitte LLP and affiliated entlities. ) ’ 6
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2. Data management

Project overview

Project purpose  Enhance data management practices and considér changes t6 the technology environment to support a
. conslstent fevel of contro} over sensilive information.

. 21 Compiete Information Inventory

Project purpose  This project will build upon recent efforls to develop an inventory of mformallon assets and data flows, with the
objective of creating a regularly updated repository for the Ministry. This project also involves reviewing this
inventory {o Identify those dataset extracts and other sensitive information assels that can be archived or
deleted.

-

Guidahce « Define roles and responsibilities for the maintenance of the inventory {to include representation from
Divisions and HSIMIT). :

Consider working with SSBC to ge-nerale inventories of dataset exlracts within each division.

s Assign ownership for updaiing of inventories to division representatives, and where appropriate, update as
required,

Within each Division, utilize the Inventories to identify the focation of sensitive information

Review dataset exiracis and other sensitive information assets to identify those to retaln vs, those that can
be archived. Consider including the following criteria in the review:

- Are the data still in use?
~ Are the employees with access appropriate?
Identify Bppununitles for limiting access to shared LAN ‘folders and remediate where posslble

Within each Division, identify high-level information sharing neads to Inform business requirements for the
Secure Data Environment (2.2)

Document where sensitive Information resides and consider options for enhanced iogglng where appropriate,

Review of access rights to LAN folders containing sensitive informa!mn should be coordlnaied with the
access review performed In Project 5.5.

Onoe this exercise is complete, update information asset inventories as required

-

2.2 Develop and implement a secure data environment

Project purpose  The purpose of this project is to design and implement a secure environment that enables access to and
sharing of sensitive Information while at the same time supporting a consistent teve! of control over this
information across the Ministry. Recognizing that there are numerous options regarding the design of the
environment, the selected design should enable access to sensitive information by authorized users while
supporting a conslstent fevet of control over this information. it should also support the ability to Jog and monilor
access and usage to enable compliance management,

Guidance* + The design process should take into account the following:

- Requirements for the secure environment should address the Minlstry’s agreed-upon informatlon
management principles (see Project 1.0 — Information Governance), and existing regulatory and
contractual obligations assoclated with lhe data currently collected and maintained by the Ministry.

~ Business requireménts of key stakeholders across the Ministry (business users and HSIMIT) should be
developed, validated and approved through a cross-Ministry team to ensure needs of all stakeholders are
understood and addressed. ' ‘

- Tha design of the new environment should align with the overall Enterprise Architecture of the Minlstry, as
well as requirements outlined In the govemment Information Security Policy ‘

The user community shoutd also be involved iri the development of the test plans, test scripts and key stages
of the testing processes,

The profect plan should also include & progess o review and onboard future data sets on an ongoing basis.

Representatives from each Divisfon should be provided with guidance on relevant dala retention standards to
enable decistons for archlving vs. deleting.

« Arisk-based and prioritized data migration strategy should be developed

« When reviewing data sels for migration, consider Including the following criteria:
— |g the dataset actively in use?
- Are there defined data retention requiremenis?
- Is there an ongoing business need for retaining and migrating the data?

-

-

© Deloitte LLP and affiliated ontities. 7
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A

~ |s the authorily under which thé data was originally obtdined and used still in place?

-~ Age there sufficlent controls In place to manage the sensitive information contained within the data set

- Does the dataset exist elsewhere? If so, conslder rationalizing datasels In the new environment if po'sslble‘.
» When reviewing the scripts usad to generate analysis and réports, the following should be considered:

— Development of ah approach te migrating scripts and data (e.g., move all exisling soripts “as-is” or review,
update and cleanse prlor to migration}

Ensure hardcoded references In existing scripts are Identifed and updated as required
Ensure updated scripts are working as expected (testing)

Consider removal of infermediary products where possible

+ An archive strategy should be defined for all data sels which will nol be transitioned.

. As scon as praclical and once all data sefs have been {ransitioned to the new environment or archived,
fegacy systems should be decommissioned. ‘

@ Deloiite LLP and affiliated entitles. . B
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3. Transition Condor environment .

Project overview

Project purpose  Transltion the Condor environment to new Infrastruciure and updated applications, with consideration for key
' functional, security and privacy requirements.

3.1 Actions to Mitigate risk in specific [egacy systems

Project purpose  The purpose of this project Is fo perform specific activities that could reduce the risks within the Condor
- environment in the short tenm while the new environment Is_under development.

Guidance « A review of data sets should be performed to idenlity inactive data sels which are no longer in use.

+ Access fo inactive dala sefs should be revoked for alf users and a process implemented fo review and

approve all access requests to these-data sets.

» A user access review should be performed t6 ensure onfy approved users with a business need have access
to Condor (Manager to approve access).
Managers of Condor users should be notified that they are responsible fo provide prompt noﬂﬂcatlon of
fermination or changes of acceass rights.
s An Interim access policy should be developed fo ensure only approved users with a defined business need

are granted access to Condor.

- -

3.2 New data warehouse design, implementation and data migration

"Project purpose  The purpose of this project s to design and impiemenl a reptacement fer the legacy Condor data warehouse
environment within the Secure Dala Environment (sub-project 2.2) that addresses the security and privacy
requirements of the Ministry, This sub-project Is likely to be integrated into the development and fransition to the
new Secure Data Environment {sub-project 2.2} and represents an example of legacy systems that will be |
transitioned to the new environment. The project will ensure ihat alk required data Is transferred to the new
environment on a priorty basis In a secure manner and that data quality and integrity are retatned Finally, the
legacy Condor data warehouse environment will be decommissioned. )

Guidance + The new design should address at a minimum:
- Role based access® . . '
— Logging of user access and activity
— The restriction of downlcading of data {0 local computers

+ Arisk and controls review should be conducted as part of the deslgn to ensure key secuiity and privacy
requirements are addressed.

« Tha new design should follow all relevant OCI0 guldance and sheuld go through the PIA & STRA processes.

* » The néw design should ensure the solution is robust and scalab!e enough to meet the current and future
business needs of the MoH.

+ When feviewing data sets for migration, consider including the following criteria:
- Is the data set actively Inuse?
- Is the appropriate authorization for use of data In place?
- Is there an ongoing business need for refaining and migrating the data?
- Does the dataset exist elsewhere? if so, consider avolding duplication in the new environment if possible _

An agreed-upon priotity ordering of data sefs for migration should be developed with input from data users
and owners.
An archive strategy should be deﬁned for all data sets which will not be transitioned.

+ As soon as practical and once all data sets have been {ransilloned o the new environment or archived,
decommission the legacy Condor environment.

3.3 Webh application environment design, implementation & transition?

* Role-based access is a methed of managing access lo computers or networks. It allows the regufation of access based on the job
. function (role) of users within an organization. In this context, “access” Is the ability of an Individual user to perform a specific task,
such as view, creale, or modify a file. Roles are defined according fo job competency, authgrity, and responsibility within the
organization, This approach helps to ensure thal users have appropriate access and also supports the efficient adminisiration of
access rights.

© Deloilie LLP and affiliated entitles. . 9
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Project purpose  The purposa of this project is te design and implement a reptacement for the legacy Condor web applications
environment within the Secure Data Environment (sub-project 2.2) that addresses the security and privacy
requirements of the Minfstry. This sub-project s likely to be integrated into the development and transition to the
new Secure Dala Environment (sub-project 2.2) and represents an example of legacy systems that will be
transitioned to the new environment. The legacy Condor web applicatlons environment will be decommissloned
once complete.

7

Guidance ¢ The new design should address af a minimum:
- Role based access
~ Logging of user access and activity
- The restriction of downloading of data to focal computers

+ Arisk and conlrols review should be conducted as part of the design fo ensure key security and privacy
requirements are addressed,

« The new deslign should follow alt relevant OCIO guidance and should go through the PIA & STRA processes

+ The new design should ensure the solulion Is robust and scalable enough to meet the current and future
business needs of the MoH.

3.4 SAS enterprise environment design,.implementation & transition plan

Project purpose  The purpose of Ihis project is to design and implement a reptacement for the legacy Condor SAS* environment
within the Secure Data Environment {sub-project 2.2) ihat addresses the securily and privacy requiremants of
the Ministry. This sub-project is fikely to be Integrated into the development and transition to the new Secure
Data Environment {sub-project 2.2} and represents an example of legacy systems ihat will be transitioned fo
the new environment. The project will ensure that all required code and SAS librarles are fransferred to the new
SAS Enterprise environment on a priority basls. Finally, the legacy Condor SAS environment will be
decommissicned.

Guldance

The new deslon should address at a minfmum:

~ Role based access

- Logging of user access and activity

- The restriction of downloading of data to tocal computers

A tisk and controls review should be conducted as part of the design {o ensure key security and privacy
requirements are addressed,

The new design should follow all refevant GCIO guidance and should go through the PIA & STRA processes.

The new design should ensure the solution is robust and scalable enough to meet the current and fulure
business needs of the MeH.

Conduct a review of SAS code and fibraries for migration and consider including the foltowing criteria:
~ Is the code and/or library actively in use?
~ Does an ongoing business need exist for the code andfor library?
~ Based on the business need, is the effort and cost to migrate to the new environment juslified?
~ s the need addressed by other simllar flibraries or sels of SAS code?

« A priofity ordering of SAS libraries to be transitioned should be developed based on ;nput from key business
users and owners.

An archiving strategy should be defined for all SAS librarles which will not be transitioned.
A code migration process should be developed to pori required legacy SAS code to the new environment,

As soon as praclical and once all SAS libraries have been transilioned to the new environment or archived,
decommission the fegacy Condor environment.

-

$ The “web applications environment” alfows users to access the analylics companent of Condor using a web browser,
4 In this instance, "Condor” refers to the environment used for data linkage and analysis and “SAS® refers o a commercial off-the-
shelf application used for stalistical analysls (among other activities). -
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4. Education and awareness program

Project overview
Project purpose  Develop and implement a formal, mandatory and targeted education and awareness program for information

governance, securily and pnvacy

41 Deliver immediate foundational training to key siaff and supervisors across the Ministry

Project purpose  While the enhanced education and awareness pragran is in development {Activily 4.2), deliver foundational .
trammg to appropriate users across the Ministry.

Guidance s Training should address key questions and concemns of Ministry staff to ensure staff can pesform their duties
with an understanding of appropriate information sharing. ‘

+ Atarget list of altendees should be developed. -
+ Management should be informed of training attendance,
« Training should reference key support material {Pollcies, procedures, etc.).

« Tralning should be augmented with FAQs and guldance that address the most common questions received
from across the Ministry.

» Key iraining messages should be relnforced through targeted awareness campaigns {e.g., Intranet site
updates emails, posters, elc.)

4.2 Develop an enhanced education and awareness program

Project purpose  The purpose of this project Is to develop MoH-specific information management security & privacy education
that Is tallored to needs of divisions and specific roles, and is mandatory, ongoing & updated and reinforced
with periodic sign-off by employees.

Guidance + A foundational information management secuhty & prwac".y education course shou[c'i be mandatory as part of
onboarding for all new staff and yearly for all existing staff.

* « Graduated education should be developed and delivered to address specific needs of different roles (such as
afl new staff, executives, advanced data users, efc) -

« Staff with access to sensitive information should have additionaE mandatory training Wl‘lICh details thelr
responsibifities and references appropriate policies & procedures.

« Training should address key information management privacy & securily risks assoclated with each role.
+ Consider developing guidance around retention and archiving.of Information,

« The training and awareness program should be reviewed and revised periodically to ensure continuous
improvement and alignmenl with updated policies, legisiation and MoH obtlgatiens.

« FAQs and guldance should address common quastion and be reviewed and revised perodically.
« Annual acknowledgment of tralhing and sign-off on responsibifittes should be implemenied.

+ Subject Matter Experts from each business division should be involved In updating traifhing materials and in
{raining sesstons.

« Feedback from sesslons should bo coniinuously updaled in training matenials
.« Ad-hog workshops should be developed based on specific needs of branches, new legislalion and incldents.

© Deloitto LLP and affiliated entities. 11
: . HTH-2013-00294 Phase 4

Page 65




5. Access manhagement and administration

Project overview

Project purpose

Enhance and standardize Intermnal processes across the Ministry for management and administration of access
fo health information.

51 Enhanceapproval & granting process

The purpose of this project Is fo ensure roles and responsibilities refated to access management (reque'st

Project purpose
approvals, elc¢.) are clearly defined and understood across the mm!stry {DSAM, Authentication Services,
Connectlons, Divisions, efc.). .

Guidance + Enhance and clearly document access administration procedures to enable consistent decision-making for

access requests
- Document current Informal access decision making criteria for applicatiens and data sels

~ Over time, move to a role based mode! with pre-defined access usage roles for each application and
groups of data sets.

~ A prioritization process should be defined {6 address critical or urgent requests in a timely manner,
- Integration should be improved between the contracting process (for all contracts with a data component)
and the access management process
Roles and responsibilities with respect to access control, including requestors (supervisors & rnanagers),
approvers (data & system owners), and provisioning should be defined and communicated.

Approval procass and requirements for approval should align to the type of access requested {e.g., Public vs.
Personally Identliftable) In order to expedite low-risk requests and ensure sufficient review of higher-rigk
requests. For example, consider pre-approval of access requests rélaled to standard, low-risk datasels to
streamline the approval process.

¢ Physical access for guests should be restncted to the area or division they are visiting and approved by an
MoH employee.

The concept of segregation of duties should be considered when granting access to employeas, contractors,
researchers, efc.

Optlons fo Improve the efficiency and effeclweness of access administration processes should be
consldered, For example, congider automated workfiows and a centralized provisioning solution.

-

5.2 Enhance transfers process (for access changes)

Project purpose

The purpose of this project Is o clearly define and communicale roles and responsibililles related to access
changes (removals, additions, efc.) fo ensure access changes are defined, communicated and implemented In
a timely manner and thal updates regarding access changes are provided to requestors once completed,

Guidance

« Enhance and clearly document access change procedures.

Supervisor's and manager's responsibiliies and accountabilily with respect to notification and follow up
should be ¢learly defined (e.g., outlined In their job description). For example, notification of staff rofe
changes should be mandatory from the Individual’s supervisor or manager.

The procedures for changes to user access should require that all existing access be removed.

Granling and approval of access required for new roles should follow the access approval process (Activily
6.1)

» Managers or supervisors shoutd be notified once access updates are completed and a description of the
access granted.

Process changes should be communicated to all supervisors and managers.

-
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5.3 Enhance terminations process

Project purpose  The purpose of {his project is to implement a clearly defined and communlcated process for access termination
T that ensures that all access Is removed in a imely manner and that the appropriate supervisors are updated of
access removals once complete.

Guldance + Enhance and clearly document access removat procedures.

« Notification of staff terminations should be driven either automatically from a system of record (e.g., payroli)
or incorporated into the HR terminations process. .

+ Managers or supervisors should be notified once access Is removed.

¥

5.4 Enhance access review process

Project purpose  The purpose of this project is to design and implement a process for regular reviews of user access rights fo
R key information systems and data sets across the Ministry. This Is a deteciive control that supporis the access
change and termination processes (described above) and will serva {o ensure that only the appropriate
individuals have access to sensitive syStems and information.

- Guidance = For systems and data sefs containing personal health Information or other sensitive information, access
: reviews should be conducted Immedialely to identify users who should be removed or have excessive
access righis,

Enhance and clearly document access review procedures, r

+ Roles and responsibilities with respect to access reviews, including access management staff (generate &
supply access lists), and reviewers {confirm access is appropriate} should be defined and communicated.

Review process and frequency should vary depanding on “sensitivily of the data within systems and the
volume of user access changes

Supervisors and managers responsibility with respect to access reviews should be a requirement mth}n their
job description.

5.5 Enhance role based access approach

Project purpose  The purpose of this project is fo anhance the current role-based access model to suppori efficlent and effective
) access administration processes, it includes reviewing and rationalizing current roles in Healthideas and, over
the long ferm, enhancmg the role-based access model to include other key systems and datasels within the
Ministry.

Guidance « Healthideas access roles should be reviewed and rationalized, Where possible access roles shouid be
atigned to Ministry [ob rotes and new roles should be created on an exception basis as required.
+ Implementation of rote basad access should be considered for other key MoH Information systems and data
sets beyond Healthideas.
« A clear definition of the access granied by each role and the intended job descriptions o be granted each
role should be provided to access provisioning staff.

* Roles and responsibliities with respect to defining and approving roles and handling the exteption process
for none standard roles should be defined and communicated,
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6. Information sharing agreements"

Project overview

Project purp'ose Céntraliy coordinate and sireamline informalion sharing agreement and related data access processes,

6.1 Update inventory of existing information shai-ing agreements

. Projectpurpose  The purpose of ths project is to compile an Inventory of agreements related to information sharing between the
Minlstry and third parties. This will provide a single view of Ministry and third-party commitments refated to
Information sharing that could uttimately support MoH and third party monitoring and enforcement. -

Guidance « Appropriate stakeholders should defne the type of agreements to ba included in the inventory
-« Conduet an Inventory of the types of ‘agreements determined to be in-scope ’

« Conslder conducting a review of key existing confracts/master agreements to ensure appropriate data
sharing provisions are in place. -

+ Data sharing with third-parties, where a data sharing agreement is not In place, should be dentified
» Representatives from each division should identify the agreements within their divisions.

6.2 Create centralized repository of existing agreements

Project purpose  This project involves the creation of a central repository of'Mmlsiry agreements with respect fo Information .
sharing with third parties. This will provide one central inventory of such agreements and enable employees
responsible for refeasing information to access data sharing agreements to determine what Is appropriate for
release.

Guidance + One central repository.should be created for all agreements that provides a single view of the Minisiry's
commitments with respect to data sharing with third parties.

« Agreements which cannot be stored in the cenfral repository should have a reference to where they are
stored :

+ Consider coordination with Contract Services ahd their reposltory.

« Agreements should be easily accessible to appropriate staff,

« An owner should be defined for the repository.

« An owner of sponsor {ole or person) should be assigned for sach agreamant.

6.3 Standardize processes and templates for information sharing agreements

Project purpose  This project will provide a standardized approach anﬂ template for data sharing agreements to ensure
consistent review and approval processes for all agreements with third parties (inbound and cutbound).

Guidance _ -« The policy should ou!lirie accountabi!ities“ and acceptable criteria for all agreements with third parties.
« Agreements should Include standard clauses, terms & provisions.

"« Agreements should have én appropriate level of approval and deciston mak]ng regardmg agreements with
third paities to ensure consislency.

There should be appropriate nolification {o all relevant parties of new agreements.
« Anowner or sponsor {role or person) should be assigned for each agreement.

Standardized processes and templates, with an exception process for non-standard agreements should be
developed for Informatlon sharing agreements.

Ensure central coordination does not increase processing time and pursue opportunities to improve efficiency
{through LEAN initiative).
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7. Logging and moﬁitoring

Project overview

Project purpose  Enhance logging and monitoring practices and capabilitles across key systems.

- 74. Evaluate existing logging capabilities and enable or én'hance where appropriate

Project purpose  The puipose of this project is to enable logging In the short term on existing applications and systems where
possible and appropriate based on a risk based analysis. Additionally, monitoring processes should be defined
to review log files and escalale [ssues Idenlified.

Critical loggling requirements should be developed above and beyond those currently supported {i.e., fogaing
of user activitles beyond log-on and log-off) for investigative and excepllon reporting purposes. Consider
starling with the Heallhldeas environment and then enhancing logging in other systems {e.g., SAS,
databases, applications, network layers, operating systeims, etc.), where technically feasible, based on level
of risk {sensitivity of information, amount of data, number of users, efc.)

+ These additional logging capabilities can support:
~ Sample-based perledic compliance monitoring {see Project 10.0 — Compllan'ce Monitoring}
- Preliminary investigations tﬂggeréd by complaints
- Comprehensive investigations when a known breach has occurred
~ Targeted auditing based on established rules {VIP lisls, etc.)'to detect Inapproprlate activity

Recognizing that manual fog reviews are time consuming and can be labour Intenstve, the above are
recommended where logging capabilities and resource avaifability permit

+ Where manual log reviews can be Implemented, this program should be communicated to the user
community to raise awareness of the monitoring program,

Guidance

7.2, Design and implement a Iogglng solution to support the longer-term needs of the secure
-data environment

Project purpose  The purpose of this project is to design and implement a long-term logging and monitoring solution for key
systems and applications in the Ministry. The logging solullon will provide a conslistent and efficient means for
capturing, and securely retaining-a sufficient level of logging data for Ministry systems. This profect does not
include the implementation of the chosen sclution {the time and capital expendifure required will depend on the
solution chosen, and has therefore not been included in the estimate below).

Guldance + To ensure the system [s right-sized and meets Ministry requirements, the Mlnlsln} should focus Initially on
clear definition of functional requirements (based on policies and regulatory and contraciuat obligations).

+ Based onsystem and functionat requirements, a formal evaluation process should be iniliated to se!ect an
. appropriate tool.

= Lessons learned should be identified from successful implementations elsewhere In Government andjor
within Heallh Authorities

- Conslder solutlons where licensing agreements within Government may be leveraged

The requirements and infrastructure should be mapped agalnst a chosen solution {o develop a prioritized
implementation plan.

Conslder a phased approach to address cn!ical requirements first and to Increase funclionality over time
{e.g., expanding from basic logging to dashboarding, log correlation, alerts and triage, elc.)

Consider leveraging automation of logging and event correfation technologies where possible, in order io
reduce manuat effort

The system should be tuned over time to balance sensitivity with the follow up required for false positives.

Procedures should be documented to support maintenance, monitoring, notification, escalalion and
remediation processes, and continuous improvement of procedures

» Roles and responsibilities required to support operation and malntenance of the solution should be defined.

+ A regular reporting sirategy should be developed to support system tuning internally, but also 1o
communicate key results o the Ministry as part of the ongoing awareness program.

+ Technfcal and business process training requirements shou[d be {denm" ad and a irammg plan should be
developed.

-

-
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8. Security Management & Operational Practices

Project overview

Project purpose  Enhance securily management practices for maintalning a secure technology environment.

8.1. Consolidate additional enhancement opportunities and address them on a priority basis

Project purpose  The purpose of this project Is 1o rationalize IT security-related risks and Issues Identified through internal
. Ministry reviews as well as this review. These enhancement Opporlunllies should be identifled and
implemented on a priorily basis (based on risk}.

Guidance - -» This initiative should collect ahd ratfonalize a list of enhancement opponuniﬁeé in order to support continual
improvement of security controls withjn the IT environment. items for consideration include:

- Review ihe palch management procedure af the OS and application layers to ensure thal patches are
. applied in a timely manner following a defined process.
— Periodic reviews of MoH applications fo ensure resources are in place to upgrade and patch applications
as Necassary. )
- Review secwily services performed by each service provider to ensure a consistent level of security
practices are performed
- Where possible, require mandatory secure communication to and from all heaith data systems {e.g.,
Healthideas)
+ Projects fo address these and retated enhancement oppoﬂunltles should be scoped and prioritized based on
risk and alignment to other sirategic Initiatives
s Consider incorporating enhancement opportunmes into other projects-where appropriate, or creating new
projects as required.

8.2. Cleariy define the security management and operational roles responsable for the secure
data environment

Project purpose  The purpose of this project is 1o clearly define the operafional and management roleg to ensure ¢lear
accountability for alt security aspects assoclated with the secure data environment. This will afso ensure that a
clear standard and strategy for security is In place across all Infrastructure, networks and applications that are
managed by the Ministry as well as those managed by third parties.

Guidance +' Clear ownersnfp and adcountability for security should be driven from the executive level,

+ Centralized rofes responsible and accountable for ensuring coordinatlon of security management praclices
should be defined and empowered,

« Security management responsibilities should align with Government’s Information Security Palicy, but
address specific requirements related to sensitive health information

Responslbiliiies to consider for Security Management include:

- Monl!onng of security infrastruclure and the tracking, follow up and closure of incidents and events.
Respondlng to issues identified through scanning and risk assessmenis performed by the program areas.
Ensuring STRAs & PiAs are hullt Into the SDLC process

Providing direction for the complelion of Security Threat Risk Assessments for new projects’

Ensuring contracls with service providers contain the appropriate clauses and provisions to ensue
compliance MoH security and privacy policies.

~ Acling as a key resource for the Minlstry on Security-related toplcs, and representing the securlty
perspective of the organization at senlor fevels. . i

Once responsibilities have heen clatifled, the appropriate job descnpﬁon(s) should be created andfor updated
{o ensure they are formally recognized and assigned,

The security management function should serve a consuitative rofe while the compliance function should be
responsible for assuring compliance.

Responsibifities & accountability retaled fo the security program may span several roles, but clear
accountabliity should be defined and agreed upon.

The security management function will work wilh other functions or branches within the Minisiyy (e.g., the
Compliance Monitoring function and the Health Information Privacy, Securily and Leglslation Branch) and
service providers (e.g., SSBC). Clear division of accouniabilities should be in ptace and agreed to and should
be reflected in related procedures.

-
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8.3. Develop and maintain security reference architecture

Project purpose  The purpose on this profect Is 1o design and malntain a security reference architecture that describes the
. , minimum functional and architeciural security standards of the [T environment. This Includes a¥ security
aspects of the environment, with particular reference to the access model, user provisioning and logging and
monitoring.

Guldance » The security reference architecture should describe clearly defined design pinciples and should be based
upon apcepted industry standards such as TOGAF (The Open Group Architecture Framework).

¢ The architecture should define-the minimum standards to which all key components of the environment must
- comply in order to ensure a consistent level of control and risk management

The architecture should consider key components:
- Conceptual architeciure

~ Functional architecure

= Physical architecture

« The architecture should align with the overall Minlstry Enierprlse Architecture as well as the requirements
outlined in Government’s Information Security Policy, as appropriate.

]
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9. Ministry-specific policies and guidelines

Project overview

Project purpose  Develop a Minisiry-specific privacy policy

9.1. Develop a ministry privacy pollcy

Project purpose  The purpose of this project is 10 develop and implement a Privacy Pollcy that Is specific to the Minlstry of
Health. This policy will provide a single point of reference regardmg privacy matters including obligations,
authorities and roles and respongibifities,

Guidance « Develop a single overarching Minlslry Privacy Polley. This polley should Include/address the following
information;

— Privacy principles — appropriate sttuations where information can be collecied.
~ Raquirements for collection, use & disclosure of personally Identifiable information’
Requirements for privacy considerations in data sharing agreements, STRAs, Coniracls, and PlAs

— Qutline employee roles and responsibifities with respect to privacy; including completing privacy training
and a periodic acknowledgement sign-off

Requirernent for annual signoff of Privacy and Confidentiality écknovdedgement.

~ Describe roles and responsibilities for key Privacy resources within the Ministry, including the most senfor -
leader with accountability for privacy, compliance menitering function and other privacy resources

~ Describe how MoH monitors and enforces employee compliance with its privacy policy and consequences
for non-compliance

o The Privacy Policy should be reviewed at least annually. This revlew shoutd address any changes lo relevant
legislation or policy and should also incorporale lessons fearned from any breaches or simifar Incldents.

9.2, Develop Ministry-specific guidance for key topics

Project purpose  The purpose of this project fs to augment existing guidance for key information security & privacy topics and
ensuse that the guldance is communicated to all relevant MoH employées,

Guidance « Input should be solicited from representatives of each Division regarding requirements for guidance on

information privacy and securily fopics. This should include Inpul regarding how best to communicate this

information to support effective understanding and usage.

Specific topics to conslder for targeted, Ministry-specific guidance include:

~ Deciston making support for sharing of sensltive Infermation. Define the spactrum of data between
personally identifiable informatfon and open data and the conslderations for use and disclosure across this
speactrum.

- Acceptable use of sensitive informalion within 1he' Minisiry and with third parties

~ Incident management process with respect to information privacy and security

+ Consider updates to guldance documents to include appropriate use of portabte media,

+ Inlegrate key support materials info the Tralning & Awareness Program where possible to support adoplion
of, and famitiarity with, these materials.

+ Utilize the Awareness program to communicate ragularly-lo employees regarding available materials, naw

materials thal are created and updates to existing materials

To facilitate use of reference materials, consider rahonahz;ng key reference documents where possible.

Some examples for consideration Include: ,

~ Computer and Technology Acceptable Use Policy/Procedure (e.g. disposal of assets, appropna!e use of
information systems, intermnet, software, communicating via email)

-~ Standard Operating Procedures for the Secure Transfer, Storage, Retention, and Disposal of Personal
. Identifiable Information (e.g. retention schedule, approved areas for storage, destruction of paper
! documentation, porlable media devices}
« To support conlinual improvement, a process should be deflned to regularly review and update key guidance
documents and policles te ensure they remaln current and incorporate lessons learned (including innovative
praclices from across the Ministry as well as results from compliance monltoring)
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10. Enhanced compliance monitoring function

Project overview
Project purpose  Implement an enhanced complfance monitoring function at the Minfstry.

10.1. Implement an enhanced compliance monitoring function

Project purpose  The puspose of this project is fo review the current compliance menitoring function at the Ministry, and
implement enhancements to that function.

G_uidance * In developing the scope of the compliance monitoring function, the following should be considered:
~ Internal access, use & disclosure of data {Minlstry compliance with Minisiry poficy and legistation)

—Internal access, use & disclosure of data {Ministry compliance with obtigations to third parties that prowde
data fo the Mimslry)

~ External access, use & disclosure of Ministry data by third parties {third party complfance with ob]ngatlons
defined by Ministry 1SAs}

- Once the mandate is endorsed by Management, {he team siructure should be defined to ensure it has the
capacily and capabllities to deliver on this mandate.

+ Conslder making acknowledgement and response to audit & review findings mandatory.

+ Roles and responsibilities with respect to appropriately responding te audit & review findings should be
defined and communicated. N

Consider defining policies outlining penalties for non-compliance with audit & review findings.

In developing the audit & review plan for the first year, ensure that it is risk based and lakes Inlo account the

key findings of this and other reviews

Look to feverage other mom!onngiaudn activities that are underway or planned {either within the Gevernment

or by third party auditors).

+ Consider utilizing self-certification for entities lhai the Ministry provides data to, in order fo support third party
compliance monitoring.

+ Support efflciency, effectiveness and consistency by utflizing existing industry accepted frameworks and
audliing standards and practices.

» Communicate role, mandate, audit & review ptan and resulls across the Ministry and to relevant

stakeholders.

Regular risk assessments on the existing environment should be performed, addressing remediation

requiremenis and incorporating lessons leamned into the overall security program.

» The compliance function should be positioned fo be independent of the groups audited and should report {o a
senior leader within the Minisiry as defined in the Governance model.

Consider pifoting of audii & review process on a sarﬁp]e of tssties to ensure viahility of model and obtain
feedback from the divisions on the evaluatlon process and results.
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THIS AGREEMENT is dated for reference the 19 day of February, 2013,
BETWEEN:

M(the “Contractor”) with the followmg speciﬂed address and fax number:
2800-1055 Dunsmuir Street

Vancouver, BC V7X 14

778 374-0506

AND;

HEiR MAJGSTY THE QUREN IN RIGHT QF THE PROVINCE OF BRITISII COLUMBIA, as represented

by the Minister of Health (the “Province”) with the following specified address and fax numbet:
5-3, 1515 Blanshard Street ' .
Victoria, BC V8W 3C8 . :
250 952-1909

The Province wishes to retain the Contractor to provide the services specified in Schedule A and, in consideration
for the remuneration set out in Schedule B, the Contractor has agreed to provide those services, on the terma and
conditions set out In this Agreement. :

As aresult, the Province and the Contractor agree as follows:

1 DEFINITIONS
General
1.1 In this Agreement, unless the context otherwise requiles'
@ “Business Day” means a day, other than a Satmday or Sunday, on which Provincial government

offices are open for notmal business {n British Columnbia;

(b) . “Incotporated Material” means any material in existence prior to the start of the Term or
deyeloped independently of this Agreement, and that is incorporated or embedded in the
Produced Material by the Contractor or a Subcontractor;

(©) “Material” means the Produced Material and the Received Material;

(d) “Produced Material” medns records, software and other material, whether complete or not, that,
as a result of this Agreement, are produced by the Confractor or a Subcontractor and Includes the
Tncor pmated Material;

(e) “Received Materjal” means records, software and other material, whether complete or not, that

as a result of this Agieement are received by the Contractor or a Subcontractor from the Province
or any other person;

6 “Services” means the services described in Patt 2 of Schedule A;

(g) “Subcontractor” means a person described in paragi‘aph {a) or {b) of sectlon 13.4; and

(h) “Term” means the term of the Agreement desciibed in Part 1 of Schedule A subject to that term
ending eatlier in accordance with this Agreement. )

" Meaning of “record”

1.2 The definition of “record” in the Interpretahon Actis mcorpomted fnto this Agreement and “records” will
bear a corresponding meaning,
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2 SERVICES

Provision of services

2.1 The Contractor must provide the Services in accordance with this Agreement.

Tenﬁ

22 Regardless of the date of EXECLIthI‘I ot delivery of this Agreement, the Contractor must provide the
Services duying the Term, .

Supply of various items

23 Unless the parties otherwise agree in wiriting, the Contractor must supply and pay for all fabour,
materials, equipment, tools, facilities, approvals and licenses necessary ot advisable to perforr the
Contractor’s obligations under this Agreement, including the license under section 6.4,

“Standard of care

24 Unless otherwise specified in this Agreement, the Contractor must perform the Services to a standard of
care, skill, and diligence maintained by persons providing, on a commercial basis, services similar to the
Services. ‘ :

Standards in relation to persons performing Services

2.5 The Contractor must ensure that all persons employed or retained to perform the Services are qualified
and competent to petform them and are properly trained, instructed and supervised.

Instructions by Province

2.6 The Province may from time to time give the Contractor reasonable instructions (in writing or otherwise)
as to the performance of the Services. The Contractor must comply with those instructions but, unless
otherwise specified in this Agreement, the Contractor may determine the manner i which the

instructions are carried ouf,

Confirtnation of non-written Instructions ' ;

2.7 If the Province provides an instruction under section 2.6 other than in writing, the Contractor may
request that the instruction be confirmed by the Province in writing, which request the Province must
comply with as soon as it is reasonably practicable to do so. '

Effectiveness of non-written instructions

2.8 Requesting written confirmation of an instruction under section 2.7 does not relieve the Contractor from.-
complying with the instruction at the time the instruction was given.

N

Applicable laws

2.9 In the performance of the Contractor’s obligations under this Agreement, the Contractor must comply
with all applicable laws.
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3 PAYMENT

Pees and expenses

31 If the Contractor complies with-this. Agreement, then-the Frovince must pay to the Contractor at the times
and on the conditions set out in Schedule B:

{a)  thefees described in that Schedule,

(b) the expenses, if any, described in that Schedule if’ the are supported, where a pllcable, by
P Y Y PP P
proper receipts and, in the Province’s opinion, are necessarily incurred by the Contractor in

providing the Services; and
(c) any applicable taxes payable by the Province iinder law or agreement with the relevant taxation

authorities on the fees and expenses described in paragraphs (a) and (b) .

The Province is not obliged to pay 1o the Contractor more than the “Maximum Amount” specified in
Schedule B on accounit of fees and expénses.

Statements of accounts

32 In order to obtain payment of any fees and expenses under this Agreement, the Contractor must submit
to the Province a written statement of account in a form satisfactory to the Province upon completion of
the Services or at other times described in Schedule B, ‘

Withholding of amounts o

3.3 Without limiting section 9.1, the Province may withhold from any payment due to the Contractor an
~ . amount sufficlent to indemnify in whole or in part the Province and its employees and agents against any
liens or other third-party claims that have arisen or could arise in connection with the provision of the
Services, An amount withheld under this section must be promptly pald by the Province to the
Contracior upon the basis for withholding the amount having been fully resolved to the satisfaction of

the Province,

Appropriation

3.4 The Province’s obligation to pay money to the Contractor is subject to the Finaucial Administration Act,
which makes that obligation subject to an appmpliatton being available in the fiscal year of the Province
during which payment beCOmeH due.

Currency

35 Unless otherwise specified in this Agreement, all references to mdney are to Canadian dollars.
¢ ‘ . ' .
- Non-resident income tax "

3.6 If the Contractor Is not a resident in Cariada, the Contractor acknowledges that the Province may be
required by law to withhold income tax fromn the fees described in Schedule B and then to rermt that tax
to the Receivel General of Canada on the Contractor’ 8 behalf.

Pr ohlbmon against committing money

a7 ‘Without limiting section 13.10{a), the Contracior must not in' relation to perforining the Connactm 5
obligations under’this Agaeement commit or purport to commit the Province to pay any money except as
may be expressly pr0v1ded for in this Agreement,
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Refunds of taxe's

3.8 The Contractor must:

(a) apply for, and use reasonable efforts to obtain, any available refund, credit, rebate or remission of
federal, provincial or other tax or duty imposed on the Contractor as a result of this Agreement that
the Province has paid or reimbursed to the Contractor or agreed to pay or reimburse to the
Contractor under this Agreement; and

s

(b) immediately on receiving, or being credited with, any amount applied for under paragraph (a), remit
that amount to the Province. o

L

REPRESENTATIONS AND WARRANTIES

41  Asat the dale this Agreement is executed and delivered by, or on behalf of, the parties, the Contractor
represents and warrants to the Province as follows: .
()  except to the extent the Contractor has previously disclosed otherwise fn writing to the Province,
)] all information, statements, documents and reports furnished or submitted by the
- Contractor to the Province in connection with this Agreement (including as part of any
competitive. process resufting in this Agreement being entered into) are in aIl material
respects true and corteck,
(iiy-  the Contractor has sufficient trained staff, facilities, mateﬂals, appropriate equipment and
approved subcontractual agreements in place and available to enable the Conhactor to
fully perform the Services, and ' N
(i)  the Contractor holds all permits, licenses, approvals and statutory authorities lssued by any
' government or government agency that are necessary for the performance of the
Contractor's obligations under this Agreement; and ‘ .

{b)  ifthe Contractor is not an ind ividual,

D the Contractor has the power ¢ and capacity to enter into this Agreement and to observe,
perform and comply with the terms of this Agreement and all necessary corporate or other
proceedings have been taken and done to authorize the execution and delivery of this
Agreement by, or on behalf of, the Contractor, and

(i this-Agreement has been [egally and properly executed by, or on behalf of, the Contractor
and is Jegally binding upon and enforceable against the Contractor in accmdance with iks
terms except as enforcement may be limited by bankruptcy, insolvency or other laws
affecting the rights of creditors generally and except that equitable remedies may be
granted only in the discretion of a court.of competent jurisdiction,

5 PRIVACY, SECURITY AND CO_NFIDBNTIALI‘I‘Y
Privacy

5.1 The Contractor must comply with the Privacy Protection Schedule attached as Schedule E.

13

S'ecurity

52 The Contractor must:
(a) make reasonable security arrangements to protect the Material from unauthorized access,
collection, use; disclosure, alteratiotr or disposal; and

b) comply with the Security Schedule attached as Schedule G.
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Confidentiality

53 The Contractor must treat as confidential all information in the Material and all other information
accessed or obtained by the Contractor or a Subcontractor (whether verbally, electronically or otherwise)
as a result of this Agreement, and not pelmit its disclosure or use without the Province’s prior written

consent except: : '
(@) as required to perform the Contractor’s obhgations under this Agreement ot to comply with
applicable laws;
{b) if it {s information that is generally known to the public other than as result of a breach of this
Agreement; or :
(c) . ifitis information in any Incorporated Material.
Public announcements - . . . )

54 Any public announcement relating to this Agreement will be arranged by the Province and, if such
consultation is reasonably practicable, after consultation with the Contractor,

Restrictions on promotion

55 The Contractor, must not, without the prior wrltten approval of the Province, refer for promotional
purposes to the Province being a customer of the Conlractor or the Province having entered into this
Agreement,

6 - MATERTAL AND INTELLECTUAL PROPERTY

Access to Material

6.1 If the Contractor -receives a request for access to any of the Matertal from a person other than the
Province, and this Agreement does not require or authorize the Contractor to provide that access, the
Contractor inust promptly advise the person to male the request to the Province.

Ownership and delivery of Material -

6.2 The Province exclusively owns all property rights in the Material which are not intellectual property
rights. The Contractor must deliver any Material to the Province immediately upon the Province's

request,
Matters respecting intellectual property

6.3 The Province exclusively owns all intellectual property 1'ights,:including copyright, in:
(a) Received Materiaf that the Contractor recelves from the Province; and
{b) Produced Material other than any Incorporated Material.

-

Upon the Province’s 1equest the Contractor must dellver to the Province documents satisfactory to the
Province that itrevocably waive in the Provinee's favour any moral rights which the Contractor (or
employees of the Contractor) or a Subcontractor (or employees of a Subcontractor) may have in the
Produced Materjal and that confitm the vesting in the Province of the copynght in the Produced Material,
othet than any Incorporated Material. :
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- Rights in relation to Incorporated Materlal

6.4 Upon any Incorporated Material being embedded or Incorporated in the Produced Material and to the
extent thal it remains so embedded or incorporated, the Contractor grants to the Province:
(a) a non-exclusive, perpetual, irrevocable, royalty-free, worldwide license to use, reproduce, modify
. and distribute that Incorporated Material; and ,
b the right to sublicense to third-parties the right to use, reproduce, modlfy and distribute that
Incorporated Material.

Right of Province to negotiate license of Produced Material

6.5 After the end of the Term, the Province in its sole discretion, may negotiate with the Contractor to
provide the Conlractor a license {which may be exclusive or non-exclusive) for the Contractor [0 use,
reproduce, modify or disttibute some or all of the Produced Material. -

7 RECORDS AND REPORTS

Work reporting

7.1 °~  Upon the Province's request, the Contractor must fully inform the Province of all work done by the
Contractor or a Subcontractor in connection with providing the Services.

Time and expense records

7.2 If Schedule B provides for the Contractor to be pald fees at a daily or hourtly rate or for the Contractor to
be paid or reimbursed for expenses, the Contractor must maintain tlme records and books of account,
invoices, teceipts and vouchers of expenses in support’ of those payments, in form and content
saHsfactory to the Province. Unless otherwise specified in this Agreement, the Contractor must retain
such doctiments for a period of not less than seven years aftexr this Agreement ends,

8 AUDIT

81 In addition to any other rights of inspection the Province may have under statute or otherwise, the
Province may at any reasonable {ime and on reasonable notice to the Contractor, enter on the Contractor's
premises to inspect and, at the Province's discretion, copy any of the Material and the Contractor must
permil, and provide reasonable assistance to, the exercise by the Province of the Province's rights under

this section.

9 INDEMNITY AND INSURANCE

Indemuity

9.1 The Contractos inust indemnify and save harmless the Province and the Province's employees and agents
from any losges, claims, damages, actions, causes of action, costs and expenses that the Province or any of
the Province's employees or agents may sustain, ihcur, suffer or be put to at any time,-either before or
after this Agreement ends, including any claim of infringement of third-party intellectual propeity rights,
wherte the sane or any of them are based upon, arise out of or occur, directly or indirectly, by reason of
any act or omission by the Contractor or by any of the Contractor's agents, employees, officers, directors
or Subcontractors in connection with this Agreement (each a “Loss”), excepting always liability arising
out of the intependent acts or omissions of the Province and the Province's employees and agents,

Monetary limitations of indemmity

9.2 The indemnification by the Contractor pursuant to section 9.1 is limited to:
(@)  $2,000,000 per Loss; and

HTH-2013-00294 Phase 4
Page 85




{(b) $4,000,000 in the aggregate for all Losses.

Exceptions to monefary limitations

9.3 The limitations set out in section 9.2 do not appiy to a Loss resulting from any of the following:
(a) bodily injury or damage to real property or tangible personal property;
(b) a clalm of infringément of third-party intellectual properly rights; or
(© a breach of section 5.1, 5.2, 5.3 or 6.1 of this Agreément.

Province to notify Contractor of Loss

94 To claim indemnification for a Loss pursuant to section 9.1, the Province must notify the Contractor in -
' writing of the Loss as soon as reasonably practicable after the Province becomes aware of the Loss .
provided that a failure by the Province to provide such notification will not invalidate the claim unless
the Contractor is materially prejudiced by that failure. '

Third-party intellectual property infringement claims

9.5 If the Loss is on the basis of a third-party claim that any element of the Material infringes the intellectual
property rights of any person, :
(a) then the Conlractor must defend the Pjovmce against that claim at the Contractor’s expense and
. the Coniractor must pay all associated costs, damages and legal fees that a court or arbitrator
- finally awards or are included in a settlement agreed to by the Contractor; and

(bY the Province must cooperate with the Contractor in the defence of the claim and, where
appropriate in the discretion of the Province, will allow the Contractor to appoint and instruct
counsel and otherwise control the defence and any related settlement negotiations.

Fa

Insurance

9.6 The Contractor must cornply with the Insutance Schedale attached as Schedule D.

Workers compensation

9.7 Without limiting the genelallty of section 2.9, the Contractor must comply with, and must ensure that any
Subconiractors comply with, all applicable occupational health and safety laws in relation io the
performance of the Contractor’s obligations under this Agreement, including the Workers Compensntion

» Act in British Coluinbia or similar laws in other jurisdictions.

" Personal optionai protection

9.8 The Contractor must apply for and maintain pe1sonal optional protection insurance (conslsting of income
replacement and medical care coverage) during the Term at the Contractor’s expense if:

(&) the Contractor is an individual or a parinership of individuals and does not have the benefit of
mandatory workers compensation coverage under the Workers Compensation Act or similar laws,

in other jurisdictions; and
(b} -~ such personal optional protection insurance is avatlabie for the Conhactor from WorkSafeBC or
other sources,

Evidence of coverage

9.9  Within 10 Business Days of being requested to do so by the Province, the Contractor must provide the
Province with evidence of the Contractor’s compliance with sections 9.7 and 9.8,
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10  FORCEMAJEURB

Definitlons relating to force méjeure

101  In this section and sections 10.2 and 10.3;
“Bvent of Force Majeure” means one of the following events:

(@)

(b):

(i)
(if)

(i)

(iv)

a natural disaster, fire, flood, storm, epidemic or powér faiture,

a war {(declared and undeclared), insurrection or act of terrorism or piracy, -
a strike (incuding ilfegal work stoppage or slowdown) orlockout, or

a freight embargo

if the event prevents a party from performing the party’s obligations jn accordance with this
Agreement and is beyond the reasonable control of that party; and .

“Affected Party” means a party prevented from performing the party’s obligations in accoxdance
with this Agreement by an Event of Force Majeure.

Consequence of Event of Force Majeuye

102  An Affected Party is not liable to the other party for any failure or delay in the performance of the
Affected Party’s obligations under this Agreement resulting from an Event of Force Majeure and any fime
periods for the performance of such obligations are automatically extended fox the duration of the Event
of Force Majeure provided that the Affected Party complies with the requirements of section 10.3,

Duties of Affected Paity

103  An Affected Party must promptly notify the other party in writing upon the occurrence of the Event of
’ Porce Majeure and male all reasonable efforts to prevent, control or limit the effect of the Event of Force
Majeure so as to resume complance with the Affected Party’s obligations under this Agreement as soon

as possible.

11  DEFAULT AND TERMINATION

Drefinitions relating to default and termination

111 In this section and sections 11.2 to 11.4:

(a)

(b)

“Event of Default” means any of the following;

N

(i)

i

an Insolvency Event,
the Contractor fails to perform any of the Contractor’s obligations under this AgLeement
ot

~ any representation or warranty made by the Contractor in this Agteeiment s unitrue or

incorrect; and

“Insolvency Event” means any of the fo]lowing

(i)
(if)

(i)

(iv)

an order is made, a resolution is passed or a petition is filed, for the Conlractor’s
liquidation or winding up,

the Contractor commits an act of bankruptcy, inakes an asmgnment for the benefit of the
Contractor's creditors or otherwise acknowledges the Contractor’s insolvency,

a bankruptcy petition is filed or presented against the Contractor or a proposal under the
Bantkruptcy and insolvency Act (Canada) Is made by the Contractos,

a compromise or arrangement is proposed in respect of the Contractor under the
Companties’ Creditors Arrangement Act (Canada),

8
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(v).  areceiver or receiver-manager is appointed for any of the Contractor’s property, or

(vi) the Contractor ceases, in the Province’s reasonable opinion, to carty on business as a’
' golng concern.

Province’s oplions on default’

11.2 On the happening of an Event of Default, or at any time thereafter, _thé Province may, at its option, elect
to do any one or more of the following:

(a) by written notice to the Contractor, require that the Bvent of Default be remedied within a time
period specified in the notice;

(b) pursue any remedy or take any other action available lo it at law or in equity; ot T

(c) - by written notice to the Contractor, terminate this Agreement with immediate effect or on a
future date specified in the notice, subject to the expiration of any time period specified under
section 11.2(a), \

Delay not a waiver

113  No failure or delay on the patt of the Province to exercise its rights in relation to an Event of Defanlt will
constitute a waiver by the Province of such rights,

Province’s right to terminate other than for default

114 In addition to the Province’s right to terminate this Agreement under section 11.2(¢) on the happening of
_an Event of Default, the Province may terminate this Agreement for any reason by giving at least 10 days
written notice of termination to the Contractor.

Payment consequences of termination

115 Unless Schedule B otherwise provides, if the Province terminates this A greement under section 11.4:

(@) - the Province must, within 30 days of such termination, pay to the Contractor any unpaid portion
' of the fees and expenses desctibed in Schedule B which corresponds with the portion of the
* Sexvices that was completed to the Province’s satisfactlon before termination of this Agreement;
and
(b) - the Contractor must, within 30 days of such termination, repay to the Province any paid portion
of the fees and expenses described in Schedule B which corresponds with the portion of the .
. Services that the Province has notifled the Contractor In writing was not completed to the
Province’s satisfaction before termination of this Agreement,

Discharge of liability

11.6  The payment by the Province of the amount described In section 11.5(a) dlschmges the Province from ail
liability to make payments to the Contractor under this Agreement,

Notice in relation to Events of Default

11.7  Tf the Contractor becomes aware that an Bvent of Default has occurred or anticlpates that an Event of
Default is likely to occuy, the Contractor must promptly notify the Province of the particulars of the Event
of Default or anticipated Event of Default. A notlce under this section as to the occurrence of an Event of
Default must aiso specify the steps the Contractor proposes to take to address, or prevent recurrence of,
the Event of Default. A notice under this section as to an anticipated Event of Default must specify the

steps the Contractor proposes to fake to prevent the occurrence of the antlcipated Event of Default. .
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12 DISPUTE RESOLUTION

Dispute resolution process

121 In the event of any dispute between the parties arising out of or in connection with this Agreement, the
following dispute tesolution process will apply unless the parties otherwise agree in writing:

(a) the parties must initially attempt to resolve the dispute through collaborative negotiation;

(by  if the dlspute is not resolved through collaborative negotiation within 15 Business Days of the
dispute arising, the parties must then attempt to resolve the dispute through med;ation under the
rules of the British Columbia Mediator Roster Society; and

(© if the dispute is not resolved through mediation within 30 Business Days of the commencement of
mediatlon, the dispute must be referred to and finally resolved by arbitration under the

Arbitration Act.

Location of arbitration or mediation

122  Unless the partles otherwise agtee in writing, an arbztlation or mednatlon under section 12.1 wHI be held
in Vicloria, British Columbzu

Costs of arbitration or mediation .

12,3 Unless the parties otherw1se agree in writing or, in the case of an atbitration, the albitratm otherwise
otders, theé parties must share equally the costs of a arbitration or mediation under section 12.1 othier
than those costs relating to the production of expert evidence or representation by counsel.

13 MISCELLANEOUS.

Dellvery of notices.

13,1 Any notice contemplated by this Agreement, to be effective, must be in writing and delivered as follows:

(a) by fax to the addressee's fax number specified on the first page of this Agreement, in which case

it will be deeinled to be recelved on the day of transmittal unless transmitted after the normal

- business houts of the addressee or on a day that is not a Business Day, in which cases it will be
deemed to be received on the next following Business Day;

(b)" by hand to the addressee's address specified on the first page of this Agreement, in whlch case 1t
will be deemed to be received on the day of its delivery; or

{c} by prepald post to the addressee's address specified on the first page of this Agreement, in which

casé if mailed during any period when nornal postal setvices prevail, it will be deemed to be

received on the fifth Business Day after its mailing,

Change of addiess or fax number

13.2  Either party may from time to time give notice to the other patty of a substltute address or fax numbe,
which from the date such notice is given will supersede for purposes of section 13.1 any previous address
o' fax number spemfted for the party giving the notice.

Assignment

133  The Contractor must not assign any of the Coniractor’s rights under this Agreement without the
Province’s prior written consent.

10
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Subcontracting

13.4.  The Contractor must not subcontract any of the Contractor’s obligations under this Agreement to any
person without the Province’s prior written consent, excepting persons listed in the attached Schedule C.
No subcontract, whether consented to or not, relieves the Contractor from any obligations under this -

Agreement. The Contractor must ensure that:
{a) any person retained by the Contractor to perform obligations under this Agreement; and
{b) any person retained by a person described in paragraph (a) to perform those obhgahons

fully complies with this Agreement in performing the subcontracted obligations.

Waiver

135 A waiver of dny term or breach of this Agreement is effective only if it is in writing and signed by, or on
behalf of, the waiving patty and is not a waiver of any other term or breach.
Modifications

13.6  No modification of this Agreement is effective unless it is in writing and signed by, or on behalf of, the.
parties.

Entire agfeement

13.7  This Agreement (including any modification of it) constitutes the entire agreement between the parties ag

to performance of the Services,
L}

Survival of certain provisions

13.8  Sections 2.9, 31 to 3.4, 3.7, 3.8, 51 to 55, 6.1 to 6.5, 7.1, 7.2, 8.1, 3.1 to 9.6, 9.9, 10.1 to 10,3, 11.2, 11.3, 11.5,
' 11.6, 12,1 to 12.3, 13.1, 13.2, 13.8, and 13.10, any accrued but unpaid payment obligations, and any other
sections of this Agreement (including schedules) which, by thelr terms or nature, are intended to survive
the completion of the Services or termination of this Agreement, will continue in force indefinitely, even

after this Agreement ends.

Schedules

139  The schedules to this Agreement (including any appendices or other documents attached to, or
incor pora ted by reference into, those schedules) are part of this Agreement.

Independent contractor

1310 In relation to the performance of the ContraCtor’ s obligations under this Agreement, the Contractor is an
- independent contractor and not; .
(a). an employee or partner of the Province; or
(b) an agent of the Province except as may be expressly provided for in this Agreement,

The Contractor must not act or purport to act contrary to this section,

Personnel not to be employees of Province

13.11 = The Contractor must not do anything that would result in personnel hived or used by the Contractor or a
Subcontractor in relation to providing the Services being considered employees of the Province.
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Key Personnel

1312  If one or more individuals are specified as “Key Personnel” of the Contractor in Part 4 of Schedule A, the
Contyactor must cause those individuals to perform the Services on the Contractor’s behalf, unless the
[rovince otherwise approves in writing, which approval must not be unreasonably withheld.

Pertinent information

1313 ‘The Province must make available to the Contractor all information in the Province's possession which
the Province considers pertinent to the performance of the Services. :

Conflict of interest

1314 The Contractor must not provide any services to any person in circumstances which, in the Province's
reasonable opinion, could give rise to a conflict of interest between the Contractor’s duties to that person

and the Contractor’s dutles to the Province under this Agreement.

n

Time

13.15 Time is of the essence in this Agreement and, without limitation, will remain of the essence after any
inodification or extension of this Agreement, whether or not expiessly testated in the document effecting

the modification or extensioi

Conflicts among provisions

13.16  Conflicts among provisions of this Agreement wil be resolved as follows:

{a)  a provision in the body of this Agreement will prevail over any conflicting provision In, attached
fo or incorporated by reference into a schedule, unless that conflicting provision expressly states

: otherwise, and

(b} . a provision in a schedufe will pLevafl over any conflicting provision in a document attached to, or
incorporated by reference into a schedule, unless the schedule expressly states otherwise,

Agreement not permit nor fetter

13.17 .This Agreement does not operate as a permit, license, approval or other statutory authority which the
Contractor may be required to obtain from the Province or any of its agencies in order to provide the
Services. Nothing in this Agreement is to be construed as interfering with, or fettering in any manney, the
exercise by the Province or its agencies of any statutory, prerogative, executive or legislative power or

duty.

Remainder not affected by invalidity

1318 If any provision of this Agreemient or the application of it to any person or circumnstarice is invalid or
unenforceable to any extent, the remainder of this Agreement and the application of such provision to any
other person or circurnstance will not be affected or impaired and will be valid and enforceable to the extent

permitted by law.

Further assurances

13.19  Bach party must perform the acts, execute and deliver the writings, and glve the assurances as may be
reasonably necessary to give full effect to this Agreement

Additional terms
1320 Any additional terms set out in the attached Schedule F apply to this Agreement.
12
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Governing law

1321 This Agreement is governed by, and is to

applicable in British Columbia.
14. INTERPRETATION

14.1 - In this Agreement:

be interpreted and construed In accordance with, the laws

d to be iiﬁu‘ting;

@) “includes” and “including” are not intende
{b} unless the context otherwise requires, references to sections by number are to sections of this
Agreement;
(] the Contractor and the Province are referred to as “the partles” and each of them as a “party”;
(d) #attached” means attached to this Agreement when used in relation to a schedule;
(e) unless otherwise specified, a reference to a statute by name means the statute of British Columbia

by that name, as amended or replaced from time to time;

(f) the headings have been inserted for convenience of reference only and are not intended to
. describe, enlarge or restrict the scope or meaning of this Agreement or any provision ofit;
“(B) “person” includes an individual, partnership, corporation or legal entity of any nature; and
(h) ~ unless the context otherwise requires, words expressed In the singular Include the plural and vice
versa,

15  EXECUTION AND DELIVERY OF AGREEMENT

181  This Agréement may be-entered into by a separate copy of this A
behalf of, each party and that executed copy being delivered to the other par
in.section 13.1 or any other mnethod agreed to by the parties.

The parties have executed this Agreement as follows:

[ :
SIGNED on the 28*hday of
MARCH _ , 20i3by the

on its behalf by its authorized
signatory or signatories):

'@iho(u &ﬁ

Contractor (ot if not an individual,

Sigﬁature(s) '
Tefinder Bas!

’

Print Name(s)
Partner

Print Title(s)

SIGNED on the J M dg of
el 2 7>
on bahalf of the Province

by its duly
authorized representative:

Q{Q/,@é;

greement being executed by, or on
ty by a method provided for

Signature

<potla. ONLLOL

Print Name

Com.
Print Title

13
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Schedule A - Services

PART 1. TERM:

The term of this Agreement commences on February 19, 2013 and ends on May 31, 2013,

i

PART 2. SERVICES:

The Contractor will provide support in the Initiation of the Data J;vlanagement Project which will undertake 10
major components including 25 sub- projects intended to transition the curirent server to more secure platform(s),
change processes and procedures to improve internal controls and ensure compliance with information shaving

agreements and FOIPPA, provide trafning to all users,

Outputs
The Contractor must provide expertise in preparation for thé development of the Data Management iject and

its outcomes. The expertise includes;
a) Support for:
’ i. Project Management Office (PMO) creation
1, Definition
2. Key processes

3

3, Tools

il. - Project Charters
1. Creation
2. Review
3. Approval

i, Inttiate PMO and processes
iv, Provide subject matter guidance as required
b) Professional consultation supporiing the implementahon of opt:ons for completion of plo]ect
deliverables established under the project charters.
¢) Consultation supporting the formation of work plans to facilitate successful outcomes of the
over-arching project and it's sub-ptojects

Inputs ’ ' ,
The Contractor must provide qualified resources,

Qutcomes

Through the delivery of the Services the Province wishes to realize the following outcomes and, without limiting
the obligation of the Contractor to comply with other provisions of this Part, the Contractor must use

commercially reasonable efforts to achieve them:

Provide meaningful support to the data management initiative,

The parties acknowledge that the Contractor does not warrant that these outcomes will be achieved.

FART 3, RELATED DOCUMENTATION:

Not applicable

14
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PART 4 KLY PERSONNEL:

1. The Key Personnel of the Contractor are as follows:
{(a) Tefinder Basi, Partner
{(b) Jamie Ross, Senior Manager

_‘ (¢) Robert Witcher, Manager

(d) Naeem Rajabali, Manager

f

Any changes to Key Personnel provided by the Contractor will require the written approval of the Province, who
will expect that substitutions possess the same or beltter qualifications and expetience as the person being '

. replaced.
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Schedule B - Fees and Expenses

1. MAXIMUM AMOUNT PAYABLE:

Maximum Amount: Despite sections 2 and 3 of this Schedule, $75,000.00 is the maximum amount which the
Province is obliged to pay to the Contractor for fees and expenses under this Agreement (excluswe of any
applicable taxes described in section 3,1(c) of this Agreement). :

2. FEES:
. Houtly Rate
Fees: at the following rates per hour for those hours during the Term when the Conlractor provides the
Sewices
oer hour - Partner
ser hour — Senior Manager
s.21
ser hour — Manager
ser hour ~ Consultant
3. EXPENSES:
Expenses;

(a) travel, accommodation and meal expenses for fravel greater than 32 kilometers away from the key
personnel’s home location on the same basis as the province pays its Group Il employees when they are
on {ravel status; and :

(b) the Coniractor’s actual long distance telephone, fax, postage and other identifiable communication
expenses; and

. excluding harmonized sales tax ("HST"), goods and services tax ("GST”) or other applicable tax paid or
payable by the Contractor on expenses described in (a) and (b) above to the extent that the Contractor ig
entitled to claim erédits (including HST or GST Input tax credits), rebates, refunds or remissions of the tax
from the relevant taxation authorities. .

-~

4. STATEMENTS OF ACCOUNT;

Statements of Account: In order to obtain payment of any fees and expenses under this Apreement for a
period from and including the first day of a month to and including the last day of that month (each a "Billing
Period"), the Contractor must deliver to the Provirnce on a date after the Billing Period (each a "Billing Date"),
a written statement of account in a form satlsfactory to the Province containing:

(2) the Contractos’s legal name and address;

(b) the date of the statement, and the Billing Period to which the statement pertains;

{c) the Contractor’s calculation of all fees claimed for that Billing Period, including a declaration by the
Contractor of all hotirs worked during the Billing Period for which the Contractor claims fees and a
description of the applicable fee rates;

16
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(d)

(e)

()
(8

hy

a chronological listing, in reasonable detall, of any expenses claimed by the Contractor for the Billing
Period with receipts attached, if applicable, and, if the Contractor s claiming yeimbursement of any
HST or GST, or other applicable taxes paid or payable by the Coniractor in relation to those
expenses, a description of any credits, rebates, refunds or temissions the Contractor is entitled to
from the relevant taxation authorities in relation to those taxes; .

the Contractor’s calculation of any applicable taxes payable by the Province in relation fo the
Services for the Billing Petiod; .

a description of this Agreement;
a statement number for identification; and
any other billing information reasonably requested by the Province.

5. PAYMENTS DUE;

Payments Dué: Within 30 days of the Province’s receipt of the Contractor’s written statement of account
delivered in accordance with this Schedule, the Province must pay the Contractor the fees and expenses (plus
all applicable taxes), claimed in the statemenf if they ate in accordance with this Schedule, Statements of

account ot contract invoices offering an early payment discount may be paid by the Province as required to
obtain the discount. o .

17
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Not applicable

Schedule C - Approved Subcontractor(s)

18
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Schedule D - Insurance

1.  The Contractor must, without limiting the Contractor's obligation or liabilities and at the Contractot's own
expense, purchase and maintain throughout the Term the following insurances with insurets licensed in
Canada in forms and amountis acceptable o the Province:

(a) Commercial General Liability in an amount not less than $2,000,000.inclusive per occurience against
bodily injury, personal injury and propetty damage and including Hability assumed under this
" Agteement and this insurance must: ' ‘ :

()  include the Province as an additional in'sureé!, .

(i) be endorsed to provide the Province with 30 days advance written notice of cancellation or
material change, and :

(i)  include a cross Hability clause; and

(b)  Professional Errors and Omissions Liability insuring the Contractor’s liability resulting from errors
or omissions in the performance of the Services in an amount per occurrence, and in the aggregate,

calculated as follows:

(i  not less than $1,000,000, if the “Maximum Amount” set out in Schedule B is less than $500,000;
and ' ‘

(i) not less than $2,000,000, If the “Maximum Amount” sel out in"Schedule B-is $500,000 or
‘ greater, ' : '

2, Allinsurance described in section 1 of this Schedule must:
(@) be p;rimary; and
(b)  not require the sharing of any loss by'any insurer of the Pf.ovince.
3. The Conttactor must provide the Province with evidence of all required insurance as follows:

(a) within 10 Business Days of commencement of the Services, the Contractor must provide to the -
Province evidence of alf required insurance in the form of a completed Province of British Columbia

Certificate of Insurance;

{b)  if any required Insurance policy expires before the end of the Term,. the Contractor must provide,
within 10 Business Days of the policy’s expiration, evidence of a new or renewal policy meeting the
requirements of the expired insurance in the form of a compleled Province of British Columbia

Certificate of Insurance; and

{) despité paragraph (a) or (b) above, If requested by the Province at any time, the Contractor must
provide to the Province certifled copies of the required insurance policies.

4.  Despite section 1(b) of this Schedule, if in the Province’s sole discretion, the Province has approved in
writing either a fronted self-insurance progtam or a duly licensed caplive Insurer as an alternative to the
Professional Liability Insurance requirement set out in section 1(b), then the Contractor must maintain
throughout the Term that aliernative In accordance with the terms of the approval.
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Definitions

Schedule E —Privacy Protection Schedule

1. In this Schedule,

(@
(b}
()

(d),

Purpose

“access” means disclosure by the provision of access; °
“Act' means the Freedom of Information and Protection of Privacy Act;

“contact information” means information toenable an individual at a place of business to be contacted
and includes the name, position name or titte, business telephone numbel, business addxress, business
email or busmess fax number of the individual;

“wergonal mformation means recorded information about an ldentlﬂable mdivndual other than
contact information, collected or created by the Contractor as a result of the Agreement or any previous’
agreement between the Province and the Contractor dealing with the same subject matter as the
Agreement but excfuding any such information that, if this Schedulé did not apply to it, would not be
under the “control of a public body” within the meaning of the Act, '

2. The purpose of this Schedule is to:

(a)

(b)

“enable the Province to comply with ihe Province's statutory obligations under the Act with respect to

personal information; and

ensure that, as a service provider, the Contractor is aware of and complies with the Contractor's
statutory obligations under the Act with respect to personal information,

Collection of personal information

- 3. Unless the Agréement otherwise specifies or the Province otherwise directs in writing, the Contractor may
only collect or create personal information that is necessary for the performance of the Contractor’s
obligations, or the exercise of the Contractor’s rights, under the Agreement.

4, Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor must
collect peisonal information directly from the individual the information is about.

5. Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Conllactm must
tell an individual froin whom the Contractor collects personal information:

(a)
(b)
()

the purpose for collecting it;
the legal authority for collecting it; and

the title, business address and business telephorie number of the person designated by the Province to
answer questions about the Cantractor’s collection of personal Information,

" Accuracy of personal information

6.~ The Contractor must make every reasonable effort to ensure the accuracy and completenéss of any personal
information to be used by the Conttactor or the Province to make a decision that directly affects the

individual the information is about,
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Requests for access to personal information

7. If the Contractor veceives a request for access to personal information from a persen other than the Province,
the Contractor must promptly advise the person to make the request to the Province unless the Agreement
expressly Tequires the Contractor 1o provide such access and, if the Province has advised the Contractor of the

name or title and contact information of an official of the Province to whom such requests are to be made, the
Contractor must also promptly provide that official’s name or title and contact information to the person

making the request.

Correction of personal Information

8 Within 5 Business Days of receiving a written direction from the Province to correct or annotate any personal
information, the Contractor must annotate ot correct the information in accordance with the direction.

9, When jssuing a written direction under section 8, the Province must ddvise the Contractor of the date the
correction request to which the direction relates was received by the Province in order that the Contractor-

may comply with section 10.

10.  Within.5 Business Days of correcting or annotating any personal information under section é, the Contractor
must provide the corrected or annotated information to any party to whom, within one year prior to the date
the correction request was made to the Province, the Contractor disclosed the information being corrected or

annotated,

11.  If the Contractor receives a request for cotrection of personal information from a person other than the
Province, the Conlractor must promptly advise the person to make the request to the Province and, if the
Psovince has advised the Contractor of the name or title and contact information of an officlal of the Province
to whom such requests are to be made, the Contractor must also promptly provide that official’s name or title
and contact information to the person making the request.

.

Protection of personal information .

12.  The Contractor must protect personal information by making reasonable security arrangements against such
risks as unauthorized access, collection, use, disclosure or disposal, inclisding any expressly set out in the

Agreement,

N

Storage and access to personal information

13.  Unless the Province otherwise ditects in wrlting, the Contractor must not store personai information outside
Canada or pertnif access to personal information from outside Canada.

e

Retentioh of personal information

14.  Unless the Agreement otherwise specifies, the Contractor mulst retain personal information until directed by
the Province in writing to dispose of it or deliver it as specified in the direction.

Use of personal information
15.  Unless the Province otherwise directs in writing, the Contractor may only use personal information if that use

is for the performance of the Contractor's obligations, or the, exercise of the Contractor’s rights, under the
~ Agreement. .
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Disclosure of personal information

16.  Unless the Province otherwise directs in writing, the Contractor may only disclose personal information
inside Canada to any person other than the Province if the disclosure is for the performance of the
Contractor’s obligations, or the exercise of the Contractor’s rights, under the Agreement,

17.  Unless the Agreément.otherwise specifies or the Province otherwise directs in writing, the Contractor must
not disclose personal information outside Canada.

Notice of foreign demands for disclosure

18, In addition to any obligation the Contractor may have to provide the notification contemplated by section
30.2 of the Act, if in relation to personal informatlon in the custody or under the control of the Contractor, the

- Contractor; '
(@  receives a foreign demand for disclosure;

{b)  receives a request to disclose, produce or provide access that the Contractor knows or las reason to
_ suspect is for the purpose of responding to a foreign demand for disclosure; or

(c) has veason to suspect that an unauthorized disclosure of personal information has occurred in response
~ toaforeign demand for disclosure

the Contractor must immediately notify the Province and, in so doing, provide the information described In
scction 30.2(3) of the Act. In this section, the phrases “forelgn demand for disclosure” and “unauthorized
disclosure of personal information” will bear the same meanings as in section 30.2 of the Act.

Nofice of unauthorized digclosure

19.  In additlon to any obligation the Contractor may have to provide the notificatioir contemplated by section
30.5 of the Act, if the Contractor knows that there has been an unauthorized disclosure of personal
information in the custody or under the control of the Contractor, the Contractor must immedlately notify the
Province. In this section, the phrase “unauthorized disclosure of personal information” will bear the same

meaning as in section 30.5 of the Act. A

Inspection of personal information

20.  Inadditlon to any other rights of Inspection the Province may have under the Agreement or under statute, the
- Province may, at any reasonable time and on reasonable notice to the Contractor, enter on the Contractor’s
premises to irispect any personal information in the possession of the Contractor or any of the Contractor’s
information management policies or practices relevant to the Contractor's management of personel
information or the Contractor's compliance with this Schedule and the Contractor must pexinit, and provide
reasonable assistance to, any such inspection, :

Comipliance with the Act and directions

21.  The Contractor must in relation to personal information comply with:

(a)  the requirements of the Act applicable to the Contractor as a service provider, including any applicable
order of the comnmissioner uitder the Act; and

(b}  any direction given by the Province under this Schedule.
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22, The Contractor acknowledges that it is familiar with the requirements of the Act governing personal
information that are applicable to it as a service provider. .

Notice of non-compliance : )

23, If for any reason the Contractor does not comply, or anticlpates that it will be unable to comply, with a
provision in this Schedule in any respect, the Contractor must promptly notify the Province of the particulars.
of the non-compliance or anticipated non-compliance and -what steps it proposes to take to address, or
prevent recurrence of, the non-compliance or anticipated non-compliance. .

Termination of Agreement

24, In addition to any other rights of termination which the Province may have under the Agreement or
otherwise at law, the Province may, subject to any provisions in the Agreement establishing mandatory cure

periods for defaults by the Contractor, terminate the Agreement by giving written notice of such termination
to the Contractor, upon any faiture of the Contractor to comply with this Schedule in a material respect.

Interpretation

25.  In this Schedule, references to sections by number are to sections of this Schedule unless otherwise specified
_in this Schedule, '

26, Any reference to the “Contractor” in this Schedule includes any subcontractor or agent retalned by the
Contractor to perform obligations under the Agreement and the Contractor must ensure that any stuch

subcontractors and agents comply with this Schedule,
27, The obligations of the Contractor in this Schedule wiil survive the termination of the Agreement.

28,  Ifa provision of the Agreement (including any direction given by the Province under this Schedule) confiicts
with a requirement of the Acl or an applicable order of the commissionet under the Act, the conflicting
provision of the Agreement {or direction) will be inoperative to the extent of the conflict. ‘

26, - The Contractor must comply with thie provisions of this Schedule despite any conflicting provision of this

Agreement or, subject to pection 30, the law of any jurisdiction outside Canada.

30. " Nothing in this Schedule requires the Contractor to contravene the law of any jurisdiction outside Canada
unless such contravention is required to comply with the Act, '
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Schedule F - Additional Terms

. Contractor Identification '~ During the term of this agreement and at the request of the Province,
contractors shall identify themselves as contractors to the ministry. This may be in the form of email
sighature blocks, business cards, correspondence, verbal business dealings and any other identification
required by the Province, )

In addition to section 13.1, the General Sérvices Agreement may be entered into by each patty signing
and delivering it to the other party by email with attachment in PDF format.
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Schedule G - Security Schedule

Definitions

1,  Inthis Schedule,

(a)  “Bquipment" means any equipment, including interconnected systems or subsystems of equipment,
software and networks, used or to be used by the Contractor to provide the Services;

b "Facilities” means any facilities at which the Contractor provides or is lo provide the Services;
¥ ! P p

(c)  "Information” means information
()  intheMaterial, or
(i) accessed, produced ot obtained by the Contractor (whether verbally, electronically or
otherwise) asa result of the Agreement; Co

(d) "Record” meansa “record” as defined in the Tnterpretation Act;

s

{e)  "Sensitive Information" means

(i)  Information that is “personat information” as defined in the Freedom of Information and
Protection of Privacy Act, or ' o

(i)  any other Information specified as "Sensitive Information" in Appendix G6, if attached; and

()  "Services Worker" means an individual involved in providing the Services for or on behalf of the
Contractor and, for greater certainty, may include
I(i) the Contractor or a subcontractor if an individual, or

iy  anemployee or volunteer of the Contractor or of a subcontractor.

- Schedule contains additional obligations
/

2. “The obligations of the Contractor in this Schedule are in addition to any other obligation in the Agreement
or the schedules attached to it relating to security including, without limitation, the obligations of the
Contractor in the Privacy Protection Schedule, if attached.

Services Worker confidentiality agreements

3.  The Contractor must not permit a Services Worker who is an employee or volunteer of the Coutractor to
have access to Sensitive Information unless the Services Worker has first entered into a confidentiality
agreement with the Contractor to keep Sensitive Information confidential on substantially similar terms as .
those that apply to the Contractor under the Agreement,

Services Worker security screening

4. The Contractor may only permit a Services Worker who is an employee or a yolunteer of the Contractor to
have access to Sensitive Information or otherwise be involved in providing the Services if, after having
subjected the Services Worket to the personnel security screening requiremnents set out in Appendix G1 and
aniy additional requirements the Contractor may consider appropriate, the Contractor Is satisfled that the
Services Worker does not constitute an unreasonable security risk. The Contractor must create, obtain and
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retain Records documenting the Contractor’s compliancé with the security screening requirements set out
in Appendix G1 in accordance with the provisions of that appendix.

Services Worker activity logging

5. Subject to section 6, the Contractor must create and maintain detailed Records logging the activities of all
Service Workers in relation to: .

(a)  their access to Sensitive Information; and ‘
§2)] other matters specified by the Province in writing for'the purposes of this section,

0. The Records deseribed in section 5 must be made and mamtamed in a manner, and contain information,
specified in Appendix G2, if attached

Facilities and Equipment protection and access control
7. The Contractor must create, maintain and follow a documented pracess to;

(a)  protect Facilities and Equipment of the Contractor required by the Contractor to provide the Services
from loss, damage or any other oceurrence that may result in any of those Facﬂmes and Equipment
being unavailable when required to provide the Services; and

(b):  limlt access to Pacilities and Equipment of the Contractor
(i) . beingused by the Contractor to provide the Services, or

(iiy that may be used by someone to access Information

to those persons who are authorized to have that access and for the purposes for which they are
authorized, which process must include measures to verify the identity of those persons.

8. If the Province makes available to the Contractor any Facilities or Equipment of the Provinee for the use of
the Contractor in providing the.Services, the Contractor must comply with any policies and procedures
provided to it by the Province on acceptable use, protection of, and access to, such Facilities or Equipment,

Sensitive Information access control

9. The Contractor must:

(a) create, maintain and follow a documented process for limiting access to Sensitive Information to_
" those persons who are authorized to have that access and for the purposes for which they are
authorized, which process must include measures to verify the identity of those persons; and

(b) - comply with the information access control requirements set out in Appendix G3, if attached.
Integrity of Information

10. The Conu'actor must;

(a) create, maintain and follow a documented process for mamtainmg the integrity of Information whi[e
possessed or accessed by the Conteactor; and

.(b)  comply with the information integrity requirements set out in Appendix G4, if attached.

11, Por the purp;)ses of section 10, maintalning the Integrity of Information means that, except to the extent
expressly authorized by the Agreement or approved in writing by the Province, the Information has:

(a)  remalned as complete as when it was acquired or accessed by the Contractor; and
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(b)  not been-altered in ‘any material respect.

Docunentation of changes to processes

12,  The Contractor must cteate and maintain detailed Records Eogging any changes it makes to the processes
described in sections 7, 9 and 10, '

Notice of security breaches

13. Yf Confractor becomes aware that:

(8)  unauthorized access, collection, use, disclosure, alteration or di'aposai of Information or Records
" containing Information; or : s .

{b)  unauthorized access to Facilities or Bquipment

has occurred or is likely to oceur (whether or not related to a failure by the Contractor to comply with this
Schedule or the Agreerent), the Contractor must immediately notify the Province of the particulars of that
oaccurrence or likely occurrence, If the Contractor provides a nolification under this section other than in
writing, that notification must be confirmed in writlng to the Province as soon as il is reasonably

practicable for the Contractor to do so.

Review of security breaches

14.  If the Provirice decides to conduct a review of a matter described in section 13 (whether or not the matter
came to the attention of the Province as a result of a notification under section 13), the Contractor must, on
the request of the Province, participate in the review to the extent that it is reasonably practicable for the .

Contractor to do so.

Retention of Records

15, © Unless the Agreement otherwise specifies, the Contractor must retain all Records in the Contractor's
possession that contain Information until directed by the Province in writing to dispose of them or deliver
thein as specified in the direction. :

Storage of Records

16. - Until disposed of or delivered in accordance with section 15, the Contractor must store any Records in the
Contractor’s possession that contain Information in accordance with the provisions of Appendix’G5;, If

attached.
Audit )
. . .

17.  In addition to any other rights of inspection the Province may have under the Agreement or under statute,
the Province may, at any reasonable time and on reasonable notice to the Contractor, enter on the

Contractor’s premises to inspect and, at the Province's discretion, copy:
(a) any Records in the possession of the Coritractor containing Information; or '

{b) any of the Contractor’s Information management policies or processes (including the processes
described in sections 7, 9 and 10 and the logs described in sections 5 and 12) relevant to the

Contractor's compliance with this Schedute -

and the Contractor must perinit, and provide reasonable assistance to, the exeicise by the Province of the
Province's rights under this section, ‘
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18.

Termination of Agreement

In addition to any other rights of termination which the Province may have under the Agreement or
otherwise at law, the Province may, subject to any provisions in the Agreement establishing mandatory
cure periods for defaults by the Contractor, terminate the Agreement by giving written notice of such
termination to the Contractor, upon any failure of the Contractor to comply with this Scheduie in a materfal

respect,

Interpretatlon :

19.

20.

‘21,

22,

23.

24,

Int this Schedule, unless otherwise specified:
(a)  references to sections ave to sectlons of this Schedule; and
(b)  references to appe}\dices are to the 'appendices attached to this Schedule,

Any reference to the "Contractot” in this Schedule includes any subcontiactor retained by the Contractor to
perforin obligations under the Agreement and thé Contractor must ensure that any such subeontmctms

comply with this Schedule

The appendices attached to this Schedule are part of this Schedule.

If there is a conflict between a provision in an appendix attached to this Schedule and any other provision-

of this Schedule, the provision in the appendix is Inoperative to the extent of the conflict untess the
appendix states that it operates despite a conflicting provision of this Schedule,

If there is a conflict between:

(h) a provision of the Agreement, this Schedule or an appendix attached to this Schedule; and

:

~(b)  adocumented process required By this Schedule to be created or maintained by the Contiactor

the provision of the Agreement, Schedule or appendix will prevail to the extent of the conflict,

The obligations of the Contractor in this Schedule will survive the termination of the Agreement,
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SCHEDULE G — Appendix G1 ~ Security screening téquireanents

The personnel security screening requirements set out in this Appendix GI are for the purpose of assisting the
Contractor determine whether or not a Services Worker constitutes an unreasonable security risk.

Verification of name, date of birth and address

1.  The Contractor must verify the name, date of birth and current addtess of a Services Worker by viewing at
least one piece of “primary identification” of the Services Worker and at least one piece of “secondary
identification” of the Services Worker,* as described in the table following this section. The Contractor
must obtain or create, as applicable, Records of all such verifications and retaln a copy of those Records.
For a Services Worker from 'another province or jurisdlction, reasonably equivalent identification

documents are acceptable.

Primary Identification

Secondary Identiflcation

Issued by ICBC:

(must have photo)
s  B.C. Identification (BCID) card

e Canadian birth certificate
Issued by Government of Canada;

Canadian Citizenship Card
Permanent Residéent Card

Immigration Identlification Record

* B.C.driver's licence or learner’s licence

Issued by provincial or territorial government:

Canadian Record of Landing/Canadian

® & o e

School 1D card (student card)

Bank card (only if holder’s name is on card)
Credit card (only if holder’s name is on
card) ’
Passport

Toreign birth certificate (a baptismal
certiflcate is not acceptable)

Canadian or U.S. driver’s licence
Naturalization certificate

Canadian Forces identification

Police identlfication

Foreign Affairs Canada or consular
identification

Vehicle registration (only if owner’s
signature s shown) :
Picture employee ID card

Fireatins Acquisition Certificale -

Social Insurance Card (only if has signature
strip)

B.C. CareCard _

Native Status Card

Parole Certificate 1D

Correctional Service Conditional Release
Card

*It is not necessary that each piece of identification viewed by the Contractor contains the name, date of
birth and current address of the Services Worker. It is sufficient that, in combination, the identification

viewed contains that Ihformation.

Verifjcation of education and professional qualifications

2. The Contractor must veufy, by reasonable mneans, any ‘relevant education and professmnal qualifications of
a Services Worker, obtain or create, as applicable, Records of all such verifications, and retain a copy of

those Records.
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Verification of employment history and reference checks

3. ‘The Contractor must verify, by reasonable means, any relevant employment history of a Services Worker,
which will generally consist of the Contractor requesting that a Services Woxker provide employment
references and the Contractor contacting those references. If a Services Worker has no relevant
employment history, the Contractor must seek to verify the character or other relevant personal
characteristics of the Services Worker by requesting the Services Worker to provide one or more personal
references and contacting those references. The Contractor must obtain or create, as applicable, Records of
all sich veriflcations and retain a copy of those Records.

Security interview ‘

4.  The Contractor must allow the Province to conduct a security-focused Interview with a Services Worker if
the Province Identifies a reasenable security concern and notifies the Contractor it wishes to do so,

Criminal history check

N

5, The Contractor must arrange for and retain documented results of a criminal history check on a Services
Worker obtained through the Services Worket’'s local policing agency. Criminal histoxy checks must be
repeated as necessary to ensuse that at all times the most vecent criminal history check on a Services Worker

was completed within the previous five years.
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. Date:
Attn: Mr. Kelly Moran inttco oz
- . Executive Director - . ClientMendate No.:
S linlsiry of Health | Pariner

» 1515 Blanshard Street

Invoice

Deloitte & Touche LLP
2800 - 1055 Dunsmulr Street
4 Bentall Centre

P.O. Box 49279

Vancouver BC V7X 14
Capada -

Tel: 604.640.3260
Fax: 778.374.0506
www.deloltte.ca .

March 31, 2013
3277797 revised
695180 - 1000016
T. Basi

HST Reglstation No: 133245290 -

Invoicé foy professional services rendered fn connection with Ministry
Contract #1308~ . STy '

[, Vae e d
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‘projects : - ' '
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., Mmanagement) . ‘
" ) ¢ Roviewed project activities and outputs to assess alignment agalnst
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mtéﬁlQUthemaI Reporting = . |
| o Supporied project close-out process and reporiing
™ =49, Supported infornal Minlstry reporting and communications
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*  Provided input to plannifig activities for Category 2 and 3 projects
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and 3 projects , T
°  Provlded recommendations regarding sustalnment considerations to support
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INFORMATION TECHNOLOGY &
MANAGEMENT CONSULTING
PROFESSIONAL SERVICES AGREEMENT

BRITISH
COLUMBIA

For Administrative Purposes Only

Ministry Contract No.: 2014-029

Requisition No.:

Solicitation No.(if applicable): RFP-MO13-
ITPOOO7/RFQ #SATP-307
Commodity Code:

Contractor Information

Supplier Name: Deloitte & Touche LLP
Supplier No.:

Telephone No.: Office 604-669-4466
E-mail Address: Don MacPherson

donmacpherson@deloitte.ca

Websfte: www._deloitte.cn

Financial Information

Client: 026
Responsibility Centre: 66074
Service Line: 44005
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Project: 6600000

Template version: April 1, 2013
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THIS AGREEMENT is dated for feference the 30" day of April, 2013.

BETWEEN:

Deloitte & Touche LLP (the “Contractor”) with the following specified address and fax number:

2000 Manulife Place, 10180 — 101 Street
Edmonton, AB, T5] 4F4 778 374-0506

HER MAJESTY THE QUEEN IN RIGHT OF THE PROVINCE OF BRITISH COLUMBIA, as represented
by the Minister of Health (the “Province”) with the following specified address and fax number:

5-3, 1515 Blanshard Street

Victoria, BC V8W 3C8

250 952-1909

The Province wishes to retain the Contractor to provide the services specified in Scheduie A and, in consideration
for the remuneration set out in Schedule B, the Contractor has agreed to provide those services, on the terms and

conditions set out in this Agreement.

As a result, the Province and the Contractor agree as follows:

1 DEEFINITIONS
General
1.1 In this Agreement, unless the context otherwise requires:
{a) “Business Day” means a day, other than a Saturday or Sunday, on which Provincial government

offices are open for normal business in British Columbia;

(b) “Incorporated Material” means any material in existence prior to the start of the Term or
developed independently of this Agreement, and that is incorporated or embedded in the
Praduced Material by the Contractor or a Subcontractor;

(c} »Material” ineans the Produced Material and the Received Material;

{(d) “Produced Materiai” means records, software and other material, whether compfete or not, that,
as a result of this Agreement, are produced by the Contractor or a Subcontractor and includes the
Incorporated Material;

{(e) “Received Material” means records, software and other material, whether complete or not, that,

as a result of this Agreement, are received by the Contractor or a Subcontractor from the Province
or any other person;

{f) “Services” means the services described in Part 2 of Schedule A;

{g) “Subcontractor” means a person described in paragraph (a) or (b) of section 13.4; and

(h) “Term” means the term of the Agreement described in Part 1 of Scheduie A subject to that term
ending earlier in accordance with this Agreement.

Meaning of “record”
B

1.2 The definition of “record” in the Interpretation Act is incorporated into this Agreement and “records” will
bear a corresponding meaning.
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2 SERVICES

Provision of services

2.1 The Contractor must provide the Services in accordance with this Agreement.
Term
2.2 Regardless of the date of execution or delivery of this Agreement, the Contractor must provide the

Services during the Term,

Supply of various items

23 Unless the parties otherwise agree in writing, the Coniractor must supply and pay for ail labour,
materials, equipment, tools, facilities, approvals and licenses necessary or advisable to perform the
Contractor’s obligations under this Agreement, including the license under section 6.4,

Standard of care

2.4 Unless otherwise specified in this Agreement, the Contractor must perform the Services to a standard of
care, skill, and diligence maintained by persons providing, on a commercial basis, services similar to the

Services.
Standards in relation to persons performing Services

2.5 The Contractor must ensure that all persons employed or retained to perform the Services are qualified
and competent to perform them and are properly trained, instructed and supervised.

Instructions by Province

2.6 The Province may from time to time give the Contractor reasonable instructions {in writing or otherwise)
as to the performance of the Services. The Contractor must comply with those instructions but, unless
otherwise specified in this Agreement, the Contractor iay determine the manner in which the

instructions are carried out.

Confirmation of non-written instructions

27 If the Province provides an instruction under section 2.6 other than in writing, the Contractor may
request that the instruction be confirmed by the Province in writing, which request the Province must
comply with as soon as it is reasonably practicable to do so.

Effectiveness of non-written instructions

28 Requesting written confirmation of an instruction under section 2.7 does not relieve the Contractor from
complying with the instruction at the time the instruction was given.

Applicable laws

29 In the performance of the Contractor’s obligations under this Agreement, the Coniractor must comply
with all applicable laws. '
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3 PAYMENT

Fees-and expenses

31 If the Contractor complies with this Agreement, then the Province must pay to the Contractor at the times
and on the conditions set out in Schedule B:

(a) the fees described in that Schedule;

(b) the expenses, if any, described in that Schedule if they are supported, where applicable, by
proper receipts and, in the Province’s opinion, are necessarily incurred by the Contractor in

providing the Services; and
{c) any applicable taxes payable by the Province under law or agreement with the retevant taxation

authorities on the fees and expenses described in paragraphs {a} and (b} .

The Province is not obliged to pay to the Contractor more than the “Maximum Amount” specified in
Schedule B on account of fees and expenses.

Statements of accounts

3.2 In order to obtain payment of any fees and expenses under this Agreement, the Contractor must submit
to the Province a written statement of account in a form satisfactory to the Province upon completion of
the Services or at other times described in Schedule B.

Withholding of amounts

33 Without limiting section 9.1, the Province may withhold from any payment due to the Contractor an
amount sufficient to indemnify in whole or in part the Province and its employees and agents against any
liens or other third-party claims that have arisen or could arise in connection with the provision of the
Services, An amount withheld under this section must be promptly paid by the Province to the
Contractor upon the basis for withholding the amount having been fully resolved to the satisfaction of

the Province.

Appropriation
3.4 The Province’s obligation to pay money to the Contractor is subject to the Financial Adminisiration Act,
which makes that obligation subject to an appropriation being available in the fiscal year of the Province

during which payment becomes due.

Currency

3.5 Unless otherwise specified in this Agreement, all references to money are to Canadian doliars.

Mon-resident income tax

36 If the Contractor is not a resident in Canada, the Contractor acknowledges that the Province may be
required by law to withhold income tax from the fees described in Schedule B and then to remit that tax

to the Receiver Genera} of Canada on the Contractor’s behaif.

Prohibition against committing money

37 Without limiting section 13.10(a), the Contractor must not in relation to performing the Contractor’s
obligations under this Agreement commit or purport to commit the Province to pay any money except as
may be expressly provided for in this Agreement.
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Refunds of taxes
.

38 The Contractor must:

(a) apply for, and use reasonable efforts to obtain, any available refund, credit, rebate or remission of
federal, provincial or other tax or duty imposed on the Contractor as a result of this Agreement that
the Province has paid or reimbursed to the Contractor or agreed to pay or reimburse to the

Contractor under this Agreement; and

{b) immediately on receiving, or being credited with, any amount applied for under paragraph (a), remit
that amount to the Province.

REPRESENTATIONS AND WARRANTIES

4.1 As at the date this Agreement is executed and delivered by, or on behalf of, the parties, the Contractor
represents and warrants to the Province as follows:
(@)  except to the extent the Contractor has previously disciosed otherwise in writing to the Province,

(i) all information, statements, documents and reports furnished or submitted by the
Contractor to the Province in connection with this Agreement (including as part of any
competitive process resulting in this Agreement being entered into) are in all material
respects true and correct,

(i) the Contractor has sufficient trained staff, facilities, materials, appropriate equipment and
approved subcontractual agreements in place and available to enable the Contractor to
fully perform the Services, and

(iii) the Contractor holds all permits, licenses, approvals and statutory authorities issued by any
government or government agency that are necessary for the performance of the
Contractor’s obligations under this Agreement; and

(b)  if the Contractor is not an individual,

(i) the Contractor has the power and capacity to enter into this Agreement and to observe,
perform and comply with the terms of this Agreement and all necessary corporate or other
proceedings have been taken and done to authorize the execution and delivery of this

Agreement by, or on behalf of, the Contractor, and

(i) this Agreement has been legally and properly executed by, or on behalf of, the Contractor
and is legally binding upon and enforceable against the Contractor in accordance with its
terms except as enforcement may be limited by bankruptcy, insolvency or other laws
affecting the rights of creditors generally and except that equitable remedies may be
granted only in the discretion of a court of competent jurisdiction.

5 PRIVACY, SECURITY AND CONFIDENTIALITY

Privacy -

5.1 The Contractor must comply with the Privacy Protection Schedule attached as Schedule E.

Security

5.2 The Contractor must:
{a) make reasonable security arrangements to protect the Material from unauthorized access,
collection, use, disclosure, alteration or disposai; and

(b) comply with the Security Schedule attached as Schedule G.
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Confidentiality

53 The Contractor must treat as confidential all information in the Material and all other information
accessed or obtained by the Contractor or a Subcontractor (whether verbally, electronically or otherwise)
as a result of this Agreement, and not permit its disclosure or use without the Province’s prior written

consent exceplt;

(a) as required to perform the Contractor's obligations under this Agreement or to comply with
applicable laws;

(b) if it is information that is generally known to the public other than as resuit of a breach of this

Agreement; or
© if it is information in any Incorporated Material.

Public announcements

54 Any public announcement relating to this Agreement will be arranged by the Province and, if such
consultation is reasonably practicable, after consultation with the Contractor.

Restrictions on promotion

5.5 The Contractor, must not, without the prior written approval of the Province, refer for promotional
purposes to the Province being a customer of the Contractor or the Province having entered into this
Agreement,

6 MATERIAL AND INTELLECTUAL PROPERTY

Access to Material

6.1 If the Contractor receives a request for access to any of the Material from a person other than the
Province, and this Agreement does not require or authorize the Contractor to provide that access, the
Contractor must promptly advise the person to make the request to the Province.

Ownership and delivery of Material

6.2 The Province exclusively owns all property rights in the Material which are not inteflectual property
rights. The Contractor must deliver any Material to the Province immediately upon the Province's

request.
Matters respecting intellectual property

6.3 The Province exclusively owns all intellectual property rights, including copyright, in:
(a) Received Material that the Contractor receives from the Province; and
{b) Produced Material, other than any Incorporated Material.

Upon the Province’s request, the Contractor must deliver to the Province documents satisfactory to the
Province that irrevocably waive in the Province's favour any moral rights which the Contractor (or
employees of the Contractor) or a Subcontractor {or employees of a Subcontractor) may have in the
Produced Material and that confirm the vesting in the Province of the copyright in the Produced Material,
other than any Incorporated Material.
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Rights in relation to Incorporated Material

6.4 Upon any Incorporated Material being embedded or incorporated in the Produced Materjal and to the
extent that it remains so embedded or incorporated, the Contractor grants to the Province:
{(a) a non-exclusive, perpetual, irrevocable, royalty-free, worldwide license to use, reproduce, modify
and distribute that Incorporated Material; and
(b) the right to sublicense to third-parties the right to use, reproduce, modify and distribute that
Incorporated Material.

Right of Province to negotiate license of Produced Material

6.5 After the end of the Term, the Province in its sole discretion, may negotiate with the Contractor to
provide the Contractor a license (which may be exclusive or non-exclusive) for the Contractor to use,
reproduce, modify or distribute some or all of the Produced Materiat.

7 RECORDS AND REPORTS
Work reporting
71 Upon the Frovince's request, the Contractor must fully inform the Province of all work done by the

Coniractor or a Subcontractor in connection with providing the Services.

Time and expense records

7.2 If Schedule B provides for the Contractor fo be paid fees at a daily or hourly rate or for the Contractor to
be paid or reimbursed for expenses, the Contractor must maintain time records and books of account,
invoices, receipts and vouchers of expenses in support of those payments, in form and content
satisfactory to the Province. Unless otherwise specified in this Agreement, the Contractor must retain
such documents for a period of not less than seven years after this Agreement ends. '

3 AUDIT

81 In addition to any other rights of inspection the Province may have under statute or otherwise, the
Province may at any reasonable time and on reasonable notice to the Contractor, enter on the Contractor’s
premises to inspect and, at the Province's discretion, copy any of the Material and the Contractor must
permil, and provide reasonable assistance to, the exercise by the Province of the Province's rights under

this section.
9 INDEMNITY AND INSURANCE
Indemnity
9.1 The Contractor must indemnify and save harmless the Province and the Province's employées and agents

from any losses, claims, damages, actions, causes of action, costs and expenses that the Province or any of
the Province's employees or agents may sustain, incur, suffer or be put to at any time, either before or
after this Agreement ends, including any claim of infringement of third-party intellectual property rights,
where the same or any of them are based upon, arise out of or occur, directly or indirectly, by reason of
any act or omission by the Contractor or by any of the Contractor's agents, employees, officers, directors
or Subcontractors in connection with this Agreement {each a “Loss”}), excepting always liability arising
out of the independent acts or omissions of the Province and the Province's employees and agents.

Monetary limitations of indemnity

9.2 The indemnification by the Contractor pursuant to section 9.1 is limited to:
{a) $2,000,000 per Loss; and
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(b) $4,000,000 in the aggregate for all Losses.

Exceptions to monetary limitations

9.3 The limitations set out in section 9.2 do not apply to a Loss resulting from any of the following;
(a) bodily injury or damage to real property or tangible personal property;
(b a claim of infringement of third-party intellectual property rights; or

(©) a breach of section 5.1, 5.2, 5.3 or 6.1 of this Agreement.

Province to notify Contractor of Loss

9.4 To claim indemnification for a Loss pursuant to section 9.1, the Province must notify the Contractor in
writing of the Loss as soon as reasonably practicable after the Province becomes aware of the Loss
provided that a failure by the Province to provide such notification will not invalidate the claim unless

the Contractor is materially prejudiced by that failure.

Third-party intellectual property infringement claims

9.5 If the Loss is on the basis of a third-party claim that any element of the Material infringes the inteliectual
property rights of any person,

(a) then the Contractor must defend the Province against that claim at the Contractor’s expense and
the Contractor must pay all associated costs, damages and legal fees that a court or arbitrator
finally awards or are included in a settlement agreed to by the Contractor; and

(b) the Province must cooperate with the Contractor in the defence of the clajm and, where
appropriate in the discretion of the Province, will allow the Contractor to appoint and instruct
counsel and otherwise control the defence and any related settlement negotiations.

Insurance

9.6 The Contractor must comply with the Insurance Schedule attached as Schedule D.

Workers compensation

9.7 Without limiting the generality of section 2.9, the Contractor must comply with, and must ensure that any
Subcontractors comply with, all applicable occupational health and safety laws in relation to the
performance of the Contractor’s obligations under this Agreement, including the Workers Compensation
Act in British Columbia or simnilar laws in other jurisdictions.

Personal optional protection

9.8 The Contractor must apply for and maintain personal optional protection insurance (consisting of income
replacement and medical care coverage) during the Term at the Contractor’s expense if:

(a) the Contractor is an individual or a partnership of individuals and does not have the benefit of
mandatory workers compensation coverage under the Workers Compensation Act or similar laws

in other jurisdictions; and
{b) such personal optional protection insurance is available for the Contractor from WorkSafeBC or
" other sources.

Evidence of coverage

99  Within 10 Business Days of being requested to do so by the Province, the Contractor must provide the
Province with evidence of the Contractor’s compliance with sections 9.7 and 9.8.
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10 FORCE MAJEURE
Definitions relating to force majeure

101  Inthis section and sections 10.2 and 10.3:
{a) “Event of Force Majeure” means one of the following events:
(i)  anatural disaster, fire, flood, storm, epidemic or power failure,
{ii)  a war {declared and undeclared), insurrection or act of terrorism or piracy,
(i) astrike (including illegal work stoppage or slowdown) or lockout, or
{iv) afreight embargo

if the event prévents a party from performing the party’s obligations in accordance with this
Agreement and is beyond the reasonable controf of that party; and

(b) “ Affected Party” means a party prevented from performing the party’s obligations in accordance
with this Agreement by an Event of Force Majeure,

Consequence of Event of Force Majeure

102  An Affected Party is not liable to the other parly for any failure or delay in the 'performance of the
Affected Party’s obligations under this Agreement resulting from an Event of Force Majeure and any time
periods for the performance of such obligations are automatically extended for the duration of the Event
of Force Majeure provided that the Affected Party complies with the requirements of section 10.3.

Duties of Affected Party

103  An Affected Party must promptly nolify the other party in writing upon the occurrence of the Event of
Force Majeure and make all reasonable efforts to prevent, control or limit the effect of the Event of Force
Majeure so as to resume compliance with the Affected Party’s obligations under this Agreement as soon

as possible,
1 DEFAULT AND TERMINATION
Definitions relating to default and termination

11.1 In this section and sections 11.2 to 11.4:

(@)  “Event of Default” means any of the following:

i) an Insolvency Event,
(ii) the Contractor fails to perform any of the Contractor’s obligations under this Agreement,
or

(ii) any representation or warranty made by the Contractor in this Agreement is unirue or
incorrect; and

(b)  “Insolvency Event” means any of the following:

{H -an order is made, a resolution is passed or a petition is filed, for the Contracior's
liquidation or winding up,
{ii) the Contractor commits an act of banktuptcy, makes an assignment for the benefit of the

Contractor’s creditors or otherwise acknowledges the Contractor’s insoivency,

(i) a bankruptcy petition is filed or presented against the Contractor or a proposal under the
Bankruptcy and Insolvency Act (Canada) is made by the Contractor,

{ivy a compromise or arrangement is proposed in respect of the Contractor under the
Companies” Creditors Arrangement Act (Canada),

8
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() a receiver or receiver-manager is appointed for any of the Contractor’s property, or

(vi) the Conlractor ceases, in the Province’s reasonable opinion, to carry on business as a
going concern.

Province’s options on default

11.2  On the happening of an Event of Default, or at any time thereafter, the Province may, at its option, elect
to do any one or more of the following: _

(a) by written notice to the Contractor, require that the Event of Defauit be remedied within a time
period specified in the notice;

b) pursue any remedy or take any other action available to it at law or in equily; or

{c) by written notice to the Contractor, terminate this Agreement with immediate effect or on a

future date specified in the notice, subject to the expiration of any time period specified under
section 11.2(a).

Delay not a waiver

113 No failure or delay on the part of the Province to exercise its rights in relation to an Event of Default will
constitute a waiver by the Province of such rights.

Province’s right to terminate other than for default

114  In addition to the Province’s right to terminate this Agreement under section 11.2(c) on the happening of
an Event of Default, the Province may terminate this Agreement for any reason by giving at least 10 days'
written notice of termination to the Contractor.

Payment consequences of termination

115  Unless Schedule B otherwise provides, if the Province terminates this Agreement under section 11.4:
(a) the Province must, within 30 days of such termination, pay to the Contractor any unpaid portion
of the fees and expenses described in Schedule B which corresponds with the portion of the
Services that was completed to the Province’s satisfaclion before termination of this Agreement;
and

(b) the Contractor must, within 30 days of such termination, repay to the Province any paid portion
of the fees and expenses described in Schedule B which corresponds with the portion of the

Services that the Province has notified the Contractor in writing was not completed to the -

Province’s satisfaction before termination of this Agreement.

Discharge of lability

11.6  The payment by the Province of the amount described in section 11.5(a) discharges the Province from all
liability to make payments to the Contractor under this Agreement.

Notice in relation to Events of Defauit

117  If the Contractor becomes aware that an Event of Default has occurred or anticipates that an Event of
Default is likely to occur, the Contractor must promptly notify the Province of the particulars of the Event
of Default or anticipated Event of Default. A notice under this section as to the accurrence of an Event of
Default must also specify the steps the Contractor proposes to take to address, or prevent recurrence of,
the Event of Default. A notice under this section as to an anticipated Event of Default must specify the
steps the Contractor proposes to take (o prevent the occurrence of the anticipated Event of Defauit.
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12 DISPUTE RESOLUTION

Dispute resolution process

12,1  In the event of any dispute between the parties arising out of or in connection with this Agreement, the
following dispute resolution process will apply unless the parties otherwise agree in writing:

{a) the parties must initially attempt to resolve the dispute through collaborative negotiation;

(b if the dispute is not resolved through coHaborative negotiation within 15 Business Days of the
dispute arising, the parties must then attempt to resolve the dispute through mediation under the
rules of the British Columbia Mediator Roster Society; and

(c) - ifthedispute is not resolved through mediation within 30 Business Days of the commencement of
mediation, the dispute must be referred to and finally resoived by arbitration under the

Arbitration Act.

Location of arbitration or mediation

122 Unless the parties otherwise agree in writing, an arbitration or mediation under section 12.1 will be held
in Victoria, British Columbia.

Costs of arbitration or mediation

123  Unless the parties otherwise agree in writing or, in the case of an arbitration, the arbitrator otherwise
orders, the parties must share equally the costs of a arbitration or mediation under section 12.1 other

than those costs relating to the production of expert evidence or representation by counsel.

13 MISCELLANEOQUS

Delivery of notices

13.1  Any notice contemplated by this Agreement, to be effective, must be in writing and delivered as follows:

(a) by fax to the addressee's fax number specified on the first page of this Agreement, in which case
it will be deemed to be received on the day of transmittal unless transmitted after the normal
business hours of the addressee or on a day that is not a Business Day, in Whi(.‘h cases it will be
deemed to be received on the next following Business Day;

()] by hand to the addressee'’s address specified on the first page of this Agreement, in which case it
will be deemed to be received on the day of its delivery; or

() by prepaid post to the addressee's address specified on the first page of this Agreement, in which
case if mailed during any period when normai postal services prevail, it will be deemed to be

received on the fifth Business Day after its mailing.

Change of address or fax number

13.2  Either party may from time to time give notice to the other party of a substitute address or fax number,
which from the date such notice is given will supersede for purposes of section 13.1 any previous address
or fax number specified for the party giving the notice.

Assignment

133  The Contractor must not assign any of the Conlractor's rights under this Agreement without the
Province’s prior written consent.

10
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Subcontracting

134.  The Contractor must not subcontract any of the Contractor’s obligations under this Agreement to any
person without the Province’s prior written consent, excepting persons listed in the attached Schedule C.
No subcontract, whether consented to or noj, relieves the Contractor from any obligations under this

Agreement. The Contractor must ensure that: -
(a) any person retained by the Contractor to perform obligations under this Agreement; and

(b} any person retained by a person described in paragraph (a} to perform those obligations

fully complies with this Agreement in performing the subcontracted obiigations.

Waiver

135 A waiver of any term or breach of this Agreement is effective only if it is in writing and signed by, or on
behalf of, the waiving party and is not a waiver of any other term or breach. '
Modifications

13.6 No modification of this Agreement is effective unless it is in writing and signed by, or on behalf of, the
parties.

Entire agreement

13.7  This Agreement (including any modification of it) constitutes the entire agreement between the parties as
to performance of the Services.

Survival of certain provisions

138  Sections 2.9, 3.1 to 3.4, 3.7, 3.8, 5.1 10 55, 6.1 t0 6.5, 7.1, 7.2, 8.1, 9.1 t0 9.6, 99, 10.1 t0 103, 11.2, 11.3, 11.5,
11.6, 12.1 to 12.3, 13.1, 13.2, 13.8, and 13.10, any accrued but unpaid payment obligations, and any other
sections of this Agreement (including schedules) which, by their terms or nature, are intended to survive
the completion of the Services or termination of this Agreement, will continue in force indefinitely, even

after this Agreement ends.

Schedutes

139  The schedules to this Agreement (including any appendices or other documents attached to, or
incorporated by reference into, those schedules) are part of this Agreement.

Independent contractor

1310 In relation lo the performance of the Contractor’s obligations under this Agreement, the Contractor is an
independent contractor and not:
(a) an employee or parmer of the Province; or
2] an agent of the Province except as may be expressly provided for in this Agreement.

The Contractor must not act or purport to act contrary to this section.

Personnel not to be empioyees of Province

1311 The Contractor must not do anything that would result in personnel hired or used by the Contractor or a
Subconlractor in relation to providing the Services being considered employees of the Province.
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Key Personnel

13.12  If one or more individuals are specified as “Key Personnel” of the Contractor in Part 4 of Schedule A, the
Contractor must cause those individuals to perform the Services on the Contractor's behalf, unless the
Province otherwise approves in writing, which approval must not be unreasonably withheld.

Pertinent information

1313 The Province must make available to the Contractor all information in the Province’s possession which
the Province considers pertinent to the performance of the Services.

Conflict of interest

13.14 The Contractor must not provide any services to any person in circumstances which, in the Province’s
reasonable opinion, could give rise to a conflict of interest between the Contractor’s duties to that person

and the Contractor’s duties to the Province under this Agreement.

Time

13.15 Time is of the essence in this Agreement and, without limitation, will remain of the essence after any
modification or extension of this Agreement, whether or not expressly restaied in the document effecting

the modification or extension.

Conflicts among provisions

13.16  Conflicts among provisions of this Agreement wiil be resolved as follows:

(a) a provision in the body of this Agreement will prevail over any conflicting provision in, attached
to or incorporated by reference into a schedule, unless that conflicting provision expressly states

otherwise; and

{b)  aprovision in a schedule will prevail over any conflicting provision in a document attached to, or
incorporated by reference into a schedule, unless the schedule expressly states otherwise.

Agreement not permit nor fetter

13.17 This Agreement does not operate as a permit, license, approval or other statatory authority which the
Contractor may be required to obtain from the Province or any of its agencies in order to provide the
Services. Nothing in this Agreement is to be construed as interfering with, or fettering in any manner, the
exercise by the Province or its agencies of any statutory, prerogative, executive or legislative power or

duty.
Remainder not alfected by invalidity

13.18 If any provision of this Agreement or the application of it to any person or circumstance is invalid or
unenforceable to any extent, the remainder of this Agreement and the application of such provision to any
other person or circumstance will not be affected or impaired and will be valid and enforceable to the extent

permitted by law.

Further assurances

1319  Each party must perform the acts, execute and deliver the writings, and give the assurances as may be
reasonably necessary to give full effect to this Agreement.

Additional terms
1320 Any additional terms set out in the attached Schedule F apply to this Agreement.

12
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Governing law

1321 This Agreement is governed by, and is to be interpreted and construed in accordance with, the laws
applicabie in British Columbia.

14 INTERPRETATION

141 Inthis Agreement:

(a)
()

(©
(d)
(e)
U

(g}
(h}

“includes” and “including” ate not intended to be limiting;

unless the context otherwise requires, references to sections by number are to sections of this
Agreement;

the Contractor and the Province are referred to as "the parties” and each of them as a “party”;
#attached” means attached to this Agreement when used in relation to a schedule;

unless otherwise specified, a reference to a statute by name means the statute of British Columbia
by that name, as amended or replaced from time to time;

the headings have been inserted for convenience of reference only and are rot intended to
describe, enlarge or restrict the scope or meaning of this Agreement or any provision of it;

“person” includes an individual, partnership, corporation or legal entity of any nature; and
unless the context otherwise requires, words expressed in the singular include the plural and vice
versa.

15  EXECUTION AND DELIVERY OF AGREEMENT

151  This Agreement may be entered into by a separate copy of this Agreement being executed by, or on
behaif of, each party and that executed copy being delivered to the other party by a method provided for

in section 13.1 or any other method agreed to by the parties.

The parties have executed this Agreement as follows:

SIGNED on the [(Q) _day of SIGNED on the day of
~owy , 20§ Tby the . ;20

Contractor {or, if not an individual, on behalf of the Province

on its behalf by its authorized by its duly

signatory or signatories):

authorized representative:

Signature(s) Signature
bon MMPL:./S’O»’\ LinDs Av/ [<(.:<JI {,C-/L
Print Name(s) Print Name
R trer ADM SN
Print Title(s) Print Title'
13
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Schedule A - Services

PART. TERM:

The term of this Agreement commences on April 30, 2013 and ends on July 31, 2013.

PART 2. SERVICES:

The Contracior will provide support in the development of an Information Governance Model in order to provide
clarity regarding accountabilities and decision-making processes related to information across the Ministry.

Outputs
The Contractor must:

a) Compliete an information governance model to assist the Ministry with moving forward with and ongoing
development of its mandate. The documentation may be in the form of an executive summary with the following:
i. process flow chart and organizational chart or other documentation formats as may be appropriate to i

the selected model.

bj Provide expert advice and input into the development of an Information Governance Mode! for data
management and security (“the model”).

c) Facilitate meetings with senior executive for the development of the model; develop options for the model and
lead discussions to achieve consensus based decisions.

d) Develop and present materials as and when deemed appropriate. This will include status reporting,
documentation of decisions, meeting summaries, agenda’s and escalation process for decision points whereby

consensus cannot be reached.

e} Assess model options risk and communicate with Ministry senior executive fo achieve a shared understanding.

f) Create process guides and plans to facilitate continuous improvement methodology for the Information
Governance Model.

Inputs
The Contractor must provide qualified resouxces,

Outcomes

Through the delivery of the services, the Province wishes to realize the following outcomes and, without limiting
the obligation of the Contractor to comply with other provisions of this Part, the Contractor must use
commercially reasonable efforts to achieve the following:

The ministry develops leading perspectives in information governance,

The parties acknowledge that the Contractor does not warrant that these outcomes will be achieved.

PART 3. RELATED DOCUMENTATION:
14
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1. The Contractor must perform the Services in accordance with the obligations set out in this Schedule A
including any engagement letter, Solicitation document excerpt, proposal excerpt or other documentation
attached as an Appendix to, or specified as being incorporated by reference in, this Schedule.

Not Applicable.
PART 4 KEY PERSONNEL:
1. The Key Personnel of the Contractor are as follows:

{a) Don MacPherson, Partner, Enterprise risk
(b} Jameel Ahamed, Senior Manager, Enterprise risk
{c) Robert Witcher, Manager

(d) Golnaz Elahi, Consuitant

(e} Alessandra Bresani, Senior Consultant

Any changes to Key Personnel provided by the Contractor will require the written approval of the Province, who
will expect that substitutions possess the same or better qualifications and experience as the person being

replaced.

15
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Schedule B ~ Fees and Expenses

1, MAXIMUM AMOUNT PAYABLE;

Maximum Amount: Despite sections 2 and 3 of this Schedule, $100,000.00 is the maximum amount which
the Province is obliged to pay to the Contractor for fees and expenses under this Agreement (exclusive of any
applicabie taxes described in section 3.1(c) of this Agreement).

2. FEES:

Hourly Rate

Fees: at the following rates per hour for those hours during the Term when the Contractor provides the
Services,

per hour - Pariner

per hour - Senior Manager
s.21 per hour — Manager

per hour - Senior Consuitant

per hour — Consultant

3. EXPENSES:

Expenses:
(@) travel, accommodation and meai expenses for travel greater than 32 kilometers away from the key
personnel’s home location on the same basis as the province pays its Group II employees when they are

on travel status; and
(b) the Contractor’s actual long distance telephone, fax, postage and other identifiable communication
expenses; and

excluding goods and services tax (“GST”} or other applicable tax paid or payable by the Contractor on
expenses described in (a) and (b) above to the extent that the Contractor is entitled to claim credits (including
GST input tax credits), rebates, refunds or remissions of the tax from the relevant taxation authorities,

4, STATEMENTS OF ACCOUNT:

Statements of Account: In order to obtain payment of any fees and expenses under this Agreement for a
period from and including the first day of a month to and including the last day of that month (each a “Billing
Period"), the Contractor must deliver to the Province on a date after the Billing Period (each a "Billing Date"},
a written statement of account in a form satisfactory to the Province containing:

(a) the Contractor’s legal name and address;

(b) the date of the statement, and the Billing Period to which the statement pertains;

(<) the Contractor’s calculation of all fees claimed for that Billing Period, including a declaration by the
Contractor of all iours worked during the Billing Period for which the Contractor claims fees and a
description of the applicable fee rates;

{d) a chronological listing, in reasonable detail, of any expenses claimed by the Contractor for the Billing
Period with receipts attached, if applicable, and, if the Contractor is claiming reimbursement of any

16
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GST or other applicable taxes paid or payable by the Contractor in relation to those expenses, a
description of any credits, rebates, refunds or remissions the Contractor is entitled to from the
relevant taxation authorities in relation to those taxes;

() the Contracior’s calculation of any applicable taxes payable by the Province in relation to the
Services for the Billing Period;

(f) a description of this Agreement;

(g) a statement nurnber for identification; and

(h) any other billing information reasonably requested by the Province.

5. PAYMENTS DUE:

Payments Due: Within 30 days of the Province’s receipt of the Contractor's written statement of account
delivered in accordance with this Schedule, the Province must pay the Contractor the fees and expenses {plus
all applicable taxes), claimed in the statement if they are in accordance with this Schedule. Statements of
account or contract invoices offering an early payment discount may be paid by the Province as required to

obtain the discount.

17

HTH-2013-00294 Phase 4
Page 132




Schedule C - Approved Subcontractor(s)

Not applicable

18
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Schedule D - Insurance

1. The Contractor must, without limiting the Contractor's obligation or liabilities and at the Contractor's own
expense, purchase and maintain throughout the Term the following insurances with insurers licensed in
Canada in forms and amounts acceptable to the Province:

(a) Commercial General Liability in an amount not less than $2,000,000 inclusive per occurrence against
bodily injury, personal injury and property damage and including HLability assumed under this
Agreement and this insurance must: 4

{i)  include the Province as an additional insured,

(i) be endorsed to provide the Province with 30 days advance written notice of cancellation or
materiaj change, and

(iii) include a cross Hability clause; and

(b)  Professional Errors and Omissions Liability insuring the Contractor’s liability resulting from errors
or omissions in the performance of the Services in an amount per occurrence, and in the aggregate,

calculated as follows:

(i)  not less than $1,000,000, if the “Maximum Amount” set out in Scheduie B is less than $500,000;
and N

(ii) not less than $2,000,000, if the “Maximum Amount” set out in Schedule B is $500,000 or
greater.,

2. All insurance described in section 1 of this Schedule must:
(@)  be primary; and
(b)  not require the sharing of any loss by any insurer of the Province.
3. The Contractor must provide the Province with evidence of all required insurance as follows:

{a) within 10 Business Days of commencement of the Services, the Contractor must provide to the
Province evidence of all required insurance in the form of a completed Province of British Columbia

Certificate of Insurance;

(b)  if any required insurance policy expires before the end of the Term, the Contractor must provide,
within 10 Business Days of the policy’s expiration, evidence of a new or renewat poficy meeting the
requirements of the expired insurance in the form of a completed Province of British Columbia

Certificate of Insurance; and

(c) despite paragraph {a) or (b) above, if requested by the Province at any time, the Contractor must
provide to the Province certified copies of the required insurance policies.

4. Despite section 1(b) of this Schedule, if in the Province’s sole discretion, the Province has approved in
writing either a fronted self-insurance program or a duly licensed captive insurer as an alternative to the
Professional Liability Insurance requirement set out in section 1(b), then the Contractor must maintain
throughout the Term that alternative in accordance with the terms of the approval.
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Schedule E - Privacy Protection Schedule

Not applicable
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Scheduie F - Additional Terms

Contractor Identification — During the term of this agreement and at the request of the Province,
contractors shall identify themselves as contractors to the ministry. This may be in the form of email
signature blocks, business cards, correspondence, verbal business dealings and any other identification

required by the Province.
In addition to section 13.1, the General Services Agreement may be entered into by each party signing

and delivering it to the other party by email with attachment in PDF format.

21
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Not Applicable.

Schedule G - Security Schedule
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Definition & guiding
principles



Data governance definition

« The Ministry of Health defines data governance as:

“The framework that promotes roles, responsibilities,
processes, standards and policies to ensure the consistent

and transparent management, maintenance, and utilization of
Ministry data while mitigating risk”
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Data governance principles

The Data Governance principles establish the objectives for the Ministry’s Data Governance
Framework and will serve to guide decisions and requirements established to operationalize
the framework:

el MBS The Ministry values and respects data as an asset

Principle Individuals understand their accountabilities for data

The Ministry collects, uses and discloses data for purposes consistent with its mandate

#InSLEE and as authorized under applicable legislation

Authorized users can access data in support of the operational and strategic objectives of

AUV the Ministry

Decisions concerning data use and disclosure are made and prioritized at the appropriate

AU level based on a transparent, consistent and risk-based decision making process

The Ministry uses and discloses data in the least identifiable format possible to

Principle accomplish the intended purpose

The Ministry creates an adaptive, transparent and collaborative environment to support

Principle . )
P effective information management.

Data quality and consistent processes support timely and effective decision making and
reporting

Principle
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Governance model



Data Governance Model

IM Governance

Committee

Data Governance

“Lead”

-

N

Data
Officers*

“Operational” Roles (Internal)

Data
Stewards

Data Service

Providers

System
Managers

~

/ “Operational” Roles (External) \

Data
Consumers

J

* Governance Operations Committee will be composed of Divisional Data Officers

Data
Consumers

System Data
Managers Providers

- J
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Information Management Governance Committee

Mandate

Overall organization responsibility and
accountability for Ministry data with the
objectives of overseeing, endorsing and

deciding on various aspects of corporate data

governance for the Ministry of Health.

This Committee is comprised of the most

senior representatives of the Business and IT

functions (ADMs) with authority to act on
behalf of their respective organizations.

Responsible for setting Ministry direction and
strategy in relation to information management and
data governance, including the provision of strategic
direction in relation to utilizing Ministry data as a
corporate asset (with respect to risk mitigation and
business enablement);

> Defines data governance strategic priorities;

Establishes, endorses and reviews the Ministry’s
data governance policies and standards;

Is accountable for the Ministry’s overall compliance
with information management policy and legislation;

Manages and approves the Ministry’s investment in
data assets that impact multiple Divisions;

Allocates Divisional Data Officer resources to the
Governance Operations (GO) Committee and to
data-related initiatives on a priority basis;

Provides direction to Governance Operations
Committee and Divisional Data Officers, as required;

Serves as the final decision-making body for
escalated Data Governance issues and decisions;
and

Establishes KPIs for measuring and reporting on the
management of and compliance with the Data
Governance Framework
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Governance Operations Committee

Mandate

Operational responsibility for the
implementation of the Ministry’s DG
framework, including, executive decisions
with respect to Ministry data.

This Committee is comprised of Divisional

Data Officers from each division. Apart
from its operational role, it provides

recommendations to Executive regarding key

DG issues, risks and decisions.

Representing the data interests of respective
Divisions in the delivery of the Ministry’s strategic
and operational objectives

Defining, prioritizing and operationalizing a
portfolio of data-related projects that address
strategic priorities set by the IMG Committee

Raising and resolving key operational data issues
and decisions in relation to data terminology,
quality, protection, technology and management

Providing recommendations to the IMG
Committee on responsibilities, processes,
standards and policies in relation to Ministry data
as well as key data governance issues, risks and
decisions

Providing periodic reporting on the project
portfolio

Escalating risks/decisions to the IMG Committee

Supporting IMG Committee decision-making on
escalated issued by preparing decision support
material and presenting to the Committee as
required

Periodic reporting to the IMG Committee that
addresses data-related KPlIs (i.e. quality, training,
project progress, DSAS, etc.)

HTH-2013-00294 Phase 4
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Data Governance “Lead”

Mandate

Typically the most senior individual in the
organization with accountability for data
governance. This role can range from a
support function for existing decision-making
bodies to a formal data governance authority,
including accountabilities for data-related
functions such as compliance, quality and
data architecture.

» Supporting the effective implementation of
the Data Governance Framework

» Supporting the development of governance
policy, standards and processes and
ensuring alignment with corporate and/or
government policies, standards and
processes

» Managing all aspects of day-to-day data
governance activities including
communications, measurement and
reporting

» Reviewing and advising on Executive
decisions for data governance initiatives

» Managing the GO Committee project
portfolio, the data services help desk and
serving as the secretary to the IMG
Committee and the GO Committee

» Supporting operational reporting on data
governance metrics

HTH-2013-00294 Phase 4
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Divisional Data Officers

Mandate

Responsible for a Division’s interactions
with data, including data issues and
decisions in relation to terminology,
standards, quality, protection, and lifecycle

management (creation through destruction).

» Responsible for the Divisions interactions with data,

including data issues and decisions in relation to
terminology, standards, quality, protection, and lifecycle
management (creation through destruction).

Proactively supports and represents their Division with
respect to matters involving data, including:

» Appropriate use of the data within the division (in
accordance with policy and legal requirements)

» Acting as an escalation point for reporting and resolving
data issues and questions

» Representing the interests of their Divisions at the GO
Committee and liaising with other members of the
Committee to review and assess common/shared data
issues

» Managing and being accountable for enterprise and
division-specific data governance project portfolio

» Developing implementation plans for the data governance
model within their division to address priorities set by IM
Governance Committee

» Report on progress against action plans

Communication of data governance decisions out to their
Divisions, as appropriate.

HTH-2013-00294 Phase 4
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Overview of
operational roles



Data governance operational roles

Roles overview

« The following table provides a high-level overview of the proposed data
governance operational roles

Requirements

Role Description :
mechanisms
Data Officers are responsible for the management and oversight of data * IM Governance
handling and management within an individual division (See job description in Terms of Reference

Appendix). Each Division will appoint a Divisional Data Officer. Divisional Data Officers

. o ) * Polic
will represent their division on the GO Committee. y

» Job Description

Data stewards are accountable for the management of a data repository or data Policy
product (i.e. linked data set), including data repositories (e.g. database) and data
stores (e.g. LAN). Data Stewards responsibilities include: Access management (i.e.
Data requests/reviews for individual systems/repositories) and ensuring compliance of data  * Job Description
Stewards set controls with applicable policies (i.e. data security, Information Sharing
Agreements, privilege management). Data Stewards responsibilities may be limited to
an individual file or extract, which will reduce or eliminate administrative stewardship
requirements, and result in only a requirement to protect data in compliance with

applicable requirements.

» Legislation

Data Service Providers are individuals that are pulling information from a * Policy
system and providing it to data consumers (whether internal or external to the
Ministry). They are required to know their responsibilities with respect to providing data
in compliance with the Ministry’s policies and standards as well as the Ministry’s * Job Description
legislative and contractual obligations. Data Service Providers may have access to

one or more data repository or project, as granted by a Data Steward.

Data Service » Legislation

Providers

HTH-2013-00294 Phase 4
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Data governance operational roles (cont.)

Requirements

Description :
mechanisms

System Managers manage the Ministry’s systems and technology  SLAs
infrastructure. System managers are responsible for the maintenance of IT

. . . ; . . Contracts, ISA
infrastructure in compliance with Ministry policy on behalf of one or more o
division. Examples would include HSIMIT and Maximus. * Policy (internal)

» Legislation

System
Managers

Data Consumers are the end users of data and can be either internal or  « Policy (internal)

external to the Ministry. Data consumers request access to data from Data Legislation

Data Stewards, as appropriate; and are responsible for adhering to applicable
Consumers Ministry data policies aqd processes. pata consumers are categorized into 3 * Contract, ISA
areas depending on their level of data interaction: « Collective
e Highly facilitated — individuals consume reports, dashboards and other agreements

“prepackaged” data

* Moderately facilitated — Individuals can generate reports and content
based on structured and often predefined report parameters

* Raw data — Individuals can directly interact with data and manipulate it,
link it and otherwise create value through it in a variety of ways (e.g.
economic modeling, analytics, etc.)

Data Providers are health care providers and organizations who provide data  Contracts, ISA

Data to the Ministry (e.g. doctors, Health Authorities, CIHI, etc.) . Legislation

Providers

HTH-2013-00294 Phase 4
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Divisional Data Officer
Role

Population and Public
Health

August 27, 2013

PPPPPPP



Agenda

Review DDO responsibilities

Discuss PPH-specific considerations for governance model
Discuss training requirements

Next steps

HTH-2013-00294 Phase 4
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Divisional Data
Officer
Responsibilities



Divisional Data Officers

Mandate

Responsible for a Division’s interactions with data, including data issues and decisions
in relation to terminology, standards, quality, protection, and lifecycle management (creation
through destruction).

Expectation of Role

» This role would require a significant investment of time from a senior staff person with a
detailed understanding of division operations and management of data.

» Time required to fulfill obligations of role will vary by Division depending on amount of
data administered and complexity of data use.

» Although the Divisional Data Officer would have overall accountability for data
governance, they may delegate data governance activities to other team members, as
needed

HTH-2013-00294 Phase 4
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Divisional Data Officer — Job

Responsibilities

Responsible for the Divisions interactions with data,
including data issues and decisions in relation to
terminology, standards, quality, protection, and lifecycle
management (creation through destruction).

Proactively supports and represents their Division with
respect to matters involving data, including:

— Appropriate use of the data within the division (in
accordance with policy and legal requirements)

— Acting as an escalation point for reporting and resolving
data issues and questions

— Representing the interests of their Divisions at the GO
Committee and liaising with other members of the
Committee to review and assess common/shared data
issues

— Managing and being accountable for enterprise and
division-specific data governance project portfolio

— Developing implementation plans for the data
governance model within their division to address
priorities set by IM Governance Committee

— Report on progress against action plans

Communication of data governance decisions out to
their Divisions, as appropriate.

Description

Skills and Knowledge

Problem solving complex data interactions including risk
and value impact analysis and prioritization.

Ability to liaise with technical staff and translate
technological data circumstance to business terms.

Good understanding of data lifecycle and usage within
their division, including processes for data origination,
processing and controls.

Measurements

Attendance and participation in GO Team meetings as
reflected in the minutes and communications.

On time completion of data governance portfolio projects

Number of data issues for their division that have been
analyzed and resolved.

Satisfaction of division stakeholders being represented
measured through quarterly survey and data community
testimonials.

Data governance score card with defined performance
metrics for the division.

HTH-2013-00294 Phase 4
Péglse]lgi%te LLP and affiliated entities.



Division-specific
requirements



Page 159 redacted for the following reason:



Key characteristics of the environment

e Data environment:
— Reliance on PID for some analytics and data extraction activities

— Majority of information stored locally is aggregate (to be confirmed)

— There do not appear to be any significant, locally-managed data sets
(to be confirmed)

HTH-2013-00294 Phase 4
Péglse]lggte LLP and affiliated entities.



Considerations for governance model implementation

» The Division requires representation at the GO Committee to ensure:
— PPH interests, risks and issues are identified and communicated
— Key data-related decisions address PPH perspectives and priorities

« A Branch-level Data Officer network should be considered, but may not
be required given PPH’s data environment

* There does not appear to be a need for dataset stewards as there are
no identified locally-managed datasets (to be confirmed)

HTH-2013-00294 Phase 4
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© Deloitte LLP and affiliated entities.



Training requirements

« Training will be targeted at DDOs to ensure a consistent level of
understanding regarding Data Governance and relevant roles and
responsibilities

* Feedback is being sought from all DDOs regarding training
requirements and key topics to include

HTH-2013-00294 Phase 4
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Next steps

« Confirm Divisional data governance “team members” based on
Divisional requirements

» Delivery of training
e Transition to GO Committee (from ED Working Group)
* |nitial focus on Phase 2 project oversight and support

» Working with GO Committee, identify high-priority issues and decisions
that require Committee review (and escalation where required)

 Work with PID team to support implementation and ongoing operation of
the governance model and related controls

HTH-2013-00294 Phase 4
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Ministry of Health .
Modification Agreement #1
Contract # 2014-029

BRITISH
COLUMBIA

BETWEEN:

HER MAJESTY THE QUEEN IN RIGHT OF THE PROVINCE OF BRITISH COLUMBIA, as
represented by Minister of Health (the “Province") with the following specified address:

5-3, 1515 Blanshard St

Victoria BC VBW 3C8

250-952-1909

AND:
Deloitte & Touch LLP (the “Contractor”) with the following specified address:
2000 Manulife Place
10180-101- Sireet
Edmonton, Alberta T5J 4E4
778-374-0606

BACKGROUND

A. The parties entered into an agreement dated for reference May 15, a copy of which is attachad as
Exhibit 1 (the "Agreemant’).

B. The Parties have agreed fo modify the Agreemen_t.
AGREEMENT -
The parties agree as follows:
1. The Key Personnel section of Schedule "A” is changed to add
Jamie Ross - Senior Manager
2. inall other respects, the Agreement is confirmed.
SIGNED AND DELIVERED on the 7 \day of _Mewf 2073 on behalf of the Province by its

duly au!horized%enﬁl%: (
Signature Eﬂ/\,ﬂ_

AL SHEm

Print Narfie

SIGNED AND DELIVERED on the 2.9\ day of __ Ay , 20.¢% by or on behalf of the Contractor
(or by its authorized signatory or signalories if the Contréctor is a corporation):

Signature P ?7
Print Name Dcu’\ Mf:«cpl\;,/s'oy’\

Finance and Pecision Support
Verstan Date: October 2, 2012 HTH-2013-0028%hase 4
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Ministry of Health
Modlification Agreement #2
Contract # 2014-029

BRITISH
COLUMBIA

BETWEEN:

HER MAJESTY THE QUEEN IN RIGHT OF THE PROVINCE OF BRITiSH COLUMBIA, as
represented by the Minlster of Health (the “Pravince”) with the following specified address:

5-3, 1615 Blanshard Sireet
Victoria, BC V8W 3GC8

AND:
‘ DELOITTE & TOUCHE LLP (the "Coniractor”) with the fo]low;ng specified address:
2000 Manultife Place

10180-101 Strest

Edimonton, Alberta T5J 4E4

778-374-0608

BAGKGROUND

A. The parties antered into an agreement dated May 15, 2013 and subsequently modified on May 29,
2013, a copy of which Is attached as Exhibit 1 (the “Agreemant”),

B. The Partles have agraed to modify the Agreement.
AGREEMENT
The parties agree as follows:

1, The Term section of Schedule A currently expires July 31, 2013 and Is now extended to August
31, 2013 for completion. In all other respects the Agreement is confirmed.

2. The Term section of Schedule A is modified to Include the following:

2 ‘At the discretion of the Province, the Term may be extended for five (5) successive one (1)
month periods.

3. Inall other respects, the Agreement is confirmecl,

SIGNED AND DELIVERED on the ¥ day of \BU\LA , 201 on behalf of the Province by its
duly authorized representat[ve -

Signatu

Print Nams Lc'nr{m\\; astecke

SIGNED AND DELIVERED onthe _-¢5 day of -’/“W/ .20 /3 by or on behalf of the Contractor
(or by Its authorized slgnatory or signatories if the Contractor s a corporation);

Slanature === e ¥
PrintName | Dea Mﬁ&‘/‘/}\r}.‘gar\_

Finance and Dec!s!on Supporl S

Version Date: Oclober 2, 2012 ‘ Page 1
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CONTRACT
2014-063
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INFORMATION TECHNOLOGY &
' MANAGEMENT CONSULTING
PROFESSIONAL SERVICES AGREEMENT

BRITISH
COLUMBIA

FarAdmi:it’_s_tmﬁpe Pusposes Only

Ministry Contract No.: 2014-063 Finaucial Iuformation

Requisition No.: .

Solicitation No.(if applicable): NOIHL212 Clienk: 026

Commadity Code: Responsihility Centre: 66074
Service Line: 44005

Contractor Information STOB: 6309/6510
Project: 6600000

Supplier Naune: Deloitte & Touche LLP
Supplier No, Teinplate versiow: April 1, 2013
Telepltone No.:  604-640-3294 :
E-mail Address: tbasi@deloitte.cn
Website:
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THIS AGREEMENT is dated for reference the 4% day of June, 2013,

BETWEEN:

AND:

Deloitte & Touche LLP (the “Contractor”) with the following specified address and fax number:
2800-1055 Dunsmuir Street

Vancouver, BC V7X 3C8

778 374-0506

HER MAJESTY THE QUEEN IN RIGHT OFf THE PROVINCE OF BRITISH COLUMBIA, as represented
by the Minister of Health (the “Province”) with the following specified address and fax numbei;

5-3, 1515 Blanshard Street .

Victoria, BC VBW 3CB

250 952-1909

The Province wishes to retain the Contractor to provide the services specified in Schedule A and, in consideration
for the remuneration set out in Schedule B, the Contractor has agreed to provide those services, on the terms and
conditions set out in this Agreement,

As aresult, the Province and the Contractor agree as follows:

1 DERINITIONS
General
11 In this Agreement, unless the context otherwise vequires:

(a) “Business Day” means a day, other than a Saturday or Sunday, on which Provincial government
offices axe open for normat business in British Columbin;

(b) “Incorporated Material” means any material in existence prior to the start of the Term or
developed independently of this Agreement, and that is incorporaled or embedded in the
Praduced Material by the Con_tractbr or a Subcontractos; '

() “Materinl” means the Produced Material and the Received Material;

d “Produced Material” means records, software and other material, whether corplete or not, that,
as a result of this Agreement, are produced by the Contractor or a Subcontractor and includes the
Incorporated Material;

(e) “Received Material” means records, software and other material, whether complete or noi, that,
as a result of this Agreement, are received by the Contractor or a Subcontractor from the Province
or any ather person;

) “Services" means the services described in Part 2 of Schedule A;

(8) “Subcontractor” means a person described in pavagraph (a) or (b) of section 13.4; and

() “Term” means the term of the Agreement described in Part 1 of Schedule A subject ta that term
ending earlier in accordance with this Agreement.

Meaning of “record”
12 The definition of “record” in the Iuterpreintion Act is incorporated into this Agreement and “records” will

bear a corresponding meaning.
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2 SERVICES
Provision of services

21 The Contractor must provide the Services in accordance with this Agreement.

Term

22 Regardiess of the date of execution or delivery of this Agreement, the Contractor must provide fhe
Services during the Term,

Supply of Val_'ious itemé

2.3 Unless the partties otherwise agree in wiiting, the Contractor must supply and pay for all labour,
materials, equipment, tools, facilities, approvals and licenses necessaty or advisable to perform the
Contractor’s obligations under this Agreement, jincluding the license under section 6.4,

Standard of care

24 Unless otherwise specified in this Agreement, the Contractor must perform the Services to a standard of
care, skill, and diligence maintained by persons pr oviding, on a commercial basis, services similar to the

Services.
Standards in relation to persons performing Services

25 The Coniractor must ensure that all persons employed or retained to perforin the Services are quahﬁed ‘
and competent to perform them and ave properly trained, 111structed and supervised,

Instructions by Province

2.6 The Province may from time to time give the Contractor reasonable instructions (in writing or otherwise)
as to the performance of the Services. The Contractor must comply with those instructions but, unless
otherwise specified in this Agreement, the Contractor may determine the manner in which the
instructions are carried out,

Confirmation of non-written instructions

2.7 If the Province provides an instruction under section 2.6 other than.in writing, the Contractor may
request that the instruction be confirmed by the Province in writing, which request the Province must
comply with as soon as it is reasonably practicable to do so.

Effectiveness of non-written instructions

2.8 . Requesting written confitmation of an instruction under section 2.7 does not reliéve the Contractor from
complying with the instruction at the time the instruction was given,

Applicable laws

2.9 In the performance of the Contractor’s obligations under this Agreement, the Contractor must comply
with all applicable laws,
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3 PAYMENT
Fees and expenses

31 If the Contractor complies wnth this Agreement, then the Province must pay to the Contractor at the times
and on the conditions set oul in Schedule B:

() the fees described in that Schedule;
()] the expenses, if any, descibed in that Schedule if they are supported, where applicable, by
- proper receipts and, in the Province’s opinion, are necessatily incurred by the Contractor in

providing the Services; and
(c) any applicable taxes payable by the Province under law or agreement with the relevant taxation

authorities on the fees and expenses described in paragraphs (a)-and (b} .
(

The Province is not obliged to pay to the Contractor more than the “Maximum Amount” specified jn.
Schedule B on account of fees and expenses,

Staterments of accounts

N
3.2 In order to obtain payment of any fees and expenses under this Agreement, the Contractor must submit
to the Province a written statement of account in a form satisfactory to the Province upon completlon of
the Services or at other times described in Schedule B.

Withholding of amounts

33 Without limiting section 9.1, the Province may withhold from any payment due to the Contractor an
amount sufficient to indemnify in whole or in part the Province and its employees and agents agamst any
liens or other third-party claims that have arisen or could arise in connection with the provision of the
Services. An amount withheld under this section must be promptly paid by the Province to the
Contractor upon the basis for withholding the amount having been fully resolved to the S'\ttsfaction of
the Province.

Appropriation

34 The Province’s obligation to pay money to the Contractor is subject to the Fiunacial Adwinistration Acl,
which makes that obligation subject to an appropriation being dvailable in the fiscal year of the Province
during which payment becones due,

Cuirency

35 Unless otherwise specified in this Agreement, all references to money are to Canadian dollars,

Non-resident income tax

3.6 If the Contractor is not a resident in Canada, the Contractor acknowledges that the Province may be
requived by law to withhold income tax from the fees descrtbed in Schedule B and then to remit that tax
to the Receivar General of Canada on the Contractor’s behalf.

Prohibition againét committing money

37 Without limiting section 13.10(a), the Contractor must not in relation to performing the Conteactor’s
obligations under this Agreement commlt or purport to comit the Province to pay any money except as
may be expressly provided for in this Agreement,
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Refunds of taxes .

3.8

The Contractor must:

(2) apply for, and use reasonable effoits to obtain, any available refund, credit, rebate or remission of

federal, provineial or other tax or duty imposed on the Contractor as a result of this Agreement that
the Province has paid or rejmbursed to the Contractor or agreed to pay or reimburse to the
Contractor under this Agreement; and

(b) immediately on receiving, or being credited with, any amount applied for under paragraph (a), remit

that amount to the Province.

4 REPRESENTATIONS AND WARRANTIES

41 As at the date this Agreement is executed and delivered by, or on behalf of the parties, the Contractor -
represents and warrants to the Province as follows:

except to the extent the Contractor has previously disclosed otherwise in writing to the Province,

@

®)

O

(ii)

(ifi)

all information, statements, documents and reports furnished or submitied by the
Contractor to the Province in connection with this Agreement (including as part of any
competitive process resulting in this Agreement being entered into) are in all material
respects true and coriect,

the Contractor has sufficient trained staff, facilities, materials, appropriate equipment and
approved subcontractual agreements in place and avathble to enable the Contractor to
fully perform the Services, and .

the Contractor holds all permits, licenses, approvals and statutory authorities issued by any
government or government agency that are necessary for the performance of the
Contractor's obligations under this Agreement; and

if the Contractor is not an individual,

®

(t)

the Contractor has the power and capacity io enter into this Agreement and to observe,
petform and comply with the terms of this Agreement and all necessary corporate ot other
proceedings have been taken and done to authorize the execution and delivery of this
Agreement by, or on behalf of, the Contractor, and

this Agleement has been legally and properly executed by, or on behalf of, the Contractor
and js legally binding upon and enforceable against the Contractor in accordance with ts
terms except as enforcement may be limited by bankruptey, insolvency or other laws
affecting the rights of creditors generally and except that equitable remedies may be
granted only in fhe discretion of a court of competent jurisdiction,

b PRIVACY, SECURITY AND CONFIDENTIALITY

Privacy

5.1 The Contractor must comply with the Privacy Protection Schedule attached as Schedule E,

Security
52

The Contractor must:

make reasonable security errangements to protect the Material from unauthorized access,
collection, use, disclosure, alteration or disposal; and

(@)
(b)

comply with the Security Schedule attached as Schedule G.
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Confidentiality

5.3 The Contractor must treat as confidential ail information in the Material and all other information
accessed or obtained by the Contractor or a Subcontractor (whether verbally, electronically or otherwise)
as a tesult of this Agreement, and not permit its disclosure or use without the Province’s prior written
consent except: :

(a) s requited to perform the Contractor's oblxgatlons under this Agreement. oi to comply with
applicable laws;
(b) if it is Information that is generally known to the public other than as result of a breach of this

Agreement; or
(c) if it is information in any Incorporated Material,

Public announcemeits

54 . Any public annoumcement relating to-this Agreement will be arranged by the Province and, if such
consultation is reasonably practicable, after consultation with the Contractor.

Restrictions on promotion

55 The Contractor, must not, without the prior writien approval of the Province, refer for promotional
purposes to the Province being a customer of the Contractor or the Province having entered into this
Agreement,

6 " MATERIAL AND INTELLECTUAL PROPERTY

Access to Material

6.1 If the Contractor receives a request for access to any of the Material from a person other than the

Province, and this Agreement does not require or authorize the Contractor to provide that access, the
Contractor must promptly advise the person to make the request to the Province.

Ownership and delivery of Material

6.2 The Province exclusively owns all property rights in the Material which are not inielleciual property
rights. The Contractor must deliver any Material to the Province immediately upon thé Province's

request.
Matters vespecting intellectual property

6.3 The Province exclusively owns all futellectual property rights, including copyright, in:
(a) Received Material that the Contractor receives from the Province; and
(b) Produced Material, other than any Incorporated Material.

Upon the Province’s request, the Contractor must defiver to the Province documents satisfactory to the
Province that irrevocably waive in the Province's favour any moral righls which the Confractor (or
employees of the Contractor) or a Subcontractor (or employees of a Subcontractor) may have in the
Produced Material and that confirm the vesting in the Province of the copyright in the Produced Material,
other than any Incorporated Material,
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Rights in relation to Incorporated Material

6.4

Upon any Incorporated Material being embedded or incorporated in the Produced Matérial and to the
extent that it veimains so embedded or incorporated, the Contractor grants to the Province:

(=) a non-exclusive, perpetual, irvevocable, royalty-free, worldwide license to use, reproduce, modify
and distribute that Incorporated Material; and

L) the right to sublicense to thivd-parties the right to use, reproduce, modify and distribute that
Incorporated Materlal.

Right of Province to negotiate license of Produced Material

After the end of the Term, the Province in its sole discretion, may negotiate with the Contractor to

o provide the Contractor a license {which may be exclusive or non-exclusive) for the Coniractor to use,
reproduce, modify or distribute some or all of the Produced Material,

7 RECORDS AND REPORTS

Work reportinig

71 Upon the Province's request, the Contractor must fully inform the Province of all woirk done by the

Contractor or a Subcontractor in connection with providing the Services.

Time and expense records

7.2

8.1

9

1f Schedule B provides for the Contractor to be paid fees at a daily or hourly rate or for the Contractor to
be paid or reimbursed for expenses, the Contractor must maintain time records and books of account,
invoices, receipts and vouchers of expenses in suppmt of those payments, in forin and content
satisfactory to the Province. Unless otherwise specified in this Agreement, the Contractor must 1etam
such documents for a period of not less than seven years after this Agreement ends.

AUDIT

Jn addition to any other rights of inspection the Province may have under statute or otherwise, the

Province may at any reasonable time and on reasonable notice to the Contractor, enter on the Contractor's
premises to inspect and, at the Province's discretion, copy any of the Material and the Contractor must
permit, and provide reasonable assistance to, the exercise by the P’rovince of the Province's rights under

this section,

INDEMNITY AND INSURANCE

Indemnity

91

‘The Contractor must indempify and save harmless the Province and the Province's employees and agents
from any losses, claims, damages, actions, causes of action, costs and expenses that the Province or any of
the Province's employees or agents may sustain, incur, suffer or be put to at any time, either before or
after this Agreement ends, including any claim of infringement of third-party intellectual property rights,
where the same or any of them are based wpon, arise out of or accur, directly or indirectly, by reason of
any act or omission by the Contractor or by any of the Contractor’s agents, employees, officers, directors
or Subtontractors in connection with this Agieement (each a “Loss”), excepting always liability arising
out of the independent acts or omissions of the Province and the Province's employees and agents,

Monetary limitations of indemnity

9.2

The indemnification by the Contractor pursuant to section 9.1 is limited to;
(a) $2,000,000 per Loss; and
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(b $4,000,000 in the aggregate for all Losses,
Exceptions to monetary limitations

923 The limitations set out in section 9.2 do not apply to a Loss resulting from any of the following:
(a) bodily injury or damége to real property or tangible personal property; '
(b) a claim of infringement of third-party intellectual property rights; or
(© a breach of section 5.1, 5.2, 5.3 or 6,1 of this Agreement, '

Province to notify Contractos of Loss

94  -To claim indemnification for a Loss pursuant to section 9.1, the Province must notify the Confractor in
writing of the Loss as soon as reasonably practicable after the Province becomes aware of the Loss
provided that a failure by the Province to provide such notlﬁcahon will not invalidate the claim unless
the Contractor is materially prejudiced by that failure.

Third-party intellectual property infringement claims

95 If the Loss is on the basis of a third-party claim that any element of the Material infringes the intellectual

property rights of any person,

(a) then the Contractor must defend the Province against that claim at the Contractor’s expense and
the Contractor must pay all associated costs, damages and legal fees that a court or arbitrator
tinally awards or are included in a settlement agreed to by the Contractor; and

(b) the Province must cooperate with the Contractor in the defence of the claim and, where
appropriate in the discretion of the Province, will allow the Contractor to appoint and instruct
counsel and dtherwise control the defence and any related settlement negotiations.

Insurance

9.6 The Contractor must comply with the Insurance Schedule attached as Schedule D.

Workers compensation

9.7 Without limiiing the generality of section 2.9, the Coniracter must comply with, and must ensure that any
Subcontractors comply with, all applicable occupational health and safety laws in relation to the
performance of the Contractor’s obligations under this Agreement, including the Workers Compensation
. Act In British Columbia or similar laws in other jurisdictions.

Personal optional protection

2.8 The Contractor must apply for and maintain personal optional protection insurance (consisting of income
replacement and medical care coverage) during the Term at the Contractor’s expense if:

(a) the Contractor is an individual or a partnership of individuals and does not have the benefit of
mandatory workers compensation coverage under the Workers Compensaéion Act or similar laws
in other jurisdictions; and

b such personal optional protection insurance is available for the Contractor from WorkSafelC or
other sources.

Evldence of caverage

99  Within 10 Business Dayé of being requested to da so by the Province, the Contractor must provide the
Province with evidence of the Contractor’s compllance with sections 9.7 and 9.8
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10 FORCE MAJEURE

Definitions relating to force majeure

101 In this section and sections 10.2 and 10.3:
“Event of Force Majeure” means one of the following events:

(2

(b)

@

(D)
(i)
(iv)

a natural disaster, five, flood, storiny, epidemic or power failure,

a war (declared and undeclared), insturection or act of terrorism or piracy,

a strike (including illegal work stoppage or stowdown} or lockout, or -

a freight embargo .

if the event prevents a paity from performing the party’s obligations in accordance with this

Agreement and is beyond the reasonable control of that party; and

“Affected Party” means a party prevented from performing the party’s obligations in accordance
with this Agreement by an Event of Force Majeure,

Consequence of Event of Force Majeure

102  An Affected Party is not liable to the other party-for any failure or delay in the performance of the
Affected Party’s obligations under this Agreement resulting from an Event of Force Majeure and any time
periods for the performance of such obligations are automatically extended for the duration of the Event
of Force Majeure provided that the Affected Party complies with the requirements of section 10.3.

-

Duties of Affected Party

103 An Affected Party must promptly notify the other party in writing upon the occurrence of the Event of
Force Majeure and make all reasonable efforts to prevent, control or limit the effect of the Event of Force
Majeure so as to resume compliance with the Affected Party’s obligations under this Agreement as soon

as possible.

11 DEFAULT AND TERMINATION

Definitions relating to default and termination

111 In -this éection and sections 11.2 to 11.4:

(@

(b)

“Bvent of Default” means any of the following:

(0
(i)

(iif)

an Insolvency Event,

the Contractor fails to perform any of the Conhactor’s obhgations under this Agreement,
or

any representation or-warranty made by the Contractor in this Agreement is untrue or
incorrect; and

“Insolvency Event” means any of the following:

{0
(i)

(i)

(iv)

an order is made, a resolution is passed or a petition is filed, for the Contmctm s
liquidation or winding up,

the Contractor commits an act of bankruptcy, makes an assignment for the benefit of the
Contractor's creditors or otherwise acknowledges the Contractor’s insolvency,

a bankruptcy petition is filed or presented against the Contractor or a proposal under the
Bankyuptcy and Insolvency Act (Canada) is made by the Contractor,

a compromise or arrangement is proposed in respect of the Contractor under the
Compnnies’ Creditors Arrangentent Act (Canada),

8
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(v) a receiver or receiver-manager is appointed for any of the Contractor’s property, or
(vi) the Contractor ceases, in the Province’s reasonable opinion, to carry on business as a
going concern,

Province’s options on defaulf

112 On the happening of an Event of DefaultJ or at any time theleaftel, the Province may, at its option, elect
to do any one or more of the following:

() by written notice to the Contractor, require that {he Event of Default be remedied within a time
period specified in the notice;

() pursue any remedy or take any other action available to it at law or in equity; or

(o) by written notice to the Contractoy, terminate this Agreement with immediate effect or on a
future date specified i the notice, subject to the expiration of any time period specified under
section 11.2(a).

Delay not a waiver

113 No Failure or delay on the part of the Province to exercise its rights in relation to an Event of Default will
constitute a waiver by the Province of such rights.

Province's right to terminate other than for default

114  In addition to the Province’s right to terminate this Agleement under section 11. 2(c) on the happening of
an Event of Default, the Province may terminate this Agreement for any reason by glving atleast 10 days'
written notice of termination to the Contractor. .

Payment consequences of termination

115  Unless Schedule B otherwise provides, if the Province terminates this Agreement under section 11.4:

() the Province must, within 3¢ days of such termination, pay to the Contractor any unpaid portion .

of the fees and expenses described in Schedule B which corresponds with the portion of the
Services that was completed to the Province’s satisfaction hefore termination of this Agreement;
and '
) the Contractor must, within 30 days of such termination, repay to the Province any paid portion
of the fees and expenses described in Schedule B which corresponds with the portion of the
- Services that the Province has notified the Contractor in writing was not completed to the
Provinee's satisfaction before termination of this Agreement,

Discharge of liability

116  The payment by the Provinece of the amount described in section 11.5(n) drscharges the Province from all
liability to make payments to the Contractor under this Agreement,

Notice in relation to Events of Default

117 If the Contiactor becomes aware that an Bvent of Default has occuired or anticipates that an Bvent of
Default is likely to occur, the Contractor must promptly notify the Province of the particulais of the Event
of Mefault or anticipated Bvent of Defanlt. A notice under this section as to the occyuwrence of an Event of
Default must also specify the steps the Contractor proposes to take to address, or prevent recuirence of;
.the Rvent of Default, A notice under this section as to an anticipated Event of Default must specify the

. steps the Contractor proposes to take to prevent the acciurence of the anticipated Bvent of Defaut,
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12 DISPUTE RESOLUTION
Disp1tte 1esolution process

121 In the event of any dispute between the parties arising out of or in connection with this Agreement, the
following dispute resolution process will apply unless the parties otherwise agree in writing;

(@)  .the parties mustinitially attempt to resolve the dispute through collaberative negotiation;

{b) ifthe disptite is not resolved through collaborative negotiation within 15 Business Days of the
dispute arising, the parties must then attempt to resolve the dispute through medlatlon under the
rules of the British Columbia Mediator Roster Sociely; and

(© if the dispute is not resolved through mediation within 30 Business Days of the commencement of
mediation, the dispute must be referred to and finally resolved by arbitvation under the
Arbitration Act,

Location of arbitration or mediation

122 Unless the parties otherwise agree in writing, an arbitration or mediation under section 12,1 will be held
‘in Victoria, British Columbia. '

Costs of arbitration or mediation

123  Unless the parties otherwise agree in writing or, in the case of an arbitration, the arbitrator otherwise
orders, the parties must.share equally the costs of a arbitvation or mediation under section 12.1 other
than those costs relating to the production of expert evidence or representation by counsel,

13 MISCELLANEOUS

Delivery of notices

131  Any notice contemplated by this Agreement, to be effective, must be in writing and delivered as follows:

“(a) by fax to the addressee’s fax number specified on the first page of this Agreement, in-which case
it wilt be deemed to be received on the day of transmittal unless transmitted after the normal
business hours of the addressee or on a day that is not a Business Day, in which cases it will be
deemed to be recéived on the next following Business Day;

{2)] by hand to the addressee’s address specified on the fitst page of this Agreement, in which case it
will be deemed to be received on the day ofits delivery; or

(@ by prepaid post to the addressee's address specified on the first page of this Agreement, in which
case if mailed during any period when normal postal services prevail, it will be deemed to be
received on the fifth Business Day after its mailing,

Change of address or fax number

132 Either party may from time to time give notice to the other party of a substitute address or fax number,
which fromn the date such notice is given will supersede for purposes of section 13,1 any previous address
or fax number specified for the party giving the notice,

Assignment

133  The Contractor must not assign any of the Conlractor's rights under this Agreement without the
Province's prior wrilten consent.

10
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Subcontracting

134, The Contractor must not subcontract any of the Contractor’s obligations under this Agtreement to any
petson without the Province’s prior written consent, excepting persons listed in the attached Schedule C.
No subcontract, whether consented to or not, relieves the Contractor from any obligations under this
Agleement The Contractor must ensure that:

() any person retained by the Contractor to pe1fo1m obligations under this Agreement; and
.(b) any person retained by a person described in paragtaph (a) to perform those obligations

fully complies with this Agreement in performing the subcontracted obligations.

Waiver

135 A waiver of any term or breach of this Agleement is effective only if it is in writing and signed by, or on
behalf of, the watving patty and is not a waiver of any other term or breach.
Modifications

13.6  No modification of this Agreement is effective unless it is in writing and signed by, or on behalf of, the
parties.

Entire agreement

13.7  This Agreement (including any modification of it) constitutes the entire agreement between the parties as
to performance of the Services. . :

Survival of certain provisions

13.8  Sections 2.9, 3.1 to 34, 37,38, 5.1 to 55, 6.1to 65, 7.1, 7.2, 8.1, 9.1 to 3.6, 9.9, 10.1 o 10.3, 11.2, 11.3, 11.5,
11,6, 12,1 to 12.3, 13.1, 13.2, 13.8, and 13.10, any acciued but tnpaid payment obligations, and any other
sections of this Agreement (including schedules) which, by their terms or nature, are intended to survive
the completion of the Services or termination of this Agreement, will continue in force indefinitely, even

after this Agreement encls,

Schedules

139 -The schedules to tlﬁs'Agreemenl: {including any appendices or other documents attached to, or
incorporated by reference into, those schedules) are part of thls Agreement.

Independent contractox

13,10 In relation to the performance of the Contractor’s obligations under this Agreement, the Contractor is an
independent contractor and nok

(8) ° anemployee or pariner of the Province; or
(3] an agent of the Province exeept as may be expressly provided for in this Agreament.

The Contractor must not ack or purport to act contrary to this section,
Personnel not to be employees of Pravince

13,11 The Contractor must not do mﬁ;thlmg that would result in personnel hired or used by the Contractor ora
Subcontractor in relatlon to providing the Services being consldered employees of the ravince,

1l
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Key Personmnel

13.12  If one or more individuals are specified as “Key Personnel” of the Contractor in Part 4 of Schedule A, the
Contractor miust cause those individuals to perforin the Services on the Contractor’s behalf, unless the
Province otherwise approves in writing, which approval must not be unreasonably withheld.

Pertinent information

1313 The Province must make available to the Contractor all information in the Province's possession which
the Province considers pertinent to the performance of the Services, '

Conflict of interest

13,14  The Contractor must not provide any services to any person in circumstances which, in the Province’s
reasonable opinion, could give 1ise to a conflict of interest between the Contractor’s duties to that person
and the Contractor's duties to the Province imder this Agreement,

Time

1315 Time is of the essence in this Agreement and, without limitation, will remain of the essence after any
modification or extension of this Agreement, whether or not expressly restated in the document effecting
the modification or extension.

Conflicts among provisions

1816  Conflicts among provisions of this Agreement will be resolved as follows:

(@) a provision in the body of this Agreement will prevail over any conflicting provision in, attached
" to or incorparated by reference into a schedule, unless that conflicting provision expressly states
otherwise; and ‘
(b)  aprovision in a schedule will prevail over any conflicting provision in a doctument attached to, or
incorporated by reference into a schedule, unless the schedule expressly states otherwise,

Agreement not permit nor fetter

13.17 This Agreement does not operate as a permit, license, approval or other statutory authority which the
Contractor may be required to obtain from the Province or any of its agencies in order to provide the
Services, Nothing in this Agreement is to be construed as interfering with, or fettering in any manner, the
exercise by the Province or its agencies of any statutory, prerogative, executive or legislative power or
duty. :

Remainder not affected by invalldity
1318 If any provision of this Agreement or the application of it to any person or circumstance is invalid or

unenforceable to any extent, the remainder of this Agreement and the application of such provision to any
other person or circumstance will not be affected or impaired and will be valid and enforceable to the extent

permitted by law,
Further assurances

13.19 Each party must perform the acts, execute and deliver the writings, and give the assurances as may be
reasonably necessayy to give full effect to this Agreement. :

Additional terms

1320  Any additional terms set out in the attached Schedule F apply to this: Agteement,
12 .
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Governing law

1321 This Agreement is governed by, and is to be interpreted and construed in accordance with, the laws
applicable in British Columbia.

14  INTBRPRETATION

141 Inthis Agreement:

(@)
(b)

()
(@)
(e)

®

(8)
. (h)

“includes” and “including” are not intended to be limiting;

unless the context otherwise requires, references to sections by number are to sections of this
Agreement;

the Contractor and the Province are referred to as "the parties” and each of them as a “party”;
“attached” means attached to this’ Agreement when used in relation to a schedule;

unless otherwise specified, a reference to a statute by name means the statute of British Columbia
by that name, as amended or replaced from time to time;

the headings have been inserted for convenience of reference only and are not intended to

' describe, enlarge or restrict the scope or meaning of this Agreement or any provision ofit;

“person” includes an individual, partnersliip, corporation or legal entity of any nature; and

unless the context otherwise regnires, words expressed in the singular include the plural and wvice
versa.

15  EXECUTION AND DELIVERY OF AGREEMENT

151  This Agreement may be entered into by a separate copy of this Agreement being executed by, or on
behalf of, each party and that executed copy being delivered to the other party by a method provided for
in section 13.1 or any othei method agreed to by the parties.

Tﬁe parties have executed this Agreement as follows:

n
SIGNED on the _ * ' day of SIGNED on the J3*hd'ay of
T e, 2043 by the Juwe ;2013
Contractor (or, if not an individual, on behalf of the Province
on its behalf by its authorized by its duly
signatory or signatories): authorized representative:

Signaiu%e(s; o C Signature

TEINEL | Ligpsad Kezlodd

Print Name(s) Print Name
PATI EE ADM, HSUn T
Print Title(s) - Print Title '
13
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Schedule A — Services

PART 1, TERM;
1. The term of this Agreciment comniences on June 4, 2013 and ends on October 15, 2018.
PART2, SERVICES:

The Confractor will support the Ministry with interpreting, planning and implementing the Road Map, which
was prepared during Phase 1, designed to reduce risk and improve secuuty The Contractor wiil provide support
for intermal and external reporting.

This Phase 2 of the over-all project requires continued focus on emphasizing a Ministry-wide approach ensuring
continued xisk reduction, while a strategic plan for implementation of the Governance structure and the
remaining recommendations are established. t

Cutputs
The Contractor must provide:

1. Program Advisory Support: Includes supporting the Security & mfmmahon M'magement PMO in
the delivery of Category 1 projects:

a, Provide input regarding individual project approach to ensure delivery in an efficient and
effective manner

b. Review and provide direction regarding individual project status, outcomes and deliverables
to ensure alignment with original intent and objectives ‘

¢, Validate deliverables upon completion of projects to ensuire objectives have been attained.

2. Internal exiernal reporting: Inchudes supporting the PMQ in project reporting and communications
in the following areas;

a. Development and validation of category 1 project close out reports.
b. Executive reporting and communications
¢, Support for coinpliance and risk-management related commumications
d. Support for external communication
* 3, Solution planning and design support

a, Directed at category 2 and 3 projecits - provide specific subject matter expertise fo suppmt the
developrient of the approach for these initiatives

b. Provide input regarding project scope, approach, related technologies, required skill sets and
_ stakeholder engagement and management related to each of the Category 2 and 3 projects.
4, lmplementation Support '

a, Provide subject inatter éxpertise and advisory resources to suppert implementation of
Category 2 project, particularly in areas of information security, governance and business
and process transformation.

5. Sustainment organization and change management support

a, Support definition of roles and responsibilities and associated processes aimed at
sustainment and continual improvement

Support effective adoption of changes during immplementation process.

Inputs
The Contractor must provide qualified resources,
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Outcomes

Through the delivery of the Services the Province wishes to realize the following outcomes and, without limiting
the obligation of the Contractor to comply with other provisions of this Part, the Contractor must use
commercially reasonable efforts to achieve them:

The ministry develops a comprehensive and Jwolistic approach to addressing key visks relnted to securily and
tnfoimation manngemnent '

The parties acknowledge that the Contractor does not warrant that these outcomes will be achieved.

PART 3. ~ RELATED DOCUMENTATION:

1. The Contractor must perform the Services in accordance with the obligations set out in this Schedule A
including any engagement letter, Solicitation document excerpt, proposal excerpt or other documentation
attached as an Appendix to, or specified as being incorporated by refervence in, this Schedule.

2, The following are Appendices to this Schedule A:
Appendix 1 - Statement of Worlk ATTACHED

PART 4 KEY PERSONNEL:

The Key Personne! of the Contractor are as follows:

(a) Pactner:
Tejindes Basi
Albert Yap
Don Macpherson
Alan Peretx
Jamie Sawchutk

(b) Senior Manager:
Alvin Madar
Tarlok Birdi
Jamie Ross
Jacob Kuijpers
Jameel Ahamed
Glen Bruce
David Denov

(9 Managet
Biic Rae
Rob Witcher -
Naeem Rajabali
Rdwin Yau

{d) Senior Consultant:
Dal Heer
Santhosh Sankar
Ryan Mattinson
' Alessandra Bresani
Som Suresh
I3
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Paul Ng

Golnaz Elahi
Asima Khokhar
Carlos Hernandez

Any change to the Key personnel provided by the Contractor will require the prior written approval of
the Provinece and can be in the form of an e-mail
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Schedule B — Fees and Expenses

1. MAXIMUM AMOUNT PAYABLE;

Maximum Amount: Despite sections 2 and 3 of this Schedule, $715,000 is the maximum amount which the
Province is obliged to pay to the Contractor for fees and expenses under this Agreement (exclusive of any
applicable taxes described in section 3.1(c) of this Agreement).

Hourly Rate

Fees: at the following rates per hour for those hours during the Term when the Contractor provides the
Services. ‘

Pariner

Senior Manager
s.21
Manager

Senior Consultant

3. EXPENSES:

Expenses:

(a) travel, accommodation and meal expenses for travel greater than 32 kilometers away from 2800-1055
Dunsmuir Street, Vancouver, BC on the same basis as the province pays its Group Il employees when

they are on travel statiis; and \

(b) the Contractor's actual Iong distance telephone, fax, postage and other identifiable communication
'~ expenses;

excluding goods and services tax (“GST”) or other applicable tax paid or payable by the Contractor on
expenses desciibed in (a) and (b) above to the extent that the Contractor is entitled to claim credits (including
GST Input tax credits), rebates, refunds or remissions of the tax from the relevant taxation authorities,

" -4, STATEMENTS OF ACCOUNT:

Siatementa of Account: In order to obtain payment of any fees and expenses under this Agreement for a
period from and including the first day of a month to and including the last day of that month (each a "Billing
Period"), the Contractor must deliver to the Province on a date after the Billing Petiad (each a “Billing Date”),
a written statement of account in a form satisfactory to the Province containing:

(a) the Contractor’s legal name and address; '
(b) the date of the statement, and the Billing Period ta which the statement pertains;

(@ the Contractor’s calculation of all fees claimed for that Billing Period, including a declaration by the
Contractar of alt hours worked on each day during the Billing Period for which: the Contractor
clatms fees and a description of the applicable fee rates;

() a chronological listing, in reasanable detail, of any expenses claimed by the Contractor for the Billing
Period with receipts attached, if applicable, and, if the Contractor is claiming reimbursement of any
GST or other applicable taxes paid or payable by the Contractor in relation to those expenses, a
description of any credits, rebates, refunds or remissions the Contractor is entitled to from the
relevant taxation authorities in relation to those taxes;
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(e the Contractor’s calculation of any applicable taxes payable by the Province in relation to the
Services for the Billing Period; '

() adescription of this Agreement;
(g) a statement number for identification; and

(h) any other billing information reasonably requested by the Province.

5. PAYMENTS DUE;

Payments Due: Within 30 days of the Province’s receipt of the Coniractor’s written statement of account
deliveted in accordance with this Schedule, the Province must pay the Contractor the fees and expenses (plus
all applicable taxes), claimed in the statement if they are in accordance with this Schedule, Statements of
accotnt or contract invoices offering an eatly payment discount may be paid by the Province as required to

obtain the discount.

i8
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Schedule C - Approved Subcontractor(s)

Not applicable.

9
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Schedule D - Insurance

1. The Contractor must, without limifing the Contractor's obligation or liabilities and at the Contractor's own
expense, purchase and maintain throughout the Term the following insurances with insurers licensed in
Canada in forms and amounts acceptable to the Province:

(@)  Commercial General Liabilit); in an amount not less than $2,000,000 inciusive per occurrence against
bodily injury, personal injury and property damage and including liability assumed under this
Agreement and this insurance must:

(i)  include ihe Province as an additional insured,

(ii)  be endorsed to provide the Province with 30 days advance written notice of cancellation or
material change, and

(fif))  include across liability clause; and

{b)  Professional Errors and Omissions Liability iusming the Contractor’s liability 1esu]ting from errors
or omissions in the performance of the Services in an amount per occurrence, and in the aggregate,
catcttlated as follows:

(i) notless than $1,000,000, if the “Maximum Amount” set out in Schedule B is less than $500,000;
and

(i) not less than $2,000,000, if the “Maxbnum Amount” set out in Schedule B is $500,000 or
gteater,

2, Allinsurance described in section 1 of this Schedule. must;
(a)  be primaty; and
(b)  not require the sharing of any loss by any insurer of the Province,
3. The Contractor must provide the Province with evidence of all 1'equired insurance as follows:

(a) within 10 Business Days of commenceimnent of the Services, the Contractor must provide to the
Province evidence of all required insurance in the form of a completed Province of British Columbia

Certificate of Insurance;

(b)  if any required insurance policy expires before the end of the Term, the Contractor must provide,
within 10 Business Days of the policy’s expilation, evidence of a new or renewal policy meeting the
requirements of the expired insurance in the form of a completed Province of British C‘olumbla
LCertificate of Insurance; and

(¢  despite paragraph (a) or (b) above, if requested by the Province at any time, the Contractor must
" provide to the Province cextified copies of the required insurance policies.

4. Despite section 1(b) of this Schedule, if in the Province's sole discretion, the Province has approved in
writing either a fronted self-insurance program or a duly licensed captive insurer as an alternatiye to the
Professional Liability Insurance requirement set out in section 1(b), then the Contractor must maintain
throughout the Term that alternative in accordance with the terms of the approvat.

20
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Schedule E - Privacy Protection Schedule

Pefinitions

1r

In this Schedule,

{a)  “access” means disclosure by the provision of access;
(b)  “Act” means the Freedons of Information and Protection of Privacy Ack;

(©)  “contact information” means information to enable an individual at a place of business to be contacted
and includes the name, position name or title, business telephone number, business adcdress, business
email or business fax number of the individual;

(d)  “personal information” means recorded information about an identifiable individual, other than

contact information, collected or created by the Conltractor as a result of the Agreement or any previous

" agreement between the Province and the Contractor dealing with the same subject matter as the

Agreement but excluding any such information that, if this Schedule did not apply to it, would not be
under the “cotitrol of a public body” within the meaning of the Act.

Purpose

The purpose of this Schedule isto:

(@)  enable the Province to comply with the Province's statutory obligations inder the Act with 1espect to
personal information; arrd

(b) ensure that, as a service provider, the Contractor is aware of and comiplies with the Contt"actms
statutory obligations under the Act with respect to personal information,

Collection of personal information

3.

Hnless the Agleement otherwise specifies or the Province otherwise dnects in writing, the Contractor may
only collect or create persoual information that is necessary for the performance of the Contractor’s
obligations, or the exercise of the Contractor's tlghts, under the Agreement.

Unless the Agreemertit otherwise specifies or the Province otherwise divects in writing, the Contractor must
collect personal information directly from the individual the inforination is about.

Unless the Agreement otherwise specifies or the Province otherwise divects in writing, the Contractor must
tell an individual from whom the Contractor collects personal information:

(a)  the purposefor collecting It; ‘

(b)  the legal authority for collecting it; and

() the title, business address and business telephone number of the person designated by the Province to
answer questions about the Contractor's collection of personal information.

Accuracy of persanal informatien

6,

The Contractor must make every reasonable effort to ensure the accuracy and completeness of any personal
information to be wsed by the Contractor or the Pravince to make a decision that divectly affects the
individual the information is abotit.
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Requests for access to personal information

7. 1f the Contractor Teceives a request for access to personal information from a person other than the Province,
the Contractor must promptly advise the person to make the request to the Province unless the Agreement
expressly requires the Contractor to provide sich access and, if the Province has advised the Contractor of the
name or tifle and contact information of an official of the Province to whom such requests are to be made, the
Contractor must also promptly provide that official's name or title and contacl information to the person

making the request,

Correction of personal information

8. Within 5 Business Days of receiving a written direction from the Province to cotrect or annotate any personal
information, the Contractor must annotate or correct the information it accordance with the divection.

9. When issuing a written direction under section 8, the Province must advise the Contractor of the date the

correction request to which the direction relates was received by the Province in order that the Contractor

may comply with section 10.

10.  Within 5 Business Days of correcting or anmnolating any personal informalion under section 8, the Contractor

must provide the corrected or annotated information to any party to whom, within one year prior to the date -

the correction request was made to the Province, the Contractor disclosed the information being corrected or
anunotated.

11, If the Contractor receives a request for correction of personal information from a person other than the
Province, the Contractor must prompltly advise the person to make the request to the Province and, if the
Province has advised the Contractor of the name or title and contact information of an official of the Province

to whomn such requests are to be made, the Contractor must aiso prompfily provide that official’s name or title
and contact mfmmahon to the person making the request,

Protection of personal information

12, The Contractor must protect personal information by making reasonable security arrangements agamst such
risks as unauthorized access, collection; use, disclosure or disposal, including any expressly set out in the
Agreement.

Storage and access to personal information

13.  Unless the Province otherwise directs in writing, the Contractor must not store personal information outside
Canada or permit access to personal information from outside Canada.

Retention of personal information

14.  Unless the Agreement otherwise specifies, the Contractor must retain personal information until directed by
the Province in writing to dispose of it or deliver it as specified in the divection.

Use of personal information
15, Unless the Province otherwise directs in writing, the Contractor may only iise personal information if that use

is for the performance of the Contractor’s obligations, or the exercise of the Contractor’s rights, under the
Agreement.
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Disclosure of personal information

16.

17,

Unless the Province otherwise directs in writing, the Contractor may only disclose personal information
inside Canada to any person other than the Province if the disclosure s for the performance of the
Contractor’s obligations, or the exercise of the Contractor’s rights, under the Agreement.

Unless the Agreement otherwise specifies or the Province otherwise direets in writing, the Contractor must
not disclose personal information outside Canada.

Notice of foreigln demands for disclosure

18,

In addition to any obligation the Contractor may have to provide the notification contemplated by section
30.2 of the Act, if in relation to personal information in the custody or under the control of the Contractor, the
Contractor: '

(8)  receives a foreign demand for disclosure;

(b)  receives a request to disclose, produce or provide access that the Contractor knows or has reason to
suspect is for the purpose of responding to a foreign demand for disclosure; or
S

(c)  has reason to suspect that an unaufhorized disclosure of personal information has occuired in response
to a foreign demand for disclosure ,

the Contractor must imumediately notify the Province and, in so doing, provide the information described in
section 30.2(3) of the Act. In this section, the phrases “foreign demand for disclosure” and “unauthorized
disclosure of personal information” will bear the same meanings as in section 30.2 of the Act,

Notice of unauthorized disclosure

19,

In addition to any obligation the Contractor may have to provide the notification contemplated by section
305 of the Act, if the Contractor knows that there has been an unauthorized disclosure of personal
information in the custody or under the control of the Contractor, the Contractor must immediately notify the
Province. In this section, the phrase “unauthorized disclosure of personal information” will bear the same
meaning as in section 305 of the Act.

Inspection of personal infermation

20.

r

In addition to any other rights of jnspection the Provinee may have under the Agreement or under statute, the
Province may, at aity reasonable time and on reasonable notice to the Contractos, enter oh the Contractor’s
premises to inspect any personal information in the possession of the Contractor or any of the Contractor’s
information management policies or practices relevant to the Contractor's “management of petsonal
information or the Coniractor's compliance with this Schedule and the Coniractor must permit, and provide
reasonable assistance to, any such inspection.

Compliance wlth the Act and directions

21,

The Contractor must in relation to petsonai information comply witl:

(1)  the requirements of the Act applicable to the Contractor as a servlce provider, Including any applicable
orcler of the commissioner inder the Act; and

(b)  any divection given by the Province under this Schedule,
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22,

The Contractor acknowledges that it is familiar with the requirements of the Act governing personal
infornation that are applicable to it as a service provider.

Notice of non-compliance

23,

If for any reason the Contractor does not comply, or anticipates that it will be unable to comply, with a
provision in this Schedule in any respect, the Contractor must prontptly notify the Province of the particulars
of the non-compliance or anticipated non-compliance and what steps it proposes to take to address, or
prevent recurrence of, the non-compliance or anticipated non-compliance. :

Termination of Agreement

24, In addition to any other rights of termination which the Province may have under the Agreement or
otherwise &t Jaw, the Province may, subject to any provisions in the Agl eement establishing mandatory cure
periods for defaults by the Contractor, terminate the Agreement by giving written iotice of such termination
to the Contractor, upon any failure of the Contractor to comply with this Schedwle in a material respect.

Interpretation

25, In this Schedule, references to sections’ by number are to sections of th}s Schedule unless otherwise specified
in this Schedule,

26.  Any reference to the “Contractor” in this Schedule includes any subconiractor or agent retained by the
Contractor to perform obligations under the Agreement and the Contractor must ensure that any such
subcontractors and agents comply with this Schedule,

27.  The obligations of the Contractor in this Schedule will sirvive the terinination of the Agreement.

28,  If aprovision of the Agreement {including any direction given by the Province undér this Schiedule) conflicts
with a requirement of the Act or an applicable order of the coinnissioner under the Act, the conflicting
provision of the Agreement (or direction) will be inoperative to the extent of the conflict.

29,  The Contractor must comply with the provisions of this Schedule despite any confhctmg provision of this
Agreement or, subject to section 30, the law of any jurisdiction outside Canada.

30.  Nothing in this Schedule requires the Contractor to contravene the law of any jurisdiction outside Canada

unless such contravention Is required to comply with the Act.

24
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Schedule F - Additional Terms

Contractor Identification — During the texm of this agreement and at the request of the Province,
contractors shall identify themselves as contractors to the ministry, This may be in the form of email
signature blocks, business cards, correspondence, verbal business dealings and any other identificajion

required by the Province,

In addition to section 13.1, the General Services Agreement may be entered into by each party signing
and delivering it to the other party by email with attachment in PDF format,
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Schedule G — Security Schedule :
Definitions .

1.' In this Schedule,

{a) "Equipment’ means any equipment, including interconnected systems or subsystems of equipment,
software and networks, used or'to be used by the Contractor fo provide the Services;

(5 "Facilities” means an ‘faC[lltIES at which the Contractor provides or is to provide the Services;
y P P
{c©) "Information” means information
()  inthe Material, or

{ii) accessed, produced or obtained by the Conhactor (whether verbally, eclectronically or
otherwise) as a result of the Agreement; .

{d) "Record” means a “record” as defined in the Interpretation Act;
{e)  "Sensitive Information” means

(i) . Information that js "personal information” as defined in the Fieedom of Iinformation and
Protection of Privacy Act, or :

{(ii) any other Information specified as "Sensitive Information” in Appendix G6, if attached; and

()  "Services Worker" means an individual involved in providing the Services for or on be]nlf of the
Contractor and, for greater certainty, may include

()  the Contractor or a subcontractor if an individual, or

(i)  anemployee or volunteer of the Contractor or of a subcontractor.

Schedule contains additional obligations

2, The obligations of the Contractor in this Schedule are in addition to any other obligation in the Agreement
or the schedules attached to it relating to security including, without limitation, the obligations of the
Conttactor in the Privacy Protection Schedule, if attached.

Servlices Worker confidentiality agreements

3. The Contractor must not permit a Services Worker who is an employee or volunteer of the Contractor to
have access to Sensitive Information unless the Services Worker has first entered into a confidentiality
agreement with the Contractor to keep Sensitive Information confidential on substantially siinilar terms as
those that apply to the Contractor under the Agreement.

- Services Worker secuyity acreening

4, The Contractor may only permit a Services Woiker who is an employee or a volunteer of the Contractor to
have access to Sensitive Information or otherwise be involved in piovidmg the Services if, after having
subjected the Services Worker to the personmel security screening requirentents set out in Appendix.G1 and
any additional requirements the Contractor may consider appropriate, the Contractor is satisfied that the
Services Worker does not constitute an unreasonable security risk. The Contractor must create, oblain and
retain Records documenting the Contractoi’s compliance with the security screening requirements set out
in Appendix G1 in accordance with the provisions of that appendix.
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Services Worlker activity logging

\

5. Subject to section 6, the Contractor must create and maintain detailed Records logging the activities of all
Service Workers in relation to:

‘(a)  their access to Sensitive Information; and

(b)  other matters specified by the Province in writing for the purposes of this section,

6, The Records described in section 5 must be made and maintained in a manner, and contain information,
specified in Appendix G2, if attached.

Facilities and Equipment protection and access control
7.  The Contractor must cieate, maintain and follow a dociunented process to:
- {a)  protect Facilities and Equipment of the Contractor lequued by the Contyactcn to provide the Services

from loss, damage or-any other occurrence that may result in any of those Facilities and Equipment
being unavailable when required to provide the Services; and !

(b) limit access to Facilities and Equipment of the Contractor
(i)  being used by the Contractor to provide the Services, or

(i) . that may be used by someone to access Information

to those persons who are authorized to have that access and for the purposes for which they are
authorized, which process inust include meastires to verify the identity of those persons.

8. li the Province makes available to the Contractor any Pacilities of Equipment of the Province for the use of

the Contractor in providing the Services, the Contractor must comply with any policies and procedures
provided to it by the Province on acceptable use, protection of, and access to, such Facilities or Equipment,

Sensitive Information access control

9, The Contractor must;

(1)  create, maintain and follow a documented process for limiting access to Sensitive Information to
those persons who are authorized to have that access and for the purposes for which they are
authorized, which process must include measures to verify the identity of those persons; and

(b)  comply with the information access control requirements set out in Appendix G3, if attached.
Integrity of Information

10,  The Contractor must: )

(a)  create, malntain and follow a docwnented process for maintainlag the integrity of Informatlon while
possessed or accessed by the Contractor; and

(k)  comply wlih the information Integrity requlrements set out in Appendix G4, if attached.

11, Por the purposes of section 10, maintaining the integrity of Information means that, except to the extent
' expressly authorized by the Agreement or approved in writing by the Province, the Informatlon has:

(2) vemained as complete as when it was acquired or accessed by the Contractor; and

()  not been altered in any material respect.
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Docmnentation of changes to processes

12.  The Contractor must create and maintain detailed Records logging any changes it makes to the processes
described in sections 7, 9 and 10,

Notice of security breaches

13.  If Coniractorbecomes aware tha.t:

(@) ., unauthorized access, collection, use, disclosure, alteration or disposal of Information or Records
containing Information; or -

(b) unauthorized access to Facilities or Equipment

has occurred or is likely to occur (whether or not related to a failure by the Contractor to comply with this
Schedule or the Agreement), the Contractor must immediately notify the Province of the particulars of that
occurrence or likely occurrence. If the Coniractor provides a notification under this section other than in’
writing, that notification must be confirmed in writing to the Province as soon as it is reasonably
practicable for the Contractor to do so, .

Review of security breaches

14,  If the Provinee decides to conduct a review of a matter described in section 13 {(whether or not the muatter
caine to'the attention of the Province as a result of a notification under section 13}, the Contractor mtust, on
the request of the Province, participate in the review to the extent that it is reasonably practicable for the
Contractor to do so.

Retention of Records

15.  Unless the Agreement otherwise specifies, the Contractor must retain all Records in the Contractor's
possession that contain Information until directed by the Province in wntmg to dispose of them or deliver
thein as specified in the direction.

Storage of Recnrds

16, Until disposed of or delivered in accordance with section 15, the Contractor must store any Records in the
Contractor's possession that contain Information in accordance with the provisions of Appendix G5, if

attached,

Audit

17, In addition to any other rights of inspection the Province may have under the Agreement or under statute,
the Province may, at any reasonable time and on reasonable notice fo the Contractor, enter on the
Contractor's premises to inspect and, at the Province's discretion, copy:

(@)  any Records in the possession of the Contractor containing Information; or

(b} any of the Contractor's Information management policies or processes (including the processes
described in sections 7; 9 and 10 and the logs described in sections 5 and 12) relevant to the
Contractoir's compliance with this Schedule

and the Contractor must permit, and provide reasonable assistance to, the exercise by the Province of the
Province's rlghts under this section.
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Termination of Agreement '

18.

In addition to any other rights of termination which the I'rovince may have under the Agreement or
otherwise at law, the Province may, subject to any provisions in the Agteement establishing mandatory
cure periods for defaults by the Coniractor, terminate the Agreement by giving written notice of such
termination to the Contractor, upon any failure of the Contractor to comply with this Schedule in a material

respect,

Interpretation

19,

20,

21,

22,

23,

24,

In this Schedule, unless otherwise specified:
(a) references to sections are to sections of this Schedule; and
(b) ieferences to appendices are to the appendices attached to this Schedule,

Any reference to the "Contractor” in this Schedule includes any subcontractor retained by the Contractor to
perform obligations under the Agreement and the Contractor must ensure that any such subcontractors
comply with this Schedule,

The appendices attached to this Scheduytle are part of this Schedule,

If there is a conflict between a provision in an appendix attached to this Schedule and any other provision
of this Schedule, the provision in the appendix is inoperative to the extent of the conflict unless the
appendix states that it operates despite a conflicting provision of this Schedule.

If there is a conflict between:

(8)  aprovision of the Agreement, this Schedule or an appendix attached to this Schedule; and

(b) adocumented process required by this Schedule fo be created or maintained by the Contractor

the provision of the Agreement, Schedule or appendix will prevail to the extent of the conflict.

The obligations of the Contractor in this Schedule will survive the termination of the Agreement,
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SCHEDULE G -~ Appendix G1 - Security screening requirements

The personnel security screening requirements set out in this Appendix G1 are for the purpose of assisting the
Contiractor determine whether or not a Services Worker constitutes an unreasonable security risk,

Verification of name, date of birth and address

1.

The Contractor must verify the name, date of bivth and current address of 5 Services Worker hy viewing at
least one piece of “primary identification” of the Services Worker and at least one piece of “secondary
identification” of the Services Worker,* as described in the table following this section. The Contractor
must obtain or create, as applicable, Records of all such verifications and retain a copy of those Records.
For a Services Worker from another province or jurisdiction, reasonably equivalent identification

documents are acceptable.

Piimarzy Identification

Secondary Identification

Issued by IGBC:

» B.C, driver's licence or learner’s licence
{must have photo)
e B.C.ldentification (BCID) card

o Canadian birth certificate
Issued by Government of Canada:

Canadian Citizenship Card

¢ Permanent Resident Card

o Canadian Record of Landing/Canadian
Immigration Identification Record

Issued by provincial or territorial goverimment:

School ID card {student card)

Bank card (only if holder's name is on card)
Credit card {only if holdexr’s name is on
card)

Passport

Foreign birth certificate (a baptismal
certificate is not acceptable)

Canadian or U.S. driver’s licence
Naturalization certificate '
Canadian Forces identification

Police identification

Foreign Affairs Canada or consular.
identification

Vehicle registration (only if owner's
signature is shown)

Picture employee ID card

Firearms Acquisition Certificate

Social Insurance Card {only if has signature
strip)

B.C. CareCard

Native Status Card

Parole Certificate ID

Correctional Service Conditional Release
Card

*It is not necessary that each piece of identification viewed by the Contractor contains the name, date of
birth and current address of the Services Worker, Tt is sufficient that, in combmatmn, the identification

viewed contains that information.

Verification of education and professional qualifications

2,

The Conltractor must verify, by reasonable means, any relevant education and professional qualifications of .

a Servicés Worker, obtain or create, as applicable, Records of all such verifications, and retain-a copy of

those Records.
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Verification‘of- employment history and reference checks

3.

The Contractor must verify, by reasonable means, any relevant employment history of a Services Worker,
which will generally consist of the Contractor requesting that a Services Worker provide employment
references and the Contractor contacting those veferences. If a Services Worker has no relevant
employment history, the Contractor must seek to verify the character or other relevant personal
characteristics of the Services Worker by requesting the Services Worker to provide one or more personal
references and contacting those references. ‘The Contractor inust obtain or CLeate, as applicable, Records of
all such verifications and retain a copy of those Records.

Security interview

4,

The Contractor must allow the Province to conduct.a security-focused interview with a Services Worker if
the Province identifies a reasonable security concern and notifies the Contractor it wishes to do so..

Criminal history check

B,

The Contractor must arrange for and retain documented results of a ctiminal history check on a Services
Worker obtained through the Services Worker's local policing agency. Criminal history checks must be
repeated as necessary to ensure that at all times the most recent criminal history check on a Services Worker
was completed within the previous five years,
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inlstry of Health
Modification Agreement #1-
Contract # 2014-063

BRITISH
COLUMBIA

BETWEEN:

HER MAJESTY THE QUEEN IN RIGHT OF THE PROVINCE OF BRITISH COLUMBIA, as

representad by the Minlster of Health {the "Province”) with the following speciﬂed address
5-3, 1616 Blanshard Street

Vlctorla BC VBW 3C8

AND: .
Delollte & Touche LLP
2800-1055 Dunsmuly Street
Vancouver, BC V7YX 3C8
778 374-0506
BACKGROUND

A. The parlies entered Into an agresment dated June 13, 2013, a copy of which Is altached as Exhibit 1
(the "Agreameht™),

B. The Parfles have agreed to modify tha Agreament,
AGREEMENT

The parlles agree as follows:

1. The Key Parsonnel section of Schedufe A Is changed to add the following individuals;

{b) Senlor Manager
Steven Fung (Snr. Manager)

(¢) Manager
Romel Alnazer {Manager)

{d)Senlor Consultant
Terry Yau {Snr, Consultant)

2. The Key Persomnel section of Schedule A Is changed fo remove Aslma Khakhar from the Senior
Consultant list and add the individual to the new Consultant group:

{8) Consuitant
Aslma Khokhar

3, The Faes section of Schadisie B is changed to add:
Consultant s.21

4, In all other respects, the Agreement is confirmed.

Varsion Date; October 2, 2012 Page 1
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i N
SIGNED AND DELIVERED on the A2 day of \\\)\L A . 20173 on behalf of the Province by Its
duly authorized repregentative: SRR

Sighatugs (VAN
Print Nanis_ K- Lo A

SIGNED AND DELIVERED on the 2 5”ﬁay of _Julyg 2073 by or on behalf of the Contractor
{or by ils authorized signat_ory or signatories if the Contractor is a corporation):

el S
Slynature AN

Print Name Tf%/ inaler Beas)
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(4

Attt Ms, Sandra Carroll

Office of the Chief Operating Officer
Minlstry of Health

53, 1515 Blanshard Sfreet
Victoria, BC V8W 3C8

Invoice

/

S T L T TR T I T

Deto!'t‘te'LLP

2800.- 1055 Dunsmulr Street

- 4 Bentall Centre
p.0. Box 49279 .
Vancouver BC V7K 1P4
. Canada,, .
Tel: 604.640.3260

Fax: 778.374.0506
vww delolita,ca

p

Date: October 1, 2013
Inveice No.t 3417173 .
Cilentiandsts No. 595180 ~ 106002
Parlpes T.Bast

HST Reglsiration No.- 133245290

r

Tntorim involce for professional sexvices Tendered in connection with Ministry

Confract #2014-063:

P

o Review & rationalization of remaining scope from Phase

OIPC and security & privacy best practices to definea s¢
 Phase2 _ -
Project 2.2 - Security Model for the Data Buviromment

v s rene tame . 0 Security-model-for the Jlealthldeas cnvironment which provides seoute transfer and
WAthA of personal Information.,, .. .. oimsrrcorses

"1 e diomd

Phase 1'(PMO support, project closeout, & reporting), and Phase 2 plannlng |
", o Project & PMO support, project closeout and :gpor@ng for Phase 1 projects

1§ 74058.00. Y

1, recommendations fromths
t of targeted projects for

29.548.00 ¥

NETRPPFERTRE

. Project 5,5 » Define solut

o1 options for acoesthatagdinen g e

+

5 n ;5-7- 0. Review and creation of process flow diagrams for current state access management

piocesios et C
. ‘Prgieq}7 2 - Define avoadmap to mature‘tﬁéibggmg‘f&"monit.oﬁng Processes

e ‘Threat USo Cases based on tho Ministy Threat Tandscape, and logging and ménitoring

,' ;~-‘."f§.":$§;r:‘f§£‘,’?'... e teabs M -m~r-.-.--e--uv~
: ; s
. 234

e

":. . requirenmignts: <. - .
e ‘Targetlogging architecture

. R T AT Iy
<+ Projédt 8.2 «Daflne security management réfbs-and"reép?ﬁsiﬁxhtm RRREE T ¥
s Definosecurity management roles and yesponsibititles tq ensure cleax accountability

foralisgciitity aspects assoctated with the Miﬁi%ffy‘s‘ {ashiical SviromHEnt ‘
Project 10.1 - Develop an information compliange monitoring funetion,,

ez et )

s Scpparndmandato for s compliauce fiidiien 61'g'éiﬁ‘z'§t{6ﬁ‘eit‘i‘ﬁb’aéT,f'ah“&"féééﬁ'rce

requirenients o o st UL mwes
Project 111 - eloltte advisory suppoxt™™"""" " A e
o. « Reviow and feedback on 3.x project charters gnd work plans i

o Rationalizatlon of énhancement'o&‘cﬁgﬂﬁﬂ%{{&egtiﬁ_gfl{};}}jg@_‘;ggg S
MoH led project support evm—"
o Weekly meetings with MoH project leads and veview of scope and deliverables

{ '

R :

14,330.00 - v

49,948.00 /

37,747.50 V'
19,878.50
823100/

33,465.00

[y
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Joint PMO

e TProject management for Delol
delbverable, status, & issue tracking.

Expénées (please see attached spreadsheet)

fte & Ministry led iiroj;ects Inioliding repb:tmg,r,scd‘ﬁe,
Our fee | $321,737.00 /o
v

Total | $341,031.37 l/
GST @ 5% 17,051.57

19,294,317

Amount payable

$358,082.94

s.21

FyniYHeS utﬁeﬁ};}; gouvmduuao 7 ohiangd msmm}

LS04 031YIZY 7 10V HOILYUISINIEOY 1IN Yld Bl
40 £5 ¥ 15 65011035 01 1HYNSHNS [0T9H0Y Q31i1LEsD

E=14 ]
18 QANEHIY BIDINNTS 180000

9z0

- JeEng eViZIe JOVHINGI 19 Cd

. lunony / ¢ 10300ud
L/

sors. ) ansoens 1, seny

gaun/ | ¢ HIRIRAOD SYD

518 1 pyangdeng
HITYZH 2O AULBININ

ya

7%—%2@/&,6/%2w/3//>f

MINISTRY OF HEALTH

SUPPUER N BHE
53 | o0
CAS CQHHITHEHT 4 LHE N
L ASTTE L
RE3P SERVICE LINE 8108
b Lo7f| ofshoas |L3o3/b30
“FROEGTE AFoUNT
leovsoo L 35F,082 G

" ERUFRD

CLENT

o228/
5650

o
24 FURSUANT 10 SEOTIONS 82 & & '

GRR!
A€ FHARGCIAL ADMINISTRATION AGT & RELATED POLKIES.

DATE: .
W HESTRY SPENGING 7 CERTIFICATION AUTHORITY SIGHATURE

N
4] 031371 +&FT
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. Deloitte.

Asts M. Sonds Caeeol] D Mo
Officz of the Chicf Opernting Officar CliomtiMantats Noz
WGnicry of Helth Pogrer;

53, 1515 Blamshord Streer

Victoda, BCVEW 3C2
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HST Rogisimation No2 130245000
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280 4055 Dlma-mu!r&m:r
% Doneall Cobre *
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Phase 2 Project
Documents
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Introduction

This document provides an averview of the projects completed under Phase 2 of the Information Security
and Management Project. Phase 1 of this project was delivered belween March and May, 2013 and
Phase 2 was initiated in July and completed on Qctober 15, 2013. The purpose of this document is to
provide an overview of the background for this project, provide a summary of the objectives of Phase 2, -
and to provide a single point of reference for alt materials delivered as a resuit of the projects completed
as part of this Phase.

Phase 2 Overview .

in September, 2012 the Minisiry engaged Deloitte to suppoit the development of a roadmap to enhance
data management practices, specifically regarding security and privacy. The purpose of this project was
to highlight opportunities to enhance data management across the Ministry, focusing on the security and
privacy of health information, and to build these opportunities into a roadmap. The roadmap was
completed in February, 2013 and included 28 projects that were categorized into 10 themes. The projects
were staged into Phases. Phase 1 (March — May, 2013) focused on high-priority, shorl-duration projecis
and Phase 2, on longer-term initiatives.

Specifically, Phase 2 focused on longer-term remediation initiatives, process enhancements and the
evaluation and recommendation of design options for specific technical solutions to suppoit enhanced
security and privacy controls. This phase included 17 projects, some of which were led by Deloitte, and
some by the Ministry (see Table 1 below). To support consistency and alignment, all projecis were
managed through a central Project Management Office and status was reported weekly to the Project
Director (Kelly Moran) and to the ADM Steering Commitiee (Lindsay Kislock, Barbara Waiman and
Heather Davidson)

Table 1 - Summary of projects, by phase

MoH Phase 2 BéfpiBieORgptt hass 4
Page 217

- Projects el e
1.1 Foundationat Information Governance Mode! cooof oo o Deloitte
1.2 Information Governance Model Pilotand - L./ Deloitte
Deployment ) s
2.1  Sensitive information inventory and cleanup R Lirstain MIOH
2.1a Implement LAN access changes =+ T e e Ty “MOH
2.1b Rationalize enhancement opportunlties |dent|fled Coy T MOH
. by Divisions . : C _ B o
22 Secunty Model for the Data Enwronment N : SRR VA =-'Deloitte
3.1 Risk Mitigation Activities v - MOH .
3.2 Transition Condor environment v MOH
3.3 Web Application Environment Design, v MOH
Implementation & Transition .
3.4 SAS Enterprise Environment Design, v MOH
Implementation & Transition Plan
4.1 Foundational Training for Staff & Supervisors v MOH
4.2 Enhanced Education & Awareness Program v MOH
5.1 Pilot enhanced access control procedures on v MOH
HSIMIT managed systems
5.2 Enhance transfers process ' v MOH
53 Enhance terminations process v MOH
5.4 Enhance access review process v MOH
5.5 Define solution options for access management v Deloitte
5.6 Enhance access control policies across the v MOH




Ministry

Inventory of existing agreements v ... .. .MOH
Data Sharing Agreements Process Standa_r_di_zat_iqn_ R 4 MOH
‘Enhance existing logging capabilities Cooeiy i e MOH
Service provider logging requirements review S TMOH
Define a roadmap to mature logging & monitoring 7 Deloitte
processes '
Rationalize results from review activities and T/ ot MOH
. ‘address enhancement opportunities e o
. Security Program ~ Organization and .. ... /.. 7. Deloitte
. ‘Responsibilities Assessment - -~ ... o e
" Develop a ministry privacy policy - ;0 5 0 v MOH
- Enhance Guidance Materials for Key Ministry- - - 0 oo/ 00 S MOH
" Specific Topics ' ' T T R R R IR R -
v Deloitte

Develop a compliance monitoring function

Contents of this report

This report is designed to capture all deliverables created as part of Phase 2 projects, as well as the key
project management artefacts from the PMO. For each project, the report contains:

1. A project overview, including:
a) Objectives
h) Project Lead
¢) Scope
d) Major tasks
e) Project stakeholders and validation dates
fy PMO Validation dates
g} Outcomes achieved
h} Sustainment considerations
2. Project deliverables — for each project, this section includes a table that describes each deliverable
and includes hyperlinks to the actual documents created.

As a reference for the PMO and project management-related activities, the project fracking dashboard
and issue log are also included. Finally, the detailed project plans for each of the projects are included in
Appendix A.
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1.2 Information Governance Phase 2

Objectives The purpose of Phase 2 of this project was to support the implementation of the Ministry's data
governance model. This included supporting the creation of divisional Data Officer teams,
developing and delivering Data Officer onboarding materiai (to provide all Data Officers with a
consistent level of awaraness to support them in meeting their responsibilities), and supporting
the launch of the Information Managemsnt Governance Committee and the Governance
Operations Committee.

Jamie Ross

Project Lead

Scope o Ministry wide

Summary of Key Supported creation of Divisional Data Officer Teams through evaluation of each Division's
Project Activities specific requirements and one-on-one meetings with Data Officers
n  Developed and deliver onboarding material focusing on key reference material and
operational priorities for Data Ofilcers
o Supported launch of GO Committee and IMG Commitice
s Supported key GO and IMG meetings

Please refer to Appendix 1 for detailed project workplan

Stakeholder
Validation

L}

ADM iM Governance Committes {July 29, 2013}
Data Officers {July 30, 2013}
s Data Officer Onboarding (October 30, 2013}

PMO Validation

Kelly Moran, Shirley Wong and Catherine Minvielle (validated prior to each of the
Stakeholder meetings described above)

Project Outputs/ « Data governance framework (framework, roles & responsibifities, processes, roadmap)
Outcomes s Validated Information Management Commitiee Terms of Reference

= Data Governance Handbook

= Individual Data Officer meetings heid and Divisional planning initiated

= Data Officer onboarding material created and session delivered

Sustainment Sufficient resourcing of the office of the Data Govermnance Lead is required to ensure key
Considerations processes related lo the framework are supportted {meeting planning and preparation, issue
assessment and resolution process, stc.)
Divisional support {via the members of the IM Governance Committee, Data Officers and
their respective delegates) will be required to ensure the model is fully operationalized

MoH Phase 2 g;g'ng@%{[%i?%%ﬁ hasg 4
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Project Deliverables
The following table provides a summary of the deliverables that were created as part of this project:

BC MOH - Data
Governance Framew(

Provides an overview of the framework including dala govermnance
definition and guiding principles and key roles and responsibitities.

Data Governance Handbook

Provides a detailed description of the data governance framework. This
includes the data governance definition, guiding principles, roles and
responsibilities, Key processes, deployment considerations and the IMG
Committee Terms of Reference.

DRAFT - MOH Data
Governance Handboc

lssue Assessment Process

BC MOH - Issue
Assessment Process (

Process ffow diagram.outlining the identification, assessment and
resolution for data related issues.

Individual Data Officer Diviston-specific presantations to support divisional planning for Data = .

Presentations Otficers and their teamns, .
DDO Decks.zip

Data Officer Onboarding Refarence material to support an onboarding sossion for all Data

Material Oiticers. BC MOH - Data

Governance_ Onboar

MoH Phase 2 §§@%3hoﬁ%%ﬁ hasp 4
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2.1.a Implement LAN access changes

Objectives

Update access rights to enhance control over sensitive information based on the access reviews of
LAN fotders performed by each division in Project 2.1,

Project Lead

= Sean Gannon

Scope

Ministry wide

Summary of Key Obtained LAN access review information sheets prepared in Project 2.1

Project Piloted “LAN access change process" for Health Link by sending list of LAN access changes
Activities to Authentication Services team for review and implementation.
Drafted an impiementation plan for other program areas through colfaboration with
branch/division representative and Authentication Services team.
=  Communicated implementation plan with divisional contacls and Authentication Services
v Coordinated with the branch/division representatives to review and identify "high-priority”
users, (i.e. people who are no longer in the Division) in order to have access to the division’s
LAN removed by September 30th, 2013,
«  Ensured LAN decommissioning and/or LAN access change requests were provided to
Authentication Services team by each division to process requested changes.
= Facilitated and monitored implementation progress
«  Prepared final report outlining achisved resulis
Please refer fo Appendix 1 for detailed project workplan
Stakeholder HAD: Soji Bryant & Jordan Will (Aug 8, 2013)
Validation PID: Dave Brar, Dave Ford & Tim Jepp {Aug 28, 2013)

o FCS: Stephen Smith {Sep 12, 2013)

o PPH/PHO: Kim Reimer {(Sep 6, 2013)

«  MSD: Jeremy Higgs (Aug 1, 2013}

= PSD: Christine Voggenreiter & Charlolte Elagab (Sep 3, 2013)
¢ HSIMIT CMO: Don Stewart & Andrew Elderfield {(Sep 5, 2013)
s HSIMIT BMO: Janet Lucas (Sep 8, 2013)

= HSIMIT SPB: Leila Ball (Sep 6, 2013)

o HSIMIT HITS: June Allin {Aug 19, 2013)

= HSIMIT HLBC: Sean Gannon {Jul 30, 2013)

n  HSIMIT VSA: Suzanna Jennings (Sep 11, 2013)

o HSIMIT IMKS: Shirley Wong, Stephen Braniff & Brandie Frawley {(Sep 23, 2013}
»  HSIMIT HIPSL: Deb McGinnis {Sep 6, 2013}

PMO Validation =  Kelly Moran & Catherine Minvielle (Sep 25, 2013)

Project Qutputs/ = Reduced inappropriate access to Ministry LAN folders and the data contained within them.

Qutcomes

Sustainment

Considerations

n  Perform periodic reviews {at leasl yoarly) of access to ali LAN drives

TH- y
MoH Phase 2iiggiglion Feport 15
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Project Deliverables
The following table provides a summary of the deliverables that were created as part of this project:

Data Management projects - Sample of the e-mail sent to all Division representatives requesting LAN E
Phase 2 - Project 2.1.a LAN access review and list of individuals whose access need to be changed. RE Dot
ata

accass removals.msg
Management projects

Deliverable not
finalized as of Oct 15,
2013.

© Working version:

Project tracker listing all divisions and branches, their corresponding
2 1 a LAN status updates.xls representatives, the completion status of LAN access review, and
implemantation of changes.

2 1 a LAN status
updates Oct 22 2013,

MoH Phase 2 @gﬁ%@%hoﬂ%%‘éﬁ hage 4
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2.1.b Rationalize enhancement opportunities identified by Divisions

Objectives Based on the enhancement opportunities identified by each division in Project 2.1, support the
divisions in rationalizing the list, identifying appropriate remediation, and implementing identified
enhancement opportunities.

Project Lead Denis Drouin
Sean Gannon

Scope Ministry wide

Summary of Key+  Based on following 6 general security principles, an initial list of prioiitized enhancement
Project Tasks opportunities was drafted through information collected from all MOH divisions
1. Sensitive and personally identifiable data:
»  Must be classilied
*  Must only be shared on “need to know” and “least privilege” basis
*  Must be encrypted to government standards
»  Must nol be transmitted by fax
»  Should remain on securs government storage in the ministry
Individuals handling the sensitive and personally identifiable data must secure it when
it is not being used
3. Using good workplace securily practices, such as locking workstations/laptops when
not being used
4. Ensuring that appropriate accountabilities, agreements, assessments and
documented data handling practices are used before accessing or using the sensitive
and personally identifiable data
5. Periodically reviewing access to the sensitive and personally identifiable data
regardless of where it is stored
6. Individuals being aware of their obligations, as described in the government's
Standards of Conduct, Core Policy, and government information Secutity Policies
and Standards
o Met wilth program area divisional contacts listed below to clarify/discuss thelr identified
enhancement opportunities and generate ideas on mitigalion strategy
v Based on earlier dialogue and discussion, drafted mitigation strategy work plan for each
identified enhancement opporiunity
n  Communicated the work plan for each identified mitigation strategy across divisions
= Facilitated and monitored progress
s Prepared final report outlining achieved resuits

N

Please refer to Appendix 1 for detailed profect workplan

Stakeholder = HAD: Soji Bryant & Jordan Will (Sep 13, 2013}

Validation o FCS: Stephen Smith, Janice Saxby & Rita King (Sep 21, 2013}
»  MSD: Jeremy Higgs, Sharlene Drewniak, Christine Hume & Monica Marcos (Oct 17, 2013)
v PSD: Christine Voggenreiter, Charlotte Elagab & Derek Tryan {Cct 1, 2013)

PMO Validation »  Kelly Moran & Calherine Minvielle (Cct 23, 2013}

Project Outpuis/ »  Increased awareness of, and compliance with, general security principles
Quicomes = Remediation of select information protection gaps

Sustainment = Implemented enhancements are communicaled and followed by the staff
Considerations »  Ongoing seli-assessment and remediation coordinated by Data Officers and their teams

HTH-2013-00294 Phase 4
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Project Deliverables
The following table provides a summary of the deliverables that were created as part of this project:

List of identified enhancement ; : o e ; L
List of identified enhancement opporlunities by division from Project 2.1. MoH Phase 2 P2.1b

opporlunities
identified Enhanc Op;

2 1 b Enhancement Project tracker for engagement with Divisions regarding the
Opportunity status updates enhancement opportunities. P2.1b Enhancement
Opportunity status uj

v raso 2 AR 75
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2.2 Security Model for the Data Environment

Objectives Provide input regarding technical information security options in support of existing efforls fo
implement a Secure Access Environment (SAE) within the Ministry,

Project Lead = Tarlok Birdi

Scope v Secure Access Environment {planned)

Summary of Key=  Confirmed and validated a clearer understanding of the objectives of the SAE in consultation
Project - with the Ministry business and technical stakeholders.

Activities »  Developed a representation of the current Ministry data environment using an industry

.standards-based Data Component Architecture,

«  Validated the Data Component Architeclure with the business and technical stakeholders
menttoned below.

Mapped the Data Component Architeclure to the OCIO Network Zones, and validated with
stakeholders.

Identified the security functions and technology requirements for the SAE using industry
standard frameworks

= Mapped the security functions and technology requirements against the products and services
provided by SSBC to identify which Government solutions were avallable and could be
leveraged by the Ministry

= Developed a security model for target data environment

= Reviewed and documented addmonal security considerations for each core component of the
SAE

= Conducted workshop to vaildate target security model

Please refer to Appendix 1 for detailed project workplan

Stakeholder
Validation

Shidey Wong {(July 23, 2013)
Gord Stodola (July 30, 2013)
Steven Braniff (July 23, 2013)
HIPSL: Ken Madden and Bonnie Bayea (July 17, 2013)
Division data environment SMEs: ,
o Enterprise Architecture (July 23, 2013}
o Health IT Strategy: Rick Connoly {July 23, 2013}
o Corporale Management & Operations: Darcy Goodwin & Don Stewar {July 23,
2013}
n Martin Townson {July 30, 2013)

PMO Validation =  Kelly Moran & Catherine Minvielle {Sep 24, 2013)

Project Qutpuis/ =  Proposed security mode! for the SAE, including key functions, architecture options,
Qutcomes imptementation options and preliminary cost estimates

Sustainment = In order o enable the design and implementation of a functioning SAE, a project is required to
Considerations engage with key stakeholders across the Ministry in order to identify and document business
requiremenits for the environment
= Once these requirements are defined and validaled the securily design can be validated and
! detailed design can be completed

vt phaso 2 SHAREORRRS M 5E
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Project Deliverables

The following table provides a summary of the deliverables that were created as part of this project:

PowerPcint presentation outlining the objectives, assessment, findings,

Project summary PowerPoint : - ) . :
deck EI;L::% ﬁ(;?es:‘?erallons, and next steps for implementing a Secure Access Project 2.2 - SAE
) Security Mode! - FINA
Diagrams In “Summary View" and “Detaited View” outlining MOH wide Eﬁe -
MOH Data Architecture current state data environment broken down by stakeholders, data LA
Components access points, product domain, analytics, data domain, data integration 2 2 MoH Data

and data contributors. Architecture Compomn

v phase 2 JpARIORBRA o5 ¢
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4.2 Enhanced Awareness Program Development

Objectives Develop, implement, and sustain MoH-specific information management security and privacy
education and awareness program that is tailored to the needs of divisions and specific roles, and
is mandatory, ongoing & updated and reinforced with periodic sign-off by employees.

Project Lead = Heather Dunlop
s Chris Reimer
Scope Ministry wide
Summary ot Key Created framework for the development, implementation and sustainment of the Program by
Project completing the following:
Activities o Fulure state analysis based on research best practices and benchmarking

against other jurisdictions
o Requirements analysis
o Current state assessmeni based on IMKS, HIPSL, and GCIO’s current education
materials
o Sustainment considerations including budgetary and resource requirements
o Framework development and validation with IM Governance Committee
Devetoped foundational e-module # 1 for all Ministry staff including the foltowing:
o Content, based on training session from project 4.1, for a 30 minute online
foundational training module for non-management  Ministry staff
o Refresh cycle development and validation
o Delivery mechanisms by co-ordination with ODE, PSA and 3E contraclor to
address the logistics of uploading module to the Learning Centre website
o Accountability framework development and validation
Compliance measures development and validation
Developed role-specific module tor ‘Data Officers’ including:
o Content development
o Education delivery
o Sustainment pian outlining the resource requirement
Developed Coniractor Education e-Module # 2 including
o MOH specific content development
Refresh cycle development
Delivery mechanism placement
Target user groups identification through coordination with Contract Management
Office
o Roles and responsibilities Accountability Framework development and validation
o Compliance measures development and validation
Drafted and implemented Communications Plan for the implementation of eModules 1 and 2,
and 'Data Officers’ module. To include:
o Communication of the accountability framework to management
o Communication of mandatory training to all staff
o Introduction of overall (future state} Program

00O

Please refer to Appendix 1 for detailed project workplan

Stakeholder "
Validation

For Mandatory eModule (Apr 22, 2013)
o Education Working Group {4 staff from HIPSL; 1 from IMKS; 1 from HLBC)
o A Sample of 20 MoH staff for testing
o HLBC Management Team for HLBC-specific education modules
o One staft member from the Learning Centre for technical validation
’ All HIPSL staff for final technical validation and content testing
For Accountability Framework (Sep 12, 2013)
o People and Workplace Initiatives {Dale Samsonoff, Exec Director; Shyla Dutt,
Manager)
o HLBC Management Team
o Wayman Yee {Analyst, HIPSL) and Denis Drouin (Manager, HIPSL)
For Communicaiions Plan and Materials (Sep 11, 2013)
o People and Workplace Initiatives (Internal Communications unit — Eddy
Piasenlin, Manager; Andrea Moir, Communications Coordinatoy; Kelsey Ewart,
Multimedia Specialist}
o HLBC (Regan Thexton, Communications Officer)
Comprehensive Education Framework (Oct 21, 2013)

o]

o Deb McGinnis (Chief Privacy Officer/ED, HIPSL)

MoH Phase Zﬁ i@lﬁnoﬁ%%ﬁ h%:be 4




o Ken Madden (Director, HIPSL)
o IM Governance Council (Nov 18, 2013)
= For Contractor eModule {Sep 12, 2013)
o Developed by OCIO
=  For Data Officer Education Module {(Sep 30, 2013)
o Developed by Deloitte

PMO Validation Kelly Moran & Catherine Minvielle {Oct 27, 2013)

Project = Education Program Framework which includes accountability for regular refresh & sustainment
Outcomes/ = Development of eModule #1 - Foundational security & privacy training
Qutputs = Development of eModule #2 - Content ISAs, PIAs & STRAs

Development of supporting processes: delivery mechanisms {on-boarding and annual refresh),
tracking, reporting and compliance monitoring.

= Development of Content for role-specific module for ‘Data Officers’,

Communications Plan for the implementation of eModule #1

= Foundational training module communicated to all staff and completion required by Nov 8.

Sustainment =  Ongoing development of new tailored content for specific roles, refreshing of existing materials
Considerations and delivery of Education & Awareness program to all employees.

HTH-2013-00294 Phase 4
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Project Deliverables

The following table provides a summary of the deliverables that were created as part of this project:

Mandatory eModule

Education Awareness Dellverables

Content of the training module mandatory for all MoH staff to
take annually

Accountability Framework

Comprehensive Education
Framework

Contractor eModule

Document for the tracking, reporting and compliance monitoring
of Mandatory sModule

Framework {approved by IM Gov Council) for the development,
implementation and sustainment of the new Education Program

Content of the training module mandatory for all contractors to

take, Materials developed by OCIO (no role for HIPSL In
development, launch or compliance monitoring)

Data Oﬂroor Educatton
Modute

Content of training materials developed by Deloltle w:th support
from HIPSL 1o facilitate Data Offrcers t |ng

""Deliverable not finalized as of

Oct 15, 2013,

IMPrivacySecurity.companion-
manual

Deliverable not finalized as of
Oct 15, 2013.
4.2 Accountability Framework

VO.x
"“Deliverable not finalized as of

Oct 15, 2013.

Education Awareness
Program Framework v0.x

Education Awareness
Program Framework
Summary vO xx

Deliverable not linatized as of
QOct 15, 2013.

Deliverable not fmallzed as of
Oct 15, 2013.

Communrcat[ons Plan and Materlals

4.2 and 9.1 Communications
Pian

FAQYs List

Health e-Place Page

Launch E-mail from DM

Formal communication plan tor the launch of Mandatory
eModule, and Privacy Policy ouilining the ackground,
objectives, audiences, strategy, limelines, key messages, and
ton measures filhe plan

Deliverable not finalized as of
Oct 15, 2013,

List of frequently asked questions regarding health information
protections program

Sample of write-up regarding information projection program to
be posted on wabpage to facititale awareness

Text of e-mail to be sent to alf staff from DM announcing launch
of the program

Launch E-mail to HLBC

Text of e-mail to be sent to HLBC staff announcing launch of the
program

Policy Acknowledgement E-
mait

Weekly Digest

through the weekly drgest

Texl of the e-mail to be sent to all staff to get acknowledgement
of the Information Privacy Policy for the HIP Program

Sample text of the information that will be sent to all mrnrstry staff

28 © Deloitte LLP and afiiliated entities.

QOct 15, 2013.
FAQs —~ FINAL

~ Deliverable not finalized as of

Oct 15, 2013.
Health ePlace Page_FINAL

Deliverable not finalized as of

0ct 15, 2013.

Launch Email from the
DM_FINAL

Deliverable not finalized as of
Oct 15, 2013,

Launch Email to

HLBC_FINAIL

" Deliverable not finalized as of

Oct 15, 2013.

Policy Acknowtedgemant
Emaii_FINAL

* Deliverable not finalized as of

QOct 15, 2013,

Weekly Digest blurb_FINAL
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5.4 Enhance access review process

Objectives Develop, document and implement a regularly-scheduled access review process by the Data
Officers for systems and data seis that are managed by IMKS and coniain personal health
information or other sensitive information.

Project Lead = Martin Townson

Scope IMKS-managed systems

Major Project ldentified IMK- managed data and data owners (Data Officers) to be included in review
Tasks process .
Identified tools for generating lisis of users with access to Pl dala
Developed a review schedule for each database (i.e. quartetly, bi-annually) .
Developed process documentation for Dala Services Access Management (DSAM) group
Developed email templates to be used when sending out lisls to Data Officers for access
review
= Performed October Access Reviews
= Formulated a communications plan outlining the following:

o The DSAM annual review schedule for HSMIT managed datasets

o  The use of Weekly Ministry Bulletin to promote access review activity to ministry

staff
= Finalized plan to create and circulate a list of data users, on ongoing basis based on review
schedule, that would inform program areas of those who have access to specific datasets

& & = o

Please refer to Appendix 1 for detailed prbject workplan

Stakeholder DSAM team {Aug 25, 2013)
Validalion v Shirley Wong (July 25, 2013)
= Governance Operations {Sep 20, 2013)

o Carolyn Bell
Tom Gregory
Ross Hayward
Jeremy Higgs
Kelly Moran
Maria Perri
Christine Voggenteiter
Deb McGinnis
Mike Pennock

o Calherine Minviglle

¢ Data Management & Security Project Working Group (Sep 25, 2013)
Teri Collins
David Fairbotham
Mitch Morneo
Jack Shewchuck
Stephen Smith
Glynis Soper
Kate Moyer
Jordan Will
Soji Bryant
William Yang
Jackie Morrison
Belinda Jeckling
Stephen Braniff
Heather Dunlap
Ken Madden

0O CO000QO0O0O0

C00QQCOQ0OQCO0OO0O0O0OO0QO00

PMO Validation

Kelly Maran & Catherine Minvialle {Oct 10, 2013)

Project =  Destgn and implementation of access review process for IMKS-managed systems
Outcomes/
Outputs

Sustainment = Perform periodic access reviews of all identified systems, based on the agreed upon review
Considerations cycle
»  Defing and implement an access review process for non-IMKS managed systems and data
sets across the Ministry.

HTH-2013-00294 Phase 4
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Project Deliverables
The following table provides a summary of the deliverables that were created as part of this project:

E-mail tempfatel to data officers

DSAM access review and
monitoring schedule

Data set access web page
content

Sample of e-mait sent to Data Officars along with list of individuals with

access to the data sets, fo request review and confirmation of access.

Email Template to
Data Officers for Acc

Documaent ouitining the access review and monitoring activities for data

sets managed by the Data Sets Access Management {DSAM) team.

Information to be posted on the web page that will house the policies
when they are posted

Communications Plan

Power Point deck of
information presented to data
officers

Document outlining the tasks to create awareness of the new policy
amongst stakeheldars, and to facllitate adoption by the users

Power point slide deck of the overview of projects 5.4 and 5.6
presented o the Dala Officer Committes

Data access review schedule

"Access list sample for
presentation

Excel worksheet outlining the ongoing review schedule for in scope
data sets

Excal form to track approval or discontinuation of data access by data
steward and the implementation of request by access management

group.

A sample access review [ist outlining all users with access to MSP P
data

32 @ Deloitte LLP ang affiliated entities.

DSAM Access Review
& Menitoring Scheduk

Data Set Access web
page content.docx

Communications Plan
5.4 and 5.6.docx

Projects 5-4 5-6 for
Data Officers Commit

AU
[EA0]
Data Access Review
Schedule v2.xksx

Database data
access record. xlsx

Ak
. el
AQYP Access List
MSP sample for prese
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5.5 Define solution options for access management

Objectives Define solution options for long-term process and system enhancements to support consistent,
efficient and effective access management across the Ministry.

ProjectLead =  Alvin Madar
Scope v IMKS-managed systems
Summary of Key Defined current state access management environment by conducting interviews, identifying
Project’ roles and responsibilities, estimating workilow and effort estimates, and developing process
Activities flow diagrams for the following groups:

o Gonnections

o DSAM

o Authentication Services

v Validated the process flow diagrams, technical diagrams, effort estimates, and Venn diagram
showing the overiap of roles and responsibilities with the three access management groups,
and depariment manager, Martin Townson

o Identified and validated process, technical, and resourcing gaps based on current state
assessment

Utilized industry-accepted standards to identify Ministry-specific considerations for efficient and
effective access management

= Validated application of considerations to Ministry environment (systems and organizational
structure}

= Defined high-level business process and functional requirements for an access management
solution to support a procurement process :

«  Based on requirements, developed future state options and roadmap outlining the following for
each option.

Qualitative benefits

o Quanlitative benefits/cost savings

o Resource requirement

o Next steps for the suggested option

o]

Please refer to Appendix 1 for detailed project workplan

Stakeholder Martin Townson {Aug 29, 2013}
Validation =«  Gord Stodola {Sep 3, 2013}
n  DSAM team {Sep 5, 2013}
= Connections team (Sep 4, 2013)
Authenlication Services team (Sep 5, 2013)
= Shirley Wong (Sep 5, 2013}
PMO Validation = Kelly Moran & Catherine Minvielle {Oct 3, 3013)
Project = Inventory of current slate processes and across three access teams
Cutcomes/ = Enhancement options for access management processes and technology within the Ministry
Cutputs v High-level to-be business processes and functional requirements

Sustainment v Selection of preferred enhancement options
Considerations « If a technical solution is selected, identification, documentation and validation of business
requirements and initiation of procurement process

, - . HTH-2013-00294 Phase 4
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Project Deliverables

The following table provides a summary of the deliverables that were created as part of this project:

Overview sfide deck outlining the current state fandscape of Data
Access Management group including process flow diagrams,

gverview and i enhangement opportunities, and lssues analysls. Also, outlining the
ecommendations sfide deck  g5jytion options to achieve the desired future state and performance
objectives. -

Project 5.5 - Access
Management - FINAL

Operational Process Flow diagrams of the overall DARS group, as well
Process flow Vislo diagrams as the threa sub groups DSAM, Connections, and Authentication
Services.

36 © Deloitte LLP and affilialed entities.
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5.6 Enhance access control policies across the Ministry

Objectives Develop and implement access management policies to suppont formal access review and
approval processes across the Ministry.

Project Lead v Martin Townson

Scope _ v Ministry wide

Summary of Key»  Created definition for systems, applications, databases etc. that need to have formal security
Project controls in place

Activities = Validated the definition and principles with the Working Group & ADM steering commitiee

n  Greated set of standardized policies for systems, applications or databases that falf within the
standard definition for what wilt be managed
o Data Access managed oulside of the Health Secter Information Management
and Technology {(HSIMT) Division
o Role of Divisional Data Officer outside of Health Sector and Information
Management Technology (HSIMT) Division
= Reviewed and validated the draft policies with the following groups
o IMKS including Kelty Moran and Shirley Wong
o Data Officers
o Developed and documented procedures for access management
«  Communicated the security principles out to the divisions by developing a Communications
Plan outlining the following:
o  As per ministry internal policy, promotion of new policies across the ministry
through an internal facing intranet policy webpage
o Use of the Weekly Ministry Bulietin to point ministry staff to the policy web page

Please refer to Appendix 1 for detailed project workplan

Stakeholder Shirley Wong (July 25, 2013)

Validation - «  Governance Operations (Sep 20, 2013)
o Carolyn Bell

Tom Gregory

Ross Hayward

Jeremy Higgs

Kelly Moran

Maria Perri

Christine Voggenreiter

Deb McGinnis

Mike Pennock

) o Catherine Minvielle

= Data Management & Securily Project Working Group {Sep 25, 2013)

Teri Collins

David Fairbotham

Mitch Morneo

Jack Shewchuck

Stephen Smith

Glynis Soper

Kate Moyer

Jordan Will

Soji Bryant

William Yang

Jackie Morrison

Belinda Jeckling

Stephen Braniff

Heather Dunlop

Ken Madden

Kelly Moran & Catherine Minvielle (Oct 10, 2013)

L]
CoC0o0QO0O0O0C

o]

Q0000000000000

PMO Validation

Project = Development of access management policies to support formal access review and approval
QOutcomes/ processes across the Ministry
Ouiputs v Gommunication of the new polices to relevant staff (Data Officers)

Sustainment Development of standardized policy for all areas of access management which apply Ministry-
Considerations wide.

. . ", HTH-2013-00294 Ph 4
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Project Deliverables
The following table provides a summary of the deliverables that were created as part of this project:

Data Access Managed Oulside 4, { policy for dat 15 outside of HSIMT
of HSIMT Poficy ccess management policy for data owners ou Data Access

nmanaged ouside of H:

Divisional Data Officer Policy Access management policy for divisional Data Officer outside of HSIMT
Qutside of Division Division ' Divisional Data
Offlcer policy outside

Document outlining the tasks 1o create awareness of the naw policy =
amongst stakeholders, and {o facllitate adoption by the users Communications Plan
5.4 and 5.6.docx

Communication Plan

Power Point deck of
information presanled fo data
officers

Powsr point slide deck of the overview of projects 5.4 and 5.6 presented s
to the Data Officer Gommittes Projects 5-4 5-6 for
Data Officers Comumit

HTH-2013-00294 Phase 4
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6.3 Data Sharing Agreements Process Standardization

Objectives

Develop standardized data access processes and establish information sharihg templates to
ensure consistent stewardship processes for all agreements with third parties.

Project Lead

Melissa Murdock

Scope

e Ministry wide

Summary of Key»  Identified afl information sharing instances with third parties and academics where information

Project sharing agreements should be in place
Activities Developed templates and standard wording for all information sharing agreements and
contracts, and validated with legal to confirm the following:
o  Content of the documenis
o Minimum requirements based on jegislation and government wide policies
= Protocols outfining accountabilities and acceptable criteria for all agreements with third parties
= Prepared standardized procedures and tempfates, with an exception process for non-standard
agreements, for all information sharing agreements aligned with the recommendations from
the Office of Information and Privacy Commissioner
= Defined approach for approval of agreements (centralized vs. decentralized)
= Defined a risk-based approach for putting agreements in place in situations where there are
currently no agreements in place for sharing of information.
= Developed risk ruler and validated with stakeholders (Deloitte, HIPSL, and AG) to ensure
effectiveness
= Applied risk ruler to 106 information sharing instances
= Presented application of risk ruler to ADMs ‘
= Negotiated and drafted information sharing agreements for the highest-risk information sharing
situations that do not have an agreement in place
v Coordinated with Melissa Murdock to ensure procedures developed as part of this project are
integrated into overall ministry awareness program, and appropriate references are being
made in the Ministry Privacy Policy
v Acquired signoff of ISA’s from clients
v Developed a communication plan that builds-in both the Ministry's education program and
policy manuals
Please refer to Appendix 1 for detailed project workplan
Stakeholder For ISA Risk Measure:
Validation = Shirley Wong — August 10, 2013

= Kelly Moran — August 10, 2013

s Altorney General —~ August 13, 2013

»  Jamie Ross — August 13, 2013

For High Risk Data Sharing Situations, Reconciliation:
= Stakeholder Consultation

v Kelly Moran — September 06, 2013

v ADM Committee — September 08, 2013

For Process Documentation (Academic, Health Authority, and Other Public / Private
Bodies):

=  Kelly Moran — September 17, 2013

For Information Sharing Agreement template;

= Shirley Wong — September 10, 2013

©  Altorney General's Office — September 20, 2013

v Kelly Moran — September 25, 2013

For Third-Parly Data Access Policy:

v Shiley Wong — September 20, 2013

»  Kelly Moran — September 25, 2013

= Jamie {Deloitte) — September 30, 2013

PMO Validation

= Kelly Moran & Catherine Minvielle {Oct 17, 2013}

Project
Qutcomes/
Quiputs

= A standardized approach, complete with the necessary templates for information sharing

agreements
¢ More efficient and effective mechanism for review and approval of contracts

& |dentification of all information sharing situations where currently there is no agreement in

place
Creation and application of “Risk Ruler” to categorize and rank all sharing situations without an

HTH-2013-00294 Phase 4
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agreement
Remediation of all High risk sharing situations

Development of plan for remediation of all Medium and Low risk situations
Development of plan to review and revise all conttacis which do not have an expiration

" Sustainment
Considerations

Appropriate staffing allocated to support the ongoing operation of the standardized data

sharing agreements process.
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Project Deliverables

The following table provides a summary of the deliverables that were created as part of this project:

DRAFT Data Access Policy i

DRAFT_Data Access
Policy. 2013, pdf

2013 Draft of newly developed data access policy

Appiication - Add Team Copy of the online Add Team Member Application form on the __i
Member Population Data BG website Application - Add

Team Member, pdf

Appfication - Amendment Sample of Amendment Application Form for PopData BC —
Application -
Amendment .doc
Application - DAR

Application - DAR Manual Data Access Request {DAR) manual for PopData BC
' Manual . pdf

ﬂ]& -
Application - Data Access |

Request Application for Data for Research Purposes from PopData BC Applic ation - Data

Access Request, pdf

S — et T A 1 11 RS S

Application - Data Retention
Eg‘l%nsion Data Retention Extension Application Form

Application - Data
Retention Extension .

Application for Data for Research Purposes from PopData BG -
Consolidation File data field checKlist Checklist -
Consolidation File.dot

Checklist - Consolidation File

Checklist - DAD Application for Data for Research Purposes from PopData BC -
‘ ' Discharge Abstract Database (Hospital Separations} data file checklist Checklist - DAD.doc

Checklist - Home and Apptication for Data for-Research Purposes from PopData BC - :

Community Care Home and Community Care data file checklist Checklist - Home and
Community Care.doc

Checklist - Mental Health Apptication for Data for Research Purposes from PopData BC -

Services Mental Health Services data {ile checklist Checklist - Mental

Health Services.dog

HTH-2013-00294 Phase 4
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Checklist - MSP

Checklist - Pharmacare

Application for Data for Research Purposes from PopData BC -
MSP Payment Information data file checklist

Application for Data for Research Purposes from PopData BC —

PharmaCare data file checklist Checklist -
Pharmacare.doc

Checkilst - PharmaNet

DAR Enhancements

Data Access Requesl Process -

Detalled

Flow chart - DAR_PNET

MGH Amendment Approval

Letter_ FILE NO_LAST
NAME_Template

MOH Approval Letter_ FILE

Application for Data for Research Purposes from PopData BC -

PharmaNet Files data fiefds checklist Checklist -
PharmaNet .doc

List of Data Access Requesls (DAR} continuous improvement s
deliverables DAR
Enhancements. docx

Deiailed description of data access request process for academic

research Data Access Request
Process - Detalled.do

Flow diagram showing the PharmaNet data access request process for m':'
academic research Flow chart -
DAR_PNET, pdf

Tempfate of Ministry letter approving the data access amendment

request . MOH Amendment
Approval Letter _FILE

Template of lelter approving access 1o the dala per the Data Access

NO_LAST NAME_Tempiate Request (DAR) MOH Approval Letter
_ FILE NO_LAST NAM

PNet Amendment Appro
Letter _ FILE NO_LAST
NAME_Templato

PNet Approval Letter__ FILE
NO_LAST NAME_Template

val

PrePublication Submission

Form

Project Summary_file no_last

name temptate new

Template of Ministry ietter approving the PhamaNet data access
amendment requost PNet Amendment
Approval Letter_FILE

Template of letter approving access fo the PharmaNet data per the =
Data Access Request (DAR) PNet Approval
Letter FILE NO_LASI

Submissicn Form for the Pre-Public Disclosure Review of research
materials PrePublication
Submission Form.doo

Template of form providing the academic research project summary Project Summary._file

no_tast name templat

Health Authority Documentation

HTH-2013-00294 Phase 4
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Application - Health Data
Request Form

Checkiist - DAD

Application - Heaith
Data Request Formp

Template of health data access request form

=

Application for Data Ministry of Health - Discharge Abstract Database W
{Hospital Separations) data file checkiist Checklist - DAD. pdf

Checklist - MSP

Checklist - PharmaNet

SFTP Process Document

Application for Data Ministry of Health - MSP Payment Information data L
fite checklist ‘ Checklist - MSP, pdf

Application for Data Ministry of Health - PharmaNet Files data fields Lz
chacklist Checklist -
PharmaNet, pdf

Process document for Secure File Transfer Protocol (SFTP) DRAFT SFI'P Process

Document, doc

Flow chart - HA_ISA

GHISA Detailed User Guide -
DRAFT2012Nov26cin

HA Enhancements

Health Authority Agreement
Process - detailed

Health Authority Pre-publication
Submission Form

ISP_Template_ SCHEDULE A

Flow diagram showingj the data access request precess for Health mE
Authorities Flow chart -

HA_ISA.pdf
Guide to explain how General Health Information Sharing. Agreement l_E -
{GHISA) applies and supports information sharing activilies. GHISA Detailed User

Guide - DRAFT2012N:

j -

List of Health Authority (HA) continuous improvement deliverables HA

Enhancements. pdf

Document outlining detailed description of General Health Information «,__"f!
Sharing Agreement {GHISA) process with Heath Authorities Health Authority
‘ Agreements Process -

Copy of pre-publication review form to be completed for submission of LA
materials intended for public disclosure Heaith Authority
Pre-pubfication Submi

Copy of Information Sharing Plan (ISP) that must be completed In 1‘ i«- ’
consultation with the Information Privacy Offices of the Parties involved ISP T "‘!;"t" SCHE
in the Information Sharing Situation this ISP is intended to cover. MDEHLEA (;a ;
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Linkage Strategy A - External
Cohort

Linkage Strategy B - External
Cohort

Ministry Internal Data Prep

linkage SE;tegy A~
External Cohort.pdf

Document outlining step by step pracess of Linkage Strategy A that
defines cohorl using External Data Source

Linkage Strategy B for f

Linkage Strategy B -
Ministry Cohort.pdf

Document outlining step by step process of
trusted partners, that defines  cohont using Ministry of Health data

Process Document cutlining the internal data preparation process at MOH Minlstry_lﬁ-ternal
Data Prep Process.pc
Signed GHISA Signed copy of General Health Information Sharing Agreement Signed EH.IMSA.pdf
tHA_OA_Schedule_RDAS- Template of Data Access Request agreement for Interior Health -i___
15_Template Authority (IHA) IHA_OA_Schedule_R
' DAS-15_Template.pd
FHA_OA_Schedule_RDAS- Template of Data Access Request agreement for Fraser Health (,_j -
15_Template Authority {FHA) FHA_OA_Schedule_
RDAS-15_Template.p
. NHA_OA_ Schedula RDAS- Template of Dala Access Request agreement for Northern Health ;__T_'
15_Template Autharity (NHA) NHA_OA_Schedule_
RDAS-15_Template.p

PHSA_Schedute_RDAS-
15_Template

Template of Data Access Request agresment for Provincial Health

VCHA_OA_Schedule_RDAS-
15_Taemplata

VIHA_OA_Schedule_RDAS-
15_Templale

High Risk Information Sharing

Situations

48 © Deloitte LLP and affiliatad entities.

Services Authority (PHSA) PHSA_Schedule_RDA
5-15_Template.pdf

Template of Data Access Request agreement for Vancouver Coastal WE

Health Authority {VCHA) VCHA_QA_Schedule
_RDAS-15_Template.

Template of Data Access Request agreement for Vancouver Island ___,?

Health Authority (VIHA) VIHA_OA_Schedule_
RDAS-15_Template. p

High Risk inforimation Sharing Situations

8 High R information
Sharing Situations.pd

HSIMT tdentified 8 high risk information sharing situations related to
PSD and FCSD.

HTH-2013-00294 Phase 4
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Medium and Low Risk Info
Sharing Situations

Count of Madium and Low Risk Informaticn Sharing Situations by the
program areas :

E}Ji:

Medium and Low risk
info sharing situations

Risk Ruler

Risk measure for 3 parly information sharing siuations

Info Sharing Roadmap

Roadmap for medium to low risk information sharing situations

FINAL ISA Risk
Measure_6.3.pdf

“x

1 Year Info Sharing
ROADMAP. pdf

Suspected High Risk Non-
Agreament Sharing

Sample questionnaire for Canadian Paymenis practice experience
surveay

Suspected HighRisk
Non-agreement shari:
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7.1.a. Service provider logging requirements review

Objectives Identify externally-managed applications and systems thal contain personally identifiable (P1) data,
and the level of logging that the application or system has enabled. If fogging is not enabled, this
project will document what logging fealures are available to be utilized, and an estimate of what's
required to enable basic logging should the application or system meet the eslablished criteria for
enabling logging.

Project Lead v Gord Stodola

Scope v Ministry wide for Service Providers and CGI

Summary of Key=  Developed a full list of external service providers, and identify the ones in scope for the project
Project rendering the following results

Activities o In Scope: CGI

o Out of Scope: Maximus, Oracle, HPAS & SGBC

»  Identified all applications and systems maintained by the in-scope service provider{s), and
validated with business owners

»  Determined minimum logging criteria for these in-scope applications and syslems

= Documented which applications and systems contain personally identifiable data, and

-confirmed level of existing monitoring on these applications and systems

= Developed fist of logging enabted on Pl-containing systems, and logging features available
where not enabled ‘

»  Developed estimate for enabling basic logging on applications and systems containing Pl data
where logging is not currently enabled and where they meet established criteria for having
logging enabled

»  Prepared project documentation outfining the results of above listed tasks

Please refer to Appendix 1 for detailed project warkplan

Stakeholder n  CGI{Sep 20, 20130)

Validation = Rhys Smallwood (Sep 20, 2013}

PMO Validation =  Kolly Moran & Catherine Minvielle {Oct 9, 2013)

Project = List of external service providers

Outcomes/ = List of systems and applications maintained by in-scope service providers, and which of these
Outputs systems contain personally identifiable data

= Documentation on what level of logging is enabled on those systems containing Pl data, and,
if none, what logging features are available

»  Estimates to enable basic logging on those Pl-containing systems where logging features are
available not enabled and meet the criteria for enabling logging.

Sustainment = Decision regarding whether to enable logging on identified systems required
Considerations s  Once a decision has been obtained, initiate process to enable logging as required
e Ongoing assessment of service-provider compliance with Ministry logging requirements

MaH Phase 2?}5@8}%@%}9&%%# hage 4
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Project Deliverables
The following table provides a summary of the deliverables that were created as part of this project:

List of external service providers separated by in scope and out of

List of external service
sCOope External Service

providers

Providers List. docx
i‘\;?rtl?; F?E;ﬁon;srti‘?egdsyésntgms ' A list provided by CGl, listing all the databases and applications and i-
loggin g?ea?ures avaijlable identifylng the ones that contain Pi data, along with estimated effort to Project 7‘1“;{@5 and
where not enabled enable logging feature for those where fogging is not already enabled Estimates v3, pdf

Estimate from CGl outlining  the amount of efforl required to implement :
basic database audit procedures on identified applications CAST-9944-Deloitte
project 7. 1.a Logging

Logaing and Monitoring
Service Request Estimate

HTH-2013-00294 Phase 4
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7.2 Define a roadmap to mature the logging & monitoring processes

Objectives The objective of this project is to identify solution options to support enhanced logging and
monitoring related to sensitive health information maintained by the Ministry,

Project Lead = Tarlok Birdi

Scope ' » Ministry wide

Summary of Key =  Defined the current environment and threat landscape through completion of following
Project o Validate and categorize the scope of critical systems, applications and data
Activities environment

o Develop internal threat landscape based on current risk exposure
o Conduct interviews / workshops with key stakeholders (see below) to validate the
threat landscape
o Define and validate strategy
«  Based on following industry practices and current MoH environment defined recommendations
for a logging policy
o OIPC BC Privacy Commissioner's Report
e-Health BC Personal Health Info Access and Protection of Prwacy Act {PHIPP}
e-Health BC EHR Information Privacy Conformance Standard (EHR-IP)
e-Health BC EHR Information Security Conformance Standard {EHR-IS)
BC Freedom of Information and Protection of Privacy Act (FIPPA)
BC Personatl Information Protection Act (PIPA)
BGC Information Security Program Principles (ISPP)
BC Information Security Program Objectives (ISPO)
BC OCI0 Information Securtity Policy (ISP)
Canadian Standards Association's Model Code {CSA})
Canada Health Infoway Privacy and Security Requirements (PSR}
{SOAIEC 27002:2005
ISOJIEC 27799:2008
HITECH Act
NIST 800-92 Guide io Compuler Log Management
o NIST 800-53 Recommended Security Controls for Federal Information
s Defined the Logging and Monitoting operational components including selution administration,
alerts, incident management and roles and responsibilities
= Defined the Logging and Monitoring operational model options, and validated with
stakeholders
= Defined the target logging and monitoring solution options, desciibing the target future slate
building blocks for addressing the requirements
s Reviewed and validated architecture options
= Developed and presented project recommendations

o000 0O00O0D0O00O0O0OCO0OO0

Please refer to Appendix 1 for detailed project workplan

Stakeholder = Gord Stodola (July 16, 2013)
Validation s Ken Madden {July 16, 2013}
s Shittey Wong (July 22, 2013)
v HIPSL: Ken Madden and Bonnie Bayea (July 16, 2013)
= Stephen Braniff (July 30, 2013}
= Rick Connolly {July 23, 2013} .
»  Carlos Caraveo (July 23, 2013)
«  Jian Wang (Aug 6, 2013)
PMO Validation =  Kelly Moran & Catherine Minvielle (Sep 17, 2013)
Project = Provided input {o Logging Policy
Outcomes/ = Provided input to Logging Guidance
Outputs = Threat Use Cases based on the Ministry Threat Landscape, and logging and monitoring

requirements
= Target architecture and solution options

Sustainment = Implementation of suggested solution options, and implementation of a logging and monitoring
Considerations policy based on the recommended frameworks

HTH-2013-00294 Phase 4
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Project Deliverables

" The following table provides a summary of the deliverables that were created as part of this project:

Project summary PowerPoint PowerPoint presentation outiining the objectives, assessment, findings, 2
deck . and recommendations for a fogging and monitoring strategy Project 7.2 - Logging
and Monitoring - FIN?

List identifying Ministry sources and source logs required lo realize each
threat Gategory draft MoH log source
' inventory master vb.|

MOH log source inventory

. o List of ministry wide systems by division broken down by database, mE
Ministry systems by division application, and deskiop Ministry systens
categorized per divisi

MoH Phase 2 gg@ﬁ%@ﬁ(’%%ﬁ’ hase 4
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8.2 Security Program — Organization and Responsibilities Gap Assessment

Objectives Conduct assessment of current stale of information security roles and responsibilities and identify
opporiunities to address any gaps identified.

ProjectLead = Eric Rae

Scope s HSIMIT

Summary of Key=  Interviewed the individuals listed betow to understand what information security processes and
Project operations the current MOH security specific employees and service providers are underiaking
Activities s Ulilized Deloitte security program framework as reference point for current state assessment

and gap analysis

Identified various gaps and provided recommendations for improvement where applicable
Prepared prioritization of recommendations for improvement

Documented general descriptions of roles based on recommended targe! state

Validated results with stakeholders

Please refer to Appendix 1 for detailed project workplan

Stakeholder o - HIPSL: Deb McGinnis, Executive Director & Ken Madden, Director Infarmation Security and
Validation Audit (Aug 6, 2013)
s IMKS: Shirley Wong, Director (Aug 08, 2013}
»  Corporate Management & Operations: Darcy Goodwin, Executive Director & Don Stewan,
Director (Aug 06, 2013} :
«  BC Vital Sials: Suzanne Jennings A/Director information Technology Services (Aug 06, 2013)
»  Health IT Strategy: Paul Shrimpton, and Kim Lacharite (Aug 6, 2013)

PMO Validation = Kelly Moran & Catherine Minvielle (Oct 14, 2013)

Project »  Documented the current state of securily program roles, responsibilities, and accountability as )
Outcomes/ it compares to the Deloitte Security Program Framework reference point
Outputs v Documented gaps and recommendations based on priority

Sustainment = Resourcing for recommended securily roles and activities
Consideralions

HTH-2013-00294 Phase 4
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Project Deliverables

' The following table provides a summary of the deliverables that were created as part of this project:

. . Report outlining the objectives, assessment, findings, and :
g;zf ct summary PowerP_omi recommendations for information security processas, roles, and .
responsibilities. Project 8 2 -

Information Security.

MoH Phase 2 g;ggé%@no%%ﬁ hags 4
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9.1. Develop a ministry privacy policy

Objectives

The purpose of this project is to develop and implement a Privacy Policy that is specific to the
Ministry of Heaith. This policy will provide a single point of reference regarding privacy matters
including obligations, authorities and roles and responsibilities.

Project Lead

Heather Dunlop
= Chris Heimer

Scope

= Ministry wide

Summary of Key» Initiated development of Ministry of Health information privacy policy (the ‘Policy’) by

Project conducting the following:
Activities o Future stale analysis based on guidelines and industry best practices
o Inventory of related policies, guidelines and reference sources to be referred to in
the Policy
o Validation of alignment with applicable Government policies i.e. OCIO, CPPM,
etc.
o Creation of policy framework and draft
v Validated Policy with the following:
o MOH M Governance Committee
o HealthLink BC
o 0OCIO
o Employees Union and relevant human resources and fabour relations
stakeholders for annual acknowledgement signoff of Policy by all staff
= Obhtained Poficy approval from MoH ADM Steering Committee
= Developed accountability framework for the delivery, tracking and menitoring of requirements
for initial acknowledgement of the Policy and annuat re-signing thereafter
s Developed supporling processes including the following.
o Delivery mechanism for employees {on-boarding and annual refresh)
o Tracking :
o Reporting )
o Compliance monitoring
«  Developed content review/refresh cycle for employees {onboarding and annual refresh)
= Developed inventory of potential future guidance documents
= For Policy implementation, developed Communications Plan in order to communicate:
o Goals, purpose and structure of the Policy program to Ministry staff
o Accountability framework of the Policy to management
= Obtained approval of communication and implementation plan
Please refer to Appendix 1 for detailed project workplan
Stakeholder »  MoH Privacy Policy
Validation o Chief Privacy Officer/ED, HIPSL: Deb McGinnis (Aug 20, 2013)

Ministry information Security Officer: Gwen Lock {Aug 20, 2013)
Chief Information Officer: Darcy Goodwin {Aug 28, 2013)
Director/HSIMT lead for Policy Development: Vance Hanson {Aug 20, 2013)
Director, IMKS: Metissa Murdeck (Aug 20, 2013)
Manager, IMKS: Martin Townson {Aug 20, 2013)
" OCIO Legistation, Privacy and Policy; Sharon Plater {Aug 28, 2013)
PSA: Darlene Taylor (Aug 20, 2013)
HLBC: Nicola Price (Aug 20, 2013}
ADM, HSIMT: Lindsay Kislock {Aug 30, 2013)
Deputy Minister: Slephen Brown (Nov 22, 2013)
= Accountability Framework
o People and Workplace initiatives: Dale Samsoncff, Exec Director & Shyla Dutt,
Manager (Sep 11, 2013)
o Analyst, HIPSL: Wayman Yee {Sep 11, 2013)
o Manager, HIPSL: Denis Drouin {Sep 11, 2013)
»  Communications Plan and Materials
o People and Workplace Initiatives, Internal Communications unit: Eddy Piasentin,
Manager (Aug 26, 2013)
o Andrea Moir, Communications Coordinator {Aug 26, 2013}
o Kelsey Ewarl, Multimedia Specialist (Aug 26, 2013)
o HLBC: Regan Thexton, Gommunications Officer {Aug 26, 2013)

00000000

o}
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PMO Validation

Kelly Moran & Catherine Minviello

Project = Developed and implemented MoH information privacy policy
Outcomes/ «  Developed and implemented review/refresh ¢ycle that requires annual re-signing of
Outputs acknowledgement of the Policy; ideally this should be tied to mandatory annual refresh of the

foundational training

Sustainment = Annual Policy content review/refresh
Considerations »  Communications plan associated with publishing Policy revisions
= Development of new and amended policies and guidefines that are referred to in the Policy
may necessilate revisions to the Policy outside of the annual review/refresh cycle
= Maintain yearly review and signoff of the Policy by all employee

. - - HTH-2013-00294 Phase 4
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Project Deliverables

The following table provides a summary of the deliverables that were created as part of this project:

Health Pr]vacy Policy Delwerables

Y
Mmrstry of Healih anacy Pollcy Sample of HBWW developed privacy FJO]'CY p”vac;] Policy

9.1
Accountabllity
Framework vO.x

Document for the tracking, reporting and compliance monitoring of staff

Accountability Framework acknoMedgemenl of the Privacy Palicy

Communlcatlons Plan and Materlais
T Formal communication plan for the Iaunch of Mandatory eModule, and 42 and 9 1
g]i: nd 8.t Communications Privacy Policy outlining the background, objectives, audiences, stratagy, Communications
nmehnes key messages, and evaluat on measures of the ; Plan_v0.x
FAQ's List List of frequently asked QUESUOI’IS regardmg heaith Enformailon protections FAQs - FINAL
__program
i Sample of wnte up regardlng mformatlon pro;ectlon program to be posted on Health ePlace
Health e-Place Page webpage to facrlltate awareness Page FINAL

Text of e-mail to be sent to all staff from DM announcing faunch of the Launch Ema;!

Launch E-mail from DM from tha
program DM FINAL
Launch E-mail fo HLBC Text of e-mail to be sent to HLBCstafFannnouncmg launch of-the program h?_lg'gh[:lf&n::_[ to
Policy Acknowledgement E- Text of the e-mail to be sent 1o all staff to get acknowledgement of the zg::% wiadgeme
mait ‘ Information Privacy Policy for the HIP Program nl Emall FINAL
: Samp!e lexl of the Informal[on that wﬂi be senl 10 aﬂ m:nlstry staff through the Weekly Dlgesl
Weekly Digest weekly digest blurb_FINAL

- - HTH-2013-00294 Phase 4
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10.1 Develop an information compliance monitoring function

Objectives Develop the foundation for an operational compliance monitoring function that supports
assessments of internat and third-party compliance to policy, regulatory requirements and/or terms
and conditions within Information Sharing Agreements.

Project Lead s Steven Fung

Scope «  Ministry wide

Major Project Developed compliance function mandate and supporting policies

Tasks = Determined overlaps by understanding existing organizational model and compliance function
= Recommended an approach for compliance function
»  Recognized linkage between compliance requirements and current Phase 2 projects
= Defined audit methodology by utilizing existing frameworks :
= Defined resource requirements
Please refer to Appendix 1 for detailed project workplan
Stakeholder a
Validation

PMO Validation = Kelly Moran & Catherine Minvielte {(date to be added)

Outcomes s  Scope and mandate for a compliance & risk-based monitoring function focused on information
Achieved management

Sustainment = Resourcing and operation of the compliance monitoring function.
Considerations

68 © Deloitte LLP and affiliated entities. HTH-2013-00294 Phase 4
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Project Deliverables

The following table provides a summary of the deliverables that were created as part of this project:

Project Summary PowerPolnt Outlines mandate, governance options and implementalion strategy
Deck considerations for the compliance function Project 10.1 -

Compliance Function -

70 © Deloitte LLP and affilialed ontities. HTH-2013-00294 Phase 4
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Introduction

This section includes many of the project management tools and reports utilized during Phase 2 of the
project. This includes an example of the project tracking dashboard {which outlines project timelines and
status and was reviewed with the PMO on a weekly basis}, the risk/issue log and the detailed workplans

for each of the projects.

HTH-2013-00294 Phase 4
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Appendix A —

Detailed Project Work Plans

1.2 information Governance Phase 2

Proiect #

Support: creation of Divisional Data: Oﬂ’:cer_.Teams

Task Desc pti

Start Date

End Date

?r:;é?-;]éitrgsjr:lngs with DDOs to discuss role and opt:ons for 12-Aug-13 16-Aug-13 Jamie Ross
1.2.1.2 Prepare materials for DDO meetings 19-Aug-13 20-Aug-13 Jamie Ross
1.2.1.3 Conduct one-on-one DDO meetings 19-Aug-13 30-Aug-13 Jamie Ross

1214 Follow up with DDOs as required 26 Aug-‘IS 6-Sep-13  Jamie Ross
1.2.2 :...Developand del:ver.onboa_rqmg ‘material S e L
1.2.2.1 Gather training requirements 26~Aug-13 6-Sep-13 Jamie Ross
1.2.2.2 Develop training objectives 26-Aug-13 6-Sep-13 Jamie Ross
1.22.3 Confirm content available through other training mechanisms 26-Aug-13 6-Sep-13 Jamie Ross
1.2.2.4 Develop onboarding material o Jamie Ross
1225 Identify key topics 3-Sep-13  6-Sep-13 Jamie Ross
1.2.2.6 Confirm format/attendance for onboarding sessions 3-Sep-13 6-Sep-13 Jamie Ross
1.2.2.7 Identify and/or create source material 3-Sep-13 13-Sep-13 Jamie Ross
1.2.2.8 Validate with DDOs and DG team 16-Sep-13 20-Sep-13 Jamie Ross

Schedule onboarding session 3-Sep-13 6-Sep-13 Jamie Ross

Deliver onboarding session w

. Support launch of GO Committee and IMG Committee .

TBD

TBD

Jamie Ross

Project name 88




Proj ask Description
Finalize supporting process and tool
Finalize Draft DG Playbook

art Date End Date Owner
12:Aug-13 08 Deloitte : Jamie Ross. -

Finalize playbock contents 27-Aug-13 3-Sep-13 Jamie Ross

Finalize issue assessment process 27-Aug-13 3-Sep-13 Jamie Ross

Finalize issue log template 27-Aug-13 3-Sep-13 Jamie Ross

Document mesting cadence and related timelines 27-Aug-13 3-Sep-13 Jamie Ross

Validate with DG team 3-Sep-13 13-Sep-13 Jamie Ross

Support key GO and IMG meetings 19-Aug-13 15-Oct-13 Jamie Ross
inal-sig by-PM
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2.1.a. Implement LAN access changes

Start Date
P AN access chang 22-Jul-18 _Sean Ganno
s 2.1.ad Desngn and draft "LAN access change process” for Health Link 22-Jul-13 29-Jul-13 Sean Gannon

nd ate

Project # Task Descntuon Owner

2122 Pilot "LAN access change process” for Health Link 1-Aug-13 9-Aug-13 Sean Gannon; Don Stewart

2.1.a3 Draft an implementation plan for other program areas 9-Aug-13 13-Aug-13  Sean Gannon

21.a4  Validate plan with PMO i 9-Aug-13  13-Aug-13  Saloumeh Pourmalek

21.a5 Communicate implementation plan with divisional contacts 9-Aug-13  13-Aug-13  Sean Gannon

2.1.2.6 Facilitate and monitor implementation progress 26-Aug-13  25-Oct-13  Sean Gannon o
c2.1.a7 Processing of access updates 15-Sep-13  31-Oc¢t-13  Sean Gannon, Authentication
e N _._Services (Denise & Keith)

2.1.a.8 Evaluate success of the process 25-Cct-13  31-0ct-13  Sean Gannon

21.a9 Draft fmal prolect report 25-0ct-13  31-Oct-13  Sean Gannon
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2.1.b. Rationalize enhancement opportunities identified by Divisions

Start Date End Date

Pro'et # Task Description Owner

ationalize enhancement opportunities identified by Divisions -~ .7 88:J0n=18" . 30-Sep-13  Seah Gannon i

P 2.1.b4 Deloitte to draft initial list of prioritized enhancement opportunities 28-Jun-13 19-Jul-13 Rob Witcher
L 2.1b.2 Identification of remediation activities and assignment to different divisions 19-Jul-13 25-Juk-13 Sean Gannon
; Validate the list of enhancement opportunities, and approach to mitigate risks,
2153 w?fhdl_\afllinitstry'sgsgcjriwﬁegzs/teamgp(HIPSL: Ken Mac?c?en;allM}t(S: Sttg;:menSks 25.Juk13  31-Jul13 gre;nmadde”’ Stephen
Braniff, Melissa Murdock)

e e o deniied  Aug®s  SAugid  SemGamen

2.1.b.5 Divisions to create awareness materials based on enhancement opportunities  1-Aug-13 9-Aug-13 Sean Gannon -
P 2.1.b.6 Draft work plan for each identified mitigation strategy 9-Aug-13 13-Aug-13 Sean Gannon
L2167 Communicate mitigation plan with each division 26-Aug-13 - 30-Aug-13  Sean Gannon
2.1.b.8 Facilitate and monitotr progress 26-Aug-13 16-8ep-13  Sean Gannon
1 2.1.b.8 Evaluate success of the process 16-Sep-13  20-Sep-13  Sean Gannon

P 2.1.b.10 Draft final project report 23-Sep-13 27-5ep-13 Sean Gannon

2.2 Security Model for the Data Environment

Task Descriplion o e NN
clrity Madel for the Data Environment:

_ Start Date
o 23un<13

End Date Qwner

- Deloitte = Tarlok Birdi

Draft an executive summary of the scope and objectives of the project for Kelly  16-Jul-13 18-Jul-13 Albert, Jamie, Tarlok
Review draft reference architecture with McH and revise 23-Jul-13 9-Aug-13 Tarick Birdi
| tF:}zvnSel;anggddgg;;?ﬁ:; tthe security considerations for each core componentof - |\ 1o 31-Ju-13 - Tarlok Birdi, Albert Yap
224 Develop draft security model for target data environment 29-Jul-13 12-Aug-13  Tarlok Birdi, Albert Yap
1225 QA review of model 12-Aug-13  13-Aug-13  Albert Yap
. 2.2.6 Conduct workshop to validate target security model 14-Aug-13  14-Aug-13  Tarlok Birdi, Albert Yap
Perform revision and submit 14-Aug-13  15-Aug-13  Tarlok Birdi, Albert Y

23

MoH Phase 2 Completion Report 89




20¢g abed

4.2 Enhanced Awareness Program Development

] Project #

Task Descriptin

Creat Pro;ect Charer

Start Date

Review Project 4 Charter {o ensure that 4.2 is accuratel _y reﬂected

5-Jul-13

2-Jul-13

Heather Dunlop

Revise and finalize Charter

2-Jul-13

26-Jul-13

Pourmalek

Heather Dunlop / Saloumeh

“aFuture state analysis:

Research best practices (e (_g' IAPB. COACH Guidelings, etc) "

i-Sep-12

10ct12 'Heather Dunlop

" Requirements Anaiysis

Review other jurisdictions, ministries and health authorities 1-Sep-12 1-Oct-12 Heather Dunlop
_Develop ideal future state of Mmrstry educat:on program 1-Sep-12 1-Oct-12.

Heather Dunlopl

Collect feedback from program areas

tQSep?12 .

T19-Apr-13

'Chris Reimer

4.2.1.3.2 Analyze feedback 1-Jan-13 19-Apr-13  Chris Reimer
Develop summary of the Ministry's privacy and security education Anr e . .
42.1.3.3 requirements/needs | 8 Apr-13 19-Apr-13  Chris Reimer
4214 =Currenf'State Agsessment il H ; T TR T T
4.2.1.41 Review IMKS and HIPSL's current educ:atron and awareness cumcu[um 1-Sep-12 1-Oct-12 Chris Reimer
40142 oHr?\lfrlﬁgriEtKS and HIPSL's current education and reference materials 1-Sep-12 1-Oct-12 Ghris Reimer
42143 Review OCIO's current education materials 1-Sep-12 1-Oct-12 Chris Reimer
Coordinate with OCIO to develop an implementation strategy within
4.2.1.4.4 MoH for OCIO's IM eModule for Contractors 26-Jul-13 30-Sep-13  Heather Dunlop
42145 _Develop a current state summary 26-Jul-13 26-Jul-13 Holly Romanow -~
4:2:15 ~“Implementation and Sustainment Considetations = oo oo T R
Assess and document high-level time and budgetary resource
4.2.1.51 requirements for the development, implementation, administration and 23-Jul-13 14-Aug-13  Chris Reimer
P _sustainment of an education program ) o
42152 Qfos;;s;n and document high-level outcomes and benefits of an education 23-Jul-13 14-Aug-13  Chris Reimer
42153  Develop general curriculum structure o 20-Ju-13  14-Aug-13___Chris Reimer )
42456 _ Deve]op Fra'mEWork : i R o : ST R T S T
5 Coordinate with HLBC to ensure allgnment of program framework and - .
_‘ £ = - H
,;I, 42161 accountability model between MoH and existing HLBC program 14-Aug-13  18-Sep-13  Chris Reimer/ Heather Duniop
g 42162 ﬁzﬁfgfo?fon the above steps, develop a high-level education program 6-Aug-13 28-Aug-13  Chris Reimer
S 42163 Review and finalize pian 28-Aug13 #0ck-15 __Chris Heimer
g 4.217 ~“Validate” Program Framework - : : S : - L e I N
::ir 42171 Present framework to Information Management Govemance Commntee 21 Oct-13 21-Oct-13 Chris Reimer
[¢]
SN
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. Prerect #

Task Description
nhanced: AWarshess Program Developmer
or their approval and support

Start Date

End ate

QOwner

i Hedther Dunlop

:= Seek approvalfor impleémentation of the Program framework

advice and direction of the IMGC

42211

Based on content ef Managen'ﬁe'ht train seeeio'r':s' ('i.'e., 41) deveiee

% Program compliance measures.

content for a 30 minute online foundational training moedule for non- 7-Jan-13 5-Apr-13 Chris Reimer

: management Ministry staff
142212 Evaluate Storyboard 8-Jan-13 25-Feb-13 _ Chris Reimer

42213 Evaluate Alpha version of module 8-Mar-13 14-Mar-13 _ Chris Reimer

4.2.2.1.4 Conduct user testing of module 8-Mar-13 14-Mar-13  Chris Reimer
42215 Evaluate Beta version of module 21-Mar-13  26-Mar-13  Chris Reimer
l Co-ordinate with ODE, PSA and 3E contractor fo address the logistics : .
42216 of uploading module to the Learning Centre website ° 12-Apr-18  12-Apr-18  Chris Reimer

4.2.21.7 Upload module to the Learning Centre website 5-Apr-13 19-Apr-13  Chris Reimer
: 218 Test the compatibility o he module on the Leam:ng Centre 22-Apr-13 ~ 22-Apr-13 _ PSA
4220 Content refreshicycle: o0 i ey saE BaELEL L
42221 Develop content refresh cycle 6-Aug-13 14-Aug-13  Chris Reimer
142222 Validate content refresh cycle 14-Aug-13  21-Aug-13  Chris Reimer
14,2223 Approve content refresh cycle 14-Aug-13  21-Aug-13  Chris Reimer
4.2.2.31 S\%’g&fgrﬁiﬁ tregaigrgeit?::\%ﬁggéess the Iogrstrcs Of hostlng 23-Jul-13 28-Aug-13  Chris Reimeyr/ Heather Dunlop |
142232 Pilot test modules 28-Aug-13 0-Aug—13 Chns Renmer/ Heather Dunlo
SA.2.24 s Accountability framework: : i G i Fi :
i 4.2.24.1 Develop Accountability Framework 21-Aug-13 11- Sep—13 Chns Relmer
. 4.2.24.2 Validate Accountability Framework 11-Sep-13  18-Sep-13  Chris Reimer

4.2.243 Approve Accountablllty Framework 19-Sep-13  20-Sep-13 Chr:e Rermer

Approve Program Compliance Measures
ARy
2olesspec 7

evelop Con ent

4.2.2.51 Develop Program Compliance Measures B 11-'Sep'-1ﬂ3 Chrls Relmer B
4.2.25.2 Validate Program Compliance Measures 18-Sep-13  Chris Reimer
1 42253 Chris Reimer

45.4.1.1

Develop educational needs of Data Offlcers

Deloitte
- 4.24.1.2 Draft materials for Data Officer educatren Deloitte
Lg042 i Deliver Education’ . seme s
142421 Deliver educat:on in chosen modahty =13 30-Sep-13  Deloitte
L42:43 s ESustainments & G dies S el e
: 4.24.3.1 Hand over matenals an documentatlon from Deloitte to Mlnlstry 30-Sep-13  Deloitte
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Task Description _ Start Date EndDa‘te Oer

Develop sustarnment plan for mtemai M:n:stry delrvery of Data thcer
educaticn, including resource requirements

30-Sep-13  31-Oct-13  Heather Dunlop

Develop eModule
Launch eModule
= dentify. Target User:Groups & L R i L e
Communicate with Contract Mana ement Offrce to rnform them of the . -
eModule and that it is mandatory fgr al! contractors and researchers 6-Aug-13 14-Aug-13  Chris Reimer
s Accountability framework s osil e ieeiie it s GRS e e e R e
Develop Accountability Framework 21-Aug-13  4-8ep-13 Chris Reimer
Validate Accountability Framework 5-Sep-138 12-Sep-13  Chris Reimer
Approve Accountability Framework '[9 Sep -13 20~Sep -1 3 Chris Reimer
s Program compliance measures s ias e D e Bk Do T
_Develop Program Compliance Measures 21-Aug -13 4«-Sep~13 Chris Reimer
Validate Program Compliance Measures 5-Sep-13 12-8ep-13  Chris Reimer

Approve Program Compliance Measures 19-Sep-13  20-Sep-13 Chrrs Reimer
AT i i

evelop plen for _omrrrumcat:ng _he goals purpose and structure of the
Lo o progranyto: Ministry staff. i S At AR il S :
42611 Develop plan } 22-Jul-13 23-Aug-13  Holly Romanow

_4.2.6.1.2 Validate plan 26-Aug-13  11-Sep-13 _ Holly Romanow
4.2.6.1.3 Approve plan 11-Sep-13  11-Sep-13  Holly Romanow

Develop Communications materials (e.g., email from DM) 11-8ep-13  30-Sep-13  Holly Romanow
Implement plan _ 8-Oct-13 31-Oct-13  Holl Romanow _

management GRS S SRR S : o
Develop plan 22-Jul-13 23-Aug-13  Holly Romanow
42822 Validate plan 26-Aug-13  11-Sep-13  Holly Romanow
_4.26.2.3 Approve plan i 11-Sep-13  11-Sep-13  Holly Romanow
. 4.26.24 Develop Communications materials (e.g., email fram DM) 11-Sep-13_ 30-Sep-13  Holly Romanow
. 4.26.25 Implement plan 8-Oct-13 31-Oct-12  Holly Romanow

; sompletion Report.
(42711 Draft Completion Report

20-Sep-13
‘42712 Finalize Completion Repornt 25-Sep-13

Compietion Report Sign Off 26-Sep-13
o
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5.4 Enhance access review process

Proiect#

Task Description
Gé access review proce

Start Date

End Date

Owner

Proji ; e 0 31-06t-18". - Martin Townson -
5.4.1 Identn‘y DSAM managed data and data owners to mc[ude in review process 29~Jul—13 30-Aug-13 DSAM
5.4.2 Identify or develop tools for generating lists of users with access o Pl 29-Jul-13  30-Aug-13 DSAM
5.4.3 Develop a review schedule for each database (i.e. quartetly, bi-annually) 29-Jul-13  30-Aug-13 DSAM
5.4.4 Develop process documentation for DSAM 29-Jul-13  13-Sep-13 DSAM
5.4.5 Develop email templates to be used when sending out lists 29-Jul-13  13-Sep-13 DSAM
Perform October Access Rewews 14-Oct-13  31-Oct-13 DSAM
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5.5 Define solution options for access management

_Project #

Task Description

Current State Assessment

Start Date

End Date

 Deloitte  Alvin Mada

QOwner

Conduct interviews and review process documentat:on (Authentication

Alvin Madar / Asima Khokhar

Validate future state options with MOH

26-Sep-13

94 © Deloitte LLP and affiiated entities.

Services, Connections, and DSAM) 19-Aug-13 - 30-Aug-13
Perform IMKS application inventory 26-Aug-13  30-Aug-13  Alvin Madar / Asima Khokhar
Determine roles and responsibilities for IAM activities for each HDAS group 26-Aug-13  30-Aug-13  Alvin Madar / Asima Khokhar
'Dira?lxmiprocess diagrams 29-Aug-13 4-Sep-13 Alvin Madar / Asima Khokhar
Draft venn diagram to show application responsibilities 29-Aug-13 4-Sep-13  Alvin Madar/ Asima Khokhar
Obtain an understanding of effort for each process 29-Aug-13  4-Sep-13 Alvin Madar / Asima Khokhar
Obtain an understanding of the number of FTE for the 28-Aug-13  4-Sep-13 ‘Alvin Madar / Asima Khokhar
Validate our current state findings with MOH 5-Sep-13  5-Sep-13 Alvin Madar / Asima Khokhar
~ Revise current state fmdmgs based on feedback -Sep—'!S ' 6-Sep-13 Alvin Madar / Asima Khokhar |
i lAMAAnalysis: .:;"- e e SRR : —— 1;;_-:*.:':1:_-'_:: s S S =
ldentify 1AM process gaps based on current state assessment -Sep—13 11-Sep-13  Alvin Madar / Asima Khokhar
tdentify |AM technical gaps o 9-Sep-13 11-Sep-13  Alvin Madar / Asima Khokhar
Identify 1AM resourcing gaps 7 9-Sep-13  11-Sep-13  Alvin Madar / Asima Khokhar
" Review prefiminary analysis with MOH L 12-35.5 13 12-Sep-13  Alvin Madar / Asima Khokhar
Revise analysis based on feedback 12-Sep-13 13- Sep-1 3 Alvin Madar / Asima Khokhar |
“Future State Options and Roadmap P ST
Develop [AM solution options for IMKS 16-Sep-13 18- Sep-13 Alvin Madar / Asima Khokhar
Outline th_e quahtatﬁfs benefits of each optlons __ 18-Sep-13  19- Sep 13 Alvin Madar / Asima Khokhar
Outline next steps for the suggested options 23-Sep-13  24-Sep-13  Alvin Madar / Asima Khokhar
Develop roadmap to reach IAM vision 24-Sep-13  25-Sep-13  Alvin Madar / Asima Khokhar
26-Sep-13 Alvin Madar / Asima Khokhar
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5.8 Enhance access confrol policies across the Ministry

Proiect # Task Descipti _ Start Date End Date Qwner

nhance access control policies across the Ministry =~~~ ©29-Jul13° 1 15:0ct18" . Martin Townson. =~~~
| 5.6.1 Create a definition for systems, applications & databases 29-Jul-13 6-Sep-13 Gord

| 5.6.2 Create standardized policies (new access, transfer, terrnmatlon & revnew) 29-Jul-13 13—Sep~13 Martin Townson
1563 i ‘Review and approve the draft policies = "5 i a0 S dh e
. 5.6.3.1 IMKS review (Shirley, Kelly) 16-Sep-13 20 Sep—13 Martin Townson

: 5.6.3.2 Data Office review (Sep 25) . 20-Sep-13 25-Sep-13 Martin Townson

1 5.6.4 Develop Web page for pol:cy/procedures 30-Aug-13 15 Oct—1 3 Martin Townson

© 5650 1 Communication'plari SR R Db e
5.6.5.1 Develop the Commumcat:on plan 30-Aug-13 15 Sep-13 Martin Townson / Saloumeh
5652 Implement the Communication plan 30-Aug-13 23-Sep-13 Martin Townson / Saloumeh
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6.3 Data Sharing Agreements Process Standardization

Project # Task Description e Start Date End Date Owner

Appllcatlon for ISA form des:gned and nmplemented 1-Jun-13 IENTE 3 . Melissa Murd.ock '

Information re: ISAs / guiding steps available on website 1-Jun-13 1-Jul-13 Melissa Murdock :
_6—_3_3_ m"mi_\greement te[r)plates , designed, approved and implemented {ISA) 1-Jul-13 30-Sep-13 Melissa Murdock K
?.3.4' _ - Client-focused, documented ISA Process Documentation 1-Jul-13 WSO-Seb:HS Melissa Murdock -
- 8.3.5 MOH training, tutorlais on ISA process and temp]ates 1-Jul-13 30-Sep-13 Melissa Murdock
R Development &: App!lcatlon of riskruler I T T T e L
~£3.6 ~ Develop Risk Ruler e 1-Jul-13 12-Jul-13 Melissa Murdock
3.7 Validate Risk Ruler ) ' 12-Jul-13 2-Aug-13 Deloitte
Validate genera[ apphcatlon of Risk Ruler with HIPSL : 6-Aug-13 9-Aag-13 Melissa Murdock
Validate general application of Risk Ruler with AG 12-Aug-13 16-Aug-13 Melissa Murdock
Apply Risk Ruler to 106 situations 16-Aug-13 3-Sep-13 Roger McGuire
Present application of risk ruler to ADMs -  1-8ep-13 12-Sep-13 Melissa Murdock
Programs areas key contacts complete form 5426x7 9-Sep-13 16-Sep-13 Melissa Murdock

Produce final drafts of 1SAs for HIGH risk category (approximately 7) 9-Sep-13
Si noﬁ of ISA's by clients 30-Sep-13

Melissa Murdock
Melissa Murdo
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7.1.a. Service provider logging requirements review

_Project & Task Description _Start Date _End Date  Owner
Projec ice provider logging requirsnients'réview ... 23-Jul-13 - 30-Sep-13 ...Gord Stodola
c7.1.at Document list of external service providers 23-Jul-13 26-Jul-13 Gord Stodola

F7.1.a2 Determine which of these service providers are in-scope for this project 26-Jul-13 26-Jul-13 Gord Stodola
71.2.3 Document list of applications and systems, including business owner and business 29-Jul-13 20-Sep-13 Gord Stodola

access approver

Determine which applications and systems contain personally-identifiable data (in-

71.a4 scope), including validation with the business owner 29-Jul-13 20-Sep-13  Gord Stodola
L Confirm the level of existing monitoring on these in-scope applications and systems, . A

7185 and what level of logging is available 29-Jul-13 80-Aug-13  Gord Stodola

___ Determine minimum logging criteria for these in-scope applications and systems 29-Jul-13 16-Aug-13  Gord Stodola

Estimate effort required to enable basic logging per in-scope application or system 19-Aug-13 27-Sep-13 Gord Stodola

ct dqc mentation 9-Sep-13 27-Sep-13 Gord Stodola
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7.2 Define a rcadmap to mature the locgging & monitoring processes

Project #

Task Descnpnon

.Defme the: current envnronmen‘t and threat Iandscape

71812013

Start Date

_ End Date

Qwner

Leveraging the results of Project 7.1 define and validate the scope of critlcal

7211 systems, applications and data environment 8-Jul13 10-Juk13 Tarlok Birdi
7.2.1.2 Categorize the critical systems, applications and data environment 10-Jul-13 11-Jul-13 Tarlok Birdi
7213 Develgp an initial threat landscape based on the current risk of information exposure 10-Jul-13 19-Jul-13 Ryan Mattinson
and misuse
7044 lConduct interviews / workshops to validate the LM framework and current threat 16-Jul-13 17-Jul-13 Tarlok Birdi
andscape.
7215 Drait the MoH Strategy (HL outline) 9-Jul-13 12-Jul-13 Tarlok Birdi
7.21.6 Perform Deloitte QA review of the threat Eandscape 29-Jul-13 31-Jul-13 Mark F., Milo_s P.
Finalize and submit the final draft (Strategy outline, threat environment, conceptual i -
7.21.7 architecture). 1-Aug-13 2-Aug-13 Tarlok Birdi
7.2:2 :-3-;5.'De'fi'né-thefLﬁb'g_g_imgg"a'hd Monitoring Use Cases-- s 752013 8I612013 R
7.2.2.1 Define the key drivers and policy requirernents 15-Jul-13 25-Jul-13 Tarlok Birdi
Based on current MoH environment and industry practices define recommendations .
7.222 for a logging policy 22-Jul-13 9-Aug-13 Tarlok B, Asima K.
Based on current MoH environment and industry practices define recommendations 1 A .
7.2.2.3 for a logging guidance 23-Jul-13 9-Aug-13 Tarlok B, Asima K.
Develop the high risk logging and monitoring use cases based on the threat . A
7 2'2f_ landscape and policy requirements. 24-Jul 13. 1-Aug-13 Tariok B, Ryan M. L
L 7.225 Perform Deloitte QA review of draft use cases 1-Aug-13 1-Aug-13 Mark F., Milos P.
7.2.2.6 Perform QA revisions 1-Aug-13 1-Aug-13 Tarlok B, Ryan M.
7227 Conduct workshop to review and validate draft use cases 2-Aug-13 2-Aug-13 Tarlok B, Ryan M.
7.2.28 Revise and finalize final use cases 2-Aug-13 6-Aug-13 Tarlok B, Ryan M.
7.2.3° ' Define the Logging-and Monitoring Operational Model: Options | i oo 07 8162018 0 -~ 8M4/20187 - - 1 i
Define the operational components (i.e. solution administration and maintenance,
7.2.3.1 Alert and incident management), including roles and responsibilities within and 6-Aug-13 8-Aug-13 Tarlok Birdi
external to the Ministry
7232 2 Define the hngh level operational model options 6-Aug-13 8-Aug-13 Tarlok Birdi i
? 7.2.33 Perform Deloitte QA review of logging and monitoring operational definition 8-Aug-13 12-Aug-13  Mark F., Milos P.
T2a4 T Perom GA revisions 12-Aug-13  12-Aug-13  Tarlok Birdi
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Proict #

Conduct workshop to review and validate operational model optlons

Task Description
cadmapteimatireithe’ Iogglng & monitoring processes .

Start Date

End Dte

Owner

““Deloitte - Tariok Birdi

Integrated project workshop
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. 13-Aug-13  13-Aug-13  Tarlok Birdi
7.2.3.6 Revise and finalize operational definition 13-Aug-13 14-Aug-13  Tarlok Birdi
724 5 wioiDefine the Target Loggmg and'Mornitoring ‘Solution Options’ - . T TI2GI201 3 SI22I2003 P
roar e e e T pairs sy Tk s
s b et oo™ 5 iomugta  isAugta  TatokBi
7244 Perform Deloitte QA review of architecture options 15-Aug-13 18-Aug-13  Mark Fernandes
7.2.45 Perform QA revisions 19-Aug-13  20-Aug-13  Tarlok Birdi |
7.2.4.6 Conduct workshop to review and validate architecture options. 21-Aug-13  21-Aug-13  Tarlok Birdi .
7.24.7 Revise and finalize target architecture 21-Aug-13  22-Aug-13  Tarlok Birdi !

3-Qct-13 10-Oct-13 Jamie/Rob
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8.2 Securily Program — Organization and Responsibilities Gap Assessment

End Date

Owner
006113 AT —

Project # Task Descr!p‘zlon Start Date
| Prt fine| s lanagement roles and: respon3|b|||t1es B
cLE Phase1 Irittial Development o SN S e anane e N
- 8.2.1 Conduct initial kickoff meeting wrth key :ndlwduals mvolved 8-Jul-13 8-Jul-13 Eric Rae

822 Validate the secunty framework being used as a reference point 8-Jul-13 8-Jul-13 _ Eric Rae
8.23  Review any applicable documentation and update workmg papers as needed g-Jul-13 11-Jul-13 Eric Rae

i Phasé 2 Current state assessment: e : : :
Conduct discussions with MOH mdw:duals on thelr spec:flc ro]es responsnbliltles

8.2.4 and accountability as it relates the Secunty Program I‘—'ramework 11~Jul-13 26-Juk-13 Eric Rae
ST '_.-_:_Phases Documentat:on and QA" S T i e S e PR
825 Identify and document gaps 29-Juk13  2-Aug-13 Eric Rae i
82.6 Provide recommendations for improvement 29-Jul-13 2-Aug-13 Eric Rae
8.27 Prepare prioritization of recommendations for improvement 5-Aug-13 7-Aug-13 Eric Rae
8.2.8 Documeh:t'aeneral descriptions of roles based on recommended target state T-Aﬁg:{é 9-Aug-13 Eric Rae
829 Internal Deloitte QA 12-Aug-13  16-Aug-13 Eric Rae
8.2.10 ) Make corrections as appropnate 15-Aug~13 16-Aug-13 Eric Rae :
L :‘.::;'-_:.':_Phase4 Delivery v el T e e s e S e
8.2.11 Presentation of draft report to MOH 19- Aug -13  19-Aug-13 Jamie/Rob i
L g8.2.12 Make corrections as appropriate 26-Aug-13 26~Aug—‘l 3 Jamie/Rob

-13

_3-Oct-1 3 Jamie/Rob

100© Deloitte LLP and affiliated entities.




£T¢ abed

¥ 8seld ¥6¢00-€10Z-H.LH

9.1. Develop a ministry privacy policy

Start Date End Date Owner

Conduct 'reseatcnefg delines and best”ptactices for informa on'pn"vecy '
policy

1-Apr-13 30-Apr-13 Chris Reimer/ Liz Keay

. Create inventory of pohcaes gundeilnes and other sources 1o be referenced
in Pohcy

i 4_:ahdatton of ahgnment w:th apphcable Government pohcue

.'Conduct an analysis of the relevant privacy and information management
policies and legislation within the BC Government (i.e., OCIO, CPPM, etc. )
Determlne approach for ahgnment between existing HLBC information
prtvacy po[ucy

Validate the a]ngnment of the polrcy vision with appi[cable Government
policies

23-Jul-13 30-Jul-13 Chris Reimer

sias

) Chrls ReimetfHolly -
[Romanow

-Apr—13 30-Jul-13

23-Jul-13 2- Augu13 Chris Reimer

1-Apr-13 30-Jut-13 Chris Reimer

Create Policy framework/table of contents ' ' o 1-Apr-13 10-Apr-1._3 _ Chris Reimer/ Liz Keay
Create F’olicy draﬂ 1-Apr-13 14~-Aug-13

Chris Reimer/Heather
Dunlop

'ldentlfy Mun[stry staﬁ to whom the pnvacy pohcy wnli NOT appiy (e.g., HLBC

Nurses) o 2-Aug-13 9-Aug-13 Chris Reimer -
Consult and submit Pohcy draft to refevant human resources and labour
relations stakeholders to validate annual policy acknowledgementsign-off #1915 SAugTS - Heather Dunlop

| Revise Policy as necded 13-Aug-13 16~Aug—13 Heather Dunlop/ Chris

19116 ation of Policy (HLBC). . . . - .

‘ Meet with HLBC stakeholders to discuss HLBC specnai needs and issues 14-Aug-13  20-Aug-13 E:ﬁ:ﬁr Duniop/ Chris
Submit F’ollcy draft to HL-BG labour relations to ensure ahgnment with 21- Aug 13 28-Au g 3 Heather Dunlop/ Chris
unique HLBC HR e o s, Peimer
Revise Policy as needed : ‘28- Aug~13 28- Aug 13 Heather Dunlop/ Chris

Reimer

- Validation of Policy (Céntral/OCIO
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Project # Task Description

Start Date

Submit Policy draft to LPP in OCIO to ensure alignment with central policies  21-Aug-13

Revise Poiicy as needed

» 28-Aug-13
o118

21-Aug13
28-Aug-13

..“Smelt Pol:cy draft to Chlef Prlvacy Offrcerfor valrdatlon of 'content -
_ Revise Policy as needed
“Policy approved:. :

“ Submit Policy to ADM and DM approval for rmplementat[on
Pohcy approved

30-Aug-13

ccountablhty framework approved e
11-Sep-13
19-Sep-13

_. '.”Submut accountability framework for approval
Accou ntability framework approved

30-Aug-13

11*86&13

End Date Or

' Heather. Dunlop
28-Aug-13 Chris Reimer
28 Aug 13 Chns Reimer
28‘5':’9'1,,3: '_ _ ___Chne Relmer_ B
28-Aug-13 Chrls Ftenmer
30-Aug13  Chris Reimer |
3-Sep-13 Chris Reimer

Cnns ﬁeirner

. .ChI'IS Helmer

18-Sep-13 Rein
Chris Reimer

19-Sep-13

; Dehvery mechanrsms

Develop delivery mechanism for employees (onboardrng and annual
refresh)

Frnahze and approve de]:very mechanism for |mp]ementatlon
: .and reportmg mechamsm _

Develop tracking and reporting mechannsms for emptoyees (onboardlng and ' 1. f.J.-Se 13
annual refresh) P

Finalize and approve tracking and reporting mechanisms for rmplementatlon '

10-Sep-13

1 TII-HSep-'1 3

17-Sep-13

20-Sep-13

17-Sep-13 Chris Reimer/ Wayman Yee

_ Qhris Reirn_er

17-Sep-13 Chris Reimer/ Wayman Yee

20-Sep-13 Chris Reimer

Devetop content rev:evv/refresh cycle for employees (onboardlng and annual
refresh)

Fanallze and approve content rev:ew/refresh cycle for |mplementat|on

10-Sep-13

' 1-Oct-13
1—Oct~_1 3

: Deve]op mventory of potentlal future gurdance documents
~ Categorize items in inventory based on need/priority for guidance
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17-Sep-13  20-Sep-13

17-Sep-13 Chris Reimer

Chris Reimer

Chris Hei'rner'
Chris Reimer

8—Oct-13
80ct13
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D'ev'elo"p .plan”. - ' ' 22-Jul-13 23-Aug-13 Holly Romanow

Vaiidate plan e 26-Aug-13  11-Sep-13  Holly Romanow

 Approve plan e 11A-'S'e'p-__1'_$ 4___'11-Sep-13_ '_”'_'_Holiy Romanow'
Develop Communications materials (e g email from DM) 1:I~Sep-1'3 30-Sep-13 Holly Romanow
implement plan ‘ 8-Oct-13 31-Oct-13 Holly Romanow

o Deveiop plan 7 22-Jul-13 23- Aug-13 Holly Romanow

validateplan 26-Aug-13  11-Sep-13  Holly Romanow
Approve plén o S 11-Sep-13  11-Sep-13 Holly Romanow 7

Develop Communications materials (e.g., ema|[ fromDM)  11-Sep-13 7"30-Sep-1 3 VVHoI[y Romanow

' ]mpEement plan S-Oct-13 31-Oct—13 Holly Romanow

Draft Completion Report I 20-Sep-13  25-Sep13  PMO
_ Finalize Completion Report _ 25-Sep-13  26-Sep-13  PMO
Completion Report Sign Off ‘ 26-Sep-13  30-Sep-13 PMO
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10.7 Develop an information compliance monitering function

tion
forn

eMpliz FunctionMandate
Draft compliance function mandate
10.1.1.1.1 ldentify cornpliance drivers
10.1.1.1.2 ldentify compliance areas
10.1.1.1.3 Confirm compliance domains
-. i pl i onsideratic
Understand organizational model of existing groups within MOH (e.q. David A A
10.1.2.1 Fairbotham) 1-Aug-13 16~-Aug-13 Steven Fung
Understand scope of existing compliance functions to dstermine where At A
10.1.2.2 overlaps may exist _ | 1-Aug-13 ~16-Aug-13 Steven Fung
10.1.2.3 Lgsr;tn‘y key governance requirements for model (reporting relationships, roles, 12-Aug-13 16-Aug-13 Steven Fung
10124 Identify key parameters for defining implementation strategy  16-Sep-13__ 27-8ep-13 _ StevenFung
10.1.2.5 Develop sample implementation plan _ 16-Sep-13 . 27-Sep-13 Steven Fung
10.1.2.6 Identify and document implementation strategy options and considerations ~ 16-Sep-13 27-Sep-13  Steven Fung
- 10.1.2.7 Validate with key stakeholders 16-Sep-13 =~ 27-Sep-13 Steven Fung
27-Sep-13 Steven Fung
0-5¢
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www.deloitte.ca

Deloitte, one of Canada's leading professional services firms, provides audit, tax, consulting, and financial advisory services.
Deloitte LLP, an Ontario limited ftability partnership, is the Canadian member firm of Deloitie Touche Tohmaisu Limited.
Deloitte operates in Quebec as Deloitte s.e.n.c.r.l,, a Quebec limited liability partnership.

Delcitte refers to one or more of Delcitte Touche Tohmatsu Limited, a UK private company limited by guarantes, and its network of
member firms, each of which is a legally separate and Independeant entity. Please see www.deloitte.com/about for a detailed
description of the legal structure of Deloltte Touche Tohmatsu Limited and its member firms.
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BRITISH
COLUMBIA

May 17, 2013

Notice of intent to Contract

Notice is hereby given by the Ministry of Health of an intent to contract with:’

Deloitte LLP.

To ensure that the Ministry has interpreted, planned and implemented the Road Map Deloitte LLP
designed to mitigate security and privacy concerns. Deloitte LLP will provide support for internal and
external reporting and communications. '

This Phase 2 of the over-all project requires continued focus on emphasizing a Ministry-wide approach
ensuring continued risk reduction, while a strategic plan for implementation of the Governance structure
and the remaining recommendations are established. '

.T:hg-jotgll_ value of the contract is expected not to exceed $715,000 for the period covering approximately
M3y 27,2013 to October 15, 2013.

The Ministry of Health believes that this vendor is the only one qualified to provide the services based on
the following reasons: '

1. Work based on the involvement of Deloitte LLP’s senicr partners and consultants included the
development of a Road Map of recommendations to support enhanced security and privacy.
Accordingl i i i fi8 unique expert in this regard.

2. Deloitte's § 1d unique perspective of the Road Map for the

recormmendations will ensure project consistency, continuity and timely completion of close out work

and the continued appropriate level of risk reduction. o

al

Vendors wishing to object to this decision should contact Catherine Minvielle, Ministry of Heaith, by email
at catherine.minvielle@gov.bc.ca on-or before 2:00 p.m. local time on ;. presenting specific
reasons for their objection. Vendor ability to offer the same level of service at a lower cost in the same
time frame will be the key criterion with regard to the consideration of vendor objections.

Minlstry of Health

Version Date: January 23, 2012 . X
_ HTH-2013-00294 Phase 4
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MINISTRY OF HEALTH
| EXECUTIVE SUMMARY FOR
POSTING SOLICITATIONS ON BCBID

Solicitation Number:

Solicitation Title: NOI to Deloitte LLP

Program/Division

Health Sector IMAT

Program Contact/Phone Number
Catherine Minvielle/250-952-2252

Rationale for Solicitation (e.g. RFP/NOI) , :
Please indicate the information that was completed to support the rationale. (e.g. needs assessment (the
only route vs. in house), risk assessment, cost/benefit analysis, terms of reference and/or a business case)

NOI: To ensure that the Ministry has interpreted, planned and implemented the Road Map Deloitte LLP designed to
mitigate security and privacy concems. Deloitte LLP will provide support for internal and external reporting and

communications.

This Phase 2 of the over-all project requires continued focus on emphasizing a Ministry-wide approach ensuring
continued risk reduction, while a sirategic plan for implementation of the Governance structure and the remaining
recommendations are established.

Is this an extension of an existing contract? If so, why?

No :

What is the anticipated term of the Contract? Include any potential extensions that may be
considered. ] ' ‘ '

Approximately May 2013 to September 30, 2013.

What is the likelihood that an extension will happen and what is the length of the
extension? o

Unlikely

What is the total aggregate value of the contract including any extensions invoked?

$650,000

What are the financial and non-financial implications if this is not approved?

Maximum of 2 pages | : Page 1 of 2

Contract Management Version 03/2011 S :
' HTH-2013-00294 Phase 4
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MINISTRY OF HEALTH
EXECUTIVE SUMMARY FOR
POSTING SOLICITATIONS ON BCBID

Financial: N/A : .
Non-financial implications: risk to privacy and security of data; public perception

What is the proposed date.for posting on BCBid?
As soon as possible, hopefully by May 17, 2013

Note; Contract(s) issued as a result of this solicitation may not exceed the information provided and
approved without pre-approval by the Executive. '

Maximum of 2 pages Page 2 of 2

Contract Management Version 03/2011
' ’ HTH-2013-00294 Phase 4 -
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