From: Grewal, Param CITZ:EX

To: Fleurant, Kathleen CITZ:EX; Sanders, Trent CITZ:EX
Subject: Fwd: CLOSING: 2017-1797: Missing laptop (IM414002)
Date: Friday, November 17, 2017 3:56:38 PM

Hi,

This is so you know the status of the stolen laptop. As the forwarded email suggests, it is my
responsibility to inform the Leg security of the stolen (it was in the stolen laptop case)
personal ID pass. Who should I call and inform!!

Would either one of you be able to inform them. As if you guys don’t have enough to do
already. Thanks.

Have a great weekend. Cheers.

Param

Sent from my iPhone

Begin forwarded message:

From: "Security Investigations, CITZ'
Date: November 15, 2017 at 4:15:04 PM PST

To: "Grewal, Param CITZ:EX" <Param.Grewal @gov.bc.ca>

Cec: "Security Investigations, CITZ" <Securitylnvestigations @gov.bc.ca>
Subject: CLOSING: 2017-1797: Missing laptop (IM414002)

Good afternoon Param,

Thank you for reporting the unfortunate incident of your stolen laptop from your
vehicle.

From the information you have provided, | have determined there to be minimal
risk of data compromise as the device was powered off and you did not have your
IDIR password written down and stored with it. As such, | will proceed to close
this file.

As | mentioned before, please ensure that the GILR you completed is emailed to
Governmentsecurityoffice@gov.bc.ca or faxed to 250-356-6222. This ensures
that the Government Security Office is aware of its theft. You also mentioned

that you later became aware that your ID pass had been stolen. It is your
responsibility to advise the Leg Security of this.

In closing, | would like to remind you that storing any asset in an unattended
vehicle for any length of time is not recommended.

Thank you,
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Sheryl

From: Grewal, Param CITZ:EX

Sent: Tuesday, November 7, 2017 4:41 PM

To: Security Investigations, MTIC

Subject: Fwd: FOLLOW-UP: 2017-1797: Missing laptop (IM414002)

Sent from my iPhone

Begin forwarded message:

From: "Security Investigations, MTIC" <Securitylnvestigations@gov.bc.ca>
Date: November 7, 2017 at 12:53:17 PM PST

To: "Grewal, Param CITZ:EX" <Param.Grewal@gov.bc.ca>
Cc: "Security Investigations, MTIC" < ritylnvestigation v.bc.ca>
Subject: RE: FOLLOW-UP: 2017-1797: Missing laptop (IM414002)

Hi Param,

Thank you for the follow up information. | just have a few additional
questions, please see below in red.

Thanks
Sheryl

From: Grewal, Param CITZ:EX

Sent: Tuesday, November 7, 2017 11:16 AM

To: Security Investigations, MTIC

Subject: Re: FOLLOW-UP: 2017-1797: Missing laptop (IM414002)

Hello Sheryl,

Still having problems in logging on for online reporting of the laptop.
However, let me answer the questions raised by you.

| realized the laptop was missing on Tuesday morning, Oct. 31st.

| had placed the laptop case in the trunk of my vehicle on Monday,
Oct.30. as | was visiting a few places and | did not want it to be visible.

was there any indication that your vehicle had been broken into?

There was no obvious sign of a break in. | am just not sure if the trunk was locked

or not.
The Laptop was not logged on and | do not think it would have been powered on
either.
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I don’t think the IDIR number or the password was in the laptop case. You “don’t think”
that password was in the laptop case; are you in the practice of sometimes writing
down the password? Is there a chance that the password was written down and stored
with the laptop?

| don’t write the passwords anywhere, the IDIR was on a printed email but | fortunately
had taken out these hard copy documents from the laptop case and put them in a
binder which | use and that is in my possession. Just realized, my leg Photo Id was in
the laptop case. Oops. The leg security needs to be notified also

The computer number is IM414002 This is not a computer number but instead the
ticket number reporting its loss.

| do not know the computer number.

The police report : # 17-156561

I will try to make the online report again, if unable, will contact you. Thanks. | have
attached a printable version which you can complete and fax or email to the contact
information at the top of the form.

Thanks. Will do.
Regards,
Param

Sent from my iPhone

On Nov 6, 2017, at 4:00 PM, Security Investigations, MTIC
< ritylnvestigation v.bc.ca> wrote:

Good afternoon Param,

Just following up on my email from last week. Can you please
provide us with the below information.

Thank you,
Sheryl

From: Kellow, Sheryl A MTIC:EX On Behalf Of Security Investigations, MTIC
Sent: Tuesday, October 31, 2017 2:28 PM
To: Grewal, Param CITZ:EX
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Cc: Security Investigations, MTIC; MTIC, Security and Privacy MTIC:EX
Subject: 2017-1797: Missing laptop (IM414002)

Good afternoon Param,

Thank you for reporting the incident of your missing laptop. Can you
please provide us with the following information to assist us in
review:

<I--[if IsupportLists]-->e  <!--[endif]-->When did you first notice
the laptop was missing?

<|--[if IsupportLists]-->e  <l--[endif]-->Where was the last time
you saw the laptop?

<|--[if IsupportLists]-->e  <l--[endif]-->Would the laptop have
been locked or powered off at the time?

<|--[if IsupportLists]-->e  <l--[endif]-->Were IDIR
credentials/password stored on or near the device?

<!--[if IsupportLists]-->e  <!--[endif]-->What was the computer
number?

<|--[if IsupportLists]-->e  <l--[endif]-->Has the matter been
reported to the Police. If not, please do so and provide us the
police file #.

<|--[if IsupportLists]-->e  <l--[endif]-->As discussed, please ensure
that a General Incident or Loss Report (GILR) is submitted.
This can be done online at http://gilr.gov.bc.ca

Please be advised that | have notified, by copy on this email, your
Ministry Chief Information Officer and representatives, who may be
in touch regarding ministry-specific requirements.

Thank you,

Sheryl Kellow

Security Analyst

Investigations & Forensics Unit | Information Security Branch
Office of the Chief Information Officer

Phone: 250.387.2061
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From:

To:

Subject:
Date:
Attachments:

Grewal, Param CITZ:EX
MyBenefits PSA:EX

Enrolment Forms of Paramjit S Grewal 5-22_

Wednesday, November 8, 2017 4:10:56 PM
IMG_0286.PNG

ATTOO0001.txt

IMG_0285.PNG

ATT00002.txt
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From: Grewal, Param CITZ:EX

To: Security Investigations, MTIC

Subject: GILR

Date: Wednesday, November 8, 2017 12:42:00 PM
Attachments: ATT0OO0001.txt
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From: Grewal, Param CITZ:EX

To: i igations, MT

Subject: Re: FOLLOW-UP: 2017-1797: Missing laptop (IM414002)
Date: Tuesday, November 7, 2017 11:15:53 AM

Hello Sheryl,

Stll having problems in logging on for online reporting of the laptop. However, let me answer
the questions raised by you.

I realized the laptop was missing on Tuesday morning, Oct. 31st.

I had placed the laptop case in the trunk of my vehicle on Monday, Oct.30. as I was visiting a
few places and I did not want it to be visible.

The Laptop was not logged on and I do not think it would have been powered on either.

I don’t think the IDIR number or the password was in the laptop case.

The computer number is IM414002

The police report : # 17-156561

I will try to make the online report again, if unable, will contact you. Thanks.

Regards,

Param

Sent from my iPhone

On Nov 6, 2017, at 4:00 PM, Security Investigations, MTIC
<Securitylnvestigations @ gov.bc.ca> wrote:

Good afternoon Param,

Just following up on my email from last week. Can you please provide us with the
below information.

Thank you,
Sheryl

From: Kellow, Sheryl A MTIC:EX On Behalf Of Security Investigations, MTIC
Sent: Tuesday, October 31, 2017 2:28 PM

To: Grewal, Param CITZ:EX

Cc: Security Investigations, MTIC; MTIC, Security and Privacy MTIC:EX
Subject: 2017-1797: Missing laptop (IM414002)

Good afternoon Param,

Thank you for reporting the incident of your missing laptop. Can you please
provide us with the following information to assist us in review:

<|--[if IsupportLists]-->e  <l--[endif]-->When did you first notice the laptop was
missing?
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<l--[if IsupportLists]-->e  <!--[endif]-->Where was the last time you saw the

laptop?

<!--[if IsupportLists]-->e  <l--[endif]-->Would the laptop have been locked or

powered off at the time?

<|--[if IsupportLists]-->e  <l--[endif]-->Were IDIR credentials/password stored

on or near the device?

<|--[if IsupportLists]-->e  <l--[endif]-->What was the computer number?
<!|--[if lsupportLists]-->®  <l--[endif]-->Has the matter been reported to the
Police. If not, please do so and provide us the police file #.

<|--[if IsupportLists]-->e  <I|--[endif]-->As discussed, please ensure that a
General Incident or Loss Report (GILR) is submitted. This can be done

online at http://gilr.gov.bc.ca

Please be advised that | have notified, by copy on this email, your Ministry Chief
Information Officer and representatives, who may be in touch regarding ministry-

specific requirements.

Thank you,

Sheryl Kellow

Security Analyst

Investigations & Forensics Unit | Information Security Branch
Office of the Chief Information Officer

Phone: 250.387.2061
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