Perkins, Gary CITZ:EX

From: Costello, Don CITZ:EX

Sent: December 30, 2022 1:49 PM
To: Perkins, Gary CITZEX
Subject: RE: Tim tok

Follow Up Flag: Follow up

Flag Status: Flagged

Excellent! | have been trying to channel my inner GP the last little while, | am glad it is paying off.

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BC V8W 9V1

250 589 2358

From: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>
Sent: December 30, 2022 1:47 PM

To: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>
Subject: RE: Tim tok

Oh you get top marks for this one.

From: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>
Sent: December 30, 2022 1:37 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>
Subject: FW: Tim tok

FYI

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BC V8W 9V1

250 589 2358

From: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>
Sent: December 28, 2022 5:24 PM

To: Maclennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>
Subject: Re: Tim tok

Alex, | will review Alberta’s document tomorrow and let you know.

My initial risk assessment wass'13; s.15
5.13; 5.15
s.13; .15 We should continue to monitor the information available and revisit as needed.
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Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BC VW 9V1

250 589 2358

From: Maclennan, Alex CITZ:EX <Alex.MaclLennan@gov.bc.ca>
Sent: Wednesday, December 28, 2022 3:40:55 PM

To: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>

Subject: RE: Tim tok

Thanks Don. | would be interested to hear what Alberta and Quebec are recommending. Only insofar as the high
profile nature of this.s.13; s.16

What was your basic assessment when you reviewed?

Alex

From: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>
Sent: December 28, 2022 3:26 PM

To: MaclLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>
Subject: RE: Tim tok

Alex, the topic did come up at our last NCCIP meeting, December 15 , S-13: 516
5.13; 5.16
$.13;5.16 Alberta and Quebec were in the process of drafting information notes on the topic and were going

to share these with other members.
Alberta did share their draft with me last week, | have not reviewed it yet.

5.13; 5.15; 5.16

| will consider potential bullets so | am prepared to respond when/if asked to or if next week | will send them to Gary so
he has something to start with.

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BC V8W 9V1

250589 2358

From: MaclLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>
Sent: December 28, 2022 2:46 PM

To: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>

Subject: Tim tok
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Hi don. | see that the US has formally banned tik tok. | understand from Gary that there was conversations going on with
other jurisdictions in Canada around the approach to take here and wondering how those have developed. | would not

be surprised if we get asked for updated bullets from gcpe for the minister.

Thanks
Alex

Get Outlook for Android
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Perkins, Gary CITZ:EX

From: Perkins, Gary CITZ:EX

Sent: December 30, 2022 1:47 PM
To: Costello, Don CITZ:EX
Subject: RE: Tim tok

Follow Up Flag: Follow up

Flag Status: Flagged

Oh you get top marks for this one.

From: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>
Sent: December 30, 2022 1:37 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>
Subject: FW: Tim tok

FYI

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BC V8W 9V1

250 589 2358

From: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>
Sent: December 28, 2022 5:24 PM

To: Maclennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>
Subject: Re: Tim tok

Alex, | will review Alberta’s document tomorrow and let you know.

My initial risk assessment was 513 5-15
5.13; 5.15
s.13; 5.15 We should continue to monitor the information available and revisit as needed.

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BCV8W 9V1

250 589 2358

From: MaclLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>
Sent: Wednesday, December 28, 2022 3:40:55 PM

To: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>

Subject: RE: Tim tok
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Thanks Don. | would be interested to hear what Alberta and Quebec are recommending. Only insofar as the high
profile nature of this. $.13; 5.16

What was your basic assessment when you reviewed?

Alex

From: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>
Sent: December 28, 2022 3:26 PM

To: Maclennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>
Subject: RE: Tim tok

Alex, the topic did come up at our last NCCIP meeting, December 15% .5'13; s.16
5.13; 5.16

5.13; 5.16 Alberta and Quebec were in the process of drafting information notes on the topic and were going
to share these with other members.

Alberta did share their draft with me last week, | have not reviewed it yet.

5.13; 5.15; 5.16

I will consider potential bullets so | am prepared to respond when/if asked to or if next week | will send them to Gary so
he has something to start with.

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BC V8W 9V1

250 589 2358

From: Maclennan, Alex CITZ:EX <Alex.MaclLennan@gov.bc.ca>
Sent: December 28, 2022 2:46 PM

To: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>

Subject: Tim tok

Hi don. | see that the US has formally banned tik tok. | understand from Gary that there was conversations going on with
other jurisdictions in Canada around the approach to take here and wondering how those have developed. | would not
be surprised if we get asked for updated bullets from gcpe for the minister.

Thanks
Alex

Get Qutlook for Android
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Perkins, Gary CITZ:EX

From: Costello, Don CITZ:EX

Sent: December 30, 2022 1:37 PM
To: Perkins, Gary CITZEX
Subject: FW: Tim tok

Follow Up Flag: Follow up

Flag Status: Flagged

FYI

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BC V8W 9V1

250 589 2358

From: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>
Sent: December 28, 2022 5:24 PM

To: Maclennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>
Subject: Re: Tim tok

Alex, | will review Alberta’s document tomorrow and let you know.

My initial risk assessment was that5'13; 515
5.13; 5.15
s.13; .15 We should continue to monitor the information available and revisit as needed.

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BCV8W 9V1

250589 2358

From: MaclLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>
Sent: Wednesday, December 28, 2022 3:40:55 PM

To: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>

Subject: RE: Tim tok

Thanks Don. | would be interested to hear what Alberta and Quebec are recommending. Only insofar as the high
profile nature of this. $.13; 5.16

What was your basic assessment when you reviewed?

Alex
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From: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>
Sent: December 28, 2022 3:26 PM

To: Maclennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>
Subject: RE: Tim tok

Alex, the topic did come up at our last NCCIP meeting, December 15" . $-13; .16
5.13; 5.16

$.13;5.16 Alberta and Quebec were in the process of drafting information notes on the topic and were going
to share these with other members.

Alberta did share their draft with me last week, | have not reviewed it yet.

5.13; 5.15; 5.16

I will consider potential bullets so | am prepared to respond when/if asked to or if next week | will send them to Gary so
he has something to start with.

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BC V8W 9V1

250 589 2358

From: MaclLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>
Sent: December 28, 2022 2:46 PM

To: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>

Subject: Tim tok

Hi don. | see that the US has formally banned tik tok. | understand from Gary that there was conversations going on with
other jurisdictions in Canada around the approach to take here and wondering how those have developed. | would not
be surprised if we get asked for updated bullets from gcpe for the minister.

Thanks
Alex

Get Qutlook for Android
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Perkins, Gary CITZ:EX

From: Costello, Don CITZ:EX

Sent: December 30, 2022 1:37 PM
To: Perkins, Gary CITZEX
Subject: FW: Tim tok

Follow Up Flag: Follow up

Flag Status: Flagged

FYI

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BC V8W 9V1

250 589 2358

From: Costello, Don CITZ:EX

Sent: December 29, 2022 8:31 AM

To: Maclennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>
Subject: RE: Tim tok

Alex, | have reviewed the information note from Alberta and it is simply that and information note. It does not make a
recommendation either way with TikTok it highlights the risks but doe not suggest a course of action.

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BC V8W 9V1

250 589 2358

From: MaclLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>
Sent: December 28, 2022 3:41 PM

To: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>

Subject: RE: Tim tok

Thanks Don. | would be interested to hear what Alberta and Quebec are recommending. Only insofar as the high
profile nature of this. s.13; s.16

What was your basic assessment when you reviewed?

Alex

From: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>
Sent: December 28, 2022 3:26 PM

To: MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>
Subject: RE: Tim tok
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Alex, the topic did come up at our last NCCIP meeting, December 15% .5'13; 5.16
5.13; 5.16

s.13;5.16 Alberta and Quebec were in the process of drafting information notes on the topic and were going
to share these with other members.

Alberta did share their draft with me last week, | have not reviewed it yet.

5.13; 5.15; 5.16

| will consider potential bullets so | am prepared to respond when/if asked to or if next week | will send them to Gary so
he has something to start with.

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BC V8W 9V1

250 589 2358

From: Maclennan, Alex CITZ:EX <Alex.MaclLennan@gov.bc.ca>
Sent: December 28, 2022 2:46 PM

To: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>

Subject: Tim tok

Hi don. | see that the US has formally banned tik tok. | understand from Gary that there was conversations going on with
other jurisdictions in Canada around the approach to take here and wondering how those have developed. | would not
be surprised if we get asked for updated bullets from gcpe for the minister.

Thanks
Alex

Get Qutlook for Android
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Perkins, Gary CITZ:EX

From: Costello, Don CITZ:EX
Sent: December 28, 2022 3:26 PM
To: MacLennan, Alex CITZ:EX
Subject: RE: Tim tok
Follow Up Flag: Follow up
Flag Status: Flagged
Alex, the topic did come up at our last NCCIP meeting, December 15t ,S-13: 8.16
5.13; 5.16
5.13; 5.16 Alberta and Quebec were in the process of drafting information notes on the topic and were going

to share these with other members.

Alberta did share their draft with me last week, | have not reviewed it yet.

5.13; 5.15; 5.16

| will consider potential bullets so | am prepared to respond when/if asked to or if next week | will send them to Gary so
he has something to start with.

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BC V8W 9V1

250589 2358

From: MaclLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>
Sent: December 28, 2022 2:46 PM

To: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>

Subject: Tim tok

Hi don. | see that the US has formally banned tik tok. | understand from Gary that there was conversations going on with

other jurisdictions in Canada around the approach to take here and wondering how those have developed. | would not
be surprised if we get asked for updated bullets from gcpe for the minister.

Thanks
Alex

Get Outlook for Android
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Perkins, Gary CITZ:EX

From: Togneri, Cassandra GCPE:EX

Sent: December 8, 2022 3:02 PM

To: Ritchie, CJ CITZ:EX; MacLennan, Alex CITZ:EX; Perkins, Gary CITZ:EX
Cc: van der Gracht, Katherine GCPE:EX; Paulson, Dave GCPE:EX
Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

Follow Up Flag: Follow up

Flag Status: Flagged

Thanks all! Your speedy responses are much appreciated.
Cassandra

From: Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Sent: December 8, 2022 2:59 PM

To: MaclLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>; Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; Togneri,
Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: Re: CITZ Media Request: Tik Tok on BC Gov devices

No concerns
Get Outlook for i0OS

From: Maclennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>

Sent: Thursday, December 8, 2022 2:57:06 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>;
Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

Agreed

From: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>

Sent: December 8, 2022 2:56 PM

To: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>; Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>;
MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

| have no concerns with that.

From: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>
Sent: December 8, 2022 2:56 PM
To: Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>; Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; MacLennan, Alex
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CITZ:EX <Alex.MacLennan@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

Is everyone ok with the addition of the jurisdictions piece? Highlighted below.

From: Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Sent: December 8, 2022 2:51 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>;
MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: Re: CITZ Media Request: Tik Tok on BC Gov devices

Agree with Gary’s edits and approach
Get Outlook for i0OS

From: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>

Sent: Thursday, December 8, 2022 2:46:58 PM

To: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>; MaclLennan, Alex CITZ:EX
<Alex.MaclLennan@gov.bc.ca>; Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

| reworded below statement as it was not factually correct.

s.15

We are examining the risks associated with Tiktok and will take appropriate actions which may include adding it to the
list of banned apps.
We are also collaborating with other jurisdiction on this work.

| recommend using the statement below unless you feel like we must be more detailed.

From: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>

Sent: December 8, 2022 2:38 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; MaclLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>; Ritchie,
CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: FW: CITZ Media Request: Tik Tok on BC Gov devices

Importance: High

Hi all — just received the following media request. Statement below for your review and approval.
Thank you,
Cassandra

Reporter

12
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Jeremy Nuttall, Reporter
Toronto Star
inuttall@thestar.ca
778-858-0945 c: 236-982-7663

Deadline to reporter: Thursday, December 8, 2022 3:30 PM

Request
Numerous states are banning Tik Tok from government devices. Has B.C. ever considered such a move?

Recommendation — provide short statement

Statement from Lisa Beare, Minister of Citizens’ Services

“Government is paying close attention to the increased risk of cyberattacks globally. Government has a team dedicated
to protecting systems from intrusions and security risks and our staff of experts have systems to protect our
government networks that operate 24 hours a day, seven days a week. Government will continue to safeguard our
systems and ensure we are taking proactive steps against cybersecurity threats. We collaborate closely with other
jurisdictions on this important work.”

Background

Texas, Maryland, South Dakota and Wisconsin have issued directives to ban Tik Tok from government devices, citing
security concerns of the app’s data-sharing practices with the Chinese government.

13
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Perkins, Gary CITZ:EX

From: Ritchie, CJ CITZ:EX

Sent: December 8, 2022 2:59 PM

To: MacLennan, Alex CITZ:EX; Perkins, Gary CITZ:EX; Togneri, Cassandra GCPE:EX
Cc: van der Gracht, Katherine GCPE:EX; Paulson, Dave GCPE:EX

Subject: Re: CITZ Media Request: Tik Tok on BC Gov devices

Follow Up Flag: Follow up

Flag Status: Flagged

Categories: Orange Category

No concerns
Get Outlook for i0OS

From: MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>

Sent: Thursday, December 8, 2022 2:57:06 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>;
Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

Agreed

From: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>

Sent: December 8, 2022 2:56 PM

To: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>; Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>;
MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

| have no concerns with that.

From: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>

Sent: December 8, 2022 2:56 PM

To: Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>; Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; MacLennan, Alex
CITZ:EX <Alex.MacLennan@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

Is everyone ok with the addition of the jurisdictions piece? Highlighted below.

From: Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>
Sent: December 8, 2022 2:51 PM
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To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>;
MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: Re: CITZ Media Request: Tik Tok on BC Gov devices

Agree with Gary’s edits and approach
Get Qutlook for i0OS

From: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>

Sent: Thursday, December 8, 2022 2:46:58 PM

To: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>; MaclLennan, Alex CITZ:EX
<Alex.MaclLennan@gov.bc.ca>; Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

| reworded below statement as it was not factually correct.

s.15

We are examining the risks associated with Tiktok and will take appropriate actions which may include adding it to the
list of banned apps.
We are also collaborating with other jurisdiction on this work.

| recommend using the statement below unless you feel like we must be more detailed.

From: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>

Sent: December 8, 2022 2:38 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>; Ritchie,
CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: FW: CITZ Media Request: Tik Tok on BC Gov devices

Importance: High

Hi all — just received the following media request. Statement below for your review and approval.
Thank you,
Cassandra

Reporter
Jeremy Nuttall, Reporter
Toronto Star
inuttall@thestar.ca
778-858-0945 c: 236-982-7663

Deadline to reporter: Thursday, December 8, 2022 3:30 PM

Request
Numerous states are banning Tik Tok from government devices. Has B.C. ever considered such a move?
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Recommendation — provide short statement

Statement from Lisa Beare, Minister of Citizens’ Services

“Government is paying close attention to the increased risk of cyberattacks globally. Government has a team dedicated
to protecting systems from intrusions and security risks and our staff of experts have systems to protect our
government networks that operate 24 hours a day, seven days a week. Government will continue to safeguard our
systems and ensure we are taking proactive steps against cybersecurity threats. We collaborate closely with other
jurisdictions on this important work.”

Background

Texas, Maryland, South Dakota and Wisconsin have issued directives to ban Tik Tok from government devices, citing
security concerns of the app’s data-sharing practices with the Chinese government.
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Perkins, Gary CITZ:EX

From: MacLennan, Alex CITZ:EX

Sent: December 8, 2022 2:57 PM

To: Perkins, Gary CITZ.EX; Togneri, Cassandra GCPE:EX; Ritchie, CJ CITZ:EX
Cc: van der Gracht, Katherine GCPE:EX; Paulson, Dave GCPE:EX

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

Follow Up Flag: Follow up

Flag Status: Flagged

Categories: Orange Category

Agreed

From: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>

Sent: December 8, 2022 2:56 PM

To: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>; Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>;
MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

| have no concerns with that.

From: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>

Sent: December 8, 2022 2:56 PM

To: Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>; Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; MacLennan, Alex
CITZ:EX <Alex.MacLennan@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

Is everyone ok with the addition of the jurisdictions piece? Highlighted below.

From: Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Sent: December 8, 2022 2:51 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>;
MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: Re: CITZ Media Request: Tik Tok on BC Gov devices

Agree with Gary’s edits and approach
Get Outlook for i0S

From: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>
Sent: Thursday, December 8, 2022 2:46:58 PM
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To: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>; MacLennan, Alex CITZ:EX
<Alex.MacLennan@gov.bc.ca>; Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

| reworded below statement as it was not factually correct.

s.15

We are examining the risks associated with Tiktok and will take appropriate actions which may include adding it to the
list of banned apps.
We are also collaborating with other jurisdiction on this work.

| recommend using the statement below unless you feel like we must be more detailed.

From: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>

Sent: December 8, 2022 2:38 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; MaclLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>; Ritchie,
CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: FW: CITZ Media Request: Tik Tok on BC Gov devices

Importance: High

Hi all — just received the following media request. Statement below for your review and approval.
Thank you,
Cassandra

Reporter
Jeremy Nuttall, Reporter
Toronto Star
jinuttall@thestar.ca
778-858-0945 c: 236-982-7663

Deadline to reporter: Thursday, December 8, 2022 3:30 PM

Request
Numerous states are banning Tik Tok from government devices. Has B.C. ever considered such a move?

Recommendation - provide short statement

Statement from Lisa Beare, Minister of Citizens’ Services

“Government is paying close attention to the increased risk of cyberattacks globally. Government has a team dedicated
to protecting systems from intrusions and security risks and our staff of experts have systems to protect our
government networks that operate 24 hours a day, seven days a week. Government will continue to safeguard our
systems and ensure we are taking proactive steps against cybersecurity threats. We collaborate closely with other
jurisdictions on this important work.”

Background
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Texas, Maryland, South Dakota and Wisconsin have issued directives to ban Tik Tok from government devices, citing
security concerns of the app’s data-sharing practices with the Chinese government.
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Perkins, Gary CITZ:EX

From: Perkins, Gary CITZ:EX

Sent: December 8, 2022 2:56 PM

To: Togneri, Cassandra GCPE:EX; Ritchie, CJ CITZ:EX; MacLennan, Alex CITZ:EX
Cc: van der Gracht, Katherine GCPE:EX; Paulson, Dave GCPE:EX

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

Follow Up Flag: Follow up

Flag Status: Flagged

| have no concerns with that.

From: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>

Sent: December 8, 2022 2:56 PM

To: Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>; Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; MacLennan, Alex
CITZ:EX <Alex.MacLennan@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

Is everyone ok with the addition of the jurisdictions piece? Highlighted below.

From: Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Sent: December 8, 2022 2:51 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>;
MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: Re: CITZ Media Request: Tik Tok on BC Gov devices

Agree with Gary’s edits and approach
Get Outlook for i0S

From: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>

Sent: Thursday, December 8, 2022 2:46:58 PM

To: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>; MacLennan, Alex CITZ:EX
<Alex.MaclLennan@gov.bc.ca>; Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

| reworded below statement as it was not factually correct.

s.15

We are examining the risks associated with Tiktok and will take appropriate actions which may include adding it to the
list of banned apps.
We are also collaborating with other jurisdiction on this work.
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| recommend using the statement below unless you feel like we must be more detailed.

From: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>

Sent: December 8, 2022 2:38 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; MaclLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>; Ritchie,
CJ CITZ:EX <ClJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: FW: CITZ Media Request: Tik Tok on BC Gov devices

Importance: High

Hi all — just received the following media request. Statement below for your review and approval.
Thank you,
Cassandra

Reporter
Jeremy Nuttall, Reporter
Toronto Star
jnuttall@thestar.ca
778-858-0945 c: 236-982-7663

Deadline to reporter: Thursday, December 8, 2022 3:30 PM

Request
Numerous states are banning Tik Tok from government devices. Has B.C. ever considered such a move?

Recommendation — provide short statement

Statement from Lisa Beare, Minister of Citizens’ Services

“Government is paying close attention to the increased risk of cyberattacks globally. Government has a team dedicated
to protecting systems from intrusions and security risks and our staff of experts have systems to protect our
government networks that operate 24 hours a day, seven days a week. Government will continue to safeguard our
systems and ensure we are taking proactive steps against cybersecurity threats. We collaborate closely with other
jurisdictions on this important work.”

Background

Texas, Maryland, South Dakota and Wisconsin have issued directives to ban Tik Tok from government devices, citing
security concerns of the app’s data-sharing practices with the Chinese government.
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Perkins, Gary CITZ:EX

From: Togneri, Cassandra GCPE:EX

Sent: December 8, 2022 2:56 PM

To: Ritchie, CJ CITZ:EX; Perkins, Gary CITZ:EX; MacLennan, Alex CITZ:EX
Cc: van der Gracht, Katherine GCPE:EX; Paulson, Dave GCPE:EX
Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

Follow Up Flag: Follow up

Flag Status: Flagged

Is everyone ok with the addition of the jurisdictions piece? Highlighted below.

From: Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Sent: December 8, 2022 2:51 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>;
MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: Re: CITZ Media Request: Tik Tok on BC Gov devices

Agree with Gary’s edits and approach
Get Outlook for i0S

From: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>

Sent: Thursday, December 8, 2022 2:46:58 PM

To: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>; MacLennan, Alex CITZ:EX
<Alex.MacLennan@gov.bc.ca>; Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

| reworded below statement as it was not factually correct.

s.15

We are examining the risks associated with Tiktok and will take appropriate actions which may include adding it to the
list of banned apps.
We are also collaborating with other jurisdiction on this work.

| recommend using the statement below unless you feel like we must be more detailed.

From: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>

Sent: December 8, 2022 2:38 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; MaclLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>; Ritchie,
CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>
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Subject: FW: CITZ Media Request: Tik Tok on BC Gov devices
Importance: High

Hi all — just received the following media request. Statement below for your review and approval.
Thank you,
Cassandra

Reporter
Jeremy Nuttall, Reporter
Toronto Star
jnuttall@thestar.ca
778-858-0945 c: 236-982-7663

Deadline to reporter: Thursday, December 8, 2022 3:30 PM

Request
Numerous states are banning Tik Tok from government devices. Has B.C. ever considered such a move?

Recommendation — provide short statement

Statement from Lisa Beare, Minister of Citizens’ Services

“Government is paying close attention to the increased risk of cyberattacks globally. Government has a team dedicated
to protecting systems from intrusions and security risks and our staff of experts have systems to protect our
government networks that operate 24 hours a day, seven days a week. Government will continue to safeguard our
systems and ensure we are taking proactive steps against cybersecurity threats. We collaborate closely with other
jurisdictions on this important work.”

Background

Texas, Maryland, South Dakota and Wisconsin have issued directives to ban Tik Tok from government devices, citing
security concerns of the app’s data-sharing practices with the Chinese government.
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Perkins, Gary CITZ:EX

From: Ritchie, CJ CITZ:EX

Sent: December 8, 2022 2:51 PM

To: Perkins, Gary CITZ.EX; Togneri, Cassandra GCPE:EX; MacLennan, Alex CITZ:EX
Cc: van der Gracht, Katherine GCPE:EX; Paulson, Dave GCPE:EX

Subject: Re: CITZ Media Request: Tik Tok on BC Gov devices

Follow Up Flag: Follow up

Flag Status: Flagged

Categories: Orange Category

Agree with Gary’s edits and approach
Get Outlook for i0S

From: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>

Sent: Thursday, December 8, 2022 2:46:58 PM

To: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>; MacLennan, Alex CITZ:EX
<Alex.MacLennan@gov.bc.ca>; Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

| reworded below statement as it was not factually correct.

s.15

We are examining the risks associated with Tiktok and will take appropriate actions which may include adding it to the
list of banned apps.
We are also collaborating with other jurisdiction on this work.

| recommend using the statement below unless you feel like we must be more detailed.

From: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>

Sent: December 8, 2022 2:38 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>; Ritchie,
CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: FW: CITZ Media Request: Tik Tok on BC Gov devices

Importance: High

Hi all — just received the following media request. Statement below for your review and approval.
Thank you,
Cassandra
Reporter
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Jeremy Nuttall, Reporter
Toronto Star
inuttall@thestar.ca
778-858-0945 c: 236-982-7663

Deadline to reporter: Thursday, December 8, 2022 3:30 PM

Request
Numerous states are banning Tik Tok from government devices. Has B.C. ever considered such a move?

Recommendation — provide short statement

Statement from Lisa Beare, Minister of Citizens’ Services

“Government is paying close attention to the increased risk of cyberattacks globally. Government has a team dedicated
to protecting systems from intrusions and security risks and our staff of experts have systems to protect our
government networks that operate 24 hours a day, seven days a week. Government will continue to safeguard our
systems and ensure we are taking proactive steps against cybersecurity threats.”

Background

Texas, Maryland, South Dakota and Wisconsin have issued directives to ban Tik Tok from government devices, citing
security concerns of the app’s data-sharing practices with the Chinese government.
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Perkins, Gary CITZ:EX

From: Perkins, Gary CITZ:EX

Sent: December 8, 2022 2:47 PM

To: Togneri, Cassandra GCPE:EX; MacLennan, Alex CITZEX; Ritchie, CJ CITZEX
Cc: van der Gracht, Katherine GCPE:EX; Paulson, Dave GCPE:EX

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

Follow Up Flag: Follow up

Flag Status: Flagged

| reworded below statement as it was not factually correct.

s.15

We are examining the risks associated with Tiktok and will take appropriate actions which may include adding it to the
list of banned apps.
We are also collaborating with other jurisdiction on this work.

| recommend using the statement below unless you feel like we must be more detailed.

From: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>

Sent: December 8, 2022 2:38 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>; Ritchie,
CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: FW: CITZ Media Request: Tik Tok on BC Gov devices

Importance: High

Hi all — just received the following media request. Statement below for your review and approval.
Thank you,
Cassandra

Reporter
Jeremy Nuttall, Reporter
Toronto Star
inuttall@thestar.ca
778-858-0945 c: 236-982-7663

Deadline to reporter: Thursday, December 8, 2022 3:30 PM

Request
Numerous states are banning Tik Tok from government devices. Has B.C. ever considered such a move?

Recommendation — provide short statement

Statement from Lisa Beare, Minister of Citizens’ Services
“Government is paying close attention to the increased risk of cyberattacks globally. Government has a team dedicated
to protecting systems from intrusions and security risks and our staff of experts have systems to protect our
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government networks that operate 24 hours a day, seven days a week. Government will continue to safeguard our
systems and ensure we are taking proactive steps against cybersecurity threats.”

Background

Texas, Maryland, South Dakota and Wisconsin have issued directives to ban Tik Tok from government devices, citing
security concerns of the app’s data-sharing practices with the Chinese government.
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Perkins, Gary CITZ:EX

From: Perkins, Gary CITZ:EX

Sent: December 8, 2022 10:43 AM
To: Costello, Don CITZ:EX
Subject: RE: TikTok

Follow Up Flag: Follow up

Flag Status: Flagged

Thanks, | am planning to continue to work with other jurisdictions to inform the level of risk before we take action.

From: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>
Sent: December 8, 2022 9:45 AM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>
Subject: TikTok

5.13; 5.16

5.13; 5.15; 5.16

For this reason, | would support blocking on government devices s-13; s.15

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BC V8W 9V1

250 589 2358
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Perkins, Gary CITZ:EX

From: Costello, Don CITZ:EX
Sent: December 8, 2022 9:45 AM
To: Perkins, Gary CITZEX
Subject: TikTok

Follow Up Flag: Follow up

Flag Status: Flagged

5.13; 5.16

5.13; 5.15; 5.16

For this reason, | would support blocking on government devicess.13; .15

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victoria BC V8W 9V1

250589 2358
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Gray, Nancy CITZ:EX

From: Costeflo, Don CITZ:EX

Sent: Decembear 29, 2022 8:31 AM
To: MacLennan, Alex CITZ.EX
Subject: RE: Tim tok

Alex, | have reviewed the information note from Alberta and it is simply that and information note. It does not make a
recommendation either way with TikTok it highlights the risks but doe not suggest a course of action.

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 8412, Stn Prov Gov, Victoria BC VBW 5V1

250 589 2358

From: MacLennan, Alex CITZ:EX <Alex.Maclennan@gov.bc.ca>
Sent: December 28, 2022 3:41 PM

To: Costelle, Don CITZ:EX <Don.Costello@gov.be.ca>

Subject: RE: Tim tok

Thanks Don. | would be interested to hear what Alberta and Quebec are recommending. Only insofar as the high
profile nature of this. s.13; s.16

What was your basic assessment when you reviewed?

Alex

From: Costello, Don CITZ:EX <Dan.Costello@gov.bc.ca>
Sent: December 28, 2022 3:26 PM

To: Maclennan, Alex CITZ:EX <Alex.Maclennan@gov.hc.ca>
Subject: RE: Tim tok

Alex, the topic did come up at our last NCCIP meeting, December 15% .5'1 3,5.16
5.13; 5.16
5.13;5.16 Alherta and Quebec were in the process of drafting infarmation notes on the topic and were going

to share these with other members,

Alberta did share their draft with me last week, | have not reviewed it yet.

5.13; 5.15; 5.16

| will consider potential hullets so | am prepared to respond when/if asked to or if next week | will send them to Gary so
he has something to start with.

Page 30 of 38 CTZ-2023-30268



Don Costello | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, Stn Prov Gov, Victaria BC V8W 9V1

250 589 2358

From: Maclennan, Alex CITZ:EX <Alex.Maclennan@gov.bc.ca>
Sent: December 28, 2022 2:46 PM

To: Costeila, Don CITZ:EX <Don.Costello@gov.bc.ca>

Subject: Tim tok

ti don. | see that the US has farmally banned tik tok. | understand fram Gary that there was conversations gaing on with
other jurisdictions in Canada around the approach to take here and wondering how those have developed. | would not
be surprised if we get asked for updated bullets from gcpe for the minister.

Thanks
Alex

Get Outlook for Android
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Gray, Nancy CITZ:EX

From: Costello, Don CITZ:EX
Sent: Dacember 8, 2022 9:45 AM
To: Perkins, Gary CITZ:EX {Gary.Perkins@gov.bc.ca}
Subject: TikTok
5.13; 5.16
5.13; 5.15; 5.16

For this reason, | would support blocking on government devicess'1 3,815

Don Costelio | Director, Information Security

Enterprise Services | Office of the Chief Information Officer | Ministry of Citizens’ Services
PO Box 9412, 5tn Prov Gov, Victoria BC V8W 9v1

250 589 2358

Page 32 of 38 CTZ-2023-30268



Gray, Nancy CITZ:EX

From: Costello, Bon CITZEX
Sent: December 28, 2022 3:26 PM
To: MacLennan, Alex CITZEX
Subject: RE: Tim tok
- . w 5.13;s.16
Alex, the topic did come up at our [ast NCCIP meeting, December 15% .
5.13; 5.16
5.13;5.16 Alberta and Quebec were in the process of drafting information notes on the topic and were going

to share these with other members,

Alberta did share their draft with me last week, | have not reviewed it yet.

5.13; 5.15; 5.16

[ will consider potential bullets so | am prepared to respond when/if asked to or if next week | will send them ta Gary so
he has something to start with.

Don Costello | Directar, Information Security

Enterprise Services | Office of the Chief information Officer | Ministry of Citizens’ Services
PO Box 9412, Sth Prov Gov, Victoria BC VBW 9V1

250 589 2358

From: MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>
Sent: December 28, 2022 2:46 PM

To: Costello, Don CITZ:EX <Don.Costello@gov.be.ca>

Subject: Tim tok

Hi don. | see that the US has formally banned tik tok. 1 understand from Gary that there was canversations going on with
other jurisdictions in Canada around the approach to take here and wondering how those have developed. | would not
be surprised if we get asked for updated bullets from gcpe for the minister.

Thanks
Alex

Get Qutlook for Android
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Gray, Nancy CITZ:EX

From: Maclennan, Alex CITZ:EX
Sent; Decermnber 28, 2022 3:41 PM
To: Costello, Don CITZ:EX
Subject: RE: Tim tok

Thanks Don. | would be interested to hear what Alberta and Quebec are recommending. Only insofar as the high
profile nature of this. s.13; 5.16

What was your basic assessment when you reviewad?

Alex

Frem: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>
Sent: December 28, 2022 3:26 PM

To: MacLennan, Alex CITZ:EX <Alex.Maclennan@gov.bc.ca>
Subject: RE: Tim tok

Alex, the topic did come up at our last NCCIP meeting, December 15t S-13:5.16
5.13; 5.16
5$.13;5.16 Alberta and Quebec were in the process of drafting information notes on the topic and were going

to share these with other members,

Alberta did share their draft with me last week, | have not reviewed it yet.

5.13; 5.15; 5.16

I will cansider potential buliets so | am prepared to respond when/if asked to or if next week | will send them to Gary so
he has something to start with,

Don Costello | Director, Information Security

Enterprise Services | Office of the Chief information Officer | Ministry of Citizens' Services
PO Box 9412, 5tn Prov Gav, Victoria BC VB8W 9V1

250589 2358

From: Maclennan, Alex CITZ:EX <Alex.Maclennan@gov.bc.ca>
Sent: December 28, 2022 2:46 PM

To: Costello, Don CITZ:EX <Don.Costello@gov.bc.ca>

Subject: Tim tok

Hidon. | see that the US has formally banned tik tok. | understand from Gary that there was conversations going on with
other jurisdictions in Canada around the approach to take here and wondering how those have developed. { would not
be surprised if we get asked for updated bullets from gcpe for the minister.
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Thanks
Alex

Get Qutlook for Android
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Bigss, Jackie CITZ:EX

From: Togneri, Cassandra GCPE:EX

Sent: December 8, 2022 3:02 PM

To: Ritchie, CJ CITZ:EX; MacLennan, Alex CITZ:EX; Perkins, Gary CITZ:EX
Cc: van der Gracht, Katherine GCPE:EX; Paulson, Dave GCPE:EX
Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

Thanks all! Your speedy responses are much appreciated.
Cassandra

From: Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Sent: December 8, 2022 2:59 PM

To: MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>; Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; Togneri,
Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: Re: CITZ Media Request: Tik Tok on BC Gov devices

No concerns
Get Outlook for i0S

From: MacLennan, Alex CITZ:EX <Alex.MaclLennan@gov.bc.ca>

Sent: Thursday, December 8, 2022 2:57:06 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>;
Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

Agreed

From: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>

Sent: December 8, 2022 2:56 PM

To: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>; Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>;
MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

| have no concerns with that.

From: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>

Sent: December 8, 2022 2:56 PM

To: Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>; Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; MacLennan, Alex
CITZ:EX <Alex.MaclLennan@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
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<Dave.Paulson@gov.bc.ca>
Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

Is everyone ok with the addition of the jurisdictions piece? Highlighted below.

From: Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Sent: December 8, 2022 2:51 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>;
MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: Re: CITZ Media Request: Tik Tok on BC Gov devices

Agree with Gary’s edits and approach
Get Outlook for iOS

From: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>

Sent: Thursday, December 8, 2022 2:46:58 PM

To: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>; MacLennan, Alex CITZ:EX
<Alex.MacLennan@gov.bc.ca>; Ritchie, CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: RE: CITZ Media Request: Tik Tok on BC Gov devices

| reworded below statement as it was not factually correct.
s.15

We are examining the risks associated with Tiktok and will take appropriate actions which may include adding it to the
list of banned apps.
We are also collaborating with other jurisdiction on this work.

| recommend using the statement below unless you feel like we must be more detailed.

From: Togneri, Cassandra GCPE:EX <Cassandra.Togneri@gov.bc.ca>

Sent: December 8, 2022 2:38 PM

To: Perkins, Gary CITZ:EX <Gary.Perkins@gov.bc.ca>; MacLennan, Alex CITZ:EX <Alex.MacLennan@gov.bc.ca>; Ritchie,
CJ CITZ:EX <CJ.Ritchie@gov.bc.ca>

Cc: van der Gracht, Katherine GCPE:EX <Katherine.vanderGracht@gov.bc.ca>; Paulson, Dave GCPE:EX
<Dave.Paulson@gov.bc.ca>

Subject: FW: CITZ Media Request: Tik Tok on BC Gov devices

Importance: High

Hi all — just received the following media request. Statement below for your review and approval.
Thank you,
Cassandra

Reporter

Jeremy Nuttall, Reporter
Toronto Star
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inuttall@thestar.ca
778-858-0945 c: 236-982-7663

Deadline to reporter: Thursday, December 8, 2022 3:30 PM

Request
Numerous states are banning Tik Tok from government devices. Has B.C. ever considered such a move?

Recommendation — provide short statement

Statement from Lisa Beare, Minister of Citizens’ Services

“Government is paying close attention to the increased risk of cyberattacks globally. Government has a team dedicated
to protecting systems from intrusions and security risks and our staff of experts have systems to protect our
government networks that operate 24 hours a day, seven days a week. Government will continue to safeguard our
systems and ensure we are taking proactive steps against cybersecurity threats. We collaborate closely with other
jurisdictions on this important work.”

Background

Texas, Maryland, South Dakota and Wisconsin have issued directives to ban Tik Tok from government devices, citing
security concerns of the app’s data-sharing practices with the Chinese government.
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