A4 Charter

Define Tool

Project:
Ministry:
Sponsor:

IM Strategy — IM Assessment
Ministry of Transportation and Infrastructure - Infrastructure & Major Projects Division
Patrick Livolsi (or ED?)
Brittney Speed?)
Prepared by: Jessee Skulmoski, Gislene Guenard, Trevor Youdale

Lead:

Problem Statement
e Assess the state of information management within the department to support strategic IM decisions

Trevor Youdale (and

Date:

<date>

Scope of Process Involved

Process Data gathering, series of interviews, summery of findings.
Description
Start of Process Meeting with client End of Presentation of findings,
Process recommendations
Included Excluded
o All recorded information under control of e Other records management project work
department .
s SME and leadership time

e Todiscover areas for improvement and support information schedule development

Goal Statement

Performance Measures

Summary of findings
Meetin with executive

Presentattion to

executive

Objective Measure Units Current Control
Measure Measure
Identify records holdings Assessments Number of
Interview SMEs interviews comepleted | interviews

Tangible Gains

Potential Benefits

Intangible Gains

e Number of issues identified

Enagement, change management, awareness

Opportunities/Assumptions/Risks/Constraints

Opportunities Assumptions Risks Constraints
e Toengage e Executive support e Availability of e Participant
programs and participation particupants schedules
area staff by leaders and e  (Clarity of purpose
program area and scope
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A4 Charter

Define Tool

‘ ‘ employees ‘ e Travel logistics | ‘
Name Project Role % Time Available for Project
e Trevor Youdale e |M Assessment Lead, lead interviewer e 337
e Gislene Guenard e (Corporate IM Manager — connector
e Brittney Speed e Manager Divisiosnl Operations —
e Branch ED’s coordinator
e Executive Directors or delegates

Project Schedule
Phase / Deliverable Scheduled Start Date Scheduled Complete Actual Complete Date
Date

Define

Measure

Workshop

Analyze
Improve/Implement
Control

Signatures
Sponsor Date: Champion Date:
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ARIS
ocin

Current Name

Current System
CRMS, TRIM P,P/E

(CRMS Org
Unit 1D

[Name of CRMS Org Unit Used

Number of boxes
in offsite storage

Number of Records
in CAMS

Number of Active
Records in CRMS

Last Create Date CRMMS
Data YYYY/MM/DD

[Mame of TRIM Record
Type Used

Date of Last Edit of
TRIM Data

(FYYY/MM/DD

Has Trim End Users

Have added TRIM E-
records this year

[MINISTRY OF
Executive Committes

Ministar

Deputy Minister / Chief Exeeutive Officer

ADM,

Exec Dir, Corparate Initiatves

Division

Branch

| e | m e [ | | |

[ N O Y = R S 1

Unit
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Applicable ORCS Record Schedules | Current in-Branch RM | LAN Organization (Address of Branch shared Contacts Director/Program Head | Comments/Notes
Support Initiatiy drives Y\
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To what extent are business records that are critical for your operations clearly identified and findable?

To what extent are your transitory records identified? (eg. Are working documents marked as DRAFT and easily distinguishable from FINAL versions?)
To what extent are both electronic and physical copies of the same document kept? (e.g. keeping printed copies of digital records (or scans of paper)
Is there a legal requirement for some / all of your information to be maintained in a physical form? (make note of specifics)

Do you have a plan to digitize (scan) some or all of the current physical (paper)?

(=) ¥ 2 I S VU S

To what extent do you have your work unit’s records management processes been documented? (eg: written documents detailing naming conventions,

records retention schedules, off boarding employee/contractor requirements)

7 To what extent are your work units records management processes being used?

8A  To what extent are staff trained in your work units records management process?

8B  To what extent do staff know and use the ARCS and ORCS classifications relevant to the records they create?

9 How much effort is required by your work unit to find information to do their daily work?

10  How much effort is required to find information for extraordinary requests? (FOI, minister requests, etc)

11  Approximate extent of staff in your work unit that have received training in Government Records Management practices within the past 5 years? (this can
include formal, online, internal, and informal training)

12  What is biggest challenge (pain point) for dealing with email? (e.g. running out of space, duplication and tracking of threads, finding relevant email,

13  Describe for us what would be your biggest driver to change? In your opinion, what would be reasons to change your current Information Management
practises? (e.g. Legislation, legal decision, moving location, workforce demographics, technology, new program, etc.)

14  What is the biggest challenge (pain point) in practicing Information Management today?

15  What would be a quick win to improving your current practices?

16  How would you rate your work unit’s general level of knowledge about the Information Management Act? Refer to diagram of Information Management

17  How would you rate your work units’ enthusiasm to changing your current Information Management practices?

18  Would your work unit be interested to be an early-adopter in IMA related project?

19  Inyour opinion, what is the maturity level of your Information Management Processes? (Refer to diagram of Information Management Maturity Levels in
the accompanying reference document — this is a self-assessment)

20  Where is your work unit’s information currently stored? (see options below)

21A  Have any LAN re-organization efforts occurred in your Branch?

21B  To what degree is the shared drive associated/ alighed with ARCS/ORCS?

22 Does your work unit(s) have [cross-ministry records e.g. licensing/permitting]?

23 Last question! In your opinion, what was the degree of difficulty responding to these interview questions?
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Unstructured Data Y/N Identify approximate % of total
holdings (number not size)

TRIM

SharePoint

Shared Network Drive (LAN)
Personal Network Drive (H:)
Local Drive (C:)

Shared Govt Email

Personal Govt Email

USB Key

Portable Hard drive
DVD/CD

Mobile Device / Smartphone
Other

Paper

# of physical records (file
cabinets, etc)

Structured Data Systems Y/N Name of System
Line of Business Systems
Corporate systems

Access database systems
Data warehouse systems
Data marts systems
Catalogs

Other

Lan Share Name

Share Point Root Url
Shared Email Name
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ARIS
loc D

Current Name

Contacts

Director/Program Head

|interviewer(s)

Interviews Complete

Comments/Notes

MINISTRY OF

Executive Committee

Deputy Minister / Chief Executive Officer

ADM,

Exec Dir, Corporate Initiatves

Division

Branch

Unit

Unit

Unit

Unit
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MoTl Infrastructure and Major Projects IM Assessment project- data gathering template

Program Contact:
Interview Participants:
E
records? YES/NG
1.8 | ldentity main catogorics of paper
necon s currenly creatid:
1b Comments:
2) | Are your paper recoeds tracked in
any recards management ystems
‘other than CRMS or TRIM (eg. Index.
cards, Excel, databases)? YES/NO
2a Idertify systems used:
2.b|  Identify record series tracked in
AT ysten:
2c Comments:
3.a Reasons for paper format:
b Cemnmints:
doa|  Records sevies cigtured or i
ronsideration:
4b Comments:
Loa| Whatis the beanch practice far
capturing and sharing emaik?
Lk Comments:
T Plaasa idamtify the primary

challenges assaciated with
managing email records i your
branch (eg- Running out of space,
duplication and tracking of threads,
finding relewvant email, storing on

backups, etc|
1 To what extent are branch
Loa|  Identity top theas locatioes [y
apprasimate wolume] where branch
Lb| Identfyaddesses of active and
Iegacy LAN tranch:
Le Commants:
2
ARCS/ORCS
Zoa| 15 inal disposition spelied 1o these
electronic documents that are
2.b| Descrioe the dispastion process.
Taliowed:
e Commants:
3] | Towhat extent does your branch
Za e what gitcumstances?
3.b| Dostaff know which is the official
document? YES / NO:
Le Commants:
L Please identify the primary
chall associated with
1.8 | Identify systems [full names - ne
L. b | tsyour branch the primary owner of
Le Comments:
28| Whichsystems store skctrank
docurniens?
b ‘Which record series?
e Comments:
3.8 Ikentity sysaem:
3.b| Areduplicates of the imformation
d LA,
3.¢ | lsthefinal disposition of electronic
documents maeaged in the system?
3d Comments:
4.a| Identify IMB contacts for systems?
b Comments:
TC Please identify the primary

challenges assoclated with
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MoTl Infi

and Major Projects IM Assessment project- data gathering

Loa | ety infarmation schodubes used
tite or
b 1= it used across branch?
Le Comnments:
2.8 | Identify any known gaps or problem
ares in information setsduling 7
b Comments:
TL.|  Flease identify the primary
chall assaciated with
Lo | Anethess procecens documanted
and easy to reference?
b Comments:
il Can yous branch wasily find it
Z.a/b{ 1-Business Critical Record Series:
par Cnsite? VN
HIgh Med Low Business Access?
Fraquent Public Access ¥/N? [Ressine,
FO0, Litigation}
‘Good Candidate for Paper Scanning
i
2afb| 2- Business Critical Rocoed Saries:

Large Quaniity of Paper Onse? Y/N

High Med Low Business Access?

Frequent Public Access /N7 [Reuting, |
FOI, Litigation}

‘Good Caexiitate for Pagar Scanning

i
3 - Business Critical Record Series:

High Med Low Business Access?

Fraquint Public Acoess ¥/N7 [Resdting,|

F0I, Litigation}
‘Good Candidate for Paper Scanning
N
Zoc | Arethers any addiionsl seris af
paper records that should be
4 To what extent do brasch
employees know how ta classify
‘thelr business critical records.
according to ARCS/ORCS? MINIMAL
[ SOMEWHAT | MOSTLY
4,8 | Is classificatian done indwidually cr
cantrally?
4.b| Doraming conventions esist for
business crtical records?
4 Comments:
5, 8 | idemaify positionis) and Current staff:
5b Descrioe assigned
functions/responzibibties:
5. Comments:
6.8 | Towkat estent are new emplayees
traingdd in brasch practice?
6.b| Towhat estent are the records of
departing
e Comments:
T Please identify the primary
challenges associated with records
1,8 | Estimate % of staff wha have taken
criing courses IM117, 110 and
Lb| Extimste % of staff who have taken
thech
Le Comments:
]
2.8| Whoaro primary internal, sactar
andior corparate coetacts?
2b| Areemployees mware of online
records and information
e Comments:
3] | Are branch employees mware that
3.8 | Which s should take pricity in
venr brsench i i s 1 mat thee
b Comments:
TC Flease idontify the primary

chally assaciated with
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MoTl Infrastructure and Major Projects IM Assessment project- data gathering template

Comments:

Please identify any mimistry-spesific
challenges associated with

¥ of linear feet in CINTRAL office.
spaces:

# af linear feet in PERSONAL office

L
Wof OFEN SHILF file cabinets and
Total Limear Feet of Records For Ministry Total o
Office Linaar Fest
5 Nates |/ Comments:

Page 10 of 444 CTZ-2023-31438



Records Management

Criteria

wvernance and Accountability

Records Management Accountabilities
The Ministry has articulated employees'
responsibilities for records management, including
documenting government decisions, and business
areas have clearly assigned accountabilities
across the Ministry with additional role specific
records management duties, as appropriate.
There is a clear understanding of respective roles
and responsibilities, the names of such persons or
groups and their responsibilities are
communicated to internal employees.

1 - Initial

The Ministry has not articulated responsibility for
records management or documenting government
decisions to ministry employees. Records
management issues are addressed reactively.
Few or no employees are aware of their individual
responsibilities for appropriate records
management or documenting government
decisions.

2 - Repeatable

The Ministry has not articulated responsibility for
records management, or employees'
responsibilities for documenting government
decisions, and current mechanisms are often
informal and fragmented. There is some level of
awareness by employees of their individual
records management responsibilities, including
responsibilities for documenting government
decisions, and the role of the Government
Records Service.

Maturity Scale
3 - Defined

Defined roles and responsibilities have been
developed and employees are aware of and
understand their records management and
documenting government decisions
responsibilities. The Ministry is aware of and work
collaboratively with the Government Records
Service.

4 - Managed

Management regularly reviews the ministry's
records management program, seeks ways to
improve the program's performance, including
appropriate and adequate resources.

5 - Optimized

Level 4 has been attained and the Ministry has
demonstrated additional leading practices for this
criterion. This could include support being
provided by specialist teams and records
management duties being devolved to teams and
individuals within the ministry. Innovative ideas
and continuous improvement are encouraged.

Employees have received additional, role-based
records management training (beyond IM117)
where appropriate, and relevant Ministry
employees have undergone training on the
creation and maintenance of adequate records of
government decisions, and documenting
government decisions.

role-based records management training;
however, Ministry employees who require such
training are not identified. Where employees have
been identified, these individuals have not
undertaken the role-based training on the creation
and maintenance of adequate records of
government decisions, and documenting
government decisions. Additional training is
provided in an inconsistent and reactive manner.

relevant to their roles are identified, but training is
inconsistent, and completion is not tracked or
documented.

Ministry employees who require additional
training. All additional training is scheduled and
delivered in a timely and consistent manner.
Employees have undertaken additional training on
the creation and maintenance of adequate records
of government decisions in accordance to the
Directive CRO 01-2019, Guidelines on
Documenting Government Decisions and Section
6(1) of Information Management Act .

and training program, including any additional or
role-based training, exists and is monitored.

1.2 |Records Management Policies/Procedures The Ministry has not implemented records The Ministry implements records management The Ministry implements records management Management regularly reviews the ministry's Level 4 has been attained and the Ministry has
The Ministry implements records management management policies and/or procedures provided |policies and/or procedures provided by GRS, policies and/or procedures provided by GRS, records management adherance to GRS' policies |demonstrated additional leading practices for this
policies and/or procedures provided by GRS, by GRS, including documenting government including documenting government decisions; including documenting government decisions. and/or procedures, including documenting criterion. This could include regular
including documenting government decisions. decisions.The Guideline and Directive on however, employees' awareness remain The Guideline and Directive on documenting government decisions. The Ministry seeks ways to |communications about the records management
The Guideline and Directive on documenting documenting government decisions have not inconsistent. The Guideline and Directive on government decisions have been formally shared |improve employee awareness regarding policies and/or procedures that has led to high
government decisions have been formally shared |been formally shared and their importance has not|documenting government decisions have been and their importance communicated across the  |documenting government decisions. visibility and a higher level of Ministry employees'
and their importance communicated across the been communicated across the Ministry. shared inconsistently. Ministry. awareness or instances where program objectives
Ministry. are being met and new idea generation is

common.

2. Education and Awareness

2.1 |Mandatory Employee Training A large proportion of Ministry employees have not |Mandatory records management training has been|Employees receive training when they are hired.  |A Ministry-wide records management awareness |Level 4 has been attained and the Ministry has
Employees have completed mandatory (i.e. completed mandatory records management completed by a majority of Ministry employees, but| Training is refreshed at least every two years. program exists (beyond basic training demonstrated additional leading practices for this
IM117) training related to records management.  |training, and there is no process for monitoring it is sometimes delayed (beyond the required 6 Training is scheduled, timely, consistent, requirements) and there is a process for follow up |criterion. This could include the development of
The training is scheduled, timely, consistent and  [training completion. month window) and/or not consistently delivered |monitored and is augmented by regular where training or awareness gaps exist. Training |innovative methods for training and/or training
periodically refreshed. or monitored. awareness activities (e.qg., emails, posters, is scheduled, timely, consistent and is augmented |objectives being based on core organizational

presentations, etc.). The process for monitoring  |by regular awareness activities (emails, posters, |goals and specific role-based training being
training completion is documented. presentations, etc.). Training is refreshed at least |developed to service specific needs.
every two years and all Ministry employees are
aware of, and understand, their records
management responsibilities.
2.2 |Role-Based Training There is a general understanding of the need for |Ministry employees who require additional training | There is a documented process in place to identify |A Ministry-wide records management awareness [Level 4 has been attained and the Ministry has

demonstrated additional leading practices for this
criterion. This could include the demonstration of a
strong records management culture across the
Ministry, and/or the requirement that all additional
training requires employees to complete
assignments to validate their understanding
specific to their roles and responsibilities, which
will include their responsibilities relating to
documenting government decisions.

3. Records Classification and Information Schedules

1of4
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Records Management

#
31

Criteria

Record Classification
The ministry has procedures in place to classify
and/or organize records so that the records can be
managed according to the function of the
information and the approved retention schedules.

1 - Initial
Documented procedures are not in place to
classify and/or organize records and an
inconsistent approach is generally taken that does
not always align with official and approved
retention schedules.

Where no schedule exists for certain records no
documented procedure exists to help arrange and
organize records except an informal business
taxonomy.

2 - Repeatable
Procedures for classifying information according
to the appropriate retention schedules (or where
no schedules exist) have not been developed, but
some repeatable processes are observed. There
is increasing awareness of information
classification requirements.

Maturity Scale

3 - Defined
Procedures are documented and cover all
required classification and categorization
activities, including how to identify, make
accessible, and protect information to which no
schedule applies. Employees are made aware of
the classification requirements and how to meet
them, including the use of classification tools.

4 - Managed
Procedures are in place and implemented to
enable compliant classification activities for
records. Automated tools are used for managing
information where appropriate. Management
monitors compliance with information
classification requirements.

5 - Optimized
Level 4 has been attained and the Ministry has
demonstrated additional leading practices for this
criterion. This could include the configuration and
implementation of auto-classification tools to
enable classification of content across
repositories.

3.2

Information Schedule Development and
Maintenance

The Ministry has a process to support and enable
the development and implementation of
information schedules. The ministry collaborates
with GRS to maintain the currency of existing
schedules and to develop a procedure to identify
records that are not covered by approved
schedules.

igitization Requirements

Mo process has been established to support and
enable the development, implementation, and
maintenance of information schedules.

Processes to support and enable the
development, implementation, and maintenance
of information schedules are informal or are not
documented. Critical records are not scheduled as
a priority.

The Ministry has documented its process for
supporting the development, implementation, and
maintenance of information schedules.

The Ministry has adopted and documented a
process to identify information not covered by an
approved schedule and enable the development
of schedules with critical records as a priority.

The Ministry's information schedules are regularly
reviewed and updated with input from subject
matter experts. The Ministry regularly monitors the
processes and assignments of those responsible
for information schedule development and
maintenance. Where required, changes and
improvements are made in a timely manner.

Level 4 has been attained and the Ministry has
demonstrated additional leading practices for this
criterion. This could include committing resources
to ensure that information schedules are
developed with input from subject matter experts
and responsible management so that they are
easy to understand, easy to apply to large content
sets and are compliant, or efforts to automate and
synchronize any changes across systems and
repositories.

for Archiving

The Ministry has documented procedures for
identifying, protecting, and maintaining the
usability and integrity of digital records scheduled
for transfer to archives.

scheduled for archiving or long term retention are
not defined and processes are inconsistent.

scheduled for archiving or long term retention are
not in place, but some informal processes exist.

processes and mechanisms to identify any
records that are scheduled for archiving or long
term retention to protect the usability and integrity
of the records.

4.1 |4.1 Digital Records Digitization has not been identified as a ministry | Digitization and image management procedures, |Digitization and image management procedures  |Compliance with objectives of the digitization Level 4 has been attained and the Ministry has
The Ministry has plans, resources, and technology |priority; digitization happens in an inconsistent resources, and technology are available to some |and technologies have been validated for program are monitored and achieve compliance |demonstrated additional leading practices for this
in place to ensure that all non-exemptive manner and may not adhere to government policy, |areas within the Ministry, but have not been fully |conformance to the relevant legal and policy with laws, policies, directives, standards, and criterion. This could include a transition to fully
government information will be managed digitally |specifications, or directives. Records are regularly |deployed or validated for conformance to the requirements, and are scalable and available for [specifications. Instances of non-compliance are  |digital processes and/or a mandate to use digital
in compliance with the Information Management |created and retained in non-digital form. relevant laws, policies, directives, standards and |use. identified and remediated in a timely manner. processes over analogue record processes.

Act and applicable laws, policies, directives, specifications. Records are created digitally, and digitization of  |New records are created and managed digitally
standards, and specifications. existing non-digital records takes place. and there are plans for the ongeing transition of
Some records are created digitally, but in an remaining non-digital records to fully digital format
inconsistent manner. where required.
4.2 |ldentify and Protect Digital Records Scheduled |Procedures to identify and protect digital records |Procedures to identify and protect digital records | The Ministry has defined and implemented The Ministry has implemented and monitors Level 4 has been attained and the Ministry has

processes and mechanisms to identify any
records that are scheduled for archiving or long
term retention to protect the usability and integrity
of the records.

demonstrated additional leading practices for this
criterion. This could include the implementation of
processes and mechanisms to identify any digital
records that are scheduled for archiving or long
term retention or systematic monitoring of formats
and record repositories to help ensure long term
usability.

5. Records Retention, Maintenance and Disposition

2o0f4
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Records Management

#

Criteria

Records Retention, Holds and Disposition
The Ministry has procedures to dispose of,
transfer, or archive government information based
on official policies, specifications, schedules,
guidelines, and procedures published by the
Government Records Service. In the case of a
legal hold or FOI request, the Ministry has
processes in place to ensure that such records
are not destroyed. Where records are scheduled,
retention is limited to the scheduled time period
and no longer. Unscheduled records are retained.

1 - Initial
Information retention practices across the Ministry
are inconsistent. employees retain information
based on their own knowledge or interpretation of
retention requirements, potentially over-retaining
or under-retaining information.

2 - Repeatable
Processes for applying the relevant information
schedules to the ministry's information have not
been adopted Ministry-wide, and do not cover all
relevant aspects. Information is held beyond its
required retention and is not disposed of as
permitted.

Employees are generally, but not consistently
aware of the importance of suspending
disposition.

Maturity Scale

3 - Defined
The Ministry has documented and made available
its procedures for applying the relevant schedules
and retaining information in accordance with those
schedules, and no longer.
Disposition requests are made in accordance with
approved schedules Where no schedule exists,
procedures are in place to ensure that
unscheduled records are retained.

Procedures for suspending disposition have been
documented and communicated to employees.
These procedures are followed consistently.

4 - Managed
The retention of the Ministry’s information
according to approved information schedules and
hold procedures is monitored and periodically
assessed for appropriateness. Any discrepancies
found are reported and remediated in a timely
manner.

5 - Optimized
Level 4 has been attained and the Ministry has
demonstrated additional leading practices for this
criterion. This can include automated prompts to
track the age of records to ensure no redundant
and/or unnecessary retention.

Systems

The Ministry manages government information
through its lifecycle using recordkeeping systems
as appropriate. Systems are used to meet records
management requirements, including schedules
as mandated in the Information Management Act
and ensuring records capture the Ministry's
documenting government decisions requirements,
are preserved and accessible as required and
appropriate.

government decisions are not implemented and/or
procedures are not communicated to employees.

appropriate records and records of government
decisions within recordkeeping systems. The
overall management of records is not consistent,
records management lifecycle supporting the
preservation and accessibility of records is not
communicated to employees and the Ministry has
an informal systems to document government
decisions.

communicated to employees the processes
needed to manage information appropriately in
recordkeeping systems.

Ministry records, including records documenting
government decisions, are managed throughout
their lifecycle and information schedules are
applied, but disposition may not be consistently
performed.

systems and where instances of non-compliance
are identified steps are taken to remediate as
appropriate. The use of systems is periodically
reviewed for alignment to Ministry recordkeeping,
the Information Management Act and the Directive
on documenting government decisions.

Lifecycle management using automated
scheduling systems of Ministry records is
configured and operational. Information
schedules are consistently applied to content and
routine disposition is in force.

5.2 |Records Transfers to IMA Bodies Procedures for records transfers to other Procedures for records transfers to other Procedures for records transfers to other Monitoring of all transfers has been implemented, |Level 4 has been attained and the Ministry has
The Ministry has procedures in place to maintain |government bodies are not in place. Limited government bodies are informal and not government bodies and for monitoring of such and where issues are encountered they are demonstrated additional leading practices for this
chain of custody and continuity of control for monitoring of transfers is taking place. documented. Best efforts are made to monitor the |transfers have been documented and remediated. criterion. This could include the incorporation of
records during transfers to other bodies covered transfers, but it is not formalized. implemented. such procedures into existing business processes.
by the Information Management Act . This includes
procedures to monitor such transfers.

5.3 |Records Transfers to Non-IMA Bodies Procedures for records transfers outside of Some procedures for records transfers outside of |Procedures for records transfers outside of There is a process in place to monitor transfers to |Level 4 has been attained and the Ministry has
The Ministry has documented procedures in place [government are not in place and such transfers  |government are in place, but not consistently government have been documented. Legal non-IMA bodies and any incidents of non- demonstrated additional leading practices for this
to ensure that records transfers to bodies not are inconsistent and may not be compliant. followed. instruments and associated processes have also  |compliance are remediated. criterion.
covered by the Information Management Act are been defined and implemented where appropriate.
completed in accordance with an appropriate legal
instrument.

5.4 [Manage Physical Records Record handling practices are inconsistent and Practices for the handling of physical records are |Physical records procedures are documented and |The Ministry has documented procedures in place |Level 4 has been attained and the Ministry has
Documented procedures exist regarding the Ministry procedures related to physical record consistent, but procedures are not documented  |records are managed and stored in appropriate  |for transferring physical records scheduled for demonstrated additional leading practices for this
management and storage of physical records in  [storage are not developed and/or not and/or communicated to employees. onsite storage (commensurate with information semi-active retention to approved offsite storage |criterion. This could include regular monitoring of
appropriate onsite storage (commensurate with  |communicated to employees. sensitivity) and/or approved offsite storage facilities in accordance with the schedule. Physical |service agreements to ensure quick retrieval,
degree of information sensitivity) and/or approved facilities. Physical records are tracked and access |record management is monitored and instances of [adequate protective measures and regular audits.
offsite storage facilities. is closely monitored and only authorized use is non-compliance are remediated.

allowed.
6. Recordkeeping Systems and Inventories
6.1 |Manage Information in Recordkeeping Recordkeeping systems and adequate records of |The Ministry maintains some, but not all of the The Ministry has established procedures and The Ministry monitors the use of its recordkeeping |Level 4 has been attained and the Ministry has

demonstrated additional leading practices for this
criterion. This could include:

* mechanisms and strategies to reduce transitory
information;

* mechanisms and strategies to identify other
repositories of ministry content and encourage the
capture of government information within
recordkeeping systems;

* the establishment and consolidation of
recordkeeping systems to allow uniform lifecycle
management to be applied;

* the optimization of information schedules to
enable easy classification across disparate
systems and platforms; and/or

* mechanisms and strategies to continuously
refine recordkeeping systems adopted for
documenting government decisions; ensuring its
alignment with Directive CRO 01-2019 and section
6 of the Information Management Act.

3of4
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Records Management

#
6.2

Criteria

Inventory of Ministry Systems and
Repositories

The Ministry maintains an inventory of ministry
systems and repositories that manage and/or

Maturity Scale

1 - Initial 2 - Repeatable 3 - Defined

Mo inventory of Ministry systems and repositories  |An inventory of Ministry systems and repositories |A documented procedure is in place for the
exists, but it is not complete or regularly updated. |creation and maintenance of an inventory of
systems and repositories, and an up-to-date

inventory is in place.

exists.

4 - Managed
The inventory process is regularly monitored and
exceptions are identified and updated in the
inventory on an ongoing basis, where required.

5 - Optimized
Level 4 has been attained and the Ministry has
demonstrated additional leading practices for this
criterion. This could include the automation of the
system/repository inventory.

store government information.

4 of 4
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#

Records Management

1. Governance and Accountability

Criteria

Records Management Accountabilities

1.2

21

2. Education and Awareness

Records Management Policies/Procedures

Mandatory Employee Training

3.1

3. Records Classification and Information Schedules

Role-Based Training

Record Classification

3.2

4.1

igitization Requirements

Information Schedule Development and Maintenance

4.1 Digital Records

4.2

5.1

5. Records Retention, Maintenance and Disposition

Identify and Protect Digital Records Scheduled for Archiving

Records Retention, Holds and Disposition

52

6.1

Records Transfers to IMA Bodies

Manage Physical Records

6. Recordkeeping Systems and Inventories

Manage Information in Recordkeeping Systems

6.2

Inventory of Ministry Systems and Repositories

1 - initial
2 - repeatable
3 - defined

4 - managed
5 - optimaized
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#

Criteria

1. Governance and Accountability

Designated Ministry Privacy Officer
The Deputy Minister has named a Ministry Privacy
Officer and roles and ilities related to

1 - Initial

A Ministry Privacy Officer (MPO) has not been
named and privacy matters are addressed

privacy in the Ministry have been dafined.

y in an informal andior incansistent
manner.

2 - Repeatable

An MPO has been identified and & accountable for

Maturity Scale

3 - Defined

The responsibilites of the MPO have been

privacy it, but ne doct tati

g roles and axists. The
responsibilities of the role are not captured in the
MPO's job description.

! d and included in the MPO's job
description.

4 - Managed

The Deputy Minister monitors the pen‘urmanoa of

5 - Optimized

Level 4 has been altained and the Ministry has

the MPO's duties to confirm that resp
are being addressed and support continual
improvement over time. Privacy initiatives are

d trated leading practices for this
:rilenan This could include defining roles and

supported by the Deputy Minister.

related to privacy throughout the
Mumshy (beyond the MPO), privacy performance is
regularly assessed internally, and where
apprapriate, by independent reviewers, and a
formal process of continual improvement is in
place.

Deputy Delegation of Duties
If the Deputy Minister has delegated any duties,

The Deputy Minister has delegated duties, powers,
or functions but has not used a delegation

powers or functions, a FOIPPA E‘
is in place, ma and
communicated to CIRMO by the MF'O

instrument. There is no of roles with
ac:ountabluty far cerlain duties, powers of

The Deputy Minister has delegated duties, powers,
or functions but has not used a delegation
instrument. There is informal recognition of roles
with accountability for certain duties, powers or

functions, Privacy issues are add
on a case-by-case basis.

The Deputy Minister has delegated duties, powers,
or functions to certain roles (e.g. MPO) and has
used a FOIPPA Delegation Instrument The
FOIPPA D, Instrumant is
communicated to CIRMO by the MPO,

and

The MPO maintains and monitors all Minisiry
FOIPPA Delegation Instruments.

Level 4 has been attained and the Ministry has
demanstrated additional leading practices for this
criterion. This could include the MPO working with
CIRMD o analyse the delegahan process and

to determine its
effectivenass and mmplance with PMAP and
FOIPPA. Where required, changes and
improvements are made in a timely and effective
fashion, The MPO ensures that all changes are
documented, instruments remain current, and all
updates are sent to CIRMO.

MPO Delegation of Duties
If the MPO has delegated any duties, pawers, or
functions, the del i d d and

current, The MPO remains accountable as the
single point-of-contact for CIRMO.

The MFO has delagatad duties, powers, or
ions but has not d d the

The MPO has delegated duties, pawers, or
lons but has not documented the delegation.

There is no recognition of roles with accountability
for certain duties, powers or functions. Privacy

There is informal recognition of rales with
accountability for certain duties, powers or

issues are ctively, on a by
case basis.

The MPO has delegated duties, powers, ar
functicns to certain roles (e.g. Privacy Analyst) and
has documented the delegation. The delegation
documentation is maintained and current.

The MPO monitors all delegated duties, powers
and functions.

Lavel 4 has been attainad and the Ministry has

dditicnal leading p far this

criterian. This could include the MPO working with
CIRMO, to analyse the delegation process and

" of ibilties to e its
effectiveness and compliance with PMAP and
FOIPPA. Where required, changes and
Improvements are made In a timely and effective
fashion. The MPO ensures that all changes are
documented, Instruments remain current, and all
updates are sent ta CIRMO,

2.1

Privacy Policies/Procedures

Ministry-specific privacy policies and procedures,
incorporating Ministry-specific privacy
requirements, have been develaped and deployed
by the MPOQ, where appropriate, and have been
reviawad by CIRMO.

ucation and Awareness

Mo documented Ministry-specific privacy policies
and procedures exist, where appropriate, Privacy-
related praclices acrass the Ministry are variable
and reactive.

Ministry-specific privacy policies and procedures
are in place where appropriate but have not been
documented. These praclices are inconsistent
across the Ministry.

Ministry-specific privacy policies and procedures
have been developed and documented where
appropriate. The policies have been reviewed by
CIRMO

Ministry-specific privacy policies and procedures

Level 4 has been attained and the Ministry has

have been developed and are regularly
and updated to reflect changes in policy andior

jprivacy risks in the Mlnlstry (e g., arising from new
ar ch in

leading practices for this
criterion. This could include the monitoring and
com pllanoe review of policies and procedures
information and/or the

of issues of non P and
implementation of remeadial action to ensure
compliance in a imely fashion, and update
palicies where necessary.

based privacy training (beyond IM117). Rale-
based privacy training is provided to employees
using information systems that involve the
handling of high-risk or sensitive personal
infarmation within the Ministry.

require role-based privacy training are not
identified. Role-based training is provided in an
inconsistent and reactive manner,

and i isi Ci of

training Is not tracked or documented.

fraining. The training is developed in consultation
with CIRMO. The training is tracked and
documented,

Mandatory Employee Training A Iarge pDrlan of Ministry employees have not Mandatory privacy training has been completed by |Employees receive training when they are hired. | A Ministry-wide privacy awareness and training Level 4 has been attained and the Ministry has
have cc y training datary privacy training. There is no |a majority of Ministry employees. There is a Training is refreshed at least every WO years. program exists and Is menitored by the MPO. d: d additicnal leading practices for this
(i.e. IM117) related to pn\racy The lralnlng is pn)cess for manitoring training completion, process for monitoring training completion but itis | Training is scheduled, timely, y fraining requi are fracked and | criterion. This could include demonstration of a
timely, and not documented. manitored and is augmented by regular monitored. strong privacy culture and additional
d awareness activities (e.g., emails, posters, training/awareness activities (e.g. ministry-specific
presentations, etc.). The process for monitoring | Additional training activiies are regularly days; engag andlor awareness
fraining completion is documented. scheduled to provide timely and consistent privacy | activities; increased attendance at PriSm andior
awareness (e.q., emalls, posters, presentations,  |the Pl'lvacy and Security Conference). When
aic.) privacy inci or ooeur,
training and awareness activites are conducted
Employees are aware of, and understand, thair and changes to the training curriculum are made
responsibilities under FOIPPA regarding the in a timely fashicn.
sharing and protection of personal information in
their care.
22 |Role-Based Training There is a general understanding of the nead for rmplr:lwea who require rale-based privacy fraining| The MPO has documented a process to identify | A Ministry-wide privacy awareness and training Lavel 4 has been attained and the Ministry has
The MPO develops and delivers role- le-based privacy training. Employees who are identified by the MPO. Tralnlng developmenl employees who require role-based privacy program, including any additional or ol d additicnal leading practices for this

fraining, exists and the MPO takes a proactive
approach to menitor these programs to ensure the
training has been taken.

criterion. This could include demonstration of a
strong privacy culture and additional
training/awareness activities (e.g. ministry-specific

days; engag and/or
actiiies; increased attendance at PriSm andfar
the: Pl'lvacy and Security Conference). When
privacy inci or Qceur,
training and awareness activites are conducted
and changes to the training curriculum are made
in a timely fashion.

3. Privacy Impact Assessments
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#

Criteria

1 - Initial

2 - Repeatable

Maturity Scale

3 - Defined

3.1 |Processes for PlAs The MPC has not developed, maintained and The MPC is aware of which PlAs have been The MPO has developed, maintained and The MPO monitors the compliance with internal | Level 4 has been attained and the Ministry has
The MPQO has developad, maintained and reviewed internal processes to ensure emp [ and Pl& tems. Tradung is |reviewed internal processes (e.q. an PIA inventory)| processes to ensure the completion of PlAs. demanstrated additional leading practices for this
reviewad internal processes (e.g. an PLA inventory)| completion of PlAs. PlAs are assessed in an done infarmally, p are not d o ensure | detion of PlAs and follow criterion. This could include conducting regular
to ensure employee completion of PlAs. The MPO |inconsistent and reactive manner. and may be inconsistently applied. up on oulstanding PLA& l.ems qualily reviews and ather assessmeants 1o assass
maintaing a process lo follow up on cutstanding the PIA process, Employees inform the MPO of
PlA items., the effectivenass of PIA processeas within the

Ministry, Such information & analyzed and, where
nacessary, changes are made 1o improve
effectiveness.

3.2 |Requirement to Complete PlAs PlAs are conducted prior to the start of any I are conducted prior o the start of any There is & documentad process to ensure that The MPO monitors the compliance with policies | Level 4 has been attainad and the Ministry has

PlAs are conducted prior to the start of any
proposed enactment, system, project, program of
activity. PlAs are provided to CIRMO and CIRMO
feedback is addressed before the PIA is finalized.
Onee finalized, PlAs are provided to CIRMO for
retention and entry into the Personal Infarmation
Directory (PID).

reements

proposed enactment, system, project, program or

activity, but are completed in an inconsistent and
reactive manner. There is little to no
communication with CIRMO during the
development of PlAs. Some PlAs are provided to
CIRMO for entry in to the PID.

. system, project, program ar
actmly PlAs are provided to CIRMO and CIRMO
feedback is addressed before the PlA is finalized.
Once finalized, PlAs are provided to CIRMO for
retention and entry into the PID.

PlAs are conducted prior to the start of any
proposed enactment, system, project, program ar
activity. Plas are provided to CIRMO and CIRMO
feedback is addressed before the PIA is finalized.
Once finalized, PlAs are provided to CIRMO for
retention and entry inta the PID.

of Plas

and procedures to ensure the
in a timely manner,

| leading p far this
criterion. This could include conducting regular
quality reviews and other assessments to assess
the effectivenass of internal processes to track PIA|

timing and with CIRMO
prior to finalization, and updates to processes to
address findings where necessary.

4.1 for C: and of ISAs, |The MPO has not developed a process to identify | The MPO has developed a process to track the The MPO has d The MPO proactively and regularly engages with  |Level 4 has been attained and the Ministry has
RAs, CPAs and IPAs instances when 1SAs, RAs, CPAs and IPAs must  |completion and update of 15As, RAs, CPAs and  |the completion and up:lallng of ISAs, RAs, CF'As Ministry employees to inform them about when demonstrated additional leading practices for this
The MPO has a process to identify when ISAs, be pleted or updated. Ag are not IPAs. Empl aof, and adh to, |and IPAs and these agreements are completed as | 1SAs, RAs, CPAs and IPAs are to be completed,  |criterion. This could include conducting regular
RAs, CPAs, and IPAs need to be completed reviewed by the MPO, and any reviews that do these processes is inconsistent, The MPO is requmad The MPQ is consulted during the updated and reviewed. reviews o determine the effectiveness of the
andlor updated. This process includes occur are in an inconsistent and reactive manner. d in the ion of the D or updating of agreements. process for identifying when the completion,
engagament by the MPO as part of the agreements update, or review of ISAs, RAs, CPAs and IPAs is

P or updating of the ag to needed and the updating of processes based on
ensure the agreements are completed as the results of such reviews.
required

4.2 |(ISAs are reported to CIRMO Any 1SAs reportad to CIRMO are done in an The MPO understands that ISAs should be The MPO has a documented process fo ensure | The MPO monitors the process to ensure the ISAs Lavel 4 has been attained and the Ministry has
The MPO has a process in place to ensure 1SAs  |inconsistent and reactive manner, such as in reported to CIRMO for entry into the PID; however, |that ISAs are reported to CIRMO for entry into the |are reported to CIRMO. d additicnal leading practices for this
are reported to CIRMO for entry into the Personal | response to specific requests. there is no documented process fo ensure this PID after finalization. criterion. This could include conducting regular
Information Directary (FID) once complated, DCCUrS, quality reviews 1o determine the effectiveness of

the process for ensuring ISAs are reported to
CIRMO and updating the process based on the
results of such reviews.

4.3 [0 y of all R h Ag The MPO has not develnped an inventory of RAs | The MPO understands which RAs have been Thea MPO has a current inventary to frack which The MPO monitors the RAs fracking process and | Through quality reviews and other assessments,
The MPO has a current i tory of all i that are pleted or in-progress, and there | s no completed and where there are outstanding items: |RAs are completed and in progress. The MPO h ding tems are foll upina the MPO is informed of the effectiveness of the RA|
and completed RAs. The MPO maintains a documentad process to follow up on , tracking are informal and not |established a documented process to follow up on | timely manner, inventory and any formalized follow up processes.
process to follow up on cutstanding items. ftems. aocumented autstanding items. Such infermation Is analyzed and, where

necessary, changes are made o improve
effectiveness.

4.4 |Monitoring compliance with privacy There is no process in place for monitoring Certain privacy reqmremems have been There is a documented process for the monitoring | Through review of prior agreements, the MPO Where necessary, changes are made to existing

requirements in agreements
There is a process in place for the monitoring of

i with privacy requi {e.g. section
30 of FOIPPA) oulined in agresments. If needead,
there are adequate provisions in place to deal with
izsues of non-compliance.

5. Service Provider Management

counterparty compliance with privacy
requirements.

ties; however, the
and there is na

are ncll dac
formal process to maonitor

of counterparty compliance with privacy
requirements. If needed, there are adequate

P In place to deal with Issues of non-

compliance.

assess the effectiveness of the monitoring
Process,

and future agreements in order to improve
compliance,

5.1 |Privacy Protection Schedules Sarvice provider contracts that invalve persanal Privacy Pr are o [y There is a documented process o ensure Privacy | There is a monitoring process for contracts that Through assessments and the analysis of lessons
Privacy Pratection Schedules are included inall  [information do not include the Privacy i in contracts that involve personal Protection St:hedules are |m|ude~d in contracts rlvolve pemnal information to ensure that Privacy leamed from prior contracts, the MPO is informed
contracts that involve personal information in the | Protection Schedule. information in the custody or under the contral of  |that invalve . o |Pr are included and aceurate.  [of the compliance of Privacy Protection Schedules
custady or under the contral of the public bady. the puhllc body, but are incomplete or Privacy Protection Schedules are app by requirement by the service providers and

to Privacy ion Schedules are applied. CIRMO. volunteers that have access lo personal
approved by CIRMO. information, Such information is analyzed and,
where necessary, corraclive actions are made o
existing and future confracts.
5.2 |Access to Personal Information by Service Service providers and vol who have ice providers and volunteers who have access|There is a documented process for informing the | There is a monitoring of the process for informing | Through regular reviews of the monitaring

Providers and Volunteers

The MPO has been informed of all senice
providers and volunleers who have access lo
personal information (P1) within the Ministry's
cuslody or contral.

to persenal information are not identified to the
MPO,

to persanal information are identified 1o the MPO
in an inconsistent and reactive manner.

MPO of sarvice providers and volunteers who have|
access to personal information.

the MPO of service providers and volunteers who
have access to personal information.

process, the MPO is kepl current on its

flect Where y, ch are
made Lo ensure the inventory is accurate and up-
to-date.
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# Criteria

5.3

Mandatory Service Provider Privacy Training
The MPO must ensure that service providers and
valuntears who have access lo personal
information have completed prescribed privacy
training related to the collection, use, disclosure,
storage and destruction of personal information
This training must ba complated priar 1o providing
senices,

1 - Initial
There is not a general understanding of the need
for service providers and volunteers whe have
access to personal infi o |

2 - Repeatable
There is a general understanding of the need for
service providers and volunleers who have access

privacy training.

to | information to complete privacy
training; however, these groups of employees are
not identified, Training is provided in a inconsistent
and reactive manner.

Maturity Scale

3 - Defined
The MPQ has a documented process to ensure
thal service providers and volunteers who have
access to personal information have leted

Training for senice providers and volunieers is
documentad, scheduled, timely, i and is

Level 4 has been attained and the Ministry has
it leading practices for this

prascribed privacy training related to the collaction,
use, disclosure, storage and destruction of
personal infarmation. The training has been
completed prior to providing services,

a d by regular activities (e.g.
emails, poslers, presentations, ele.).

criterion. This could include demonstration of a
slrong privacy culture and additional
training/awareness activities (e.g. ministry-specific
days; and/ar
acthities; increased attendance at PriSm andior
the Privacy and Security Conference). When
privacy incidents or b hes ocour, dial
lraining and awareness activities are conducted
and changes to the training curriculum are made
in a timaly fashion.

5.4

Service Provider Compliance with the Privacy
Protection Schedule

A process is in place for ensuring service provider

compliance with Privacy Pratection Schedules. If
needed, there are adeguate provisions in place to
deal with issues of non-compliance.

6. Personal Information Inventories and Directory

6.1

Create and Maintain Personal Information
Inventory

The MPO creates and maintains a Parsonal
Information Inventory, and creates it within one
year of the Parsonal Information Invantory Palicy
heing published,

There is no process in place for monitoring service
provider compliance with the Privacy Pratection
Schedule

Therea is no process o track personal information
in the Minisiry through creating and maintaining a
Parsonal Infarmation Inventory.

The Privacy Protection Schedule requirements
have baen i to service providers;
however, there is no formal process fo monitor
compliance.

The MPC has a general understanding of the
kinds of personal information under the custody or
control of the Ministry; however, there is no
documented process for creating and maintaining
a Parsonal Information Inventory. The tracking of
perscnal information in the Ministry is informal and
not fully documented.

There is a documented process for ensuring
sanvice provider compliance with Privacy
Pratection Schedules. If needed, there are
adequale provisions in place 1o deal with issues of
non-compliance,

A documented process exists for creating and

‘matian Inventory. A
Personal Information Inventory is created within
one year of the Personal Information Inventory

Policy being published.

akr 1al Int:

There iz a monitoring process for ensuring service

o o with Privacy F
Schedules.

The MPO monilors the process for creating and
maintaining the Personal Information Inventory.
Any setbacks in inventory creation or gaps in

Through assessments and the analysis of lessons
learmed from prior service provider agreaments,
the MPO is informed of the effectiveness of
monitoring service provider compliance with
privacy requirements, Such information is
analyzad and, where necessary, changes are
made to existing and future agreements in order to
improve compliance.

Thraugh quality reviews and olher assessments,
the MPO is informed of the effectiveness of the
Parsonal Infarmation Inventory and its

inventory are d

Such information is analyzed and,
where necessary, changes are mada to improve
accuracy and effectiveness,

6.2

Reporting to CIRMO
The MPO rapors to CIRMO all Personal
Information Banks (PIBs), as required.

Therea is no process for creating and reporting of
PIBs to CIRMO,

Some PIBs created within the Ministry are reported
te CIRMO. There is no documented process for
determining how and when PIBs must be created
or reported to CIRMO.

Thea MPO has a documented process lor crealing
and reporting all PIBs to CIRMO that result from

new enactments, systems, projects, programs or
activities of the Ministry,

The MPO monitors the process for creating and
reparting PIBs to CIRMO,

Thraugh quality reviews and olher assessments,
the MPO is informed of the effectiveness of the
process for creating and reporing all PIBs to
CIRMO, Such information is analyzed and, where
nacassary, changes are made 1o improve
accuracy and effectiveness,

6.3

Health Information Banks

For the Ministry of Health: Tha MPO for the
Ministry of Health has a process in place for
creating and reporting all Health Information
Banks (HIBs) to CIRMO.

There is no process for creating and reporting of
HiBs to CIRMO.

Some HIBs created within the Ministry are reported
te CIRMO. There is no documented process for
determining how and when HIBs must be created
or reported to CIRMO.

Thea MPO in the Ministry of Health has a
documented process for creating and reparting all
HIBs ta CIRMO.

The MPO monilors the process for creating and
reparting HIBs to CIRMO,

Thraugh quality reviews and olher assessments,
the MPO is informed of the effectiveness of the
process for creating and reporting all HIBs to
CIRMO, Such information is analyzed and, where
nacassary, changes are made 1o improve
accuracy and effectiveness,

6.4

Meanitoring of the Personal Information
Directory (PID)

The MPO has a process in place to review the PID

periodically to ensure all PlaAs, 1SAs, PIBs and,
where applicable, HIBs have been submitted to
CIRMO and recorded accurately.

7. Foreign Demands for Disclosure

7.1

Process for Reporting Foreign Demands for
Disclosure

A process is in place for reporting foreign
demands for disclosure to CIRMO in the manner
and form directed by CIRMO,

&, Information Incident Management

81

There is no process in place to review the PID to
ensure PlAs, ISAs, PIBs, and HIBs have been
submitted and recorded accurately.

There is no process for reporting foreign demands
for disclosure to CIRMO. Any reports to CIRMO
are inconsistent and ad hoc

are inan
Employees report actual or as|l and informal manner. IMP reporting
per the Information Incident M; Process are followed inc i

There is no documented process to ensure the
necessary PlAs, [SAs, PIBs, and HIBs have been
submitted to the PID and accurately recorded.

Some foreign demands for disclosure are
communicated o CIRMO, there is no documented
reporiing process.

Information incidents are infarmally communicated
andlor reported. IMP reporting requirements are

{IIMP), The Ministry fallows CIRMO instructions
and addresses recommendations as required.

i el
Employees are not aware of the IIMP.

in maost cases, Employees are generally
aware of the IIMP.

The MPO has a documented process in place to
reniew the PID periodically to ensure all Plas,
I1SAs, PIBs and, where applicable, HIEs have been
submitted to CIRMO and recorded accurately.

Ad ted process, in pli with
FOIPPA, is in place for reporting foreign demands
for disclosure to CIRMO.

Employeas report actual or suspected incidents as

Through review of PID, the MPO assesses the
effectiveness of the manitoring process.

A Ministry-wide awareness and fraining program
axists for reporting all foreign demands for
disclosure to CIRMO.

A Ministry-wide awareness and training program

Through quality reviews and other assessments of
the PID, the MPO s informed of its effectiveness
and any follow up processes. Such information is
analyzed and, where necessary, changes are
made to improve effectivenass and accuracy.

Through quality reviews and other assessments,

the Ministry is informed of the effectiveness of
porting foreign for di to

CIRMO. Such information is analyzed and, whare

necessary, changes are made to improve

imali and effect

Level 4 has been altained and the Ministry has

per the IMP. As part of the response to incid
the Ministry follows CIRMO instructions and
addresses recommendations as required.

exists for responding

incidents, Role-based training is provided for those
involved in incldent response processes. The
Ministry takes a proactive approach to manitor
these programs to ensure the training has been
taken.

d additional leading p for this
criterion. This could include demonstration of a
strong privacy culture and additional
training/awareness activities (e.g. ministry-specific
days; andlor
acthities; increased attendance at PriSm andior
the Privacy and Security Conference). When
privacy inci or ooeur, I
training and awareness activites are conducted
and changes to the training curriculum are made
in a timely fashion.
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Access to Information Maturity Scale

# Criteria 1 - Initial 2 - Repeatable 3 - Defined 4 - Managed 5 - Optimized
1. Governance and Accountabi

1.1 |inf lion Access P and the Duty to | There are no p ar p inplace for  |E to FOI requests are ad hoe | There are established processes and procedures in | The Ministry consistently responds in a timely Lewvel 4 has been obtained and the Ministry sirives
Asslist employees 1o follow when respanding o FOI and inconsistent. There are no documented place for employees o follow in responding fashion to FOI requests, adheres o the principles of |for continuous imprevement in providing
requests. Employees are unaware of their processes or for ampl ta follow, and in a timely fashion to FOI requests. | sound information access it and [ wsive and timaly
Information Access and Duty to Assist procedures  |obligations under FOIFPA, and do not respond to | and employees' knowledge regarding their Emplayees are aware of their obligations under maintains clear and angaing communications with
have been clearly defined and have been FOI requests as required abligations under FOIPPA is inconsistent, FOIPPA to conduct adequate searches for its executive on the status of each request,
i d to all emph . Ministry employ responsive records and consistently do so ina Information access procedures are reviewed al
are informed and aware of the appropriate responsa timety fashion. least annually (or upon significant changes to policy
to FOI requests (e.g., how to conduct & or regulatory requirements) and updated as
comprehensive and timely search for responsive required, Compliance with procedures is regularly
records, seeking darification, and execule these manitored and reported to senior leadership.

staps in accordance to defined proceduras).

12 ion Access il Accountabilites for FOI requests have not been Aceountabilities have not been defined, bul there is | Responsibilites for FOI requests have been defined |FOI accountabilities are reviewed al least annually  [Level 4 has been allained and the Ministry has
Accountabilities for FOI requests are assigned, and |defined or assigned. Resources are assigned informal recognition of individual responsibility for  |and are also included in job descriptions for all and updatad as required. demonsirated additional keading practices far this
roles and responsibilities are clearly defined. reactively as requests are received. FOIl requests and related processes. The same aspects of the FOI process, at all levels in the criterion,

individuals are commaonly involved in these arganization,
processes, but there is no documented description
af their responsibilities.

2. Education and Awareness

2.1 |Mandatory Employee Training A large proportion of Ministry employees have not | Mandatory training for access has been completed | Employees recedve training when they are hired. A Ministry-wide FOI awareness and training Leved 4 has been attained and the Ministry has
Employees have completed mandatory (i.e. IM117) |completed mandatory privacy training, and there is by a majority of Ministry employees, but it is Training is refreshed at least every two years. program exists and is monilored by the MPO. demonsirated additional leading practices for this
training related to FOI Information Access. The no process for monitoring training completion. sometimes delayed (beayond the required 6 month | Training is timely, i i Training activities are monitored, regularly critericn.
training s scheduled, tmely, consistent and windaow) andior not consistently delivered or and is augmented by regular awareness actiilies  |scheduled to provide timety and consistent FOI
pariodically refreshed. monitared. (e.g., emails, posters, presentations, efc.). The awareness (e.g9., emails, posters, presentations,

process for moniloring training completion is ele.)
documanted.

All employees are aware of, and understand, their
responsibilities under FOIPPA,

22 |Role-Based Training Thare is a genaral undearstanding of the need for Employees whao require additional training relevant | There is a documented process in place to identify | A Ministry-wide FOI awareness and training Level 4 has been attained and the Ministry has
i hawve received additional, role-based rale-based FOI training; however, employees who | to their job are identified, but implementation is employees whao require additional training. All program, including any additional or role-based demonsirated additional leading practices for this
| Access training (bayond IM117) where appropriate  |require such fraining are not identified, Additional inconsistent, and pletion is not tracked or i training is scheduled and delivered ina | training, exists and is monitored. critericn, This could inchade the requirement that all
(2.g. ministerial employees, FOI co-ordinators). training s provided in an i i and reactive | timedy and consistent fashion. additional training requires employees 1o complete
mannar. assignments to validate their understanding spacific

fo their roles and respansibiliies.

3. Minister's Offices & Ministerial Emplovess
3.1 |Designated Employee A ministry employee has not been designated as the| Accountabilities have not been assi 1toa A desi | has been ass) this role. | Accountabiities ane revi al least annually (or | Level 4 has been atlained and the Minisiry has

A ministry employee is designated as the person in | person in charge of all FOI requests involing a designated employee for these processes. but this | Responsibilities are formally defined and whan there are significant changes to policy or demonsirated additional leading practices far this
charge of all FOI requests imvolving a Minister's Minister's office. role is informally in place and supports FOI requests | documented. regulatory requirements) and updated as required.  |criterion.

offica. This person is accountable for contacting all as they are received, Respoensibilities are included in the designated

employees directly, in writing, with the details of the employee's job description. This could include anatyzing and assessing the
request and directing that employees search for ivenass of the desk

responshve records and respond within a set time accountabilifies and where necessary, changes are
peariod. made to existing and fulure accountabilities in order

1o improve compliance.

4. Monitoring

4.1 |Menitering of FOI Requests Mo documented monitoring or reporting of FOI FOI requests are informally manitored by those There is a documented process for the menitoring | There is regular monitoring of, and reporting on FOI | Level 4 has been attained and the Ministry has
A documented process is in place to track and requests takes place within the Ministry. Mo ging the process, but this information is not of ministry and service provider compliance with FOI| requests to Ministry leadership, The process demonsirated additional leading practices for this
manitor all active FOI requests. This includes regular| escalation processes or Inggers exisl Lo assess the |reporled or acted upon. Some escalation Jaccess regui . Thers is an i ensures thal ministry and service provider issues are|criterion.
reporting o ministry leadership and escalation risk of ministry or sarvice provider non-compliance | processes exist, but are used inconsistency. process if thare is a risk of no I with idantified and ivaly to suppart
processes o ensure ministry and service provider | with timeliness and/or "duty to assist” requiremants, timediness andfor "duty to assisi”, completion of requesis within the allotted timeframe. | This could include analyzing and assessing the
i with timeliness andior "duty o assist” ffecti s of the FOI itoring process and
requirements where necessary, changes are madea lo existing and

future processes in ordear to improve with imefiness
andior "duty to assist” requirements.
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Access to Information Maturity Scale

# Criteria 1 - Initial 2 - Repeatable 3 - Defined 4 - Managed 5 - Optimized
1. Governance and Accountabi

1.1 |inf lion Access P and the Duty to | There are no p ar p inplace for  |E to FOI requests are ad hoe | There are established processes and procedures in | The Ministry consistently responds in a timely Lewvel 4 has been obtained and the Ministry sirives
Asslist employees 1o follow when respanding o FOI and inconsistent. There are no documented place for employees o follow in responding fashion to FOI requests, adheres o the principles of |for continuous imprevement in providing
requests. Employees are unaware of their processes or for ampl ta follow, and in a timely fashion to FOI requests. | sound information access it and [ wsive and timaly
Information Access and Duty to Assist procedures  |obligations under FOIFPA, and do not respond to | and employees' knowledge regarding their Emplayees are aware of their obligations under maintains clear and angaing communications with
have been clearly defined and have been FOI requests as required abligations under FOIPPA is inconsistent, FOIPPA to conduct adequate searches for its executive on the status of each request,
i d to all emph . Ministry employ responsive records and consistently do so ina Information access procedures are reviewed al
are informed and aware of the appropriate responsa timety fashion. least annually (or upon significant changes to policy
to FOI requests (e.g., how to conduct & or regulatory requirements) and updated as
comprehensive and timely search for responsive required, Compliance with procedures is regularly
records, seeking darification, and execule these manitored and reported to senior leadership.

staps in accordance to defined proceduras).

12 ion Access il Accountabilites for FOI requests have not been Aceountabilities have not been defined, bul there is | Responsibilites for FOI requests have been defined |FOI accountabilities are reviewed al least annually  [Level 4 has been allained and the Ministry has
Accountabilities for FOI requests are assigned, and |defined or assigned. Resources are assigned informal recognition of individual responsibility for  |and are also included in job descriptions for all and updatad as required. demonsirated additional keading practices far this
roles and responsibilities are clearly defined. reactively as requests are received. FOIl requests and related processes. The same aspects of the FOI process, at all levels in the criterion,

individuals are commaonly involved in these arganization,
processes, but there is no documented description
af their responsibilities.

2. Education and Awareness

2.1 |Mandatory Employee Training A large proportion of Ministry employees have not | Mandatory training for access has been completed | Employees recedve training when they are hired. A Ministry-wide FOI awareness and training Leved 4 has been attained and the Ministry has
Employees have completed mandatory (i.e. IM117) |completed mandatory privacy training, and there is by a majority of Ministry employees, but it is Training is refreshed at least every two years. program exists and is monilored by the MPO. demonsirated additional leading practices for this
training related to FOI Information Access. The no process for monitoring training completion. sometimes delayed (beayond the required 6 month | Training is timely, i i Training activities are monitored, regularly critericn.
training s scheduled, tmely, consistent and windaow) andior not consistently delivered or and is augmented by regular awareness actiilies  |scheduled to provide timety and consistent FOI
pariodically refreshed. monitared. (e.g., emails, posters, presentations, efc.). The awareness (e.g9., emails, posters, presentations,

process for moniloring training completion is ele.)
documanted.

All employees are aware of, and understand, their
responsibilities under FOIPPA,

22 |Role-Based Training Thare is a genaral undearstanding of the need for Employees whao require additional training relevant | There is a documented process in place to identify | A Ministry-wide FOI awareness and training Level 4 has been attained and the Ministry has
i hawve received additional, role-based rale-based FOI training; however, employees who | to their job are identified, but implementation is employees whao require additional training. All program, including any additional or role-based demonsirated additional leading practices for this
| Access training (bayond IM117) where appropriate  |require such fraining are not identified, Additional inconsistent, and pletion is not tracked or i training is scheduled and delivered ina | training, exists and is monitored. critericn, This could inchade the requirement that all
(2.g. ministerial employees, FOI co-ordinators). training s provided in an i i and reactive | timedy and consistent fashion. additional training requires employees 1o complete
mannar. assignments to validate their understanding spacific

fo their roles and respansibiliies.

3. Minister's Offices & Ministerial Emplovess
3.1 |Designated Employee A ministry employee has not been designated as the| Accountabilities have not been assi 1toa A desi | has been ass) this role. | Accountabiities ane revi al least annually (or | Level 4 has been atlained and the Minisiry has

A ministry employee is designated as the person in | person in charge of all FOI requests involing a designated employee for these processes. but this | Responsibilities are formally defined and whan there are significant changes to policy or demonsirated additional leading practices far this
charge of all FOI requests imvolving a Minister's Minister's office. role is informally in place and supports FOI requests | documented. regulatory requirements) and updated as required.  |criterion.

offica. This person is accountable for contacting all as they are received, Respoensibilities are included in the designated

employees directly, in writing, with the details of the employee's job description. This could include anatyzing and assessing the
request and directing that employees search for ivenass of the desk

responshve records and respond within a set time accountabilifies and where necessary, changes are
peariod. made to existing and fulure accountabilities in order

1o improve compliance.

4. Monitoring

4.1 |Menitering of FOI Requests Mo documented monitoring or reporting of FOI FOI requests are informally manitored by those There is a documented process for the menitoring | There is regular monitoring of, and reporting on FOI | Level 4 has been attained and the Ministry has
A documented process is in place to track and requests takes place within the Ministry. Mo ging the process, but this information is not of ministry and service provider compliance with FOI| requests to Ministry leadership, The process demonsirated additional leading practices for this
manitor all active FOI requests. This includes regular| escalation processes or Inggers exisl Lo assess the |reporled or acted upon. Some escalation Jaccess regui . Thers is an i ensures thal ministry and service provider issues are|criterion.
reporting o ministry leadership and escalation risk of ministry or sarvice provider non-compliance | processes exist, but are used inconsistency. process if thare is a risk of no I with idantified and ivaly to suppart
processes o ensure ministry and service provider | with timeliness and/or "duty to assist” requiremants, timediness andfor "duty to assisi”, completion of requesis within the allotted timeframe. | This could include analyzing and assessing the
i with timeliness andior "duty o assist” ffecti s of the FOI itoring process and
requirements where necessary, changes are madea lo existing and

future processes in ordear to improve with imefiness
andior "duty to assist” requirements.
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Information Protection

#

Criteria

1. Governance and Accountability

2.1

31

4.1

Security Program
|An Infarmation Security Program has been
developed, documented, approved, and
implemented based on the Information Security
Policy (ISP} developed by the Office of the
Governmant Chief Information Officer (OCI0).
Responsibilities for the Information Security
Program are documented and assigned, There iz a
clear understanding of respective roles and
responsibilities, the names of such pearsons ar
groups and their responsibilities are communicated
to internal employees.

1 - Initial

Mo documented security palicy or procedures exist
and formal accountabilities for security have not

2 - Repeatable

An Information Security Program based on ISP has

Maturity Scale
3 - Defined

An Information Security Program has been

been developed but has mt been d

been assigned. Securly is in an ad-hoc
and reactive manner. Respective roles and
responsibilities have not been defined ar
communicated.

or imph led. Responsibllies for ths
Irlorrnalmn Security Program have been assigned
but have not been documented, There is a ganeral
understanding of respective roles and
respansibiities, the names of such persons or
groups and their responsibilities are infarmally
communicated to internal employees.

8 pproved, and

ied based an the Infl Security
Palicy (ISP) developed by the Office of tha
Gaovernment Chief Information Officer (OC10).
Responsibilities for the Information Security
Program are documented and assigned. There is a
clear understanding of respective roles and
responsibilities, the names of such persons or
groups and their responsibilities are communicated
Lo internal employees.

4 - Managed

'I'he secumy program is regularly rwewed and
Sect is d and

curity p
reported to Ministry leadership on a regular basis.

5 - Optimized

Level 4 has been attained and additional measures
are in place related to the security program. This
could include regular benchmarking of securily
program parformance or adoption of ather keading
practices,

12 |Emplwu Accountabilities

The Ministry has articulated employeas

for ir security, Ministry
anployees are reuulred to sign off pemd'cally {i.e
their accountat wilh

respect ln infarmation security.

2. Education and Awareness

Mandatory Employee Training

Employeas have completed mandatory (e, IM117)
training related to the protection of government
information, The Iralnlng 3 5chedu|ed tmaﬂr

The Ministry has articulated employees'
responsibilities for information security. Ministry

B are not required 1o sign off

Employees' are generally aware of their
responsibiities for information secuny erustry

The Ministry has articulated employess’
responsibilities for information security, All

{i.e. annually) to acknowledge their accountabilities
with respect to information security.

A large proportion of Ministry employees have not
completed mandatory privacy training, and there is
ma process for moniloring training completion.

ol sign off ir I ly 1o
thair accountabilities with respect to |rlormalmn
sacurity.

Mandatary training has been

o sign off periodi (.. annually) o
acknowledge their al:l:wnlablllhas with respect to
information security.

by a
majority of Minisiry empk but it is i

rer:eive training when they are hired.

delayed andior nol consistently delivered ar
monitared.

Training is d at least every two years
Training is led, timely, I d
and is augmentad by regular awarenass activities

Accountabilifies for information security are defined
and regularly updated to reflect changes in Ministry
andlor E

Performance is monitored, lapurhed regt.larlyand
there is a process to verify that all employees
complete their periodic sign-off,

A Ministry-wide privacy and security awareness and
training program exists and is monitored by the
MPEC and the MISO. Training activities are
manitored, regularly scheduled to provida timely and

Level 4 has been attained and the Ministry has
demonsirated additional leading practices. This
could include incorperating information security
accountabiliies in annual employes performance
reviews.

Level 4 has been attzined and the Minisiry has
demonsirated additional leading practices related to
training and awareness. This coulcl Inc!uds

training

A process is in place fo develop and deliver
additional fraining (beyond IM117) on information
securily to employees.

3. Service Provider Management

External Parties
Assessment of risks from external party access fo

systems or
|rlorrnalmn procassing I'acihes are performed and

security confrols are implemented prior
to granting access.

role-based information securily training; however,
employeas who require such fraining are not
identified. Additional training is provided in an
inconsistent and reactive manner.

Mo process exisls for assessing risks assoclated
with access by third parties, and risk assessments
are not conducted,

1o their job are identified, but impl lon is
inconsistent, and completion is not tracked or
documented,

No process exists for risk assessments, bul risk
assessments are conducted in some cases. Where
conducted, these assessments result in the

vand i

p of appropri

conbrols.

wha reuire training.
Ad:ihonﬂ training is scheduled and deliverad in a
timely and consistent fashion,

A documented risk assessment process exists and
is e i to Ministry Reviews
are conducted for all external party access,

and p (e.3., emails, posters, presentations, etc} The consistent privacy awareness (e.g., emails, posters, |etc.), coordination of training program development

process for monitoring training P is P ions, etc.) with the OCIO and ather Ministries, regular testing off
documented. employes knowledge, elc.

Training is refreshad at least every two years and all

Employees are aware of, and understand, their

ibilities under FOIPPA ding the sharing
and protection of persenal information in their care.
2.2 |Role-Based Training There is a general understanding of the need far Employees whao require additional training relevant | There is a documented process in place to identify | A Ministry-wide information security awareness and |Leved 4 has been attained and the Ministry has

training program, including any additional o rale-
based training, axists and is maonitored.

Risks associated with third-parly access are
manitored and reported on regularly. Controls ara
updated to reflect changes to risks on an engoing
basis,

demonsirated additional leading practices for this
criterion. This could include the requirement that all
addnhunal fraining requires employees to complete

to validate their understanding specific
o Ihelr rodes and responsibiilies,

Leved 4 has been atlained and the Ministry has
demonstrated additional keading practicas related io
risk management and external access.

32 |Mor|llorlng Service Provlder Cornpllam with

security R
The ministry has a pmoess to manitor service
provider compliance with information security
requirements. If neaded, there are adequate

provisions in place o deal with issues of non-
comphance. This wording s also included in privacy
44and5.4

4. Security Requirement and Classification

Security Classification

Records are organized so thal security
classifications can be applied to protect different
classes of ir ion based on their iivity.

There is a lack of awareness of the need for

There are adequate [provisions in confracts to

securty

to comply with government ion for with i ion security
gl . There are inad gLl . G are aware of their
maechanisms in place ir| contracts to ensure abligations, but thare are i icient i in

contractor compliance with infarmation security
requirements

Mo process is in place for security classification, and
classification is not practiced,

There is a documented pracess for the monitaring
of service provider li with i l

The ministry monitors service Drwder compli

securily requirements. If needed, there are

place to deal with issues of non-compliance.

provisions in place to deal with issues of
non-compliance,

No :lul:l.rnanled process is in place for security Ir ion security 1 are
i, however, i ion is ized and i assets and systems are
based on sensitivity in some cases andlor classified according to the OCIO data security
flication has been lished for some dala | classification standard {or similar). Assels are

repositorias or infarmation systems.

managed according to their security classification.

with i ion security Correcti
aclions are addressed with service providers and
remediatad.

Data security classification processes and ratings
are regularly reviewed and updated.

Through and the analysis of lessons
learned from prior service provider agreements, the
ministry is informed of the effectiveness of
mmlonrg sarvice provider compliance with

ir security requi . Such i
is analyzed and, where necessary, changes are
maoe to sudsmg and fulure agreements in order lo

Level 4 has been attained and the Ministry has
demonsirated additional leading practices related to
security classification.

4.2

Security requirements for infermation systems.
Sat.ulty :Dnlmls are identified as part of tha

Mo formal ir security risk it
{ISRA) process exists or is followed. ISRAs are not

for all new systems or enhancements to

ql for new i ion systems
of er 1o exdsting i systems  |esdsting systems.
thraugh the inf securily risk
(the former STRA) process, and controls are
i and ravi prior to i ion

A formal ISRA process does not exist within the
Ministry, but ISRAs are conducted on a majority of
nEw syslems of syslem enhancements.

A formal ISRA process is in place in the Ministry.
ISRAs are completed for all new systems and
system enhancements, Accountabilities for ISRAs
ara clearly defined.

An |nugnhary aof ISRAs {uumplete ar\d ungmg) s

d and regularly
items are tracked and monilared ro conrlrm
complation.

Level 4 has been attained and the Minisiry has
demonsirated additional leading practices related to
security requirements for information systems. This
could include taking a "privacy by design” andfor a
"security by design” approach that looks to formalize
all relevant compliance requirements during the
design phase and includes formal lesting of security
controls prior to, and after, go-live.
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Information Protection

#
43

Criteria

Protection Against Malicious Code

There is an established process in place fo prevent,
detect, and resolve malicious code infections on

1 - Initial
Mo process is in place to prevent, detect andior
resolve malicious code.

2 - Repeatable
Mo processes related to malicious code are defined,
but some informal practices are in place.

Maturity Scale

3 - Defined
Processes related to malicious code are defined
ard implemented.

Controls related to malicious code are regularly
manitored and updated o reflect changes in risk,
Ministry operations or compliance requirements.

Leved 4 has been attained and the Ministry has
demonsirated additional leading practices refated lo
malicious code management. This could include

iris ion systems and inf Incidents related to malicious code are reported and | actively monitoring and acting on threat intelligence,
followed up an.
4.4 |Technical Vul bility M - rability have not been conducted |Vidnerabii are conducted in an are planned and |Remediation activities are planned, tracked and Level 4 has been attained and the Ministry has
AL and Risk Mar (WVRM) and are nat planned. inconsistent manner. Risks arising from vulnerability | conducted on a regular basis (based an ﬁsk} verilied, and escalation takes place in cases where  |demonsirated additional leading practices refated to

Program has been developed, documented,
approved, and implemanted by the Office of the
Governmant Chief Information Officer (OCI0).
Ministries should identify the criticality of information
syslans and regularly assess and evaluate

1 security vulnerabilities, potential risks

luated, ard or
remeadiated,

5, User Access Management

5.1

Access Control

Access control processes are in place covering the
full range of access management for employess
and service providers (granting, reviewing,
remaving, changing, ete.).

Access contral processes are not in place and no
repeatable processes are observed

assassments are remediated.

Documented processes are not in place, but
repeatable access control practices are ohserved,

Vulnerabilities are risk ranked and in

is not

priarity arder.

Documented access control processes are in place
covering the full range of access managanmt fior
and service p

reviewing, ramaving, :rlanm"!g, elc.).

Access confrols are regularly monitored, reported
on and updated on a regular basis

wulnarability management. This could include active
manitoring of relevant threat intelligence to |nr9rm
the Ministry's al
and pricrities.

[

Level 4 has been attained and the Ministry has
demonsirated additional leading practices related to
access control. This could include the assessment
of instances of inappropriate access attempts to
determine root causes and potential exposures and
the development of remedial action plans

52

Logging and Monitoring

Audit legs recording user and privileged user
activities, excaptions, and information security
events are kept and protected for an appropriate
penod of Ilme to assistin morulotlng and future:

gations. Logs are d and the result af
the monitoring activities are regularly reviewed and
acted upon as necessary.

Mo auwdit logs are retained for kay systems. Mo
manitoring of access or exceplions is possible,

Mo logging or monitaring program is in place.
Logging is enabled on some key systems. Logs are
not monitored, but can be accessed for
refrospective review.

Logging is enablad on key systems (based on risk
and security classification). Logs are maintained
and controls are in place to limit access to these
logs. Manual monitoring or basic automated
muanitoring is in place for criticalhigh-risk systams.

Lag monitoring and correlation capabilities are in
place and exceplions are reviewed and acted upon
as necessary. Results of maonitoring activities are
reported and are used 1o enhance access and
security controls on an ongoing basis.

Level 4 has been attained and the Ministry has
demonsirated additional leading practices related fo
logging and monitoring, This could include
advanced monitoring analytics and/or the use of
threat inteligence to regulary update tha
configuration of monitoring tools,

53

User Access and Rnsponslbdlhhs
Users must only access

Documented processes for user access, system
il and review of access privil are not in

There are no documented processes in place, but

their assigned roles and responsibilities,
Users must ensure unattended equipment has
appropriate protection.

Users must ensure the safety of sensitive
infarmation from unauthorized access, loss or
darmage.

6. Asset Management, Protection and BCP

6.1

|incident. third parties in exercises and tests,
6.2 |Asset Management Ma inventory of information assets or systems exists | A basic inventory exists, but there is no documented | An asset management process is in place and a An inventory of information assets and systems is  |Level 4 has been attained and the Ministry has

Business Continuity Management

Business continuity management processes and
plans have been developed tested, maintained,
updated and they include provisions to maintain
securily and infarmation security in the case of an

place.

o [ for access and protection of
i and i ion are

User of their s
moonsmenl and they may be unaware of their

for ining a clean desk and
i and i ion while not at

their workstations.

Mo business continuity plan has been defined,

No business confinuity plan has been defined, but
recovery procedures have been defined for some

Documented processes are in place for user
resporsiblliies and access. Employees is aware of
and adheres to the clean desk policy and the need
to protect unattended equipment and access to
govemment information.

A documented business continuity plan exists. The

User responsibilifies are up to date and manitored.
Access and user controls are kepl up to date and
are regularly monitored for accuracy and currancy.

The hualness continuity plan ia regularly reviewed
and

plan includes an assessment of risk and |

ithvity and i conlrals to

key syslems. Securily is nol ad 1 formally in
thase proceduras.

‘addrass information security.

are conducted an a periodic basis to
test and improve the plan.

Leved 4 has been attained and the Ministry has
demonsirated additional leading practices refated to
access confrol and user responsibilities.

Level 4 has been attained and the Ministry has
demonsirated additional leading practices related to
business continuity management. This could include
ragular independent ar external reviews of the

continuity plan and involvement of related

An inventory of information assets and systems
exists and is maintained. Ownewvo of assets is
i and lated with

ownership are dafined.

and no ownership has been assigned or is in place.

process for information assel managemaent.
‘Some ownarship exists for assels and systems
wherein functions related to the protection and
management of these assets are fuffiled,

formal imentory of information assets and systems
is maintained. Accountabiliies for ownership are
clearly defined and implemented.

malimained and actively monitored, and the
inventary is updated periodically. Ownarship of
assets is regularly reviewed and accountabilities are
manitored,

demonsirated additional leading practices refated to
aszet management. This could include

ir C and

perfarmance into personal performance ratings.,

6.3 |Physical and ital Protectis Mo pk profection program is Physicalienvirenmental controls are not Controls are documented regarding equipment Controds related to physicalienvironmental profection| Level 4 has been attained and the Ministry has
Equipment containing personal or sensitive documented, but some ices are infi i protection, including asset disposal. are documented and manitored for effectivensss. | demonsirated additional leading practiced related to
infarmation must be protected throughout its conducted, They are reviewed and updated on a regular basis. |equipment protection.
lifecycle, including secure disposal, to reduce the
risks from unauthorized access or loss.

6.4 |Portable Media Ma inventory of portable media is maintained. No | Aninventory of portable media is not maintained, | An inventory of portable media is in place, an The inventory and tracking/logging of portable Level 4 has been attained and the Ministry has

A formal inventory of portable media devices is
maintained. Where devices are used, they comply
with OCIO standards, are encrypled, and are

with controls apprapriate for the sensitivity
of the data contained an the media, including
legging/tracking and secure starage, transfer and
disposal,

assessment of compliance of portable media to
applicable standards is conducted.

but efforts are made infarmally to minimize and
contral the use of portable media. In certain casas,
the use of portable media is with

approval process for the use of porlable media
axists, and tha use of portable media is

secure siorage, transfer and disposal, but this is not
formalized or consistently applied.

Appropriate steps are taken 1o ensure that portable
media deviees in use comply with applicable OCI0
standards and devices are managed with controls.
appropriate for the sensitivity of the data they
contain

media devices is aclively maintained and reviewed,
Portable/media devices comply with OCIO

demonsirated additional leading practices refated to
portable media managemeant. This could include

standards with controls for the it
of the data they contain,

iding more secure far data transfer]
Io ellmlnate the need for portable media.
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2019 Practice Review Framework

Criteria
Domain # of Assessment Criteria
Privacy 23
Records Management 14
Information Access 6
Information Protection 17
60

NOTE: certain criteria relate to requirements that are not yet in force. Employees will gather
information about the criteria to raise awareness and encourage development of work
processes but will not score ministries on these criteria until those requirements are fully
implemented.

Source Requirements

PMAP Privacy Management and Accountability Policy
FOIPPA Freedom of Information and Protection of Privacy Act
ETA Electronic Transactions Act

CPPM 12 Core Policy and Procedures Manual Chapter 12
AUP Appropriate Use Policy

WOWP Working Outside the Workplace Policy

ISP Information Security Policy

RIM Recorded Information Management (RIM) Manual
IMA Information Management Act

Loukidelis Loukidelis Report

OIPC OIPC Recommendations
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Criteria Statement Defined Statement Interpretation Crlt(eYr;:)Met Supporting Documents

If Y, Supporting Document Name and

What This Means and Who

Privacy To Ask Documents Location
Required Do Not Submit to IMPR
1 Governance and Accountability
1.1 |Designated Ministry Privacy Officer |The responsibilities of the MPO have |What This Means: MPO - Yes or No |Document Name:
The Deputy Minister has named a been documented and included in
Ministry Privacy Officer and roles and  |the MPQ's job description. Responsibilities of the MPO are
responsibilities related to privacy in the documented. Location:
Ministry have been defined.
Who To Ask:
The MPO.
1.2 |Deputy Delegation of Duties The Deputy Minister has delegated |What This Means: MPO - Yes or No |Document Name:
If the Deputy Minister has delegated duties, powers, or functions to
any duties, powers or functions, a certain roles (e.g. MPO) and has The ministry maintains a copy of
FOIPPA Delegation Instrument is in used a FOIPPA Delegation its FOIPPA delegation instrument Location:
place, maintained and communicated to|Instrument. The FOIPPA Delegation |and communicates changes to
CIRMO by the MPO. Instrument is maintained and CIRMO.
communicated to CIRMO by the
MPO. Who To Ask:
The MPO.
1.3 |MPO Delegation of Duties The MPO has delegated duties, What This Means: MPO - Yes or No |Document Name:
If the MPO has delegated any duties, [powers, or functions to certain roles
powers, or functions, the delegation is [(e.g. Privacy Analyst) and has If the MPO has delegated any
documented and current. The MPO documented the delegation. The accountabilities or responsibilities Location:
remains accountable as the single point{delegation documentation is under PMAP, the delegation
of-contact for CIRMO. maintained and current. been documented.
Who To Ask:
The MPO.
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1.4

2.1

Criteria Statement Defined Statement Interpretation Crlt(eYr;;)Met

Privacy

Privacy Policies/Procedures
Ministry-specific privacy policies and
procedures, incorporating Ministry-
specific privacy requirements, have
been developed and deployed by the
MPO, where appropriate, and have
been reviewed by CIRMO.

Education and Awareness
Mandatory Employee Training
Employees have completed mandatory
training (i.e. IM117) related to privacy.
The training is scheduled, timely,
consistent and periodically refreshed.

Ministry-specific privacy policies and
procedures have been developed
and documented where appropriate.
The policies have been reviewed by
CIRMO.

Employees receive training when
they are hired. Training is refreshed
at least every two years. Training is
scheduled, timely, consistent,
monitored and is augmented by
regular awareness activities (e.g.,
emails, posters, presentations, etc.).
The process for monitoring training
completion is documented.

What This Means and Who
To Ask

What This Means:

If the ministry has any ministry-
specific privacy policies (beyond
PMAP), the policies have been
reviewed by CIRMO and
communicated to employees.

Who To Ask:

The MPO, managers and
employees.

What This Means:

The ministry ensures that IM 117
training is provided and tracked
for new and existing employees.

Who To Ask:

The MPO, managers, staff.

If Y, Supporting
Documents
Required
MPO - Yes or No

MGR - Yes or No

EMP - Yes or No

MPO - Yes or No
MGR - Yes or No

EMP - Yes or No

Supporting Documents

Document Name and
Location
Do Not Submit to IMPR
Document Name:

Location:

Document Name:

Location:

Page 31 of 444 CTZ-2023-31438



2.2

3.1

Criteria Statement Defined Statement Interpretation Crlt(eYr;;)Met

Privacy

Role-Based Training

The MPO develops and delivers
additional role-based privacy training
(beyond IM117). Role-based privacy
training is provided to employees using
information systems that involve the
handling of high-risk or sensitive
personal information within the Ministry.

Processes for PlAs

The MPO has developed, maintained
and reviewed internal processes (e.g.
an PIA inventory) to ensure employee
completion of PIAs. The MPO
maintains a process to follow up on
outstanding PIA items.

The MPO has documented a
process to identify employees who
require role-based privacy training.
The training is developed in
consultation with CIRMO. The
training is tracked and documented.

The MPO has developed, maintained
and reviewed internal processes
(e.g. an PIA inventory) to ensure
employee completion of PIAs and
follow up on outstanding PIA items.

What This Means and Who
To Ask

What This Means:

If employees require additional
privacy training, the training is
developed in consultation with
CIRMO, provided to appropriate
employees and tracked.

Who To Ask:

What This Means:

The MPO has developed a
process that ensures completion
and tracking of ministry PlAs.
Who To Ask:

The MPO, managers,staff

If Y, Supporting
Documents
Required
MPO - Yes or No

MGR - Yes or No

EMP - Yes or No

The MPO, managers, staff
3 Privacy Impact Assessments

MPO - Yes or No

MGR - Yes or No

EMP - Yes or No

Supporting Documents

Document Name and
Location
Do Not Submit to IMPR
Document Name:

Location:

Document Name:

Location:
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4.1

Criteria Statement Defined Statement Interpretation Crlt(eYr;:)Met

Privacy

Requirement to Complete PlAs

PlAs are conducted prior to the start of
any proposed enactment, system,
project, program or activity. PIAs are
provided to CIRMO and CIRMO
feedback is addressed before the PIA is
finalized. Once finalized, PlAs are
provided to CIRMO for retention and
entry into the Personal Information
Directory (PID).

Process for Completion and
Updating of ISAs, RAs, CPAs and
IPAs

The MPO has a process to identify
when ISAs, RAs, CPAs, and IPAs need
to be completed and/or updated. This
process includes engagement by the
MPO as part of the development or
updating of the agreement to ensure
the agreements are completed as
required.

There is a documented process to
ensure that PIAs are conducted prior
to the start of any proposed
enactment, system, project, program
or activity. PlAs are provided to
CIRMO and CIRMO feedback is
addressed before the PIA is
finalized. Once finalized, PlAs are
provided to CIRMO for retention and
entry into the PID.

The MPO has documented
processes regarding the completion
and updating of ISAs, RAs, CPAs
and IPAs and these agreements are
completed as required. The MPO is
consulted during the development or
updating of agreements.

What This Means and Who

To Ask
What This Means:

There is a documented process
to ensure that PlAs are
conducted where appropriate,
provided to CIRMO for review
and retention, and are entered
into the PID.

Who To Ask:

The MPO, managers and

What This Means:

The MPO collaborates with
branches to ensure that
agreements are completed as
required.

Who To Ask:

The MPO, managers and
employees.

If Y, Supporting
Documents
Required
MPO - Yes or No

MGR - Yes or No

EMP - Yes or No

employees.
4 Agreements

MPO - Yes or No

MGR - Yes or No

EMP - Yes or No

Supporting Documents

Document Name and
Location
Do Not Submit to IMPR
Document Name:

Location:

Document Name:

Location:
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Criteria Statement Defined Statement Interpretation Crlt(eYr;:)Met

Privacy

ISAs are reported to CIRMO

The MPO has a process in place to
ensure ISAs are reported to CIRMO for
entry into the Personal Information
Directory (PID) once completed.

The MPO has a documented
process to ensure that ISAs are
reported to CIRMO for entry into the
PID after finalization.

What This Means and Who
To Ask

What This Means:

The MPO has a documented
process that ensures that ISAs
are reported to CIRMO for entry
into the PID.

Who To Ask:

The MPO.

If Y, Supporting
Documents
Required
MPO - Yes or No

Supporting Documents

Document Name and
Location
Do Not Submit to IMPR
Document Name:

Location:

4.3

Inventory of all Research
Agreements

The MPO has a current inventory of all
in-progress and completed RAs. The
MPO maintains a process to follow up
on outstanding items.

The MPO has a current inventory to
track which RAs are completed and
in progress. The MPO has
established a documented process
to follow up on outstanding items.

What This Means:

The MPO maintains an inventory
to track completed and in-
progress research agreements.

Who To Ask:

The MPO.

MPO - Yes or No

Document Name:

Location:

4.4

5 Service Provider Management

Monitoring compliance with privacy
requirements in agreements

There is a process in place for the
monitoring of compliance with privacy
requirements (e.g. section 30 of
FOIPPA) outlined in agreements. If
needed, there are adequate provisions
in place to deal with issues of non-
compliance.

There is a documented process for
the monitoring of counterparty
compliance with privacy
requirements. If needed, there are
adequate provisions in place to deal
with issues of non-compliance.

What This Means:

The ministry monitors
compliance of privacy
requirements outlined in
agreements.

Who To Ask:

The MPO and managers.

MPO - Yes or No

MGR - Yes or No

Document Name:

Location:
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Criteria Statement Defined Statement Interpretation Crlt(e\:;;)Met

Privacy

Privacy Protection Schedules
Privacy Protection Schedules are
included in all contracts that involve
personal information in the custody or
under the control of the public body.
Amendments to Privacy Protection
Schedules are approved by CIRMO.

There is a documented process to
ensure Privacy Protection Schedules
are included in contracts that involve
personal information. Amendments
to Privacy Protection Schedules are
approved by CIRMO.

What This Means and Who
To Ask

What This Means:

The ministry ensures that PPSs
are included in all contracts that
involve personal information and
the MPO is advised of all such
contracts.

Who To Ask:

Managers/contract managers.

If Y, Supporting
Documents
Required
MPO - Yes or No

MGR - Yes or No

Supporting Documents

Document Name and
Location
Do Not Submit to IMPR
Document Name:

Location:

5.2

Access to Personal Information by
Service Providers and Volunteers
The MPO has been informed of all
service providers and volunteers who
have access to personal information
(PI) within the Ministry's custody or
control.

There is a documented process for
informing the MPO of service
providers and volunteers who have
access to personal information.

What This Means:

The ministry informs the MPO of
service providers and volunteers
who have access to personal
information.

Who To Ask:

The MPO and managers/contract
managers.

MPO - Yes or No

MGR - Yes or No

Document Name:

Location:
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5.3

Criteria Statement Defined Statement Interpretation Crlt(eYr;:)Met

Privacy

Mandatory Service Provider Privacy
Training

The MPO must ensure that service
providers and volunteers who have
access to personal information have
completed prescribed privacy training
related to the collection, use,
disclosure, storage and destruction of
personal information. This training must
be completed prior to providing
services.

The MPO has a documented
process to ensure that service
providers and volunteers who have
access to personal information have
completed prescribed privacy
training related to the collection, use,
disclosure, storage and destruction
of personal information. The training
has been completed prior to
providing services.

What This Means and Who
To Ask

What This Means:

The MPO maintains a
documented process that
confirms service providers and
volunteers have had the
mandatory privacy training prior
to providing services.

Who To Ask:

MPQO,managers/contract
managers.

If Y, Supporting

Documents
Required
MPO - Yes or No

MGR - Yes or No

Supporting Documents

Document Name and
Location
Do Not Submit to IMPR
Document Name:

Location:

5.4

6 Personal Information Inventory

Service Provider Compliance with
the Privacy Protection Schedule

A process is in place for ensuring
service provider compliance with
Privacy Protection Schedules. If
needed, there are adequate provisions
in place to deal with issues of non-
compliance.

There is a documented process for
ensuring service provider compliance
with Privacy Protection Schedules. If
needed, there are adequate
provisions in place to deal with
issues of non-compliance.

What This Means:

The ministry maintains a process
to monitor service provider
compliance with privacy
requirements outlined in
contracts.

Who To Ask:

Managers/contract managers.

MGR - Yes or No

EMP - Yes or No

Document Name:

Location:
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Criteria Statement Defined Statement Interpretation Crlt(eYr;;)Met Supporting Documents

W at This Mean T and v he If Y, Supporting Document Name and

Privacy To Ask Documents Location
Required Do Not Submit to IMPR

6.1 |Create and Maintain Personal A documented process exists for

Information Inventory creating and maintaining a Personal

The MPO creates and maintains a Information Inventory. A Personal

Personal Information Inventory, and Information Inventory is created NA

creates it within one year of the within one year of the Personal NA NA

Personal Information Inventory Policy |Information Inventory Policy being The Pl does not yet exist.

being published. published.
6.2 |Reporting to CIRMO The MPO has a documented What This Means: MPO - Yes or No |Document Name:

The MPO reports to CIRMO all process for creating and reporting all

Personal Information Banks (PIBs), as |PIBs to CIRMO that result from new |The MPO maintains a process to

required. enactments, systems, projects, report new ministry PIBs to Location:

programs or activities of the Ministry. [CIRMO.
Who To Ask:

The MPO.

6.3 |Health Information Banks The MPO in the Ministry of Health What This Means: MPO - Yes or No |Document Name:
For the Ministry of Health: The MPO for|has a documented process for
the Ministry of Health has a process in |creating and reporting all HIBs to The Ministry of Health MPO

place for creating and reporting all CIRMO. maintains a process to report Location:
Health Information Banks (HIBs) to new ministry HIBs to CIRMO.
CIRMO.

Who To Ask:

The MPO for Ministry of Health.
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If Y, Supporting Document Name and

Privacy

Monitoring of the Personal
Information Directory (PID)

The MPO has a process in place to
review the PID periodically to ensure all
PlAs, ISAs, PIBs and, where applicable,
HIBs have been submitted to CIRMO
and recorded accurately.

The MPOQO has a documented
process in place to review the PID
periodically to ensure all PlAs, ISAs,
PIBs and, where applicable, HIBs
have been submitted to CIRMO and
recorded accurately.

What This Means and Who
To Ask

What This Means:

The MPO periodically reviews the
PID to ensure ministry
information is accurate and
updated as needed.

Documents
Required
MPO - Yes or No

Location
Do Not Submit to IMPR
Document Name:

Location:

Who To Ask:
The MPO.
7 Foreign Demands for Disclosure
7.1 [Process for Reporting Foreign A documented process, in What This Means: MPO - Yes or No |Document Name:

8 Information Incident Management

Demands for Disclosure

A process is in place for reporting
foreign demands for disclosure to
CIRMO in the manner and form
directed by CIRMO.

compliance with FOIPPA, is in place

for reporting foreign demands for
disclosure to CIRMO.

When ministries receive foreign
demands (i.e. an order, demand
or request from an authority
outside of Canada for the
unauthorized disclosure of
personal information), the
demands are reported to CIRMO.

Who To Ask:

The MPO, managers and
employees.

MGR - Yes or No

EMP - Yes or No

Location:
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Criteria Statement Defined Statement Interpretation Crlt(e\:;;)Met Supporting Documents

W at This Mean T and v he If Y, Supporting Document Name and

Privacy To Ask Documents Location
Required Do Not Submit to IMPR
8.1 |[Information Incident Management Employees report actual or What This Means: MGR - Yes or No |Document Name:
Employees report actual or suspected |suspected incidents as per the IIMP.
incidents as per the Information As part of the response to incidents, [Ministry employees know how to |EMP - Yes or No
Incident Management Process (IIMP). [the Ministry follows CIRMO identify and report information Location:
The Ministry follows CIRMO instructions|instructions and addresses incidents. The ministry addresses
and addresses recommendations as recommendations as required. CIRMO recommendations arising
required. from information incidents.
Who To Ask:

Managers and employees.

8.2 |Information Incident Tracking The ministry regularly and What This Means: MPO - Yes or No |Document Name:
The ministry regularly and consistently |consistently tracks key information
tracks key information about about information incidents within The ministry retains summary
information incidents within their their responsibility. information regarding its Location:
responsibility. information incidents. Potential

information to track: breach
category, party responsible,
identification of PI, notification
date, and OCIO file number.

Who To Ask:

The MPO.
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H Criteria Statement Defined Statement Interpretation N(I:ertlti:-;:l Supporting Documentation

S \ Yrt Name and Location of
Records Management What This Means and Who To Ask | >uPPOrting Supporting Documents (Do Not
Documentati : :
: Submit to IMPR)
on Required
1 Governance and Accountability
1.1 |Records Management Defined roles and What This Means: Document Name:
Accountabilities responsibilities have been RO - Yes or
The Ministry has articulated employees' |developed and employees are |Ministry employees are aware of and No
responsibilities for records aware of and understand their  [understand their records management Location:
management, including documenting records management and responsibilities. Employees utilize MGR - Yes or
government decisions, and business documenting government services provided by GRS (e.g. offsiting, [No
areas have clearly assigned decisions responsibilities. The |records management enquiries, training,
accountabilities across the Ministry with [Ministry is aware of and work  |etc.). EMP - Yes or
additional role specific records collaboratively with the No
management duties, as appropriate. Government Records Service. |Who To Ask:
There is a clear understanding of
respective roles and responsibilities, the RO, managers and employees.

names of such persons or groups and
their responsibilities are communicated

1.2 |Records Management The Ministry implements records |What This Means: Document Name:
Policies/Procedures management policies and/or
The Ministry implements records procedures provided by GRS,  |Your ministry manages records in RO - Yes or
management policies and/or procedures |including documenting accordance with GRS' direction, No Location:
provided by GRS, including government decisions. including the requirement to document
documenting government decisions.The | The Guideline and Directive on [goverment decisions. MGR - Yes or
Guideline and Directive on documenting [documenting government No
government decisions have been decisions have been formally Who To Ask:

formally shared and their importance shared and their importance EMP - Yes or
2 Education and Awareness
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3.1

Records Management

Role-Based Training

Employees have received additional,
role-based records management
training (beyond IM117) where
appropriate, and relevant Ministry
employees have undergone training on
the creation and maintenance of
adequate records of government
decisions, and documenting government
decisions.

Records Classification and
Information Schedules

Record Classification

The ministry has procedures in place to
classify and/or organize records so that
the records can be managed according
to the function of the information and the
approved retention schedules.

There is a documented process
in place to identify Ministry
employees who require
additional training. All additional
training is scheduled and
delivered in a timely and
consistent manner. Employees
have undertaken additional
training on the creation and
maintenance of adequate
records of government decisions
in accordance to the Directive
CRO 01-2019, Guidelines on

Procedures are documented
and cover all required
classification and categorization
activities, including how to
identify, make accessible, and
protect information to which no
schedule applies. Employees
are made aware of the
classification requirements and
how to meet them, including the
use of classification tools.

What This Means and Who To Ask

What This Means:

If employees require additional records
management training, the training is
provided to appropriate employees.

Who To Ask:

RO, managers and employees.

What This Means:

Your records must be organized or
‘classified’ by business function and in
such a way that you can find them.
These processes are documented,
understood and followed by employees.

Who To Ask:

RO, managers and employees.

Criteria
Met (Y/N
IfY,
Supporting
Documentati
on Required

RO - Yes or
No

MGR - Yes or
No

EMP - Yes or
No

RO - Yes or
No

MGR - Yes or
No

EMP - Yes or
No

Supporting Documentation

Name and Location of
Supporting Documents (Do Not
Submit to IMPR)

Document Name:

Location:

Document Name:

Location:
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Criteria
Met (Y/N
IfY,
Supporting
Documentati
on Required

Supporting Documentation

H Criteria Statement Defined Statement Interpretation

What This Means and Who To Ask

Name and Location of
Supporting Documents (Do Not
Submit to IMPR)

Records Management

4.1

procedure to identify records that are not
covered by approved schedules.

Digital Records

The Ministry has plans, resources, and
technology in place to ensure that all
non-exemptive government information
will be managed digitally in compliance
with the Information Management Act
and applicable laws, policies, directives,
standards, and specifications.

identify information not covered
by an approved schedule and
enable the development of
schedules with critical records
as a priority.

Digitization and image
management procedures and
technologies have been
validated for conformance to the
relevant legal and policy
requirements, and are scalable
and available for use.

Records are created digitally,
and digitization of existing non-
digital records takes place.

Who To Ask:

RO, managers and employees.

NA

The “digitization” requirements in
section 9 of the IMA are not yet in force.

NA

3.2 |Information Schedule Development |The Ministry has documented its |[What This Means: RO - Yes or |(Document Name:
and Maintenance process for supporting the No
The Ministry has a process to support  [development, implementation, |Ministry-specific records schedules (i.e.
and enable the development and and maintenance of information |[ORCS) are developed and updated MGR - Yes or |Location:
implementation of information schedules. when necessary. The Ministry is No
schedules. The ministry collaborates responsible for initiating this process
with GRS to maintain the currency of The Ministry has adopted and  |with GRS. EMP - Yes or
existing schedules and to develop a documented a process to No

4 Digitization Requirements

NA
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What This Means and Who To Ask

4.2

5.1

Records Management

Identify and Protect Digital Records
Scheduled for Archiving

The Ministry has documented
procedures for identifying, protecting,
and maintaining the usability and
integrity of digital records scheduled for
transfer to archives.

Records Retention, Maintenance and
Disposition

Records Retention, Holds and
Disposition

The Ministry has procedures to dispose
of, transfer, or archive government
information based on official policies,
specifications, schedules, guidelines,
and procedures published by the
Government Records Service. In the
case of a legal hold or FOI request, the
Ministry has processes in place to
ensure that such records are not
destroyed. Where records are
scheduled, retention is limited to the
scheduled time period and no longer.
Unscheduled records are retained.

The Ministry has defined and
implemented processes and
mechanisms to identify any
records that are scheduled for
archiving or long term retention
to protect the usability and
integrity of the records.

The Ministry has documented
and made available its
procedures for applying the
relevant schedules and retaining
information in accordance with
those schedules, and no longer.
Disposition requests are made
in accordance with approved
schedules Where no schedule
exists, procedures are in place
to ensure that unscheduled
records are retained.

Procedures for suspending
disposition have been
documented and communicated
to employees. These
procedures are followed
consistently.

What This Means:

Ministry records must be exportable
(transferrable) to the digital archives.

Who To Ask:

RO and managers.

What This Means:

The ministry offsites and/or destroys
eligible records as appropriate. The
ministry has processes to place holds
on records responsive to FOI or legal
requests.

Who To Ask:

RO, managers and employees

Criteria
Met (Y/N
IfY,
Supporting
Documentati
on Required
RO - Yes or

No

MGR - Yes or
No

RO - Yes or
No

MGR - Yes or
No

EMP - Yes or
No

Supporting Documentation

Name and Location of
Supporting Documents (Do Not
Submit to IMPR)

Document Name:

Location:

Document Name:

Location:
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H Criteria Statement Defined Statement Interpretation Met (Y/N

Records Management

What This Means and Who To Ask

I
Supporting

Documentati

on Required

Supporting Documentation

Name and Location of
Supporting Documents (Do Not
Submit to IMPR)

5.2 |Records Transfers to IMA Bodies Procedures for records transfers |What This Means: RO - Yes or |Document Name:
The Ministry has procedures in place to |to other government bodies and No
maintain chain of custody and continuity |for monitoring of such transfers |Legal custody of records is transferred
of control for records during transfers to |have been documented and and documented when ministries MGR - Yes or |Location:
other bodies covered by the Information |implemented. reorganize (i.e. transfer or end functions |No
Management Act. This includes or programs). The ministry is
procedures to monitor such transfers. responsible for notifying GRS when
ministry reorganizations occur, as GRS
maintains the system in which legal
custody of records is tracked.
Who To Ask:
RO and managers.
5.3 |Records Transfers to Non-IMA Procedures for records transfers [What This Means: RO - Yes or |Document Name:
Bodies outside of government have No
The Ministry has documented been documented. Legal The ministry must use an appropriate
procedures in place to ensure that instruments and associated legal instrument (contract, legislation, MGR - Yes or |Location:
records transfers to bodies not covered |processes have also been etc) when transferring records to a non- |No
by the Information Management Act are |defined and implemented where |IMA body, and must advise GRS of all
completed in accordance with an appropriate. transfers. EMP - Yes or
appropriate legal instrument. No

Who To Ask:

RO and managers
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5.4

6.1

Records Management

Manage Physical Records
Documented procedures exist regarding
the management and storage of
physical records in appropriate onsite
storage (commensurate with degree of
information sensitivity) and/or approved
offsite storage facilities.

Recordkeeping Systems and
Inventories

Manage Information in
Recordkeeping Systems

The Ministry manages government
information through its lifecycle using
recordkeeping systems as appropriate.
Systems are used to meet records
management requirements, including
schedules as mandated in the
Information Management Act and
ensuring records capture the Ministry's
documenting government decisions
requirements, are preserved and
accessible as required and appropriate.

Physical records procedures are
documented and records are
managed and stored in
appropriate onsite storage
(commensurate with information
sensitivity) and/or approved
offsite storage facilities. Physical
records are tracked and access
is closely monitored and only
authorized use is allowed.

The Ministry has established
procedures and communicated
to employees the processes
needed to manage information
appropriately in recordkeeping
systems.

Ministry records, including
records documenting
government decisions, are
managed throughout their
lifecycle and information
schedules are applied, but
disposition may not be
consistently performed.

What This Means and Who To Ask

What This Means:

The ministry ensures that onsite
physical records are appropriately
secured based on level of information
sensitivity. When records are offsited,
access lists for records in offsite are
updated when appropriate (e.g. when
authorized employees retire, if legal
custody of records is transferred, etc.).

Who To Ask:

RO, managers and employees.

What This Means:

Employees manage ministry records in
appropriate record keeping systems
(e.g. systems that have logical naming
conventions, preserve records and their
accessibility, protect against
unauthorized access, and permit the
retention requirements to be applied
accurately).

Who To Ask:
RO, managers and employees.

Criteria
Met (Y/N
IfY,
Supporting
Documentati
on Required
RO - Yes or

No

MGR - Yes or
No

EMP- Yes or
No

RO - Yes or
No

MGR - Yes or
No

EMP - Yes or
No

Supporting Documentation

Name and Location of
Supporting Documents (Do Not
Submit to IMPR)

Document Name:

Location:

Document Name:

Location:
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S U Yr,t' Name and Location of
Records Management What This Means and Who To Ask | >4PPOring Supporting Documents (Do Not
Documentati ; .
: Submit to IMPR)
on Required
6.2 |Inventory of Ministry Systems and A documented procedure is in  |What This Means: Document Name:

Repositories place for the creation and
The Ministry maintains an inventory of [maintenance of an inventory of |The ministry is aware of all the locations [MGR - Yes or
ministry systems and repositories that  [systems and repositories, and  |where its information is stored. No Location:
manage and/or store government an up-to-date inventory is in
information. place. Who To Ask: MISO - Yes or

No

Managers and MISO.

Page 46 of 444 CTZ-2023-31438



1

22

3.

pry

4.1

Criteria Statement

Defined Statement

Access to Information

Governance and Accountability
Information Access Procedures
and the Duty to Assist

Information Access and Duty to Assist
procedures have been clearly defined
and have been communicated to all
employees. Ministry employees are
informed and aware of the
appropriate response to FOI requests
(e.g., how to conduct a
comprehensive and timely search for
responsive records, seeking
clarification, and execute these steps
in accordance to defined procedures).

Role-Based Training

Individuals have received additional,
role-based Access training (beyond
IM117) where appropriate (e.g.
ministerial employees, FOI co-
ordinators).

Minister's Offices & Ministerial
Emplovees

Designated Employee

A ministry employee is designated as
the person in charge of all FOI
requests involving a Minister's office.
This person is accountable for
contacting all employees directly, in
writing, with the details of the request
and directing that employees search
for responsive records and respond
within a set time period.

Monitoring

Monitoring of FOI Requests

A documented process is in place to
track and monitor all active FOI
requests. This includes regular
reporting to ministry leadership and
escalation processes to ensure
ministry and service provider
compliance with timeliness and/or
"duty to assist” requirements

There are established
processes and procedures in
place for employees to follow
in responding adequately and
in a timely fashion to FOI
requests. Employees are
aware of their obligations
under FOIPPA to conduct
adequate searches for
responsive records and
consistently do so in a timely
fashion.

There is a documented
process in place to identify
employees who require
additional training. All
additional training is
scheduled and delivered in a
timely and consistent fashion.

A designated employee has
been assigned this role.
Responsibilities are formally
defined and documented.

There is a documented
process for the monitoring of
ministry and service provider
compliance with FOI faccess
requirements. There is an
escalation process if there is
a risk of non-compliance with
timeliness and/or "duty to
assist”.

Interpretation

What This Means and Who To Ask

What This Means:

Employees know their responsibilities
with respect to FOI (e.g. conducting
thorough records searches). Processes
are in place to ensure adequate and
timely responses to FOI requests.

Who To Ask:

FOI Coordinator, managers and
employees..

What This Means:

If employees require additional FOI
training, the training is provided to
appropriate employees.

Who To Ask:

FOI Coordinator,managers and
employees.

What This Means:

The ministry has designated an
employee as the person in charge of all
FOI requests involving a Minister's office.

Who To Ask:

FOI Coordinator.

What This Means:

The ministry is aware monitors the
timeliness and completion of all FOI
requests, An escalation process exists
for tineliness or "duty to assist” issues.
Who To Ask:

FOI Coordinator and manager.

Criteria Met
(Y/N)
If Y, Supporting
Documentation
Required

FOI - Yes or No

MGR - Yes or No

EMP - Yes or No

2 Education and Awareness

FOI - Yes or No

MGR - Yes or No

EMP - Yes or No

FOI - Yes or No

FOI - Yes or No

MGR - Yes or No

Supporting
Documentation

Mame and Location of
Supporting Documents
(Do Not Submit to IMPR)

Document Name:

Location:

Document Name:

Location:

Document Name:

Location:

Document Name:

Location:
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1

Criteria Statement

Defined Statement

Information Protection

Governance and Accountability
Security Program
An Information Security Program

has been developed, documented,
approved, and impl ted based

An Information Security
Program has been developed,
documented, approved, and
impl ted based on the

on the Information Security Policy
(ISP) developed by the Office of

Information Security Policy
(ISP) developed by the Office of

Interpretation

What This Means and Who To Ask

What This Means:

The ministry has implemented an Information
Security Program. Information security
responsibilties within the ministry have been
defined, documented and communicated to

Criteria Met
(Y/N)
If ¥, Supporting
Documentation
Reauired

MISO - Yes or No

Document Name:

Location:

Supporting
Documentation
Mame and Location of
Supporting Documents (Do
Mot Submit to IMPR)

2.

L

The Ministry has articulated
employees' responsibilities for
information security. Ministry
employees are required to sign off
periodically (i.e. annually) to
acknowledge their accountabilities
with respect to information
security.

Education and Awareness
Role-Based Training

A process is in place to develop
and deliver additional training
(beyond IM117) on information
security to employees.

employees' responsibilities for
information security. All
employees sign off periodically
(i.e. annually) to acknowledge
their accountabilities with
respect to information security.

There is a documented process
in place to identify employees
who require additional training.
Additional training is scheduled
and delivered in a timely and
consistent fashion.

Employees have been informed of information
security policies and procedures.

Who To Ask:

Managers and employees.

What This Means:

If employees require additional information
protection training, the training is provided to
appropriate employees.

Who To Ask:

MISO, managers and employees.

the Government Chief Information |the Government Chief appropriate employees.
Officer (OCIO). Responsibilities for [Information Officer (OCIO).
the Information Security Program  |Responsibilities for the Who To Ask:
are documented and assigned. Information Security Program
There is a clear understanding of [are documented and assigned. |MISO.
respective roles and There is a clear understanding
1.2 |Employee Accountabilities The Ministry has articulated What This Means: MGR - Yes or No Document Name:

EMP - Yes or No

MISO - Yes or No

MGR - Yes or No

EMP - Yes or No

3 Service Provider Management

Location:

Document Name:

Location:

Records are organized so that
security classifications can be
applied to protect different classes
of information based on their
sensitivity.

classification processes are
formalized and information
assets and systems are
classified according to the
OCIO data security
classification standard (or
similar). Assets are managed
according to their security
classification.

The ministry has applied security classfications
to its information.

Who To Ask:

MISO.

3.1 |[External Parties A doct ted risk t |What This Means: MISO - Yes or No Document Mame:
Assessment of risks from external [process exists and is
party access to government communicated to Ministry The ministry has a documented risk assessment [MGR - Yes or No
information, information systems  |employees. Reviews are process for providing access to external parties. Location:
or information processing facilities |conducted for all external party |Risk assessments are completed where
are performed and appropriate access. appropriate.
security controls are implemented
prior to granting access. Who To Ask:

MISO and managers.

3.2 [Monitoring Service Provider There is a documented process |What This Means: MISO - Yes or No Document Name:
Compli with infor ( for the monitoring of service
security Requirements provider compliance with The ministry maintains a process to monitor MGR - Yes or No
The ministry has a process to information security service provider compliance with security Location:
manitor service provider requirements. If needed, there  |requirements outlined in contracts.
compliance with information are adequate provisions in
security requirements. If needed, |place to deal with issues of non- [Who To Ask:
there are adequate provisions in |compliance.
place to deal with issues of non- The MISO and managers/contract managers.
compliance. This wording is also
included in privacy 4.4 and 5.4

4 Security Requirement and
4.1 |Security Classification Information security What This Means: MISO - Yes or No Document Name:

Location:
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Criteria Statement

Defined Statement

Information Protection

Security requirements for
information systems
Security controls are identified as
part of the business requirements
for new information systems or
enhancements to existing
information systems through the
information security risk
assessment (the former STRA)
process, and controls are
implemented and reviewed prior to
implementation.

A formal ISRA process is in
place in the Ministry. ISRAs are
completed for all new systems
and system enhancements.
Accountabilities for ISRAs are
clearly defined.

Interpretation

What This Means and Who To Ask

What This Means:

There is a documented process to ensure that
ISRAs are conducted where appropriate (i.e. for
new and updated systems).

Who To Ask:

MISO.

Criteria Met
(Y/N)

If ¥, Supporting
Documentation

Required
MISO - Yes or No

Document Name:

Location:

Supporting
Documentation
Mame and Location of
Supporting Documents (Do
Mot Submit to IMPR)

4.3

Protection Against Malicious
Code

There an established process in
place to prevent, detect, and
resolve malicious code infections
on information systems and
infrastructure.

Processes related to malicious
code are defined and
implemented.

What This Means:

Employees are aware of procedures to prevent
malicious code infections (e.g. supervisor
approval is required to download new software
or applications, do not click suspicious links,
etc.). There is a documented procedure for
detecting and resolving infections.

Who To Ask:

The MISO, managers and employees.

MISO - Yes or No

MGR - Yes or No

EMP - Yes or No

Document Name:

Location:

4.4

Technical Vulnerability
Management -

A Vulnerability and Risk
Management (VRM) Program has
been developed, documented,
approved, and implemented by the
Office of the Government Chief
Information Officer (OCIO).
Ministries should identify the
criticality of information systems
and regularly assess and evaluate

User Access Management

Vulnerability assessments are
planned and conducted on a
regular basis (based on risk).
Vulnerabilities are risk ranked
and remediated in priority order.

What This Means:

The ministry has identified its critical systems
and has a documented process to identify,
assess, and respond to vulnerabilities within
these systems.

Who To Ask:

MISO.

MISO - Yes or No

Document Name:

Location:

Responsibilities

Users must only access
information permitted by their
assigned roles and responsibilities.
Users must ensure unattended
equipment has appropriate
protection.

Users must ensure the safety of
sensitive information from
unauthorized access, loss or
damage.

place for user responsibilities
and access. Employees are
aware of and adheres to the
clean desk policy and the need
to protect unattended
equipment and access to
government information.

Employees have been informed of their

|responsibilities to prevent unathorized access to

government information. (i.e. clean desk, do not
leave equipment unattended, do not share
passwords, lock screens, do not share
confidential information, etc.).

Who To Ask:

The MISO, managers and employees.

5.1 |Access Control Documented access control What This Means: MISO - Yes or No Document Name:
Access control processes are in  |processes are in place covering
place covering the full range of the full range of access The ministry has a documented process for MGR - Yes or No
access management for management for employees and|providing, updating and removing employee and Location:
employees and service providers |service providers (granting, service provider access to systems.
(granting, reviewing, removing, reviewing, removing, changing,
changing, etc.). etc.). Who To Ask:
MISO and managers.
5.2 |Logging and Monitoring Logging is enabled on key What This Means: MISO - Yes or No Document Name:
Audit logs recording user and systems (based on risk and
privileged user activities, security classification). Logs | The ministry has identified its critical systems MGR - Yes or No
exceptions, and information are maintained and controls are |and implemented logging capabilities for these Location:
security events are kept and in place to limit access to these [systems. The logs are monitored. Logs are
protected for an appropriate period |logs. Manual monitoring or secured and accessed by authorized employees
of time to assist in monitoring and  |basic automated monitoring is infonly.
future investigations. Logs are place for critical‘high-risk
monitored and the result of the systems. Who To Ask:
maonitoring activities are regularly
reviewed and acted upon as MISO and managers.
necessary.
5.3 |User Access and Documented processes are in - |What This Means: MISO - Yes or No Document Name:

MGR - Yes or No

EMP - Yes or No

Location:
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Criteria Statement

Defined Statement

Information Protection

Asset Management, Protection
and BCP

Business Continuity
Management
Business continuity management
processes and plans have been
developed tested, maintained,
updated and they include
provisions to maintain security and

A documented business
continuity plan exists. The plan
includes an assessment of risk
and information sensitivity and
incorporates appropriate
controls to address information
security.

Interpretation

What This Means and Who To Ask

What This Means:

The ministry has developed a BCP that includes
controls addressing information security during
incidents. Disaster Recovery Plans have been
created for critical systems.

Criteria Met
(YIN)
If ¥, Supporting
Documentation
Reauired

MISO - Yes or No

Document Name:

Location:

Supporting
Documentation
Mame and Location of
Supporting Documents (Do
Mot Submit to IMPR)

An inventory of information assets
and systems exists and is
maintained. Ownership of assets
is assigned and accountabilities
associated with ownership are
defined.

is in place and a formal
inventory of information assets
and systems is maintained.
Accountabilities for ownership
are clearly defined and
implemented.

The ministry maintains an inventory of
government information systems and mobile
devices.

Who To Ask:

MISO and manager.

information security in the case of Who To Ask:
an incident.
MISO.
6.2 |Asset Management An asset management process |What This Means: MISO - Yes or No Document Name:

MGR - Yes or No

Location:

6.3

Physical and Environmental
Protection

Equipment containing personal or
sensitive information must be
protected throughout its lifecycle,
including secure disposal, to
reduce the risks from unauthorized
access or loss.

Controls are documented
regarding equipment protection,
including asset disposal.

What This Means:

The ministry has a documented process to
ensure the removal of government information
from devices that are no longer in use.

Who To Ask:

MISO and manager.

MISO - Yes or No

MGR - Yes or No

Document Name:

Location:

6.4

Portable Media

A formal inventory of partable
media devices is maintained.
Where devices are used, they
comply with OCIO standards, are
encrypted, and are managed with
controls appropriate for the
sensitivity of the data contained on
the media, including
logging/tracking and secure
storage, transfer and disposal.

An inventory of portable media
is in place, an approval process
for the use of portable media
exists, and the use of portable
media is tracked/logged.
Appropriate steps are taken to
ensure that portable media
devices in use comply with
applicable OCIO standards and
devices are managed with
controls appropriate for the
sensitivity of the data they
contain.

What This Means:

The ministry maintains an portable media
inventory and approval process. A documented
process in place to ensure portable media
devices are used according to OCIO standards.
Who To Ask:

The MISO, managers and employees.

MISO - Yes or No

MGR - Yes

EMP - Yes

Document Name:

Location:
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Term

Defintion

CIRMO Corporate Information Records Management Office
Delegation Instrument  |A delegation matrix used by leaders to aid in the decision as to which tasks to delegate and which to retain
DGD Documenting Government Decisions
Duty to Assist The head of a public body must make every reasonable effort to assist applicants and to respond without delay to each applicant openly, accurately and completely
FOI Freedom of Information
FOIPPA Freedom of Information and Privacy Protection Act
GRS Government Records Service
HIB Health Information Bank
IIMP Information Incident Management Process
IM117 Mandatory IM training for all government employees
IMA Information Management Act
IMPR Information Management Practice Review
ISA Information Sharing Agreement
ISP Information Security Policy (government-wide) Information Security Program ( Ministry-specific)

Legal Instrument

Is any formally executed written document that can be formally attributed to its author, records and formally expresses a legally enforceable act, process, or contractual
duty, obligation, or right, and therefore evidences that act, process, or agreement.

MISO Ministry Information Security Officer
MPO Ministry Privacy Officer
OCIO Office of the Chief Information Officer

PI Personal Information

PIA Privacy Impact Assessment

PIB Personal Information Bank

PID Personal Information Directory

Pl Personal Information Inventory Policy
PMAP Privacy, Management and Accountability Policy
PPS Privacy Protection Schedules

RM Records Management

RO Records Officer

Service Providers

A person retained under a contract to perform services for a public body
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Records Management

#  Criteria
1. Governance and Accountability
Records Management Accountabilities 5.13

2. Education and Awareness

Records t Polici dures

Mandatory Employee Training

31

3. Records Classification and Information Schedules

Role-Based Training

Record Classification

32

41

4. Digitization Requirements

T, ion Schedule Develoy and Mai

5.4

6.1

4.1 Digital Records
4.2 |[identify and Protect Digital Records Scheduled for Archiving
5.1 [Records R ion, Holds and Dispositi
5.2 [Records Transfers to IMA Bodies

6. Recordkeeping Systems and Inventories

Manage Physical Records

Manage in ping Sy

6.2

Inventory of Ministry Systems and Repositories

1 - initial

2 - repeatable
3 - defined

4 - managed
5 - optimaized
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#

Criteria

1. Governance and Accountability

Designated Ministry Privacy Officer
The Deputy Minister has named a Ministry Privacy
Officer and roles and ilities related to

1 - Initial

A Ministry Privacy Officer (MPO) has not been
named and privacy matters are addressed

privacy in the Ministry have been dafined.

y in an informal andior incansistent
manner.

2 - Repeatable

An MPO has been identified and & accountable for

Maturity Scale

3 - Defined

The responsibilites of the MPO have been

privacy it, but ne doct tati

g roles and axists. The
responsibilities of the role are not captured in the
MPO's job description.

! d and included in the MPO's job
description.

4 - Managed

The Deputy Minister monitors the pen‘urmanoa of

5 - Optimized

Level 4 has been altained and the Ministry has

the MPO's duties to confirm that resp
are being addressed and support continual
improvement over time. Privacy initiatives are

d trated leading practices for this
:rilenan This could include defining roles and

supported by the Deputy Minister.

related to privacy throughout the
Mumshy (beyond the MPO), privacy performance is
regularly assessed internally, and where
apprapriate, by independent reviewers, and a
formal process of continual improvement is in
place.

Deputy Delegation of Duties
If the Deputy Minister has delegated any duties,

The Deputy Minister has delegated duties, powers,
or functions but has not used a delegation

powers or functions, a FOIPPA E‘
is in place, ma and
communicated to CIRMO by the MF'O

instrument. There is no of roles with
ac:ountabluty far cerlain duties, powers of

The Deputy Minister has delegated duties, powers,
or functions but has not used a delegation
instrument. There is informal recognition of roles
with accountability for certain duties, powers or

functions, Privacy issues are add
on a case-by-case basis.

The Deputy Minister has delegated duties, powers,
or functions to certain roles (e.g. MPO) and has
used a FOIPPA Delegation Instrument The
FOIPPA D, Instrumant is
communicated to CIRMO by the MPO,

and

The MPO maintains and monitors all Minisiry
FOIPPA Delegation Instruments.

Level 4 has been attained and the Ministry has
demanstrated additional leading practices for this
criterion. This could include the MPO working with
CIRMD o analyse the delegahan process and

to determine its
effectivenass and mmplance with PMAP and
FOIPPA. Where required, changes and
improvements are made in a timely and effective
fashion, The MPO ensures that all changes are
documented, instruments remain current, and all
updates are sent to CIRMO.

MPO Delegation of Duties
If the MPO has delegated any duties, pawers, or
functions, the del i d d and

current, The MPO remains accountable as the
single point-of-contact for CIRMO.

The MFO has delagatad duties, powers, or
ions but has not d d the

The MPO has delegated duties, pawers, or
lons but has not documented the delegation.

There is no recognition of roles with accountability
for certain duties, powers or functions. Privacy

There is informal recognition of rales with
accountability for certain duties, powers or

issues are ctively, on a by
case basis.

The MPO has delegated duties, powers, ar
functicns to certain roles (e.g. Privacy Analyst) and
has documented the delegation. The delegation
documentation is maintained and current.

The MPO monitors all delegated duties, powers
and functions.

Lavel 4 has been attainad and the Ministry has

dditicnal leading p far this

criterian. This could include the MPO working with
CIRMO, to analyse the delegation process and

" of ibilties to e its
effectiveness and compliance with PMAP and
FOIPPA. Where required, changes and
Improvements are made In a timely and effective
fashion. The MPO ensures that all changes are
documented, Instruments remain current, and all
updates are sent ta CIRMO,

2.1

Privacy Policies/Procedures

Ministry-specific privacy policies and procedures,
incorporating Ministry-specific privacy
requirements, have been develaped and deployed
by the MPOQ, where appropriate, and have been
reviawad by CIRMO.

ucation and Awareness

Mo documented Ministry-specific privacy policies
and procedures exist, where appropriate, Privacy-
related praclices acrass the Ministry are variable
and reactive.

Ministry-specific privacy policies and procedures
are in place where appropriate but have not been
documented. These praclices are inconsistent
across the Ministry.

Ministry-specific privacy policies and procedures
have been developed and documented where
appropriate. The policies have been reviewed by
CIRMO

Ministry-specific privacy policies and procedures

Level 4 has been attained and the Ministry has

have been developed and are regularly
and updated to reflect changes in policy andior

jprivacy risks in the Mlnlstry (e g., arising from new
ar ch in

leading practices for this
criterion. This could include the monitoring and
com pllanoe review of policies and procedures
information and/or the

of issues of non P and
implementation of remeadial action to ensure
compliance in a imely fashion, and update
palicies where necessary.

based privacy training (beyond IM117). Rale-
based privacy training is provided to employees
using information systems that involve the
handling of high-risk or sensitive personal
infarmation within the Ministry.

require role-based privacy training are not
identified. Role-based training is provided in an
inconsistent and reactive manner,

and i isi Ci of

training Is not tracked or documented.

fraining. The training is developed in consultation
with CIRMO. The training is tracked and
documented,

Mandatory Employee Training A Iarge pDrlan of Ministry employees have not Mandatory privacy training has been completed by |Employees receive training when they are hired. | A Ministry-wide privacy awareness and training Level 4 has been attained and the Ministry has
have cc y training datary privacy training. There is no |a majority of Ministry employees. There is a Training is refreshed at least every WO years. program exists and Is menitored by the MPO. d: d additicnal leading practices for this
(i.e. IM117) related to pn\racy The lralnlng is pn)cess for manitoring training completion, process for monitoring training completion but itis | Training is scheduled, timely, y fraining requi are fracked and | criterion. This could include demonstration of a
timely, and not documented. manitored and is augmented by regular monitored. strong privacy culture and additional
d awareness activities (e.g., emails, posters, training/awareness activities (e.g. ministry-specific
presentations, etc.). The process for monitoring | Additional training activiies are regularly days; engag andlor awareness
fraining completion is documented. scheduled to provide timely and consistent privacy | activities; increased attendance at PriSm andior
awareness (e.q., emalls, posters, presentations,  |the Pl'lvacy and Security Conference). When
aic.) privacy inci or ooeur,
training and awareness activites are conducted
Employees are aware of, and understand, thair and changes to the training curriculum are made
responsibilities under FOIPPA regarding the in a timely fashicn.
sharing and protection of personal information in
their care.
22 |Role-Based Training There is a general understanding of the nead for rmplr:lwea who require rale-based privacy fraining| The MPO has documented a process to identify | A Ministry-wide privacy awareness and training Lavel 4 has been attained and the Ministry has
The MPO develops and delivers role- le-based privacy training. Employees who are identified by the MPO. Tralnlng developmenl employees who require role-based privacy program, including any additional or ol d additicnal leading practices for this

fraining, exists and the MPO takes a proactive
approach to menitor these programs to ensure the
training has been taken.

criterion. This could include demonstration of a
strong privacy culture and additional
training/awareness activities (e.g. ministry-specific

days; engag and/or
actiiies; increased attendance at PriSm andfar
the: Pl'lvacy and Security Conference). When
privacy inci or Qceur,
training and awareness activites are conducted
and changes to the training curriculum are made
in a timely fashion.

3. Privacy Impact Assessments
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#

Criteria

1 - Initial

2 - Repeatable

Maturity Scale

3 - Defined

3.1 |Processes for PlAs The MPC has not developed, maintained and The MPC is aware of which PlAs have been The MPO has developed, maintained and The MPO monitors the compliance with internal | Level 4 has been attained and the Ministry has
The MPQO has developad, maintained and reviewed internal processes to ensure emp [ and Pl& tems. Tradung is |reviewed internal processes (e.q. an PIA inventory)| processes to ensure the completion of PlAs. demanstrated additional leading practices for this
reviewad internal processes (e.g. an PLA inventory)| completion of PlAs. PlAs are assessed in an done infarmally, p are not d o ensure | detion of PlAs and follow criterion. This could include conducting regular
to ensure employee completion of PlAs. The MPO |inconsistent and reactive manner. and may be inconsistently applied. up on oulstanding PLA& l.ems qualily reviews and ather assessmeants 1o assass
maintaing a process lo follow up on cutstanding the PIA process, Employees inform the MPO of
PlA items., the effectivenass of PIA processeas within the

Ministry, Such information & analyzed and, where
nacessary, changes are made 1o improve
effectiveness.

3.2 |Requirement to Complete PlAs PlAs are conducted prior to the start of any I are conducted prior o the start of any There is & documentad process to ensure that The MPO monitors the compliance with policies | Level 4 has been attainad and the Ministry has

PlAs are conducted prior to the start of any
proposed enactment, system, project, program of
activity. PlAs are provided to CIRMO and CIRMO
feedback is addressed before the PIA is finalized.
Onee finalized, PlAs are provided to CIRMO for
retention and entry into the Personal Infarmation
Directory (PID).

reements

proposed enactment, system, project, program or

activity, but are completed in an inconsistent and
reactive manner. There is little to no
communication with CIRMO during the
development of PlAs. Some PlAs are provided to
CIRMO for entry in to the PID.

. system, project, program ar
actmly PlAs are provided to CIRMO and CIRMO
feedback is addressed before the PlA is finalized.
Once finalized, PlAs are provided to CIRMO for
retention and entry into the PID.

PlAs are conducted prior to the start of any
proposed enactment, system, project, program ar
activity. Plas are provided to CIRMO and CIRMO
feedback is addressed before the PIA is finalized.
Once finalized, PlAs are provided to CIRMO for
retention and entry inta the PID.

of Plas

and procedures to ensure the
in a timely manner,

| leading p far this
criterion. This could include conducting regular
quality reviews and other assessments to assess
the effectivenass of internal processes to track PIA|

timing and with CIRMO
prior to finalization, and updates to processes to
address findings where necessary.

4.1 for C: and of ISAs, |The MPO has not developed a process to identify | The MPO has developed a process to track the The MPO has d The MPO proactively and regularly engages with  |Level 4 has been attained and the Ministry has
RAs, CPAs and IPAs instances when 1SAs, RAs, CPAs and IPAs must  |completion and update of 15As, RAs, CPAs and  |the completion and up:lallng of ISAs, RAs, CF'As Ministry employees to inform them about when demonstrated additional leading practices for this
The MPO has a process to identify when ISAs, be pleted or updated. Ag are not IPAs. Empl aof, and adh to, |and IPAs and these agreements are completed as | 1SAs, RAs, CPAs and IPAs are to be completed,  |criterion. This could include conducting regular
RAs, CPAs, and IPAs need to be completed reviewed by the MPO, and any reviews that do these processes is inconsistent, The MPO is requmad The MPQ is consulted during the updated and reviewed. reviews o determine the effectiveness of the
andlor updated. This process includes occur are in an inconsistent and reactive manner. d in the ion of the D or updating of agreements. process for identifying when the completion,
engagament by the MPO as part of the agreements update, or review of ISAs, RAs, CPAs and IPAs is

P or updating of the ag to needed and the updating of processes based on
ensure the agreements are completed as the results of such reviews.
required

4.2 |(ISAs are reported to CIRMO Any 1SAs reportad to CIRMO are done in an The MPO understands that ISAs should be The MPO has a documented process fo ensure | The MPO monitors the process to ensure the ISAs Lavel 4 has been attained and the Ministry has
The MPO has a process in place to ensure 1SAs  |inconsistent and reactive manner, such as in reported to CIRMO for entry into the PID; however, |that ISAs are reported to CIRMO for entry into the |are reported to CIRMO. d additicnal leading practices for this
are reported to CIRMO for entry into the Personal | response to specific requests. there is no documented process fo ensure this PID after finalization. criterion. This could include conducting regular
Information Directary (FID) once complated, DCCUrS, quality reviews 1o determine the effectiveness of

the process for ensuring ISAs are reported to
CIRMO and updating the process based on the
results of such reviews.

4.3 [0 y of all R h Ag The MPO has not develnped an inventory of RAs | The MPO understands which RAs have been Thea MPO has a current inventary to frack which The MPO monitors the RAs fracking process and | Through quality reviews and other assessments,
The MPO has a current i tory of all i that are pleted or in-progress, and there | s no completed and where there are outstanding items: |RAs are completed and in progress. The MPO h ding tems are foll upina the MPO is informed of the effectiveness of the RA|
and completed RAs. The MPO maintains a documentad process to follow up on , tracking are informal and not |established a documented process to follow up on | timely manner, inventory and any formalized follow up processes.
process to follow up on cutstanding items. ftems. aocumented autstanding items. Such infermation Is analyzed and, where

necessary, changes are made o improve
effectiveness.

4.4 |Monitoring compliance with privacy There is no process in place for monitoring Certain privacy reqmremems have been There is a documented process for the monitoring | Through review of prior agreements, the MPO Where necessary, changes are made to existing

requirements in agreements
There is a process in place for the monitoring of

i with privacy requi {e.g. section
30 of FOIPPA) oulined in agresments. If needead,
there are adequate provisions in place to deal with
izsues of non-compliance.

5. Service Provider Management

counterparty compliance with privacy
requirements.

ties; however, the
and there is na

are ncll dac
formal process to maonitor

of counterparty compliance with privacy
requirements. If needed, there are adequate
provisions in place to deal with Issues of non-

compliance.

assess the effectiveness of the monitoring
Process,

and future agreements in order to improve
compliance,

5.1 |Privacy Protection Schedules Sarvice provider contracts that invalve persanal Privacy Pr are o [y There is a documented process o ensure Privacy | There is a monitoring process for contracts that Through assessments and the analysis of lessons
Privacy Pratection Schedules are included inall  [information do not include the Privacy i in contracts that involve personal Protection St:hedules are |m|ude~d in contracts rlvolve pemnal information to ensure that Privacy leamed from prior contracts, the MPO is informed
contracts that involve personal information in the | Protection Schedule. information in the custody or under the contral of  |that invalve . o |Pr are included and aceurate.  [of the compliance of Privacy Protection Schedules
custady or under the contral of the public bady. the puhllc body, but are incomplete or Privacy Protection Schedules are app by requirement by the service providers and

to Privacy ion Schedules are applied. CIRMO. volunteers that have access lo personal
approved by CIRMO. information, Such information is analyzed and,
where necessary, corraclive actions are made o
existing and future confracts.

52 |Access to Personal Information by Service Service pi and who have ac [ and who have access|There is a documented process for informing the | There is a monitoring of the process for informing [ Through regular reviews of the monitoring
Providers and Veolunteers [ | inf are not identified to the to personal information are dentified to the MPO  |MPO of service providers and volunteers who have|the MPO of service providers and volunteers who | process, the MPO is kept current on its
The MPO has been informed of all senvice MPO. in an inconsistent and reactive manner. access to personal information. have access to persanal information. effectivenass. Where necessary, changes are

providers and velunteers who have access o
personal information (P1) within the Ministry's
custody or contral.

made to ensure the inventory Is accurate and up-
to-date.
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# Criteria

5.3

Mandatory Service Provider Privacy Training
The MPO must ensure that service providers and
valuntears who have access lo personal
information have completed prescribed privacy
training related to the collection, use, disclosure,
storage and destruction of personal information
This training must ba complated priar 1o providing
senices,

1 - Initial
There is not a general understanding of the need
for service providers and volunteers whe have
access to personal infi o |

2 - Repeatable
There is a general understanding of the need for
service providers and volunleers who have access

privacy training.

to | information to complete privacy
training; however, these groups of employees are
not identified, Training is provided in a inconsistent
and reactive manner.

Maturity Scale

3 - Defined
The MPQ has a documented process to ensure
thal service providers and volunteers who have
access to personal information have leted

Training for senice providers and volunieers is
documentad, scheduled, timely, i and is

Level 4 has been attained and the Ministry has
it leading practices for this

prascribed privacy training related to the collaction,
use, disclosure, storage and destruction of
personal infarmation. The training has been
completed prior to providing services,

a d by regular activities (e.g.
emails, poslers, presentations, ele.).

criterion. This could include demonstration of a
slrong privacy culture and additional
training/awareness activities (e.g. ministry-specific
days; and/ar
acthities; increased attendance at PriSm andior
the Privacy and Security Conference). When
privacy incidents or b hes ocour, dial
lraining and awareness activities are conducted
and changes to the training curriculum are made
in a timaly fashion.

5.4

Service Provider Compliance with the Privacy
Protection Schedule

A process is in place for ensuring service provider

compliance with Privacy Pratection Schedules. If
needed, there are adeguate provisions in place to
deal with issues of non-compliance.

6. Personal Information Inventories and Directory

6.1

Create and Maintain Personal Information
Inventory

The MPO creates and maintains a Parsonal
Information Inventory, and creates it within one
year of the Parsonal Information Invantory Palicy
heing published,

There is no process in place for monitoring service
provider compliance with the Privacy Pratection
Schedule

Therea is no process o track personal information
in the Minisiry through creating and maintaining a
Parsonal Infarmation Inventory.

The Privacy Protection Schedule requirements
have baen i to service providers;
however, there is no formal process fo monitor
compliance.

The MPC has a general understanding of the
kinds of personal information under the custody or
control of the Ministry; however, there is no
documented process for creating and maintaining
a Parsonal Information Inventory. The tracking of
perscnal information in the Ministry is informal and
not fully documented.

There is a documented process for ensuring
sanvice provider compliance with Privacy
Pratection Schedules. If needed, there are
adequale provisions in place 1o deal with issues of
non-compliance,

A documented process exists for creating and

‘matian Inventory. A
Personal Information Inventory is created within
one year of the Personal Information Inventory

Policy being published.

akr 1al Int:

There iz a monitoring process for ensuring service

o o with Privacy F
Schedules.

The MPO monilors the process for creating and
maintaining the Personal Information Inventory.
Any setbacks in inventory creation or gaps in

Through assessments and the analysis of lessons
learmed from prior service provider agreaments,
the MPO is informed of the effectiveness of
monitoring service provider compliance with
privacy requirements, Such information is
analyzad and, where necessary, changes are
made to existing and future agreements in order to
improve compliance.

Thraugh quality reviews and olher assessments,
the MPO is informed of the effectiveness of the
Parsonal Infarmation Inventory and its

inventory are d

Such information is analyzed and,
where necessary, changes are mada to improve
accuracy and effectiveness,

6.2

Reporting to CIRMO
The MPO rapors to CIRMO all Personal
Information Banks (PIBs), as required.

Therea is no process for creating and reporting of
PIBs to CIRMO,

Some PIBs created within the Ministry are reported
te CIRMO. There is no documented process for
determining how and when PIBs must be created
or reported to CIRMO.

Thea MPO has a documented process lor crealing
and reporting all PIBs to CIRMO that result from

new enactments, systems, projects, programs or
activities of the Ministry,

The MPO monitors the process for creating and
reparting PIBs to CIRMO,

Thraugh quality reviews and olher assessments,
the MPO is informed of the effectiveness of the
process for creating and reporing all PIBs to
CIRMO, Such information is analyzed and, where
nacassary, changes are made 1o improve
accuracy and effectiveness,

6.3

Health Information Banks

For the Ministry of Health: Tha MPO for the
Ministry of Health has a process in place for
creating and reporting all Health Information
Banks (HIBs) to CIRMO.

There is no process for creating and reporting of
HiBs to CIRMO.

Some HIBs created within the Ministry are reported
te CIRMO. There is no documented process for
determining how and when HIBs must be created
or reported to CIRMO.

Thea MPO in the Ministry of Health has a
documented process for creating and reparting all
HIBs ta CIRMO.

The MPO monilors the process for creating and
reparting HIBs to CIRMO,

Thraugh quality reviews and olher assessments,
the MPO is informed of the effectiveness of the
process for creating and reporting all HIBs to
CIRMO, Such information is analyzed and, where
nacassary, changes are made 1o improve
accuracy and effectiveness,

6.4

Meanitoring of the Personal Information
Directory (PID)

The MPO has a process in place to review the PID

periodically to ensure all PlaAs, 1SAs, PIBs and,
where applicable, HIBs have been submitted to
CIRMO and recorded accurately.

7. Foreign Demands for Disclosure

7.1

Process for Reporting Foreign Demands for
Disclosure

A process is in place for reporting foreign
demands for disclosure to CIRMO in the manner
and form directed by CIRMO,

&, Information Incident Management

81

There is no process in place to review the PID to
ensure PlAs, ISAs, PIBs, and HIBs have been
submitted and recorded accurately.

There is no process for reporting foreign demands
for disclosure to CIRMO. Any reports to CIRMO
are inconsistent and ad hoc

are inan
Employees report actual or as|l and informal manner. IMP reporting
per the Information Incident M; Process are followed inc i

There is no documented process to ensure the
necessary PlAs, [SAs, PIBs, and HIBs have been
submitted to the PID and accurately recorded.

Some foreign demands for disclosure are
communicated o CIRMO, there is no documented
reporiing process.

Information incidents are infarmally communicated
andlor reported. IMP reporting requirements are

{IIMP), The Ministry fallows CIRMO instructions
and addresses recommendations as required.

i el
Employees are not aware of the IIMP.

in maost cases, Employees are generally
aware of the IIMP.

The MPO has a documented process in place to
reniew the PID periodically to ensure all Plas,
I1SAs, PIBs and, where applicable, HIEs have been
submitted to CIRMO and recorded accurately.

Ad ted process, in pli with
FOIPPA, is in place for reporting foreign demands
for disclosure to CIRMO.

Employeas report actual or suspected incidents as

Through review of PID, the MPO assesses the
effectiveness of the manitoring process.

A Ministry-wide awareness and fraining program
axists for reporting all foreign demands for
disclosure to CIRMO.

A Ministry-wide awareness and training program

Through quality reviews and other assessments of
the PID, the MPO s informed of its effectiveness
and any follow up processes. Such information is
analyzed and, where necessary, changes are
made to improve effectivenass and accuracy.

Through quality reviews and other assessments,

the Ministry is informed of the effectiveness of
porting foreign for di to

CIRMO. Such information is analyzed and, whare

necessary, changes are made to improve

imali and effect

Level 4 has been altained and the Ministry has

per the IMP. As part of the response to incid
the Ministry follows CIRMO instructions and
addresses recommendations as required.

exists for responding

incidents, Role-based training is provided for those
involved in incldent response processes. The
Ministry takes a proactive approach to manitor
these programs to ensure the training has been
taken.

d additional leading p for this
criterion. This could include demonstration of a
strong privacy culture and additional
training/awareness activities (e.g. ministry-specific
days; andlor
acthities; increased attendance at PriSm andior
the Privacy and Security Conference). When
privacy inci or ooeur, I
training and awareness activites are conducted
and changes to the training curriculum are made
in a timely fashion.
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Access to Information

#

Criteria

1. Governance and Accountability

Information Access Procedures and the Duty to
Assist

Information Access and Duty to Assist procedures
have been clearly defined and have been
communicated 1o all employees. Ministry employees
are informed and aware of the appropriate response|
to FOI requests {e.g., how fo conduct a
comprehensive and fimely search for responsive
records, seeking clarification, and execute these
sleps in to definad

1 - Initial

There are no processes of procedures in place for
employees to follow when responding to FOI
requests. Employees ara unaware of their
abligations under FOIPPA, and do not respond fo
FOI requests as required,

2 - Repeatable

Employees response to FOI requests are ad hoc
and inconsistent. There are no documented
processes or proceduras for employees o follow,
and employees’ knowledge regarding their
chligations under FOIPPA is inconsistent

Maturity Scale
3 - Defined

There are established processes and procedures in
place for employees o follow in responding
adequately and in a timely fashion to FOI requests.
Employees are aware of their obligations under
FOIPPA to conduct adequate searches far

ive records and i ly do soina

timaly fashion.

4 - Managed

The Ministry consistently responds in a timety
fashion o FOI requests, adheres 1o the principles of

5 - Optimized

Level 4 has been obtained and the
for i i in

Ministry strives

and timety

sound i N ACCESS and
maintains clear and ongoing communications with
its executive on the status of each request,
I lon access p are at
least annually (or upaon significant changes to policy
aor regulatory requirements) and updated as

oA - with

P s is regularly
monitored and reported 1o senior keadership.

1.2

Access
Accountabilities for FOI requests are assigned, and
roles and responsibilities are cleary defined.

2. Education and Awareness

Accountabilities for FOI reguests have nat been
defined or assigned. Resources are assigned
reactively as requests are received,

Accountabiiies have nol been defined, but there is
infarmal recognition of individual responsibility for
FOI requests and related processes. The same
individuals are commaonly invelved in these
processes, bul there is no documented descriplion
of their responsibilitias.

Responsibilties for FOI requests have been defined
and are also included in job descriptions for all
aspects of the FOI process, at all levels in the
organization,

FOl accountabiliies are reviewed at keast annually
and updated as requirad.

Level 4 has been altained and the Ministry has
demonstrated additional leading practices for this
criterian.

31

4.1

Designated Employee

A ministry employee is designated as the person in
charge of all FOI requests involving a Minister's
office. This person is accountable for contacting all
employees directly, in writing, with the details of the
request and directing that employees search for
respansive records and respand within a set time
period.

Menitoring of FOI Requests

A documented process is in place to track and
menitor &ll active FOI requests, This includes regular
reporting to ministry leadership and escalation
processes (o ensure ministry and sendee provider
compliance with timeliness andlor "duty to assist”
requirements

A ministry employes has nolt been designated as the|
person in charge of all FOI requests invalving a
Minister's office.

Mo documented monitoring or reporting of FOI
requests takes place within the Ministry, No
escalation processes or iriggers exist lo assess the
risk of ministry or service provider non-compliance
with timeliness andior "duty to assist” requirements.

Accountabilities have nol been assigned 1o a
dasignated employee for these processes, but this
role is informally in place and supports FOI requests
as they are received

FOI requests are informally monitared by those
managing the process, but this information is nat
reported or acted upon. Some escalation
processes exst, but are used inconsistancy.

A designated employese has been assigned this role.
Respansibilities are formally defined and
documented,

There is & documented process for the manitoring
of ministry and service provider i with FOI

2.1 |Mandatery Employee Training A large proportion of Ministry employees have not  |Mandatory training for access has been completed  |Employees receive training when they are hired, A Ministry-wide FOI awareness and fraining Lewvel 4 has been attained and the Ministry has
Employees have completed mandatory {i.e. IM117) |completed mandatory privacy training, and there is | by a majority of Ministry employees, but it is Training is refreshed at least every two years. program exdsts and is monitored by the MPO. o | addith leading ices for this
training redated to FOU Information Access, The no process for maonitoring training complation. somatimes delayed (beyond the required & month | Training is scheduled, timely, consistent, monitored | Training activities are monitored, regularly criterian.
training is scheduled, timely, consistent and window) andlor not consistently defivered or and is augmented by regular awareness activities | scheduled to provide timely and consistent FOI
periodically refreshed. manitored, {e.g., emails, posters, presentations, etc.). The awareness (e.g., emails, posters, presentations,

process for menitoring training completion is atc.)

documented.
All employees are aware of, and understand, their
responsibiiies under FOIPPA,

22 |Role-Based Training There is a general understanding of the need for Employess who require additional fraining redevant | Thare is a documented process in place to identify | A Ministry-wide FOI awarenass and training Level 4 has been attainad and the Ministry has
Individuals have received addith rode-based rode-based FOI training; however, employees who  |to their job are identified, but i ion is who require additk training. Al program, including any additional or role-based demonstrated additional leading practices for this
Access training (beyond IM117) where appropriate | require such training are not identified. Additional i i and is nat tracked ar additional training is scheduled and delivered ina  (fraining, exists and is monitored, criterion. This could include the requirement that all
{e.g. ministerial employees, FOI co-ordinators). training is provided in an ir i and reactive fed. timely and consistent fashion. additienal training requires employees 1o complele

manner. ‘assignments to validate their understanding specific
to their roles and responsibilities.

3. Minister's Offices & Ministerial Emplovess

Aceountabilities are reviewed al least annually {or
when thare are significant changes to palicy or
regulatory requirements) and updated as required,
Respansibilities are included in the designated
employee's job description.

There is regular monitaring of, and reporting on FOI

lacoess requl . There is an lon

1o Ministry leadership. The process
ensures that ministry and service provider issues are

procass if there is a risk of & with
timeliness and/or "duty to assist”.

and p to support
completion of requests within the allotted timeframe.

Level 4 has been attained and the Ministry has
demonstrated additional leading practices for this
criterian.

This could include analyzing and assessing the
affectiveness of the designated employae

ilities and where r y, changes are
made to existing and future accountabilifies in order
lo improve compliance.

Level 4 has been attained and the Ministry has

leading for this
criterion.

This could include analyzing and assessing the
effectiveness of the FOI monitoring process and
where necessary, changes are made lo existing and
future processes in order to improve with timeliness
andlor "duty to assist” requirements.

Page 62 of 444 CTZ-2023-31438



Information Protection

#

Criteria

1. Governance and Accountability

2.1

31

4.1

Security Program
|An Infarmation Security Program has been
developed, documented, approved, and
implemented based on the Information Security
Policy (ISP} developed by the Office of the
Governmant Chief Information Officer (OCI0).
Responsibilities for the Information Security
Program are documented and assigned, There iz a
clear understanding of respective roles and
responsibilities, the names of such pearsons ar
groups and their responsibilities are communicated
to internal employees.

1 - Initial

Mo documented security palicy or procedures exist
and formal accountabilities for security have not

2 - Repeatable

An Information Security Program based on ISP has

Maturity Scale
3 - Defined

An Information Security Program has been

been developed but has mt been d

been assigned. Securly is in an ad-hoc
and reactive manner. Respective roles and
responsibilities have not been defined ar
communicated.

or imph led. Responsibllies for ths
Irlorrnalmn Security Program have been assigned
but have not been documented, There is a ganeral
understanding of respective roles and
respansibiities, the names of such persons or
groups and their responsibilities are infarmally
communicated to internal employees.

8 pproved, and

ied based an the Infl Security
Palicy (ISP) developed by the Office of tha
Gaovernment Chief Information Officer (OC10).
Responsibilities for the Information Security
Program are documented and assigned. There is a
clear understanding of respective roles and
responsibilities, the names of such persons or
groups and their responsibilities are communicated
Lo internal employees.

4 - Managed

'I'he secumy program is regularly rwewed and
Sect is d and

curity p
reported to Ministry leadership on a regular basis.

5 - Optimized

Level 4 has been attained and additional measures
are in place related to the security program. This
could include regular benchmarking of securily
program parformance or adoption of ather keading
practices,

12 |Emplwu Accountabilities

The Ministry has articulated employeas

for ir security, Ministry
anployees are reuulred to sign off pemd'cally {i.e
their accountat wilh

respect ln infarmation security.

2. Education and Awareness

Mandatory Employee Training

Employeas have completed mandatory (e, IM117)
training related to the protection of government
information, The Iralnlng 3 5chedu|ed tmaﬂr

The Ministry has articulated employees'
responsibilities for information security. Ministry

B are not required 1o sign off

Employees' are generally aware of their
responsibiities for information secuny erustry

The Ministry has articulated employess’
responsibilities for information security, All

{i.e. annually) to acknowledge their accountabilities
with respect to information security.

A large proportion of Ministry employees have not
completed mandatory privacy training, and there is
ma process for moniloring training completion.

ol sign off ir I ly 1o
thair accountabilities with respect to |rlormalmn
sacurity.

Mandatary training has been

o sign off periodi (.. annually) o
acknowledge their al:l:wnlablllhas with respect to
information security.

by a
majority of Minisiry empk but it is i

rer:eive training when they are hired.

delayed andior nol consistently delivered ar
monitared.

Training is d at least every two years
Training is led, timely, I d
and is augmentad by regular awarenass activities

Accountabilifies for information security are defined
and regularly updated to reflect changes in Ministry
andlor E

Performance is monitored, lapurhed regt.larlyand
there is a process to verify that all employees
complete their periodic sign-off,

A Ministry-wide privacy and security awareness and
training program exists and is monitored by the
MPEC and the MISO. Training activities are
manitored, regularly scheduled to provida timely and

Level 4 has been attained and the Ministry has
demonsirated additional leading practices. This
could include incorperating information security
accountabiliies in annual employes performance
reviews.

Level 4 has been attzined and the Minisiry has
demonsirated additional leading practices related to
training and awareness. This coulcl Inc!uds

training

A process is in place fo develop and deliver
additional fraining (beyond IM117) on information
securily to employees.

3. Service Provider Management

External Parties
Assessment of risks from external party access fo

systems or
|rlorrnalmn procassing I'acihes are performed and

security confrols are implemented prior
to granting access.

role-based information securily training; however,
employeas who require such fraining are not
identified. Additional training is provided in an
inconsistent and reactive manner.

Mo process exisls for assessing risks assoclated
with access by third parties, and risk assessments
are not conducted,

1o their job are identified, but impl lon is
inconsistent, and completion is not tracked or
documented,

No process exists for risk assessments, bul risk
assessments are conducted in some cases. Where
conducted, these assessments result in the

vand i

p of appropri

conbrols.

wha reuire training.
Ad:ihonﬂ training is scheduled and deliverad in a
timely and consistent fashion,

A documented risk assessment process exists and
is e i to Ministry Reviews
are conducted for all external party access,

and p (e.3., emails, posters, presentations, etc} The consistent privacy awareness (e.g., emails, posters, |etc.), coordination of training program development

process for monitoring training P is P ions, etc.) with the OCIO and ather Ministries, regular testing off
documented. employes knowledge, elc.

Training is refreshad at least every two years and all

Employees are aware of, and understand, their

ibilities under FOIPPA ding the sharing
and protection of persenal information in their care.
2.2 |Role-Based Training There is a general understanding of the need far Employees whao require additional training relevant | There is a documented process in place to identify | A Ministry-wide information security awareness and |Leved 4 has been attained and the Ministry has

training program, including any additional o rale-
based training, axists and is maonitored.

Risks associated with third-parly access are
manitored and reported on regularly. Controls ara
updated to reflect changes to risks on an engoing
basis,

demonsirated additional leading practices for this
criterion. This could include the requirement that all
addnhunal fraining requires employees to complete

to validate their understanding specific
o Ihelr rodes and responsibiilies,

Leved 4 has been atlained and the Ministry has
demonstrated additional keading practicas related io
risk management and external access.

32 |Mor|llorlng Service Provlder Cornpllam with

security R
The ministry has a pmoess to manitor service
provider compliance with information security
requirements. If neaded, there are adequate

provisions in place o deal with issues of non-
comphance. This wording s also included in privacy
44and5.4

4. Security Requirement and Classification

Security Classification

Records are organized so thal security
classifications can be applied to protect different
classes of ir ion based on their iivity.

There is a lack of awareness of the need for

There are adequate [provisions in confracts to

securty

to comply with government ion for with i ion security
gl . There are inad gLl . G are aware of their
maechanisms in place ir| contracts to ensure abligations, but thare are i icient i in

contractor compliance with infarmation security
requirements

Mo process is in place for security classification, and
classification is not practiced,

There is a documented pracess for the monitaring
of service provider li with i l

The ministry monitors service Drwder compli

securily requirements. If needed, there are

place to deal with issues of non-compliance.

provisions in place to deal with issues of
non-compliance,

No :lul:l.rnanled process is in place for security Ir ion security 1 are
i, however, i ion is ized and i assets and systems are
based on sensitivity in some cases andlor classified according to the OCIO data security
flication has been lished for some dala | classification standard {or similar). Assels are

repositorias or infarmation systems.

managed according to their security classification.

with i ion security Correcti
aclions are addressed with service providers and
remediatad.

Data security classification processes and ratings
are regularly reviewed and updated.

Through and the analysis of lessons
learned from prior service provider agreements, the
ministry is informed of the effectiveness of
mmlonrg sarvice provider compliance with

ir security requi . Such i
is analyzed and, where necessary, changes are
maoe to sudsmg and fulure agreements in order lo

Level 4 has been attained and the Ministry has
demonsirated additional leading practices related to
security classification.

4.2

Security requirements for infermation systems.
Sat.ulty :Dnlmls are identified as part of tha

Mo formal ir security risk it
{ISRA) process exists or is followed. ISRAs are not

for all new systems or enhancements to

ql for new i ion systems
of er 1o exdsting i systems  |esdsting systems.
thraugh the inf securily risk
(the former STRA) process, and controls are
i and ravi prior to i ion

A formal ISRA process does not exist within the
Ministry, but ISRAs are conducted on a majority of
nEw syslems of syslem enhancements.

A formal ISRA process is in place in the Ministry.
ISRAs are completed for all new systems and
system enhancements, Accountabilities for ISRAs
ara clearly defined.

An |nugnhary aof ISRAs {uumplete ar\d ungmg) s

d and regularly
items are tracked and monilared ro conrlrm
complation.

Level 4 has been attained and the Minisiry has
demonsirated additional leading practices related to
security requirements for information systems. This
could include taking a "privacy by design” andfor a
"security by design” approach that looks to formalize
all relevant compliance requirements during the
design phase and includes formal lesting of security
controls prior to, and after, go-live.
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Information Protection

#
43

Criteria

Protection Against Malicious Code

There is an established process in place fo prevent,
detect, and resolve malicious code infections on

1 - Initial
Mo process is in place to prevent, detect andior
resolve malicious code.

2 - Repeatable
Mo processes related to malicious code are defined,
but some informal practices are in place.

Maturity Scale

3 - Defined
Processes related to malicious code are defined
ard implemented.

Controls related to malicious code are regularly
manitored and updated o reflect changes in risk,
Ministry operations or compliance requirements.

Leved 4 has been attained and the Ministry has
demonsirated additional leading practices refated lo
malicious code management. This could include

iris ion systems and inf Incidents related to malicious code are reported and | actively monitoring and acting on threat intelligence,
followed up an.
4.4 |Technical Vul bility M - rability have not been conducted |Vidnerabii are conducted in an are planned and |Remediation activities are planned, tracked and Level 4 has been attained and the Ministry has
AL and Risk Mar (WVRM) and are nat planned. inconsistent manner. Risks arising from vulnerability | conducted on a regular basis (based an ﬁsk} verilied, and escalation takes place in cases where  |demonsirated additional leading practices refated to

Program has been developed, documented,
approved, and implemanted by the Office of the
Governmant Chief Information Officer (OCI0).
Ministries should identify the criticality of information
syslans and regularly assess and evaluate

1 security vulnerabilities, potential risks

luated, ard or
remeadiated,

5, User Access Management

5.1

Access Control

Access control processes are in place covering the
full range of access management for employess
and service providers (granting, reviewing,
remaving, changing, ete.).

Access contral processes are not in place and no
repeatable processes are observed

assassments are remediated.

Documented processes are not in place, but
repeatable access control practices are ohserved,

Vulnerabilities are risk ranked and in

is not

priarity arder.

Documented access control processes are in place
covering the full range of access managanmt fior
and service p

reviewing, ramaving, :rlanm"!g, elc.).

Access confrols are regularly monitored, reported
on and updated on a regular basis

wulnarability management. This could include active
manitoring of relevant threat intelligence to |nr9rm
the Ministry's al
and pricrities.

[

Level 4 has been attained and the Ministry has
demonsirated additional leading practices related to
access control. This could include the assessment
of instances of inappropriate access attempts to
determine root causes and potential exposures and
the development of remedial action plans

52

Logging and Monitoring

Audit legs recording user and privileged user
activities, excaptions, and information security
events are kept and protected for an appropriate
penod of Ilme to assistin morulotlng and future:

gations. Logs are d and the result af
the monitoring activities are regularly reviewed and
acted upon as necessary.

Mo auwdit logs are retained for kay systems. Mo
manitoring of access or exceplions is possible,

Mo logging or monitaring program is in place.
Logging is enabled on some key systems. Logs are
not monitored, but can be accessed for
refrospective review.

Logging is enablad on key systems (based on risk
and security classification). Logs are maintained
and controls are in place to limit access to these
logs. Manual monitoring or basic automated
muanitoring is in place for criticalhigh-risk systams.

Lag monitoring and correlation capabilities are in
place and exceplions are reviewed and acted upon
as necessary. Results of maonitoring activities are
reported and are used 1o enhance access and
security controls on an ongoing basis.

Level 4 has been attained and the Ministry has
demonsirated additional leading practices related fo
logging and monitoring, This could include
advanced monitoring analytics and/or the use of
threat inteligence to regulary update tha
configuration of monitoring tools,

53

User Access and Rnsponslbdlhhs
Users must only access

Documented processes for user access, system
il and review of access privil are not in

There are no documented processes in place, but

their assigned roles and responsibilities,
Users must ensure unattended equipment has
appropriate protection.

Users must ensure the safety of sensitive
infarmation from unauthorized access, loss or
darmage.

6. Asset Management, Protection and BCP

6.1

|incident. third parties in exercises and tests,
6.2 |Asset Management Ma inventory of information assets or systems exists | A basic inventory exists, but there is no documented | An asset management process is in place and a An inventory of information assets and systems is  |Level 4 has been attained and the Ministry has

Business Continuity Management

Business continuity management processes and
plans have been developed tested, maintained,
updated and they include provisions to maintain
securily and infarmation security in the case of an

place.

o [ for access and protection of
i and i ion are

User of their s
moonsmenl and they may be unaware of their

for ining a clean desk and
i and i ion while not at

their workstations.

Mo business continuity plan has been defined,

No business confinuity plan has been defined, but
recovery procedures have been defined for some

Documented processes are in place for user
resporsiblliies and access. Employees is aware of
and adheres to the clean desk policy and the need
to protect unattended equipment and access to
govemment information.

A documented business continuity plan exists. The

User responsibilifies are up to date and manitored.
Access and user controls are kepl up to date and
are regularly monitored for accuracy and currancy.

The hualness continuity plan ia regularly reviewed
and

plan includes an assessment of risk and |

ithvity and i conlrals to

key syslems. Securily is nol ad 1 formally in
thase proceduras.

‘addrass information security.

are conducted an a periodic basis to
test and improve the plan.

Leved 4 has been attained and the Ministry has
demonsirated additional leading practices refated to
access confrol and user responsibilities.

Level 4 has been attained and the Ministry has
demonsirated additional leading practices related to
business continuity management. This could include
ragular independent ar external reviews of the

continuity plan and involvement of related

An inventory of information assets and systems
exists and is maintained. Ownewvo of assets is
i and lated with

ownership are dafined.

and no ownership has been assigned or is in place.

process for information assel managemaent.
‘Some ownarship exists for assels and systems
wherein functions related to the protection and
management of these assets are fuffiled,

formal imentory of information assets and systems
is maintained. Accountabiliies for ownership are
clearly defined and implemented.

malimained and actively monitored, and the
inventary is updated periodically. Ownarship of
assets is regularly reviewed and accountabilities are
manitored,

demonsirated additional leading practices refated to
aszet management. This could include

ir C and

perfarmance into personal performance ratings.,

6.3 |Physical and ital Protectis Mo pk profection program is Physicalienvirenmental controls are not Controls are documented regarding equipment Controds related to physicalienvironmental profection| Level 4 has been attained and the Ministry has
Equipment containing personal or sensitive documented, but some ices are infi i protection, including asset disposal. are documented and manitored for effectivensss. | demonsirated additional leading practiced related to
infarmation must be protected throughout its conducted, They are reviewed and updated on a regular basis. |equipment protection.
lifecycle, including secure disposal, to reduce the
risks from unauthorized access or loss.

6.4 |Portable Media Ma inventory of portable media is maintained. No | Aninventory of portable media is not maintained, | An inventory of portable media is in place, an The inventory and tracking/logging of portable Level 4 has been attained and the Ministry has

A formal inventory of portable media devices is
maintained. Where devices are used, they comply
with OCIO standards, are encrypled, and are

with controls apprapriate for the sensitivity
of the data contained an the media, including
legging/tracking and secure starage, transfer and
disposal,

assessment of compliance of portable media to
applicable standards is conducted.

but efforts are made infarmally to minimize and
contral the use of portable media. In certain casas,
the use of portable media is with

approval process for the use of porlable media
axists, and tha use of portable media is

secure siorage, transfer and disposal, but this is not
formalized or consistently applied.

Appropriate steps are taken 1o ensure that portable
media deviees in use comply with applicable OCI0
standards and devices are managed with controls.
appropriate for the sensitivity of the data they
contain

media devices is aclively maintained and reviewed,
Portable/media devices comply with OCIO

demonsirated additional leading practices refated to
portable media managemeant. This could include

standards with controls for the it
of the data they contain,

iding more secure far data transfer]
Io ellmlnate the need for portable media.
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2019 Practice Review Framework

Criteria
Domain # of Assessment Criteria
Privacy 23
Records Management 14
Information Access 6
Information Protection 17
60

NOTE: certain criteria relate to requirements that are not yet in force. Employees will gather
information about the criteria to raise awareness and encourage development of work
processes but will not score ministries on these criteria until those requirements are fully
implemented.

Source Requirements

PMAP Privacy Management and Accountability Policy
FOIPPA Freedom of Information and Protection of Privacy Act
ETA Electronic Transactions Act

CPPM 12 Core Policy and Procedures Manual Chapter 12
AUP Appropriate Use Policy

WOWP Working Outside the Workplace Policy

ISP Information Security Policy

RIM Recorded Information Management (RIM) Manual
IMA Information Management Act

Loukidelis Loukidelis Report

OIPC OIPC Recommendations
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1

Privacy

Governance and Accountability
Designated Ministry Privacy Officer
The Deputy Minister has named a
Ministry Privacy Officer and roles and
responsibilities related to privacy in the
Ministry have been defined.

The responsibilities of the MPO
have been documented and
included in the MPO's job
description.

What This Means and Who
To Ask

What This Means:

Responsibilities of the MPO are
documented.

Who To Ask:

The MPO.

If Y, Supporting
Documents
Required

MPO - Yes or No

Document Name:

Location:

Supporting Documents

Document Name and
Location
Do Not Submit to IMPR

Deputy Delegation of Duties

If the Deputy Minister has delegated
any duties, powers or functions, a
FOIPPA Delegation Instrument is in
place, maintained and communicated
to CIRMO by the MPO.

The Deputy Minister has delegated
duties, powers, or functions to
certain roles (e.g. MPO) and has
used a FOIPPA Delegation
Instrument. The FOIPPA Delegation
Instrument is maintained and
communicated to CIRMO by the

What This Means:

The ministry maintains a copy of
its FOIPPA delegation
instrument and communicates
changes to CIRMO.

MPO - Yes or No

Document Name:

Location:

If the MPO has delegated any duties,
powers, or functions, the delegation is
documented and current. The MPO
remains accountable as the single
point-of-contact for CIRMO,

powers, or functions to certain roles
(e.g. Privacy Analyst) and has
documented the delegation. The
delegation documentation is
maintained and current.

If the MPO has delegated any
accountabilities or
responsibilities under PMAP, the
delegation been documented.

Who To Ask:

The MPO.

MPO. Who To Ask:
The MPO.
1.3 |MPO Delegation of Duties The MPO has delegated duties, What This Means: MPO - Yes or No |Document Name:

Location:

14

Privacy Policies/Procedures
Ministry-specific privacy policies and
procedures, incorporating Ministry-
specific privacy requirements, have
been developed and deployed by the
MPO, where appropriate, and have
been reviewed by CIRMO.

Ministry-specific privacy policies and
procedures have been developed
and documented where appropriate.
The policies have been reviewed by
CIRMO.

What This Means:

If the ministry has any ministry-
specific privacy policies (beyond
PMAP), the policies have been
reviewed by CIRMO and
communicated to employees.

Who To Ask:

The MPO, managers and
employees.

MPO - Yes or No

MGR - Yes or No

EMP - Yes or No

2 Education and Awareness

Document Name:

Location:

The MPO develops and delivers
additional role-based privacy training
(beyond IM117). Role-based privacy
training is provided to employees using
information systems that involve the
handling of high-risk or sensitive
personal information within the
Ministry.

process to identify employees who
require role-based privacy training.
The training is developed in
consultation with CIRMO. The
training is tracked and documented.

If employees require additional
privacy training, the training is
developed in consultation with
CIRMO, provided to appropriate
employees and tracked.

Who To Ask:

2.1 |Mandatory Employee Training Employees receive training when What This Means: MPO - Yes or No |Document Name:
Employees have completed mandatory |they are hired. Training is refreshed
training (i.e. IM117) related to privacy. |at least every two years. Training is |The ministry ensures that IM 117 |MGR - Yes or No
The training is scheduled, timely, scheduled, timely, consistent, training is provided and tracked Location:
consistent and periodically refreshed.  [monitored and is augmented by for new and existing employees. |EMP - Yes or No
regular awareness activities (e.g.,
emails, posters, presentations, etc.). |[Who To Ask:
The process for monitoring training
completion is documented. The MPO, managers, staff.
2.2 |Role-Based Training The MPO has documented a What This Means: MPO - Yes or No |Document Name:

MGR - Yes or No

EMP - Yes or No

The MPO, managers, staff
3 Privacy Impact Assessments

Location:
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What This Means and Wha If Y, Supporting Document Name and

Privacy To Ask Documents Location
Required Do Not Submit to IMPR
3.1 |Processes for PlAs The MPO has developed, What This Means: MPO - Yes or No |Document Name:
The MPO has developed, maintained |maintained and reviewed internal
and reviewed internal processes (e.g. |processes (e.g. an PIA inventory) to |The MPO has developed a MGR - Yes or No
an PIA inventory) to ensure employee  |ensure employee completion of PlAs |process that ensures completion Location:
completion of PlAs. The MPO and follow up on outstanding PIA and tracking of ministry PlAs. EMP - Yes or No
maintains a process to follow up on items.
outstanding PIA items. Who To Ask:
The MPO, managers, staff
3.2 [Requirement to Complete PlAs There is a documented process to  [What This Means: MPO - Yes or No [Document Name:
PlAs are conducted prior to the start of [ensure that PIAs are conducted prior
any proposed enactment, system, to the start of any proposed There is a documented process [MGR - Yes or No
project, program or activity. PIAs are  |enactment, system, project, program |to ensure that PIAs are Location:
provided to CIRMO and CIRMO or activity. PlAs are provided to conducted where appropriate, EMP - Yes or No
feedback is addressed before the PIA |CIRMO and CIRMO feedback is provided to CIRMO for review
is finalized. Once finalized, PlAs are addressed before the PIA is and retention, and are entered
provided to CIRMO for retention and  |finalized. Once finalized, PlAs are  |into the PID.
entry into the Personal Information provided to CIRMO for retention and
Directory (PID). entry into the PID. Who To Ask:
The MPO, managers and
employees.
4 Agreements
4.1 |Process for Completion and The MPO has documented What This Means: MPO - Yes or No |Document Name:
Updating of ISAs, RAs, CPAs and  |processes regarding the completion
IPAs and updating of ISAs, RAs, CPAs The MPOQ collaborates with MGR - Yes or No
The MPO has a process to identify and IPAs and these agreements are |branches to ensure that Location:
when ISAs, RAs, CPAs, and IPAs need |completed as required. The MPQ is |agreements are completed as EMP - Yes or No
to be completed and/or updated. This |consulted during the development or |required.
process includes engagement by the  |updating of agreements.
MPO as part of the development or Who To Ask:
updating of the agreement to ensure
the agreements are completed as The MPO, managers and
required. employees.
4.2 |ISAs are reported to CIRMO The MPO has a documented What This Means: MPO - Yes or No |Document Name:
The MPO has a process in place to process to ensure that ISAs are
ensure |SAs are reported to CIRMO for |reported to CIRMO for entry into the |The MPO has a documented
entry into the Personal Information PID after finalization. process that ensures that ISAs Location:
Directory (PID) once completed. are reported to CIRMO for entry
into the PID.
Who To Ask:
The MPO.
4.3 |Inventory of all Research The MPO has a current inventory to |What This Means: MPO - Yes or No |Document Name:
Agreements track which RAs are completed and
The MPO has a current inventory of all |in progress. The MPO has The MPO maintains an inventory
in-progress and completed RAs. The  |established a documented process  |to track completed and in- Location:
MPO maintains a process to follow up |to follow up on outstanding items.  |progress research agreements.
on outstanding items.
Who To Ask:
The MPO.
4.4 |Monitoring compliance with privacy |There is a documented process for |What This Means: MPO - Yes or No |Document Name:
requirements in agreements the monitoring of counterparty
There is a process in place for the compliance with privacy The ministry monitors MGR - Yes or No
monitoring of compliance with privacy |requirements. If needed, there are  [compliance of privacy Location:
requirements (e.g. section 30 of adequate provisions in place to deal [requirements outlined in
FOIPPA) outlined in agreements. If with issues of non-compliance. agreements.
needed, there are adequate provisions
in place to deal with issues of non- Who To Ask:
compliance.
The MPO and managers.

5 Service Provider Management
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Privacy

What This Means and Who
To Ask

If Y, Supporting
Documents
Required

Supporting Documents

Document Name and
Location
Do Not Submit to IMPR

the Privacy Protection Schedule

A process is in place for ensuring
service provider compliance with
Privacy Protection Schedules. If
needed, there are adequate provisions
in place to deal with issues of non-
compliance.

ensuring service provider
compliance with Privacy Protection
Schedules. If needed, there are
adequate provisions in place to deal
with issues of non-compliance.

The ministry maintains a process
to monitor service provider
compliance with privacy
requirements outlined in
contracts.

Who To Ask:

Managers/contract managers.

5.1 |Privacy Protection Schedules There is a documented process to | What This Means: MPO - Yes or No |Document Name:
Privacy Protection Schedules are ensure Privacy Protection Schedules
included in all contracts that involve are included in contracts that involve | The ministry ensures that PPSs |MGR - Yes or No
personal information in the custody or  |personal information. Amendments  |are included in all contracts that Location:
under the control of the public body. to Privacy Protection Schedules are |involve personal information and
Amendments to Privacy Protection approved by CIRMO. the MPO is advised of all such
Schedules are approved by CIRMO. contracts.
Who To Ask:
Managers/contract managers.
5.2 |Access to Personal Information by |There is a documented process for |What This Means: MPO - Yes or No |Document Name:
Service Providers and Volunteers informing the MPO of service
The MPO has been informed of all providers and volunteers who have |The ministry informs the MPO of |MGR - Yes or No
service providers and volunteers who |access to personal information. service providers and volunteers Location:
have access to personal information who have access to personal
(P!} within the Ministry's custody or information.
control.
Who To Ask:
The MPO and
managers/contract managers.
5.3 |Mandatory Service Provider Privacy |The MPO has a documented What This Means: MPO - Yes or No |Document Name:
Training process to ensure that service
The MPO must ensure that service providers and volunteers who have |The MPO maintains a MGR - Yes or No
providers and volunteers who have access to personal information have |documented process that Location:
access to personal information have completed prescribed privacy confirms service providers and
completed prescribed privacy training |training related to the collection, use, |volunteers have had the
related to the collection, use, disclosure, storage and destruction |mandatory privacy training prior
disclosure, storage and destruction of |of personal information. The training |to providing services.
personal information. This training has been completed prior to
must be completed prior to providing | providing services. Who To Ask:
services.
MPO,managers/contract
managers.
5.4 |Service Provider Compliance with  |There is a documented process for |What This Means: MGR - Yes or No |Document Name:

EMP - Yes or No

6 Personal Information Inventory

Location:

The MPO reports to CIRMO all
Personal Information Banks (PIBs), as
required.

process for creating and reporting all
PIBs to CIRMO that result from new
enactments, systems, projects,
programs or activities of the
Ministry.

The MPO maintains a process to
report new ministry PIBs to
CIRMO.

Who To Ask:

The MPO.

6.1 |Create and Maintain Personal A documented process exists for
Information Inventory creating and maintaining a Personal
The MPO creates and maintains a Information Inventory. A Personal
Personal Information Inventory, and Information Inventory is created NA
creates it within one year of the within one year of the Personal MNA NA
Personal Information Inventory Policy |Information Inventory Policy being | The Pl does not yet exist.
being published. published.
6.2 |Reporting to CIRMO The MPO has a documented What This Means: MPO - Yes or No |Document Name:

Location:
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Privacy

Health Information Banks

For the Ministry of Health: The MPO
for the Ministry of Health has a process
in place for creating and reporting all
Health Information Banks (HIBs) to
CIRMO.

The MPO in the Ministry of Health
has a documented process for
creating and reporting all HIBs to
CIRMO.

What This Means and Who
To Ask

What This Means:

The Ministry of Health MPO
maintains a process to report
new ministry HIBs to CIRMO.
Who To Ask:

The MPO for Ministry of Health.

If Y, Supporting
Documents

Required
MPO - Yes or No

Supporting Documents

Document Name and
Location
it to IMPR

Document Name:

Location:

7

-

8.1

Monitoring of the Personal
Information Directory (PID)

The MPO has a process in place to
review the PID periodically to ensure all
PlAs, ISAs, PIBs and, where
applicable, HIBs have been submitted
to CIRMO and recorded accurately.

Process for Reporting Foreign
Demands for Disclosure

A process is in place for reporting
foreign demands for disclosure to
CIRMO in the manner and form
directed by CIRMO.

Information Incident Management
Employees report actual or suspected
incidents as per the Information
Incident Management Process (IIMP).
The Ministry follows CIRMO
instructions and addresses
recommendations as required.

The MPO has a documented
process in place to review the PID
periodically to ensure all PlAs, ISAs,
PIBs and, where applicable, HIBs
have been submitted to CIRMO and
recorded accurately.

A documented process, in
compliance with FOIPPA, is in place
for reporting foreign demands for
disclosure to CIRMO.

Employees report actual or
suspected incidents as per the [IMP.
As part of the response to incidents,
the Ministry follows CIRMO
instructions and addresses
recommendations as required.

What This Means:

The MPO periodically reviews
the PID to ensure ministry
information is accurate and
updated as needed.

Who To Ask:

The MPO.

What This Means:

When ministries receive foreign
demands (i.e. an order, demand
or request from an authority
outside of Canada for the
unauthorized disclosure of
personal information), the
demands are reported to
CIRMO.

Who To Ask:

The MPO, managers and
employees.

What This Means:

Ministry employees know how to
identify and report information
incidents. The ministry
addresses CIRMO
recommendations arising from
information incidents.

Who To Ask:

Managers and employees.

MPO - Yes or No

MPO - Yes or No

MGR - Yes or No

EMP - Yes or No

MGR - Yes or No

EMP - Yes or No

Document Name:

Location:

7 Foreign Demands for Disclosure

Document Name:

Location:

8 Information Incident Management

Document Name:

Location:

Information Incident Tracking

The ministry regularly and consistently
tracks key information about
information incidents within their
responsibility.

The ministry regularly and
consistently tracks key information
about information incidents within
their responsibility.

What This Means:

The ministry retains summary
information regarding its
information incidents. Potential
information to track: breach
category, party responsible,
identification of Pl, notification
date, and OCIO file number.

Who To Ask:

The MPO.

MPO - Yes or No

Document Name:

Location:
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H Criteria Statement Defined Statement Interpretation

1

Records Management

Governance and Accountability

What This Means and Who To Ask

Criteria
Met (Y/N
1757,
Supporting
Documentati
on Required

Supporting Documentation

Name and Location of
Supporting Documents (Do Not
Submit to IMPR)

22

government decisions have been

Role-Based Training

Employees have received additional,
role-based records management
training (beyond IM117) where
appropriate, and relevant Ministry
employees have undergone training on
the creation and maintenance of
adequate records of government
decisions, and documenting
government decisions.

decisions have been formally

There is a documented process
in place to identify Ministry
employees who require
additional training. All additional
training is scheduled and
delivered in a timely and
consistent manner. Employees
have undertaken additional
training on the creation and
maintenance of adequate
records of government decisions
in accordance to the Directive
CRO 01-2019, Guidelines on

Who To Ask:

What This Means:

If employees require additional records
management training, the training is
provided to appropriate employees.

Who To Ask:

RO, managers and employees.

RO - Yes or
No

MGR - Yes or
No

EMP - Yes or
No

1.1 |Records Management Defined roles and What This Means: Document Name:
Accountabilities responsibilities have been RO - Yes or
The Ministry has articulated employees' |developed and employees are  [Ministry employees are aware of and No
responsibilities for records aware of and understand their  [understand their records management Location:
management, including documenting  |records management and responsibilities. Employees utilize MGR - Yes or
government decisions, and business documenting government services provided by GRS (e.qg. offsiting,|No
areas have clearly assigned decisions responsibilities. The  [records management enquiries,
accountabilities across the Ministry with |Ministry is aware of and work training, etc.). EMP - Yes or
additional role specific records collaboratively with the No
management duties, as appropriate. Government Records Service. |Who To Ask:
There is a clear understanding of
respective roles and responsibilities, the RO, managers and employees.
names of such persons or groups and
their responsibilities are communicated

1.2 |Records Management The Ministry implements records |What This Means: Document Name:
Policies/Procedures management policies and/or
The Ministry implements records procedures provided by GRS,  |Your ministry manages records in RO - Yes or
management policies and/or procedures |including documenting accordance with GRS’ direction, No Location:
provided by GRS, including government decisions. including the requirement to document
documenting government decisions.The | The Guideline and Directive on [goverment decisions. MGR - Yes or
Guideline and Directive on documenting |[documenting government No

formally shared and their importance shared and their importance EMP - Yes or
2 Education and Awareness

Document Name:

Location:
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Supporting Documentation

— ; . Criteria
H Criteria Statement Defined Statement Interpretation Met (Y/N

1757,
Supporting
Documentati
on Required

Name and Location of
Supporting Documents (Do Not
Submit to IMPR)

Records Management

What This Means and Who To Ask

3 Records Classification and

Information Schedules
3.1 |[Record Classification Procedures are documented
The ministry has procedures in place to |and cover all required

What This Means: RO - Yes or |Document Name:

Your records must be organized or No

classify and/or organize records so that

classification and categorization

‘classified’ by business function and in

the records can be managed according |activities, including how to such a way that you can find them. MGR - Yes or

to the function of the information and identify, make accessible, and [These processes are documented, No

the approved retention schedules. protect information to which no [understood and followed by employees.
schedule applies. Employees EMP - Yes or
are made aware of the Who To Ask: No
classification requirements and
how to meet them, including the |RO, managers and employees.
use of classification tools.

3.2 |Information Schedule Development |The Ministry has documented its [What This Means: RO - Yes or |Document Name:

and Maintenance
The Ministry has a process to support
and enable the development and

process for supporting the No
development, implementation, |Ministry-specific records schedules (i.e.

and maintenance of information |ORCS) are developed and updated MGR - Yes or |Location:

implementation of information schedules. when necessary. The Ministry is No
schedules. The ministry collaborates responsible for initiating this process
with GRS to maintain the currency of The Ministry has adopted and  |with GRS. EMP - Yes or

documented a process to No
identify information not covered |Who To Ask:
by an approved schedule and
enable the development of
schedules with critical records
as a priority.

4 Digitization Requirements

existing schedules and to develop a

procedure to identify records that are
not covered by approved schedules.
RO, managers and employees.
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H Criteria Statement Defined Statement Interpretation

Records Management

What This Means and Who To Ask

Criteria
Met (Y/N
1757,
Supporting
Documentati
on Required

Supporting Documentation

Name and Location of
Supporting Documents (Do Not
Submit to IMPR)

integrity of digital records scheduled for
transfer to archives.

to protect the usability and
integrity of the records.

Who To Ask:

RO and managers.

4.1 |Digital Records Digitization and image NA
The Ministry has plans, resources, and |management procedures and
technology in place to ensure that all technologies have been The “digitization” requirements in
non-exemptive government information |validated for conformance to the |section 9 of the IMA are not yet in force.
will be managed digitally in compliance |relevant legal and policy
with the Information Management Act  |requirements, and are scalable NA NA
and applicable laws, policies, directives, |and available for use.
standards, and specifications. Records are created digitally,
and digitization of existing non-
digital records takes place.
4.2 |ldentify and Protect Digital Records |The Ministry has defined and What This Means: RO - Yes or |Document Name:
Scheduled for Archiving implemented processes and No
The Ministry has documented mechanisms to identify any Ministry records must be exportable
procedures for identifying, protecting,  [records that are scheduled for  |(transferrable) to the digital archives. MGR - Yes or |Location:
and maintaining the usability and archiving or long term retention No

5 Records Retention, Maintenance and
Disposition
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Criteria

Met (y/N) | SUPPOrting Documentation

H Criteria Statement Defined Statement Interpretation

Records Management

What This Means and Who To Ask

1757,
Supporting
Documentati
on Required

Name and Location of

Supporting Documents (Do Not

Submit to IMPR)

5.1 |Records Retention, Holds and The Ministry has documented  [What This Means: RO - Yes or |Document Name:
Disposition and made available its No
The Ministry has procedures to dispose |procedures for applying the The ministry offsites and/or destroys
of, transfer, or archive government relevant schedules and retaining |eligible records as appropriate. The MGR - Yes or |Location:
information based on official policies, information in accordance with [ministry has processes to place holds  |No
specifications, schedules, guidelines, those schedules, and no longer. [on records responsive to FOI or legal
and procedures published by the Disposition requests are made |requests. EMP - Yes or
Government Records Service. In the in accordance with approved No
case of a legal hold or FOI request, the |schedules Where no schedule [Who To Ask:
Ministry has processes in place to exists, procedures are in place
ensure that such records are not to ensure that unscheduled RO, managers and employees
destroyed. Where records are records are retained.
scheduled, retention is limited to the
scheduled time period and no longer. Procedures for suspending
Unscheduled records are retained. disposition have been
documented and communicated
to employees. These
procedures are followed
consistently.
5.2 |Records Transfers to IMA Bodies Procedures for records transfers |What This Means: RO - Yesor |Document Name:
The Ministry has procedures in place to |to other government bodies and No
maintain chain of custody and continuity |for monitoring of such transfers |Legal custody of records is transferred
of control for records during transfers to |have been documented and and documented when ministries MGR - Yes or |Location:
other bodies covered by the Information |implemented. reorganize (i.e. transfer or end functions |No

Management Act. This includes
procedures to monitor such transfers.

or programs). The ministry is
responsible for notifying GRS when
ministry reorganizations occur, as GRS
maintains the system in which legal
custody of records is tracked.

Who To Ask:

RO and managers.

Page 73 of 444 CTZ-2023-31438



H Criteria Statement Defined Statement Interpretation

What This Means and Who To Ask

Records Management

Criteria
Met (Y/N
1757,
Supporting
Documentati
on Required

Supporting Documentation

Name and Location of
Supporting Documents (Do Not

Submit to IMPR)

is closely monitored and only
authorized use is allowed.

authorized employees retire, if legal
custody of records is transferred, etc.).

Who To Ask:

RO, managers and employees.

5.3 |Records Transfers to Non-IMA Procedures for records transfers |What This Means: RO - Yes or |Document Name:
Bodies outside of government have No
The Ministry has documented been documented. Legal The ministry must use an appropriate
procedures in place to ensure that instruments and associated legal instrument (contract, legislation, [MGR - Yes or |Location:
records transfers to bodies not covered |processes have also been etc) when transferring records to a non- [No
by the Information Management Act are |defined and implemented where |IMA body, and must advise GRS of all
completed in accordance with an appropriate. transfers. EMP - Yes or
appropriate legal instrument. No
Who To Ask:
RO and managers
5.4 [Manage Physical Records Physical records procedures are |What This Means: RO - Yes or [Document Name:
Documented procedures exist regarding |documented and records are No
the management and storage of managed and stored in The ministry ensures that onsite
physical records in appropriate onsite  |appropriate onsite storage physical records are appropriately MGR - Yes or |Location:
storage (commensurate with degree of |(commensurate with information [secured based on level of information  |No
information sensitivity) and/or approved |sensitivity) and/or approved sensitivity. When records are offsited,
offsite storage facilities. offsite storage facilities. Physical |access lists for records in offsite are EMP- Yes or
records are tracked and access |updated when appropriate (e.g. when |No

6 Recordkeeping Systems and
Inventories
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Criteria

Met (y/N) | SUPPOrting Documentation

H Criteria Statement Defined Statement Interpretation

Records Management

What This Means and Who To Ask

1757,
Supporting
Documentati
on Required

Name and Location of

Supporting Documents (Do Not

Submit to IMPR)

6.1 |Manage Information in The Ministry has established What This Means: Document Name:
Recordkeeping Systems procedures and communicated RO - Yes or
The Ministry manages government to employees the processes Employees manage ministry records in |No
information through its lifecycle using needed to manage information |appropriate record keeping systems Location:
recordkeeping systems as appropriate. |appropriately in recordkeeping |(e.g. systems that have logical naming |MGR - Yes or
Systems are used to meet records systems. conventions, preserve records and their [No
management requirements, including accessibility, protect against
schedules as mandated in the Ministry records, including unauthorized access, and permit the EMP - Yes or
Information Management Act and records documenting retention requirements to be applied No
ensuring records capture the Ministry's [government decisions, are accurately).
documenting government decisions managed throughout their
requirements, are preserved and lifecycle and information Who To Ask:
accessible as required and appropriate. |schedules are applied, but RO, managers and employees.
disposition may not be
consistently performed.
6.2 [Inventory of Ministry Systems and A documented procedure isin  |What This Means: Document Name:
Repositories place for the creation and
The Ministry maintains an inventory of |maintenance of an inventory of |The ministry is aware of all the locations [MGR - Yes or
ministry systems and repositories that |systems and repositories, and  |where its information is stored. No Location:
manage and/or store government an up-to-date inventory is in
information. place. Who To Ask: MISO - Yes
or No

Managers and MISO.
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1

22

3.

pry

4.1

Criteria Statement

Defined Statement

Access to Information

Governance and Accountability
Information Access Procedures
and the Duty to Assist

Information Access and Duty to Assist
procedures have been clearly defined
and have been communicated to all
employees. Ministry employees are
informed and aware of the
appropriate response to FOI requests
(e.g., how to conduct a
comprehensive and timely search for
responsive records, seeking
clarification, and execute these steps
in accordance to defined procedures).

Role-Based Training

Individuals have received additional,
role-based Access training (beyond
IM117) where appropriate (e.g.
ministerial employees, FOI co-
ordinators).

Minister's Offices & Ministerial
Emplovees

Designated Employee

A ministry employee is designated as
the person in charge of all FOI
requests involving a Minister's office.
This person is accountable for
contacting all employees directly, in
writing, with the details of the request
and directing that employees search
for responsive records and respond
within a set time period.

Monitoring

Monitoring of FOI Requests

A documented process is in place to
track and monitor all active FOI
requests. This includes regular
reporting to ministry leadership and
escalation processes to ensure
ministry and service provider
compliance with timeliness and/or
"duty to assist” requirements

There are established
processes and procedures in
place for employees to follow
in responding adequately and
in a timely fashion to FOI
requests. Employees are
aware of their obligations
under FOIPPA to conduct
adequate searches for
responsive records and
consistently do so in a timely
fashion.

There is a documented
process in place to identify
employees who require
additional training. All
additional training is
scheduled and delivered in a
timely and consistent fashion.

A designated employee has
been assigned this role.
Responsibilities are formally
defined and documented.

There is a documented
process for the monitoring of
ministry and service provider
compliance with FOI faccess
requirements. There is an
escalation process if there is
a risk of non-compliance with
timeliness and/or "duty to
assist”.

Interpretation

What This Means and Who To Ask

What This Means:

Employees know their responsibilities
with respect to FOI (e.g. conducting
thorough records searches). Processes
are in place to ensure adequate and
timely responses to FOI requests.

Who To Ask:

FOI Coordinator, managers and
employees..

What This Means:

If employees require additional FOI
training, the training is provided to
appropriate employees.

Who To Ask:

FOI Coordinator,managers and
employees.

What This Means:

The ministry has designated an
employee as the person in charge of all
FOI requests involving a Minister's office.

Who To Ask:

FOI Coordinator.

What This Means:

The ministry is aware monitors the
timeliness and completion of all FOI
requests, An escalation process exists
for tineliness or "duty to assist” issues.
Who To Ask:

FOI Coordinator and manager.

Criteria Met
(Y/N)
If Y, Supporting
Documentation
Required

FOI - Yes or No

MGR - Yes or No

EMP - Yes or No

2 Education and Awareness

FOI - Yes or No

MGR - Yes or No

EMP - Yes or No

FOI - Yes or No

FOI - Yes or No

MGR - Yes or No

Supporting
Documentation

Mame and Location of
Supporting Documents
(Do Not Submit to IMPR)

Document Name:

Location:

Document Name:

Location:

Document Name:

Location:

Document Name:

Location:
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Criteria Statement

Defined Statement

Interpretation

Criteria Met

(YIN)

Supporting
Documentation

Name and Location of
Supporting Documents (Do
Not Submit to IMPR)

If Y, Supporting
Documentation
Required

Information Protection What This Means and Who To Ask

1 Governance and Accountability

Security Program An Information Security
An Information Security Program  [Program has been developed,
has been developed, documented, |documented, approved, and The ministry has implemented an Information
approved, and implemented based |implemented based on the Security Program. Information security

on the Information Security Policy |Information Security Policy (ISP)|responsibilties within the ministry have been
(ISP) developed by the Office of |developed by the Office of the  |defined, documented and communicated to
the Government Chief Information |Government Chief Information |appropriate employees.

Officer (OCIO). Responsibilities for|Officer (OCIO). Responsibilities

What This Means: MISO - Yes or No Document Name:

Location:

the Information Security Program |for the Information Security Who To Ask:
are documented and assigned. Program are documented and
There is a clear understanding of |assigned. There is a clear MISO.
respective roles and understanding of respective
1.2 [Employee Accountabilities The Ministry has articulated What This Means: MGR - Yes or No Document Name:

The Ministry has articulated
employees’ responsibilities for
information security. Ministry
employees are required to sign off
periodically (i.e. annually) to
acknowledge their accountabilities
with respect to information
security.

employees' responsibilities for
information security. All
employees sign off periodically
(i.e. annually) to acknowledge
their accountabilities with
respect to information security.

Employees have been informed of information
security policies and procedures.

EMP - Yes or No
Location:

Who To Ask:

Managers and employees.

2 Education and Awareness
2.2 |Role-Based Training
A process is in place to develop
and deliver additional training
(beyond IM117) on information
security to employees.

There is a documented process |What This Means:
in place to identify employees
who require additional training.
Additional training is scheduled
and delivered in a timely and
consistent fashion.

MISO - Yes or No Document Name:
If employees require additional information
protection training, the training is provided to
appropriate employees.

MGR - Yes or No
Location:
EMP - Yes or No

Who To Ask:

MISO, managers and employees.

3 Service Provider Management
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Criteria Met
(Y/N)

Supporting
Documentation
Name and Location of
Supporting Documents (Do

Not Submit to IMPR)
Document Name:

Criteria Statement Defined Statement Interpretation

If Y, Supporting
Documentation
Required
MISO - Yes or No

Information Protection What This Means and Who To Ask

3.1 |External Parties A documented risk assessment |What This Means:

Assessment of risks from external
party access to government
information, information systems or
information processing facilities
are performed and appropriate
security controls are implemented
prior to granting access.

process exists and is
communicated to Ministry
employees. Reviews are
conducted for all external party
access.

The ministry has a documented risk assessment
process for providing access to external parties.
Risk assessments are completed where
appropriate.

Who To Ask:

MISO and managers.

MGR - Yes or No

Location:

3.2

4.1

Monitoring Service Provider
Compliance with information
security Requirements

The ministry has a process to
monitor service provider
compliance with information
security requirements. If needed,
there are adequate provisions in
place to deal with issues of non-
compliance. This wording is also
included in privacy 4.4 and 5.4

Security Requirement and
Classification

Security Classification

Records are organized so that
security classifications can be
applied to protect different classes
of information based on their

There is a documented process
for the monitoring of service
provider compliance with
information security
requirements. If needed, there
are adequate provisions in place
to deal with issues of non-
compliance.

Information security
classification processes are
formalized and information
assets and systems are
classified according to the OCIO

What This Means:

The ministry maintains a process to monitor
service provider compliance with security
requirements outlined in contracts.

Who To Ask:

The MISO and managers/contract managers.

What This Means:

The ministry has applied security classfications
to its information.

sensitivity. data security classification Who To Ask:
standard (or similar). Assets are
managed according to their MISO.

security classification.

MISO - Yes or No

MGR - Yes or No

MISO - Yes or No

Document Name:

Location:

Document Name:

Location:
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Criteria Statement

Defined Statement

Information Protection

Interpretation

What This Means and Who To Ask

Criteria Met
(Y/N)

If Y, Supporting
Documentation
Required

Supporting
Documentation
Name and Location of
Supporting Documents (Do
Not Submit to IMPR)

4.2

Security requirements for
information systems

Security controls are identified as
part of the business requirements
for new information systems or
enhancements to existing
information systems through the
information security risk
assessment (the former STRA)
process, and controls are
implemented and reviewed prior to
implementation.

A formal ISRA process is in
place in the Ministry. ISRAs are
completed for all new systems
and system enhancements.
Accountabilities for ISRAs are
clearly defined.

What This Means:

There is a documented process to ensure that
ISRAs are conducted where appropriate (i.e. for
new and updated systems).

Who To Ask:

MISO.

MISO - Yes or No

Document Name:

Location:

4.3

Protection Against Malicious
Code

There an established process in
place to prevent, detect, and
resolve malicious code infections
on information systems and
infrastructure.

Processes related to malicious
code are defined and
implemented.

What This Means:

Employees are aware of procedures to prevent
malicious code infections (e.g. supervisor
approval is required to download new software or
applications, do not click suspicious links, etc.).
There is a documented procedure for detecting
and resolving infections.

Who To Ask:

The MISO, managers and employees.

MISO - Yes or No

MGR - Yes or No

EMP - Yes or No

Document Name:

Location:

44

Technical Vulnerability
Management -

A Vulnerability and Risk
Management (VRM) Program has
been developed, documented,
approved, and implemented by the
Office of the Government Chief
Information Officer (OCIO).
Ministries should identify the
criticality of information systems
and regularly assess and evaluate

Vulnerability assessments are
planned and conducted on a
regular basis (based on risk).
Vulnerabilities are risk ranked
and remediated in priority order.

What This Means:

The ministry has identified its critical systems
and has a documented process to identify,
assess, and respond to vulnerabilities within
these systems.

Who To Ask:

MISO.

MISO - Yes or No

Document Name:

Location:
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5.1

Criteria Statement

Defined Statement

Information Protection

Access Control

Access control processes are in
place covering the full range of
access management for
employees and service providers
(granting, reviewing, removing,
changing, etc.).

Documented access control
processes are in place covering
the full range of access
management for employees and
service providers (granting,
reviewing, removing, changing,
etc.).

Interpretation

What This Means and Who To Ask
What This Means:
The ministry has a documented process for
providing, updating and removing employee and
service provider access to systems.

Who To Ask:

MISO and managers.

Criteria Met
(Y/N)

If Y, Supporting
Documentation
Required
MISO - Yes or No

MGR - Yes or No

Supporting
Documentation
Name and Location of
Supporting Documents (Do

Not Submit to IMPR)
Document Name:

Location:

5.2

Logging and Monitoring

Audit logs recording user and
privileged user activities,
exceptions, and information
security events are kept and
protected for an appropriate period
of time to assist in monitoring and
future investigations. Logs are
monitored and the result of the
monitoring activities are regularly
reviewed and acted upon as
necessary.

Logging is enabled on key
systems (based on risk and
security classification). Logs
are maintained and controls are
in place to limit access to these
logs. Manual monitoring or
basic automated monitoring is in
place for critical/high-risk
systems.

What This Means:

The ministry has identified its critical systems
and implemented logging capabilities for these
systems. The logs are monitored. Logs are
secured and accessed by authorized employees
only.

Who To Ask:

MISO and managers.

MISO - Yes or No

MGR - Yes or No

Document Name:

Location:

5.3

User Access and
Responsibilities

Users must only access
information permitted by their
assigned roles and responsibilities.
Users must ensure unattended
equipment has appropriate
protection.

Users must ensure the safety of
sensitive information from
unauthorized access, loss or
damage.

Documented processes are in
place for user responsibilities
and access. Employees are
aware of and adheres to the
clean desk policy and the need
to protect unattended equipment
and access to government
information.

What This Means:

Employees have been informed of their
responsibilities to prevent unathorized access to
government information. (i.e. clean desk, do not
leave equipment unattended, do not share
passwords, lock screens, do not share
confidential information, etc.).

Who To Ask:

The MISO, managers and employees.

MISO - Yes or No

MGR - Yes or No

EMP - Yes or No

Document Name:

Location:

6 Asset Management, Protection
and BCP
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6.1

Criteria Statement

Defined Statement

Information Protection

Business Continuity
Management

Business continuity management
processes and plans have been
developed tested, maintained,
updated and they include
provisions to maintain security and
information security in the case of
an incident.

A documented business
continuity plan exists. The plan
includes an assessment of risk
and information sensitivity and
incorporates appropriate
controls to address information
security.

Interpretation

What This Means and Who To Ask
What This Means:
The ministry has developed a BCP that includes
controls addressing information security during
incidents. Disaster Recovery Plans have been
created for critical systems.

Who To Ask:

MISO.

Criteria Met
(Y/N)

If Y, Supporting
Documentation
Required
MISO - Yes or No

Document Name:

Location:

Supporting
Documentation
Name and Location of
Supporting Documents (Do
Not Submit to IMPR)

6.2

Asset Management

An inventory of information assets
and systems exists and is
maintained. Ownership of assets
is assigned and accountabilities

An asset management process
is in place and a formal
inventory of information assets
and systems is maintained.
Accountabilities for ownership

What This Means:

The ministry maintains an inventory of
government information systems and mobile
devices.

MISO - Yes or No

MGR - Yes or No

Document Name:

Location:

associated with ownership are are clearly defined and Who To Ask:
defined. implemented.
MISO and manager.
6.3 [Physical and Environmental Controls are documented What This Means: MISO - Yes or No Document Name:

Protection

Equipment containing personal or
sensitive information must be
protected throughout its lifecycle,
including secure disposal, to
reduce the risks from unauthorized
access or loss.

regarding equipment protection,
including asset disposal.

The ministry has a documented process to
ensure the removal of government information
from devices that are no longer in use.

Who To Ask:

MISO and manager.

MGR - Yes or No

Location:
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6.4

Criteria Statement

Defined Statement

Information Protection

Portable Media

A formal inventory of portable
media devices is maintained.
Where devices are used, they
comply with OCIO standards, are
encrypted, and are managed with
controls appropriate for the
sensitivity of the data contained on
the media, including
logging/tracking and secure
storage, transfer and disposal.

An inventory of portable media
is in place, an approval process
for the use of portable media
exists, and the use of portable
media is tracked/logged.
Appropriate steps are taken to
ensure that portable media
devices in use comply with
applicable OCIO standards and
devices are managed with
controls appropriate for the
sensitivity of the data they
contain.

Interpretation

What This Means and Who To Ask
What This Means:
The ministry maintains an portable media

inventory and approval process. A documented
process in place to ensure portable media

devices are used according to OCIO standards.

Who To Ask:

The MISO, managers and employees.

Criteria Met
(Y/N)

If Y, Supporting
Documentation
Required

MISO - Yes or No
MGR - Yes

EMP - Yes

Supporting
Documentation
Name and Location of
Supporting Documents (Do
Not Submit to IMPR)

Document Name:

Location:
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Term

Defintion

CIRMO Corporate Information Records Management Office
Delegation Instrument  |A delegation matrix used by leaders to aid in the decision as to which tasks to delegate and which to retain
DGD Documenting Government Decisions
Duty to Assist The head of a public body must make every reasonable effort to assist applicants and to respond without delay to each applicant openly, accurately and completely
FOI Freedom of Information
FOIPPA Freedom of Information and Privacy Protection Act
GRS Government Records Service
HIB Health Information Bank
IIMP Information Incident Management Process
IM117 Mandatory IM training for all government employees
IMA Information Management Act
IMPR Information Management Practice Review
ISA Information Sharing Agreement
ISP Information Security Policy (government-wide) Information Security Program ( Ministry-specific)

Legal Instrument

Is any formally executed written document that can be formally attributed to its author, records and formally expresses a legally enforceable act, process, or contractual
duty, obligation, or right, and therefore evidences that act, process, or agreement.

MISO Ministry Information Security Officer
MPO Ministry Privacy Officer
OCIO Office of the Chief Information Officer

PI Personal Information

PIA Privacy Impact Assessment

PIB Personal Information Bank

PID Personal Information Directory

Pl Personal Information Inventory Policy
PMAP Privacy, Management and Accountability Policy
PPS Privacy Protection Schedules

RM Records Management

RO Records Officer

Service Providers

A person retained under a contract to perform services for a public body
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Infrastructure and Major Projects Department

PHYSICAL VOLUME ONSITE - CRITICAL RECORD SERIES (FT.)

PHYSICAL VOLUME ONSITE - NOTES

BOXES OFFSITE - CRITICAL RECORD SERIES (# OF BOXES)

BOXES OFFSITE - NOTES

SCAN CANDIDATE FOR LEGACY FILES

DIGITAL RECORDS - LOCATIONS

DIGITAL RECORDS - VOLUME |GB)

DIGITAL RECORDS - DATE RANGES

DIGITAL RECORDS - ASSOCIATED EMAIL LOCATIONS

DIGITAL RECORDS - ASS0CIATED EMAIL VOLUME

DIGITAL DATABASES USED

DIGITAL DATABASE - NOTES

DIGITIZATION PLAN FOR SERIES

DIGITIZATION READINESS

BRANCH RM NOTES

RO RECOMMENDATIONS
BRANCH RM CONTACT

LBRANCH IMB CONTACT

BRANCH Infrastructure Flanning and Evergreen Line George Massey Procurement and Metra Vancouver

Development Programming Tunnel Replacement |Public Private Major Projects
Project F hi

CRITICAL RECORD SERIES IDENTIFIED record type record type record type record type record type record type
records type records type records type records type records type records type

BUSINESS ACCESS FREQUENCY LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH

FOI REQUEST FREQUENCY LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH

PHYSICAL VOLUME (LOW / MED / HIGH) LOW/MED/HIGH LOW/MED/HIGH LOW,/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH

FORMAT OF RECORD LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH

DOCUMENT TYPES IN SERIES LOW/MED/HIGH LOW/MED/HIGH LOW,/MED/HIGH LOW/MED,/HIGH LOW/MED/HIGH LOW/MED/HIGH

ARRANGEMENT STANDARDS LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH

TRACKING SYSTEM USED {eg. TRIM) LOW/MED/HIGH LOW/MED/HIGH LOW,/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH LOW/MED/HIGH

SECONDARY NUMBER

SECONDARY TITLE

RETENTION DETAILS (A / SA / FD)

50 CRITERIA

FINAL DISPOSITION

SCHEDULE NUMBER

DRAFT OR APPROVED
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[branch name] — Branch Summary

Physical Records: # total boxes for division

Statements about ORCS, resources, space, major issues and risks

** [NAME] Branch

Total box count

# boxes

Central Areas

# boxes

Individual Offices

# boxes

Largest file volume

Records type / record type / record type

Access need

High/medium/low

Candidate for scanning

yes / no / done / planned

Information Schedule

ORCS name, section, primary block —approved / draft

Use of classification

used

RM Systems

System name

Use of RM system

Physical and / or electronic

Applications/systems

System name

Use of system

Describe / documentation

Comments

General Notes from [branch]

Examples of entries here:

» Digital records: primary volume on [location]

Systems (applciations/databases) used:

o acronym —full name

o acronym — full name

Y V VY

development...]

\r’f

Business emails are...

adequately reflect function.

Y V VY

Divisional critical files relate to [function/activity/process]
Inconsistent/consistent/mature/stale records procedures and practices
# divisional staff for information and records management and FOI.

Duplication of physical and e-records, but usually [type] considered the official copy.
Some push to go digital with [plans on systems decommission, succession,

New schedule has started development with GRS, as current classifications [ do / not]
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» Expressed need for [resource type] in branches
» Expressed need for [e.g. strong direction and allocated time/resources for RM from
DMO]
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MINISTAY OF TRANSPORTATION & INFRASTRUCTURE

OREAMIZATION CHART

INFRASTRUCTURE DEPARTMENT - COVERVIEW

Last Modified 2016-12-14
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Victoria
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Infrastructure Department Overview ops
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MINISTRY OF TRANSPORTATION AND INFRASTRUCTURE

ORGANIZATION CHART

FINANCE AND MANAGEMENT SERVICES DEPARTMENT

Last Madified 2017-06-06

' ™
00072602
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ADM
Victoria
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See See See See
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MINISTRY OF TRANSPORTATION & INFRASTRUCTURE
TRANSPORTATION POLICY AND PROGRAMS DEPARTMENT - OVERVIEW
Last medified 2017-Feb-16

fDOO4_2408 )
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Victoria
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o
s N\ N
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Chart Chart Strategic Initiatives Chart
& Corporate Writing Services
Chart
. N w

Transportation Policy & Programs - Overview.opx

Page 96 of 444 CTZ-2023-31438



MINISTRY OF TRANSPORTATION AND INFRASTRUCTURE
ORGANIZATION CHART
PARTNERSHIPS DEPARTMENT - OVERVIEW
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MINISTRY OF TRANSPORTATION AND INFRASTRUCTURE
ORGANIZATION CHART
DEPUTY MINISTER'S OFFICE - Emergency Management
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MINISTRY OF TRANSPORTATION AND INFRASTRUCTURE
ORGANIZATION CHART
HIGHWAYS DEPARTMENT - OVERVIEW
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MoTl IMP IM Assessment Project - Questionnaire

Infrastructure and Major Projects - Interview Pointers

++ This is a data collection project to inform the Deputy Minister’s office of the current state of
records and information management across headquarters programs.

“+ This is being done in anticipation of changes coming under the Information Management Act,
and to support the ministry IM strategic planning.

++ Please convey the current state of your program area’s records and information management
situation as accurately as possible.

++ No program area has perfect records and information management. Identifying weak areas on
program, ministry and corporate levels will enable targeted and effective changes to be
planned.

%+ There is no wrong answer - your program area will not be penalized for the information it
shares.

<+ Anticipate 1.0 to 1.5 hours for a full interview with conversation, as well as an additional .5 hour
for measuring physical file volume.

“ The interview covers the following subjects, each with a handful of questions:
A. Physical records

Email Records

Electronic Documents

Structured Databases

Information Schedules

Records Management Procedures and Practice

Corporate Records and Information Training and Support

Ministry Specific Questions

Measurement of Onsite Physical Files

IOMTMOoOO®

< If you are not sure of an answer please give information about the context, much of the value
will be in the conversation.

++ We appreciate your time and willingness to participate!

Government Records Service - Corporate Information and Records Management Office FIN
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MoTI IMP Information Management Assessment Questionnaire 1

GOVERNMENT
BRITISH RECORDS SERVICE

COLUMBIA = A BRANCH SHARED SERVICES BC

asmn
=
g

Ministry of Transportation and Infrastructure Information Management Assessment

INTRODUCTION

This project is to collect information about the current Information and Records
Management practices.

Please consider how you manage your work unit's business records.

The collected information will be summarized and used to develop strategies and
associated projects to improve practices. In addition to the questionnaire, a physical
inventory of records volume will be conducted.

Thank you for your time and sharing of your insights.

For Records Management questions, direct to Trevor.Youdale@gov.bc.ca

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire

Ministry of Transportation and Infrastructure

Date

Interviewers:

General Information

Division
Branch

Work unit(s)
Location
Number of staff

Branch mandate or
description of
responsibilities

Attendees: Name

Position

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire 3

INTERVIEW

A - Physical Records

1. Do you keep paper copies of current records? (YES / NO)

a) ldentify main categories of paper records currently created:

b) Comments:

2. Are your paper records tracked in any records management systems other than CRMS or

TRIM (e.g., Index cards, Excel, databases)? (YES / NO)

a) ldentify systems used:

b) Identify record series tracked in alternative systems:

c) Comments:

3. Are there any legal or business reasons for them to be in paper format? (YES / NO /

UNKNOWN)

a) Reasons for paper format:

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire 4

b) Comments:

A - Physical Records (cont’d)

4. |s the branch planning any digitization or scanning projects? (YES / NO)

a) Record series captured or in consideration:

b) Comments:

Do you have any additional Comments?

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire 5

B - Email Records

1. To what extent are business emails stored in a shared location accessible by appropriate

branch staff? (MINIMAL / SOMEWHAT / MOSTLY)

a) What is the branch practice for capturing and sharing emails?

b) Comments:

Temperature Check: Please identify the primary challenges associated with managing
email records in your branch (e.g., Running out of space, duplication and tracking of

threads, finding relevant email, storing on backups, etc.):

Do you have any additional Comments?

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire 6

C — Electronic Documents

1. To what extent are branch electronic documents stored in a shared location accessible by

appropriate branch staff? (MINIMAL / SOMEWHAT / MOSTLY)

a) ldentify top three locations [by approximate volume] where branch electronic

documents are stored (e.g., TRIM, LAN, Sharepoint):

b) Identify addresses of active and legacy LAN drives owned by branch:

c) Comments:

2. Are branch electronic documents on LANs associated with ARCS/ORCS classifications at

the document or folder level? (YES / NO)

a) Is final disposition applied to those electronic documents that are classified under

approved schedules?

b) Describe the disposition process followed

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire T

c) Additional Comments:

C — Electronic Documents (Cont’d)

3. To what extent does your branch keep both electronic and paper copies of the same

document? (MINIMAL / SOMEWHAT / MOSTLY)

a) In what circumstances?

b) Does staff know which is the official document? (YES /NO)

c) Comments:

Temperature Check: Please identify the primary challenges associated with managing

electronic records in your branch:

Do you have any additional Comments?

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire 8

D - Structured Databases

1. Does branch use Line-of-Business systems? (YES / NO)

a) ldentify systems [use full name plus acronym]:

b) Is your branch the primary owner of these systems? Please specify:

c) Comments:

2. Do any of the systems store electronic documents? (YES / NO)

a) Which systems store electronic documents?

b) Which record series?

c) Comments:

3. Do any business systems house the official copy of electronic documents? (YES/NO)

a) ldentify system:

b) Are duplicates of the information managed elsewhere (e.g., LAN, paper)?

c) lIs the final disposition of electronic documents managed in the system?

d) Comments:

4. Who is the current IMB business portfolio contact for the systems?

a) ldentify IMB contacts for systems:

b) Comments:

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire 9

D - Structured Databases (Cont’d)

Temperature Check: Please identify the primary challenges associated with managing
structured data in your branch. (e.g., Disposition, document storage, version/audit control,
does it address business needs?)

Do you have any additional Comments?

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire 10

E - Information Schedules

1. Does your branch have an Operational Records Classification Schedule (ORCS) for the

records it creates? (YES / NO)

a) ldentify information schedules / classifications used (title or #):
b) Is it used across branch?

c) Comments:

2. Does the information schedule being used reflect current business functions? (YES / NO /

UNKNOWN)

a) ldentify any known gaps or problem areas in information scheduling (if

known):

b) Comments:

Temperature Check: Please identify the primary challenges associated with information
schedules and classification of records in your branch. (e.g., ORCS no longer reflects
business functions, low employee knowledge of information schedules)

Do you have any additional Comments?

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire

F - Records Management Procedures and Practice

1. Do offices have branch-specific business procedures for information and records

management? (YES / NO)

a) Are these procedures documented and easy to reference?

b) Comments:

11

2. Can your branch easily find its business critical information and records? (YES / NO)

a) ldentify top-three categories of business critical information created by your

branch regardless of format (electronic or paper):

b) Considering these categories, fill in the chart below

Fop-3 Business Critical Record Series Large High Med | Frequent Good
Quantity | Low Public Candidate
of Paper | Business Access for Paper
Onsite? | Access? Y/N? Scanning
Y/N (Routine, Y/N?

FOl,
Litigation)

1.

2.

< B

c) Are there any additional series of paper records that should be considered a

possibility for scanning?

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire 12

F - Records Management Procedures and Practice (Cont’d)

4. To what extent do branch employees know how to classify their business critical records

according to ARCS/ORCS? (MINIMAL / SOMEWHAT / MOSTLY)
a) lIs classification done individually or centrally?
b) Do naming conventions exist for business critical records?
c) Comments:

5. Does the branch have specific employees tasked with Information and Records

management functions or responsibilities? (YES/NO)
a) ldentify position(s) and Current staff:
b) Describe assigned functions/responsibilities:
c) Comments:

6. To what extent does your branch send out communication regarding internal standards

and records management processes? (MINIMAL / SOMEWHAT / MOSTLY)
a) To what extent are new employees trained in branch practice?
b) Are you aware of the policy for departing employees?
c) To what extent are the records of departing employees managed proactively?

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire 13

d) Comments:

Temperature Check: Please identify the primary challenges associated with records
procedures and practices in your branch.

Do you have any additional Comments?

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire 14

G — Corporate Records and Information Training and Support

1. Is there an expectation in your branch that staff take the corporate training available for

information and records management? (YES/NO)

a) Estimate % of staff who have taken online courses IM available through the

learning center:

b) Estimate % of staff who have taken the classroom IM courses in government

information and records management available through the learning center:

c) What kind of training and was it helpful?

d) Comments:

2. Do employees know who to contact at Government Records Services for support with
records and information management issues such as TRIM administration, general records
advice, sector specific advice, information schedule development, record ownership

changes, destruction approvals or sending records offsite?
a) Who are primary internal, sector and/or corporate contacts?

b) Are employees aware of online records and information management

resources (e.g., Website, SharePoint, Intranets)? (YES/NO)
If yes, please identify resources used:

c) Comments:

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire 15

G — Corporate Records and Information Training and Support (Cont’d)

3. Are branch employees aware that changes to information and records management

requirements are coming under the new Information Management Act? (YES/NO)

a) Which issues should take priority in your branch if it is to meet the expectation

of operating digitally in the near future?

b) Comments:

Temperature Check: Please identify the primary challenges associated with information

and records management training and support in your branch.

Do you have any additional Comments?

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire 16

H — Ministry Specific Questions

Major Projects issues to be worked into questions:

Contract records

Locations, access, security, reliability, accuracy, risk, tracking, granular
document control, litigation, performance monitoring, timely access, back-up,
as built, dependencies.

1.

Do any work units in your branch have [TBD] records? (YES/NO)
a) If yes, what % of total records are [TBD] records?

b) Comments:

| — Additional Questions (some ideas for review with MoTlI)

1.

NGk oDd

© ©

10.

11.

Is the information you need, readily available to you? If no, what are the challenges
you are facing to access this information?

How long do you spend looking for records?

Do you know how long to keep records?

What happens to your records when you are “finished” with them?

Are you aware there is a formal process for disposing of records?

Do you search for files created by others? If so, how?

Do you consider how you will share a document with others when you are creating
and saving files?

If not, how do others access your information when you're not here?

Is there any internal review or regular discussion your records management practices
and procedure?

If there was a resource available, such as an information management expert, would
it improve your records management ability?

Describe your desired future state for records management? What would you
change? What problems do you wish were gone? What challenges resolved?

Government Records Service - Corporate Information and Records Management Office
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MoTI IMP Information Management Assessment Questionnaire 17

Comments

Temperature Check: Please identify any ministry-specific challenges associated with
information and records management training and support.

Do you have any additional Comments?

Government Records Service - Corporate Information and Records Management Office
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Physical Records Inventory

How do we measure the physical inventory of records?

Vertical Lateral Personal File Storage Open File

Cabinet Cabinet Desks Boxes Shelves
*PLEASE COUNT
NUMBER OF TOTAL
UNITS FOR SPACE
PLANNERS*

Bookshelves
Floor
Table

Shelf
Drawer

Map Cabinet
Rolled Maps
or Plans

Office vertical Office lateral Estimate volume of | File storage box =1 | Measure width of Make note of
cabinets = 3 linear || cabinets =3 linear || physical files in linear foot per box. [l file shelves to specifics and

feet per drawer. feet per drawer. linear feet. estimate volume in J| estimate
linear feet (approx. [ volume.

Please note if they || Please note if they [ Pedestal cabinets = 2.5-3 feet/shelf)

use hanging use hanging folders || 1 to 2 linear feet
folders per drawer.

v Keep notes about context and specifics to reference later if you are unsure

MoTI IMP IM ASSESSMENT PROJECT
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Physical Records Inventory

Branch/Region/District:

Location/Address

Date of Inventory:

Completed by:

Office or Room | Storage Unit If Open Hanging | Organized Total Notes
Type File Shelf | Folders? | Content? Linear
type give # (Y/N) (Y/N) Feet of
of units Records
Branch/Region/District:
Location/Address:
Date of Inventory:
Completed by:
Office or Room | Storage Unit If Open Hanging | Organized Total Notes
Type File Shelf | Folders? | Content? Linear
type give (Y/N) (YIN) Feet of
# of units Records

MoTI IMP IM ASSESSMENT PROJECT
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Physical Records Inventory

Branch/Region/District:

Location/Address:

Date of Inventory:

Completed by:

Office or Room | Storage Unit If Open | Hanging | Organized Total Notes
Type File Shelf | Folders? | Content? Linear
type give (Y/N) (Y/N) Feet of
# of units Records

MoTI IMP IM ASSESSMENT PROJECT
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MoTI| Major Projects IM Assessment — sequence, resources, issues

Approximate Sequence

Background research — intel from IMB (e.g. systems, shares, issues, sharepoint, personal drives)
Design questionnaire in consultation with departments leadership
Communications strategy

B W N e

Meeting with department senior management — identify support (ownership), key issues (may
affect questionnaire)

Schedule interviews — VI and mainland

Kick-off communications

5
6
7. Send interview questionnaire in advance
8. Conduct interviews

9

Follow-up with interviewees or other areas for more information / data verification
10. Data analysis / compile results
11. Create summary data and area summaries
12. Provide finding to client
13. Present findings to management / facilitate issues meeting with management

Information resources

Consult IMB on issues, concerns, input, lists of systems, shares, etc
Client documentation — reports, mandates, policies,

Issues?

Contract language, management, monitoring, records

Processes —roles and responsibilities, staff change,

Litigation

Access

Digitization
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MoTI Current State Assessment — Interview Methodology

Overall approach

Department schedules interviews.

GRS conducts interviews with client. Two interviewers: one primary, and one scribing.
Interview starts with description of purpose as below.

Interview should aim for a comfortable, candid, relaxed, and positive experience, which
encourages client to speak to their practices and areas of most concern.

Post interview, client should receive a thank note, and interview notes should be finalized into
usable format for data collection and analysis.

Purpose — important information to provide to client at start

++ This assessment is part of strategy to improve information management practices within the
ministry. This assessment serves to:

o Inform the ministry and relevant departments of the current state of information
management.

o Identify the issues and concerns of the program areas to support working toward
improvement.

o Raise awareness information management within the ministry.

o Provide an opportunity to speak to information management challenges and practices.

++ Please convey the current state of your program area’s records and information management
situation as accurately as possible.

“* No program area has perfect records and information management. Identifying weak areas on
program, ministry and corporate levels will enable targeted and effective changes to be
planned.

+* There is no wrong answer - your program area will not be penalized for the information it
shares.

4 The term ‘information management’ is used somewhat interchangeably with ‘records
management’. Some questions will speak to a particular from of information, for example,
email. The scope is all recorded information that you and your branch, creates, receives, and
uses in the course of your program and individual role, including email, documents, systems

data.

++ Anticipate 1.0 to 1.5 hours for a full interview with conversation.

Government Records Service - Corporate Information and Records Management Office FIN
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MoTI Current State Assessment — Interview Methodology

++ The interview covers the following subjects, each with a handful of questions:
A. Electronic documents

Email

Physical records

Data in systems

Procedures and practices

Corporate Training and Support

mTmo oW

++ If you are not sure of an answer please give information about the context, much of the value

will be in the conversation.,

*

“+ We appreciate your time and willingness to participate!

Government Records Service - Corporate Information and Records Management Office FIN
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

Date:

Branch:

Interviewer Name(s):

Interviewee Name:

Function in Branch:

Introduction

Tell me about your job. What do you do? What tools do you use to do your job? Are you

part of a team or do you work independently?

5.13

Page 124 of 444 CTZ-2023-31438



Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

A) Electronic Documents

How do you create, share, find and delete documents like spreadsheets (Excel), reports (Word and
PDF), images, drawings, etc.

Question: Y N

1.

Do you use naming standards for electronic folders and/or
documents? If yes, please describe.

. Where do you store your electronic documents? (e.g. TRIM, LAN, SharePoint, USB,

etc.):

Are the documents you need readily available to you?

Are these documents accessible to everyone with a need to use
them?

Do you consider how you will share a document with others when
you are creating and saving documents?

Do you know which electronic documents to keep?

Are you confident that you can identify transitory electronic
documents? If no, can you think of anything that would help you
identify a transitory record?

5.13
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

Question: Y N

8. Do you know how long you need to keep electronic documents?

9. What happens to your electronic documents when you are “finished” with them?

10. Do you keep both electronic and paper copies of the same
documents?

a) In what circumstances?

b) Do you know which copy you would use or share as the s.13
final version?

11. Please identify your primary challenges associated with electronic documents (e.g.
storage, naming, searching, finding, sharing, duplication, destruction).

Additional Comments: (Inquire with the interviewee about concerns, best practices
and ideas for improvement)
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

B) Email:

B) How do you organize, share, find and delete emails and attachments.

Question: Y N

1. Do you have naming standards for email subject lines? If yes,
please describe.

2. Do you have team/branch email rules (e.g. use of fields,
attachments)? If yes, please describe.

3. Do you store your email anywhere other than in outlook?

4. Do you have folders in outlook to categorize your email?

5. If yes, do these folders help you find your email quickly?

6. Are your email records stored in a shared location accessible by
other branch staff?

7. How do others access significant email records if you are unavailable?

8. Please identify your primary challenges associated with email (e.g. storage, naming,
searching, finding, sharing, duplication, destruction).
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

Question: | Y | N

Additional Comments: (Inquire with the interviewee about concerns, best practices
and ideas for improvement)

C) Physical Records - Paper

How do you create, store, scan and find physical records like file folders, annotated maps and drawings,
signed contracts, field books, etc. Including CRMS and TRIM.5 13

s.13
Question: Y N
1. Do you keep records in paper format? If yes, how are your files
organized?
2. Do you use naming conventions, labels, other identifiers, for paper s.13

records? Please describe.

3. Are your paper records tracked in any systems (e.g. TRIM, file
lists)? If yes, please describe.

4. Do you have a legal or business reason for keeping paper

records? If yes, please describe. s.13
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

Question: Y N

5. Are there scanning projects being planned for any paper records?
If yes, please describe.

6. Can you identify paper records that would be good candidates for 5.13
scanning? |f yes, please describe.

7. Can you identify any paper records that could instead be received
or kept in electronic format? If yes, please describe.

8. Please identify your primary challenges associated with paper records. (e.g. storage,
naming, searching, finding, sharing, duplication, destruction).

Additional Comments: (Inquire with the interviewee about concerns, best practices
and ideas for improvement)
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

D) Data in Systems

How do you access, enter, and analyze data from apps and systems like SharePoint websites, Traffic

GIS, Development Approvals System (DAS), eApprovals, CLIFF, etc.g 13
s.13

Question

1. Do you use business specific applications/systems, such as a
database? If yes, what are the systems, and is your branch the
primary owner?

2. Do any of the systems store documents? If yes, please describe.

3. Do any of the systems store the official copy of documents or
data? Are there copies found elsewhere (e.g. LAN, paper)? If yes,
please describe.

4. |Is there system administration documentation that describes the
system and related documents and data (i.e. inputs, processes, and
outputs)?

5. Are documents and data routinely purged from the system, or
exported and captured elsewhere as the official records? If yes,
please describe.

5.13

5.13

5.13
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

Question Y N

6. Who is the current Information Management Branch business portfolio contact for the
systems?

7. Please identify your primary challenges associated with business specific systems.
(e.g., searching, using (reliability), producing, sharing, reporting, exporting).

Additional Comments: (Inquire with the interviewee about concerns, best practices
and ideas for improvement)

E) Procedures and Practices
E} Where/Who do you go to when you're not sure how to manage or find government
information? How do you monitor yourself to ensure you manage records in a consistent
way? How do you use official BC Government RM policy and procedure, and do you have any great

office processes?

Question Y N

1. Do you have branch-specific business procedures for information
management? |f yes,

a) Are these procedures documented and readily available?

b) Are colleagues aware of these procedures?

5.13
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

Question

2. Can you easily find business critical information?

3. How long do you spend looking for information on an average day? On a good day?

On a bad day?

4. List some of your challenges in finding information.

5. Do you know how to classify your business critical information
according to ARCS/ORCS?

6. Does your branch have specific employees tasked with information
management functions or responsibilities? If yes,

a) ldentify position(s) and/or current staff:

b) What are their assigned functions/responsibilities?

7. Would it be helpful if your branch sent out communications
regarding internal information management standards and
processes?

8. Did you receive any branch specific information management

5.13
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

Question Y N

training when you started with the branch?

9. Do you know where to find policy regarding information
management and departing employees?

10. Please identify the primary challenges associated with your
branch information management procedures and practices.

Additional Comments: (Inquire with the interviewee about concerns, best practices
and ideas for improvement)

F) Corporate Training and Support
F)} Do you use GRS training services? Do you have contact information for your RM questions
about schedules (ARCS/ORCS), EDRMS (TRIM) and Physical Records Storage? What training and
coaching do you wish you had?

Question Y N

1. Are you aware that there is corporate training on information
management offered by a central agency, Government Records
Services?

2. Have you taken corporate training on information management? If
yes, what kind of training and was it helpful?

10
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Information Management Current State Assessment - Interview Questions

Question Y N

3. Do you know who to contact for support (e.g. TRIM, advice,
records destruction, off-site storage)? If yes, who are your
contacts?

4. Are you aware of online resources? If yes, please identify
resources used.

5. Are you aware of new digital requirements are coming under the
new Information Management Act?

6. What challenges would your branch face in operating digitally in the near future?

7. Please identify your primary challenges associated with information management
training and support.

8. These are the current training offerings for information management offered by
Government Records Service. Please provide your ranking of their value for
yourself, using a scale of 1-5, with 5 being the greatest.

11
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Information Management Current State Assessment - Interview Questions

Question

Y | N

Course

Ranking 1-5

Orientation to records management

E-mail best practices

LAN organization (shared drives)

TRIM Information Worker

TRIM End User

TRIM on-site disposal procedures

TRIM off-site transfer procedures

On-site destruction of records

9. What is your preferred way to access and receive training and support — for example
do you prefer in-person training, individual support, self-directed learning and /or e-

learning?

Additional Comments: (Inquire with the interviewee about concerns, best practices,

and ideas for improvement or new course offerings)

Closing Question:

Describe your desired future state for information management? (What would you
change? What problems do you wish were gone? What challenges resolved?)

12
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

Date: Branch:

Interviewer Name(s): Interviewee Name:

Function in Branch:

Names & Methodology

[5 min?]

Introduction

Tell me about your job. What do you do? What tools do you use to do your job? Are you
part of a team or do you work independently?

[10 min?]
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects

Information Management Current State Assessment - Interview Questions

A) Electronic Documents
How do you create, share, find and delete documents like spreadsheets (Excel), reports (Word and

PDF), images, drawings, etc.

Question:

Y N

1.

Do you use naming standards for electronic folders and/or
documents? If yes, please describe.

Where do you store your electronic documents? (e.g. TRIM, LAN, SharePoint, USB,

etc.):

Are the documents you need readily available to you?

Are these documents accessible to everyone with a need to use
them?

Do you consider how you will share a document with others when
you are creating and saving documents?

Do you know which electronic documents to keep?

Are you confident that you can identify transitory electronic
documents? If no, can you think of anything that would help you
identify a transitory record?

8.

Do you know how long you need to keep electronic documents?
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Question: Y N

9. What happens to your electronic documents when you are “finished” with them?

10. Do you keep both electronic and paper copies of the same
documents?

a) In what circumstances?

b) Do you know which copy you would use or share as the
final version?

11. Please identify your primary challenges associated with electronic documents (e.g.
storage, naming, searching, finding, sharing, duplication, destruction).

Additional Comments: (Inquire with the interviewee about concerns, best practices
and ideas for improvement)

[17 min?]
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Information Management Current State Assessment - Interview Questions

B) Email

How do you organize, share, find and delete emails and attachments.

Question: Y N

1.

Do you have naming standards for email subject lines? If yes,
please describe.

Do you have team/branch email rules (e.g. use of fields,
attachments)? If yes, please describe.

Do you store your email anywhere other than in outlook?

Do you have folders in outlook to categorize your email?

If yes, do these folders help you find your email quickly?

Are your email records stored in a shared location accessible by
other branch staff?

How do others access significant email records if you are unavailable?

Please identify your primary challenges associated with email (e.g. storage, naming,
searching, finding, sharing, duplication, destruction).
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

Question: . Y [ N

Additional Comments: (Inquire with the interviewee about concerns, best practices
and ideas for improvement)

[24 min?]

C) Physical Records - Paper
How do you create, store, scan and find physical records like file folders, annotated maps and
drawings, signed contracts, field books, etc. Including CRMS and TRIM.

Question: Y N

1. Do you keep records in paper format? If yes, how are your files
organized?

2. Do you use naming conventions, labels, other identifiers, for paper
records? Please describe.

3. Are your paper records tracked in any systems (e.g. TRIM, file
lists)? If yes, please describe.

4. Do you have a legal or business reason for keeping paper
records? If yes, please describe.
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Information Management Current State Assessment - Interview Questions

Question: Y N

5. Are there scanning projects being planned for any paper records?
If yes, please describe.

6. Can you identify paper records that would be good candidates for
scanning? If yes, please describe.

7. Can you identify any paper records that could instead be received
or kept in electronic format? If yes, please describe.

8. Please identify your primary challenges associated with paper records. (e.g. storage,
naming, searching, finding, sharing, duplication, destruction).

Additional Comments: (Inquire with the interviewee about concerns, best practices
and ideas for improvement)

[31 min?]
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects

Information Management Current State Assessment - Interview Questions

D) Data in Systems

How do you access, enter, and analyze data from apps and systems like SharePoint websites, Traffic

GIS, Development Approvals System (DAS), eApprovals, CLIFF, etc.

Question

1. Do you use business specific applications/systems, such as a
database? If yes, what are the systems, and is your branch the
primary owner?

2. Do any of the systems store documents? If yes, please describe.

3. Do any of the systems store the official copy of documents or
data? Are there copies found elsewhere (e.g. LAN, paper)? If yes,
please describe.

4. |s there system administration documentation that describes the
system and related documents and data (i.e. inputs, processes, and
outputs)? If yes, where is it stored?

5. Are documents and data routinely purged from the system, or
exported and captured elsewhere as the official records? If yes,
please describe.
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Question Y N

6. Who is the current Information Management Branch business portfolio contact for the
systems?

7. Please identify your primary challenges associated with business specific systems.
(e.g., searching, using (reliability), producing, sharing, reporting, exporting).

Additional Comments: (Inquire with the interviewee about concerns, best practices
and ideas for improvement)

[38 min?]

E) Procedures and Practices
Where/Who do you go to when you're not sure how to manage or find government

information? How do you monitor yourself to ensure you manage records in a consistent
way? How do you use official BC Government RM policy and procedure, and do you have any great
office processes?

Question Y N

1. Do you have branch-specific business procedures for information
management? If yes,

a) Are these procedures documented and readily available?

b) Are colleagues aware of these procedures?
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

Question Y N

2. Can you easily find business critical information?

3. How long do you spend looking for information on an average day? On a good day?
On a bad day?

4. List some of your challenges in finding information.

5. Do you know how to classify your business critical information
according to ARCS/ORCS?

6. Does your branch have specific employees tasked with information
management functions or responsibilities? If yes,

a) ldentify position(s) and/or current staff:

b) What are their assigned functions/responsibilities?

7. Would it be helpful if your branch sent out communications
regarding internal information management standards and
processes?
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects

Information Management Current State Assessment - Interview Questions

Question

8. Did you receive any branch specific information management
training when you started with the branch?

9. Do you know where to find policy regarding information
management and departing employees?

10. Please identify the primary challenges associated with your
branch information management procedures and practices.

Additional Comments: (Inquire with the interviewee about concerns, best practices

and ideas for improvement)

[45 min?]

F) Corporate Training and Support

Do you use GRS training services? Do you have contact information for your RM questions about
schedules (ARCS/ORCS), EDRMS (TRIM) and Physical Records Storage? What training and coaching

do you wish you had?

Question

1. Are you aware that there is corporate training on information
management offered by a central agency, Government Records
Services?

10
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Question Y N

2. Have you taken corporate training on information management? If
yes, what kind of training and was it helpful?

3. Do you know who to contact for support (e.g. TRIM, advice,
records destruction, off-site storage)? If yes, who are your
contacts?

4. Are you aware of online resources? If yes, please identify
resources used.

5. Are you aware of new digital requirements are coming under the
new Information Management Act?

6. What challenges would your branch face in operating digitally in the near future?

7. Please identify your primary challenges associated with information management
training and support.

11
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Question | Y | N

12
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8. These are the current training offerings for information management offered by
Government Records Service. Please provide your ranking of their value for
yourself, using a scale of 1-5, with 5 being the greatest.

Course Ranking 1-5
Orientation to records management
E-mail best practices
LAN organization (shared drives)
TRIM Information Worker
TRIM End User
TRIM on-site disposal procedures
TRIM off-site transfer procedures
On-site destruction of records
9. What is your preferred way to access and receive training and support — for example
do you prefer in-person training, individual support, self-directed learning and /or e-
learning?

Additional Comments: (Inquire with the interviewee about concerns, best practices,
and ideas for improvement or new course offerings)

[52 min?]

Closing Question:
Describe your desired future state for information management? (What would you

change? What problems do you wish were gone? What challenges resolved?)

13

Page 148 of 444 CTZ-2023-31438



This worksheet was created as part of a MoTl IM Assessment project.
The data in this worksheet was collected by Gislene Guenard and Bruce N. Smith in 2017-Q4 and 2018-Q1.

1 hour interviews were conducted in person and notes were take by both interviewers on paper with pens, then the information was
transcribed here shortly after the interview (+/- 1 business week).

The paper draft notes may contain additional acronyms or ideas for planning purposes, a selection of these could be scanned according to
good digitization standards and stored for further interim analysis, if business leads decide they have information of value.

Any draft notes selected as having value will be saved here:
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

Date: Branch:

Interviewer Name(s): Function in Branch:

This assessment is part of an IM Strategy prioritized by your DMO.
The assessment will help:

e Give voice to staff requests and questions

e Capture a baseline and measure change

¢ Enable evidence-based decision-making

e Prioritize improvements

¢ Raise awareness of Information and Records Management (IM / RM)

No one has perfect IM, and these results will be rolled up into anonymous reports. So
don’t worry and respond freely.

We know that some of the yes/no questions depend on context, and there is some
repetition in the questions. It's by design to provide a clear outline of the current state
without taking too much of your time. Just answer as best you can.

Introduction:

Tell us a bit about your job.

What do you do? What tools do you use to do your job? Are you part of a team or do
you work independently?
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects

Information Management Current State Assessment - Interview Questions

A) Electronic Documents

How do you create, share, find and delete documents like spreadsheets (Excel),

reports (Word and PDF), images, drawings, etc.

Question:

Y

N Other

Are the documents you need readily available to you?

Do you store documents in a location so that they can easily
be shared with colleagues?

Do you know how long you need to keep electronic
documents?

Are you confident that you can identify transitory electronic
documents?

Do you keep both electronic and paper copies of the same
documents?

Do you use naming standards for electronic folders and/or
documents?

Please describe:

Where do you store your electronic documents? (e.g. TRIM, LAN, SharePoint, USB,

etc.):

What happens to your electronic documents when you are “finished” with them?

Please identify your primary challenges associated with electronic documents (e.g.
storage, naming, searching, finding, sharing, duplication, destruction).
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Information Management Current State Assessment - Interview Questions

B) Email

How do you organize, share, find and delete emails and attachments.

Question:

Y

N Other

Do you have naming standards for email subject lines?

Do you have team/branch email rules (e.g. use of fields,
attachments)?

Do you store your email anywhere other than in outlook?

Do you have folders in outlook to categorize your email?

If yes, do these folders help you find your email quickly?

Are your email records stored in a shared location accessible
by other branch staff?

How do others access significant email records if you are unavailable?

Please identify your primary challenges associated with email (e.g. storage, naming,

searching, finding, sharing, duplication, destruction).
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Information Management Current State Assessment - Interview Questions

C) Physical Records - Paper

How do you create, store, scan and find physical records like file folders, annotated
maps and drawings, signed contracts, field books, etc. Including CRMS and TRIM.

Question:

Y

N Other

Do you keep records in paper format?

Do you use naming conventions, labels, other identifiers, for
paper records?

Are your paper records tracked in any systems (e.g. TRIM, file
lists)?

Do you have a legal or business reason for keeping paper
records?

Are there scanning projects being planned for any paper
records?

Can you identify paper records that would be good candidates
for scanning?

Please describe:

Please identify your primary challenges associated with paper records. (e.g. storage,

naming, searching, finding, sharing, duplication, destruction).
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

D) Data in Systems
How do you access, enter, and analyze data from apps and systems like SharePoint
websites, Traffic GIS, Development Approvals System (DAS), eApprovals, CLIFF,
Databases, etc.

Question Y N Other

Do you use business specific applications / software, such as
a database?

Please describe:

Do any of the systems store documents?

Do any of the systems store the official copy of documents or
data?

Are documents and data routinely purged from the system, or
exported and captured elsewhere as the official records?

Who is the current Information Management Branch business portfolio contact for the
systems?

Please identify your primary challenges associated with business specific systems.
(e.g., searching, using (reliability), producing, sharing, reporting, exporting).
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Information Management Current State Assessment - Interview Questions

E) Procedures and Practices

Where or who do you go to when you're not sure how to manage or find government
information? How do you monitor yourself to ensure you manage records in a
consistent way? How do you use official BC Government RM policy and procedure,

and do you have any great office processes?

Question

N Other

Did you receive any branch specific information management
training when you started with the branch?

Do you have branch-specific business procedures for
information management?

Can you easily find information required for your daily
operational responsibilities?

Do you know how to classify your business critical information
according to ARCS/ORCS?

Does your branch have specific employees tasked with
information management functions or responsibilities?

Would it be helpful if your branch communicated internal
information management standards and processes?

How long do you spend looking for information on an average day?

On a good day?

On a bad day?

List some of your challenges in finding information.
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Ministry of Transportation and Infrastructure, Infrastructure & Major Projects
Information Management Current State Assessment - Interview Questions

F) Corporate Training and Support
Do you use GRS training services? Do you have contact information for your RM
questions about schedules (ARCS/ORCS), EDRMS (TRIM) and Physical Records
Storage? What training and coaching do you wish you had?

Question Y N Other

Are you aware that there is corporate training on information
management offered by a central agency?

Have you taken corporate training on information
management?

Do you know who to contact for support (e.g. TRIM, advice,
records destruction, off-site storage)?

Are you aware of online resources?

Are you aware of new digital requirements are coming under
the new Information Management Act?

What challenges would your branch face in operating digitally in the near future?

Please identify your primary challenges associated with information management
training and support.
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Please rank the following GRS courses for yourself. 1 is low and 5 is high.

Course Ranking 1-5
Orientation to records management
E-mail best practices
LAN organization (shared drives)
TRIM Information Worker
TRIM End User
TRIM on-site disposal procedures
TRIM off-site transfer procedures
On-site destruction of records

What is your preferred way to access and receive training and support?

For example: in-person training, individual support, self—directed learning, e-learning.

Closing Question:

Describe an improved future state for information management.

What would you change? What problems do you wish were gone? What challenges
resolved? What would make your job easier?

Any additional comments?
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[ministry name], [division/branch name]
Information Management Assessment - Interview Questions

Date: Branch:

Interviewer Name(s): Function in Branch:

The assessment will help:

e Give voice to staff requests and questions

e Capture a baseline and measure change

¢ Enable evidence-based decision-making

e Perioritize improvements

¢ Raise awareness of Information and Records Management (IM / RM)

This assessment is part of an [for example: initiative prioritized by your Deputy Minister
who wants to improve IM across the Ministry].

No one has perfect IM, and these results will be rolled up into anonymous reports. So
don’t worry and respond freely.

We know that some of the yes/no questions depend on context, and there is some
repetition in the questions. It's by design to provide an outline of the current state
without taking too much of your time. Just answer as best you can.

Introduction:

Tell us a bit about your job.

What do you do?
What tools do you use to do your job?
What teams do you work with or do you work independently?
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[ministry name], [division/branch name]
Information Management Assessment - Interview Questions

A) Electronic Documents

How do you create, share, find and delete documents like spreadsheets (Excel),

reports (Word and PDF), images, drawings, etc.

Question:

Y

N Other

Are the documents you need readily available to you?

Do you store documents in a location so that they can easily
be shared with colleagues?

Do you know how long you need to keep electronic
documents?

Are you confident that you can identify transitory electronic
documents?

Do you keep both electronic and paper copies of the same
documents?

Do you use naming standards for electronic folders and/or
documents?

Please describe:

Where do you store your electronic documents? (e.g. TRIM, LAN, SharePoint, USB,

etc.):

What happens to your electronic documents when you are “finished” with them?

Please identify your primary challenges associated with electronic documents (e.g.
storage, naming, searching, finding, sharing, duplication, destruction).
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Information Management Assessment - Interview Questions

B) Email

How do you organize, share, find and delete emails and attachments.

Question:

Y

N Other

Do you have naming standards for email subject lines?

Do you have team/branch email rules (e.g. use of fields,
attachments)?

Do you store your email anywhere other than in outlook?

Do you have folders in outlook to categorize your email?

If yes, do these folders help you find your email quickly?

Are your email records stored in a shared location accessible
by other branch staff?

How do others access significant email records if you are unavailable?

Please identify your primary challenges associated with email (e.g. storage, naming,

searching, finding, sharing, duplication, destruction).
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[ministry name], [division/branch name]
Information Management Assessment - Interview Questions

C) Physical Records - Paper

How do you create, store, scan and find physical records like file folders, annotated
maps and drawings, signed contracts, field books, etc. Including CRMS and TRIM.

Question:

Y

N Other

Do you keep records in paper format?

Do you use naming conventions, labels, other identifiers, for
paper records?

Are your paper records tracked in any systems (e.g. TRIM, file
lists)?

Do you have a legal or business reason for keeping paper
records?

Are there scanning projects being planned for any paper
records?

Can you identify paper records that would be good candidates
for scanning?

Please describe:

Please identify your primary challenges associated with paper records. (e.g. storage,

naming, searching, finding, sharing, duplication, destruction).
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[ministry name], [division/branch name]
Information Management Assessment - Interview Questions

D) Data in Systems
How do you access, enter, and analyze data from apps and systems like SharePoint
websites, eApprovals, CLIFF, Databases, [client specific applications], etc.

Question Y N Other

Do you use business specific applications / software, such as
a database?

Please describe:

Do any of the systems store documents?

Do any of the systems store the official copy of documents or
data?

Are documents and data routinely purged from the system, or
exported and captured elsewhere as the official records?

Who is the current [Information Management Branch] business portfolio contact for the
systems?

Please identify your primary challenges associated with business specific systems.
(e.g., searching, using (reliability), producing, sharing, reporting, exporting).

E) Procedures and Practices
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[ministry name], [division/branch name]
Information Management Assessment - Interview Questions

Where or who do you go to when you're not sure how to manage or find government
information? How do you monitor yourself to ensure you manage records in a
consistent way? How do you use official BC Government RM policy and procedure,

and do you have any great office processes?

Question

N Other

Did you receive any branch specific information management
training when you started with the branch?

Do you have branch-specific business procedures for
information management?

Can you easily find information required for your daily
operational responsibilities?

Do you know how to classify your business critical information
according to ARCS/ORCS?

Does your branch have specific employees tasked with
information management functions or responsibilities?

Would it be helpful if your branch communicated internal
information management standards and processes?

How long do you spend looking for information on an average day?

On a good day?

On a bad day?

List some of your challenges in finding information.

F) Corporate Training and Support
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[ministry name], [division/branch name]
Information Management Assessment - Interview Questions

Do you use GRS training services? Do you have contact information for your RM
questions about schedules (ARCS/ORCS), EDRMS (TRIM) and Physical Records
Storage? What training and coaching do you wish you had?

Question Y N Other

Are you aware that there is corporate training on information
management offered by a central agency?

Have you taken corporate training on information
management?

Do you know who to contact for support (e.g. TRIM, advice,
records destruction, off-site storage)?

Are you aware of online resources?

Are you aware of new digital requirements are coming under
the new Information Management Act?

What challenges would your branch face in operating digitally in the near future?

Please identify your primary challenges associated with information management
training and support.
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[ministry name], [division/branch name]
Information Management Assessment - Interview Questions

Please rank the following GRS courses for yourself. 1 is not useful, 5 is very useful, or
not applicable.

Course Ranking 1-5
Orientation to records management
E-mail best practices
LAN organization (shared drives)
TRIM Information Worker
TRIM End User
TRIM on-site disposal procedures
TRIM off-site transfer procedures
On-site destruction of records

What is your preferred way to access and receive training and support?

For example: in-person training, individual support, self—directed learning, e-learning.

Closing Question:

Describe an improved future state for information management.

What would you change? What problems do you wish were gone? What challenges
resolved? What would make your job easier?

Any additional comments?
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Practice Review Program
Interview Questions for All Domains
Privacy, Compliance and Training Branch

Introduction and Purpose

Introduce Auditors conducting interview

We are from the Privacy, Compliance and Training Branch in the Ministry of Finance’s Corporate Information and Records Management Office. We are here to meet with you today to gather
information in relation to an audit that we are conducting.

We are conducting a baseline audit of your ministry’s information management practices.

The purpose of a baseline audit is to assess the maturity of your ministry’s information management practices against a number of evaluation criteria that cover privacy, records management,
FOl/information access, and the protection of information.

Process

In terms of process, we will be asking you questions and taking notes and may ask you clarifying questions. If at any point you wish to take a break please let us know.

We are meeting with a number of individuals from your ministry in order to gather a fulsome understanding of your ministry’s information management practices. As part of this we may ask
you to send emails or other documents following this meeting, and may need to meet with you again if we find that we have any additional questions.

At the conclusion of this process we will be preparing a final report which will be submitted to your deputy minister along with other executives from your ministry as directed by your deputy.
Our report will document our overall assessment and scoring of maturity at the ministry level. Our report will not name or identify the ministry staff who were involved in this process, and will
not be making any assessments of individual level practices.

However, before the report is finalized, it will be shared with designated ministry representatives to ensure the ministry has an opportunity for review and to let us know if we missed anything
or were incorrect in any way. If we are unclear on something or want to be sure, we may also ask you to review and confirm information or a conclusion we may arrive at.

Finally, any information you provide today will be maintained in confidence and will be used only for the purposes of this audit/assessment, or as may be required by law or government policy
(e.g. FOI request, subject to redactions).

l|Page
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Do you have any questions before we begin?
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PRACTICE REVIEW PROGRAM — PRIVACY QUESTIONS FOR MPO

Interviewee Name:

Ministry Privacy Officer

Interviewer Name

Date:

#

Criteria

Questions

Response

Documents/Evidence

Summary

PRIVACY

1

Designated Ministry Privacy Officer
The Deputy Minister has named a Ministry

Privacy Officer and roles and
responsibilities related to privacy in the
ministry have been defined.

Does your job description specify all
required privacy related duties?

Deputy Delegation of Duties

If the Deputy Minister has delegated any
duties, powers or functions a delegation
instrument is in place and all privacy
related delegation instruments are
maintained and communicated to CIRMO.

Has your DM delegated any privacy duties
specifically to you? If so, has a FOIPPA
Delegation Instrument been completed?

MPO Delegation of Duties

If the MPO has delegated any duties,
powers or functions (such as MPO
delegating to an Analyst the review and
sign off of PIAs), a formal PMAP delegation
instrument is in place, and current.
Delegation instruments are maintained and
communicated to CIRMO.

Have you, in turn, delegated any duties to
others? If so, has a PMAP Delegation
Instrument been completed? May | get a
copy?

Privacy Policies/Procedures

Does your ministry require any Ministry-
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Criteria

Questions

Response

Documents/Evidence

Summary

Ministry-specific privacy policies and
procedures, incorporating Ministry-specific
privacy requirements, have been
developed and deployed, where

appropriate.

specific privacy policies, in addition to
PMARP? If so, are these policies in effect?

Mandatory Employee Training
Employees have completed mandatory
training related to privacy (IM117 or
equivalent) within an appropriate amount
of time and updated periodically.

Have all ministry employees completed
IM117 shortly after being hired, and is
refresher training provided every two
years? Is regular training scheduled and do
you augment staff awareness with emails,
posters or similar? Copies pls.

Role Based Privacy Training

A process is in place to develop and deliver
additional privacy training (beyond IM117)
to employees.

For staff members who require additional,
privacy-specific training (beyond IM 117),
do you have a process in place to identify
them and to schedule required training? Is
this process documented? EOpY pIS!

Process for PlAs

The MPO has developed and
communicated Ministry processes for the
completion of PIAs within their Ministry,
and these are easily accessible by all
employees.

Have you developed and communicated
your ministry’s process for PIA
requirements? If so, what communication
channels are used to keep ministry
employees updated and aware of these
materials (policies, procedures for
completion of PIA, etc.) Copies pls!

STAFF: Have you been provided with
written information/instructions regarding
PlAs?
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Criteria

Questions

Response

Documents/Evidence

Summary

Inventory of PIAs
The MPO has a current inventory of PlAs
completed and in progress, and a process

to follow up on outstanding items.

Do you maintain an inventory of completed
or in-progress PIAs? How do you keep track
of outstanding items for follow-up? -

Requirement to Complete PIAs

There is a process in place to ensure that
PlAs are completed prior to the start of any
proposed enactment, system, project,
program or activity. This process includes
the sharing of PIAs with CIRMO and follow
up to ensure CIRMO feedback is addressed
prior to the PIA being finalized. Once
complete, PIAs are sent to CIRMO for
retention and entry into the Personal
Information Directory (PID).

Have you developed a process to ensure
that your ministry’s employees are
completing PIAs as defined in PMAP Section
2.3? Has this process been documented and
is it regularly followed? Copy pls. How are
you made aware of upcoming projects or
activities that may require PIAs? What
awareness materials or activities do you use

to educate staff about PlAs? COpies pis!

STAFF: Are you aware that PIAs must be
completed prior to the start of any new
project, activity or initiative?

Completion and updating of I1SAs, RAs,
CPAs and IPAs

The MPO has a process to identify when
ISAs, RAs, CPAs, and IPAs need to be
developed and/or updated. This process
includes engagement by the MPO as part
of the development or updating of the
agreement to ensure the agreements are

completed as required.

Do you have a process to identify when ISAs,
RAs, CPAs and IPAs are required? How is the
process communicated to staff? How do you
ensure that you are involved in the
development and/or updating of these

agreements? Gopies pls!

ISAs are reported to the CIRMO

What documented process do you use to
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Criteria

Questions

Response

Documents/Evidence

Summary

The MPO has a process in place to ensure
ISAs are reported to CIRMO for entry into
the Personal Information Directory (PID)
once completed.

ensure that ISAs are reported to CIRMO for

entry into the PID? -

Inventory of all Research Agreements

The MPO has a current inventory of all RAs
completed and in progress, and a process
to follow up on outstanding items.

Do you maintain an inventory of completed
or in-progress RAs? How do you keep track
of outstanding items for follow-up? -

Monitoring compliance with privacy and
security requirements in agreements
There is a process in place for the ongoing
monitoring of compliance with privacy
requirements (e.g. section 30 of FOIPPA)
outlined in agreements.

How do you ensure that parties are in
compliance with privacy requirements as
outlined in agreements? Do you have a

documented process? COpy ISt

Privacy Protection Schedules

Privacy Protection Schedules are included
for contracts containing personal
information, and the MPO is made aware
of all such contracts.

What process is used to ensure that PP
Schedules are included in all service
provider contracts that contain personal
information? Do all contract managers
(responsible business units) make you
aware of these contracts? How is this

process communicated to employees? -

MANAGER: If you manage contracts
containing personal information, do you

have a defined process that ensures PPS are

included in each contract? Copy pls.
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Criteria

Questions

Response

Documents/Evidence

Summary

Inventory of Access to Pl

The MPO maintains an up to date
inventory of service providers or volunteers
with access to personal information within
the Ministry's custody and control.

What is your process for maintaining an
inventory of service providers or volunteers
with access to personal information within
your ministry’s custody and control? What
control process is in place to ensure
inventory is kept up to date and all changes
are reflected in the inventory? Eopies pis

Mandatory Service Provider Privacy
Training

MPOs must ensure that employees who
are service providers or volunteers and
who collect create or access personal
information have completed mandatory
privacy training related to the collection,
use, disclosure, storage and destruction of
personal information. This training must be
completed prior to providing services.

How do you ensure that all service
providers and volunteers have had
mandatory privacy training prior to
providing services? Is this a documented

process? Copiesipis

Service provider compliance with privacy
requirements

There is a process in place for the ongoing
monitoring of service provider compliance
with privacy requirements (e.g. Section 30
of FOIPPA)

How do you monitor service provider
compliance with privacy requirements? Do
you have a documented process in place to
address instances of non-compliance? (E.g.
call 7-7000)

Create and Maintain Personal Information
Inventory

A procedure exists to create and maintain a
Personal Information Inventory, and to
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Criteria

Questions

Response

Documents/Evidence

Summary

create it within one year of the Personal
Information Inventory Policy being
published.

Reporting to CIRMO

A procedure exists for the creation and
reporting to CIRMO of Personal
Information Banks as required.

Do you have documented policy or
procedures for the creation and reporting
of PIBs? How is the procedure for managing
PIB communicated to the employees? How
do you ensure that employees have the
awareness of and accessibility to the policy

or procedures? Copies pis.

Health Information Banks

For the Ministry of Health: A procedure
exists for the creation and reporting (to
CIRMO) of Health Information Banks.

-I- What is your process for

ensuring that HIBs are created
appropriately and reported to CIRMO? How
do you ensure that employees have
awareness of and accessibility to the policy
or procedures?

Monitoring of Personal Information
Directory (PID)

A process is in place to review the PID
periodically to ensure all PlAs, ISAs, PIBs
and, where applicable, HIBs have been
submitted to CIRMO and recorded
accurately.

Is there a documented process for reviewing
the PID annually? How do you ensure that all
PlAs, ISAs, PIBs and where applicable HIBs
are submitted and recorded accurately?
What is the process to correct entries?

Reporting Foreign Demands

A procedure is in place for reporting
foreign demands for disclosure to the
CIRMO.

Do you have a policy and/or documented
procedure related to the reporting of
foreign demands to CIRMO as per Section

30.2 of FOIPPA? Copies pls:
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Criteria

Questions

Response

Documents/Evidence

Summary

Information Incident Management

If an information incident occurred in the
past 12 months, the incident was reported
immediately, all CIRMO instructions were
followed and all recommendations were

implemented.

How do you communicate to staff that all
information incidents are to be reported
immediately to CIRMO? How do you track
incidents to ensure that all instructions
from CIRMO are followed and that
subsequent recommendations are
implemented? If this process is

documented| pISiproVidealcopy

STAFF AND MANAGER: Are you familiar
with the process for reporting information
incidents?
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PRACTICE REVIEW PROGRAM - RECORDS/QUESTIONS

Interviewee Name:

Interviewer Name

Date:

The Ministry has articulated employees'
responsibilities for records management
and business areas have clearly assigned
accountabilities to employees with
additional role specific records
management duties, as appropriate.

I Records Management Accountabilities Do you know if there is a dedicated RM

person in your ministry? How are RM
responsibilities communicated to staff?
Have you seen any written procedures or
guidance on your own responsibilities for

records management? (S) -

_. Ministry-Specific Records Management
Policies/Procedures

Records management policies and/or
procedures have been defined as
appropriate for the ministry and any
changes to those are communicated to
staff.

Do you have any Ministry-specific policies
or procedures related to records
management? (other than Core Policies)

If so, how are these RM policies/procedures

communicated to staff? -

(M)
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2.1

Mandatory Employee Training
Employees have completed mandatory
training related to records management
(IM117).

- Other than IM117, have you or any of your
staff taken any records management
training? If so, what training?

- How is completion of staff training
monitored? If there are any gaps how is it
addressed?

- How do you confirm that staff
understands their RM responsibilities?

2.2 Role Specific Training Some roles require specialized training in
Individuals have received additional, role- Records Management. If your role has this
specific records management training requirement, have your received the
where appropriate. appropriate training? (S)

3.1 Record Classification Does your area use TRIM to organize its

The ministry has procedures in place to
classify and/or organize records so that the
records can be managed according to the
function of the information and the
approved retention schedules.

records? If not, how are your records
organized so that they are managed
according to their function and to approved
retention requirements?
Do you have any documented procedures
about records classification, and if so, how
are these communicated to staff?
(M) Copies pls

s.13
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4.1

Digital Records

The ministry has plans, resources, and
technology in place to ensure that all non-
exemptive government information will be
managed digitally in compliance with the
Information Management Act and
applicable laws, policies, directives,
standards, and specifications.

5.1 Information Schedule Development and Are your records scheduled and if so, do
Maintenance you have a documented process to ensure
The ministry has a process to support and that records are reviewed for currency of
enable the development and existing schedules?
implementation of information schedules. How do you identify information not
The ministry collaborates with GRS to covered by an approved schedule?
maintain the currency of existing schedules | If you have records that are not scheduled,
and to develop a procedure to identify do you have a documented process to
records that are not covered by approved request schedules? Copies pls
schedules. (M)

5.2 Records Retention Holds and Disposition How do you ensure that records are

The ministry has procedures to retain,
dispose of, transfer, or archive government
information based on official policies,
specifications, schedules, guidelines, and
procedures published by GRS. In the case
of a legal hold or FOI request, the ministry
has processes in place to ensure that such

retained according to the appropriate
schedules?
In the case of a legal hold or FOI request, do
you have a documented process to ensure
that those records are not destroyed?
Copies pls (M)

s.13
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records are not destroyed.

5.13

6.1 Identify and Protect Digital Records - Do you have specific procedures related to
Scheduled for Archiving business requirements to identify and
The ministry has documented procedures protect digital records scheduled for
for identifying, protecting, and maintaining | archiving? Copies pls
the usability and integrity of digital records
scheduled for transfer to archives.

6.2 Records Transfers to IMA Bodies Does your ministry have documented
The ministry has agreements and procedures for the transfer of records to
procedures in place to maintain chain of bodies covered by the IMA?
custody and continuity of control for If so, do those procedures include guidance
records during transfers to other bodies to maintain the chain of custody and
covered by the Information Management continuity of control for records during
Act. This includes procedures to monitor transfer? Copies pls
such transfers. (M)

6.3 Records Transfers to Non-IMA Bodies Does your ministry transfer records to third
The ministry has documented procedures parties that are non-IMA bodies? If so, do
in place to ensure that records transfers to you have a process in place to ensure that
bodies not covered by the Information that transfers are completed in accordance
Management Act are completed in with an appropriate legal instrument?
accordance with an appropriate legal Copies pls.
instrument. (M)

7.1 Manage Information in Recordkeeping How do you ensure that all government
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Systems

The ministry manages government
information through its lifecycle using
recordkeeping system(s) as appropriate.
Systems are used to meet records
management requirements, including
schedules as mandated in the IMA.

records held in your ministry are kept in
approved record keeping systems? Do you
have a process in place to remind staff that
non-transitory government information
held in Outlook (e.g.) is to be transferred
for retention in a secure approved
recordkeeping system? Copies pls

(M)

7.2 Manage Physical Records Do you have documented procedures for
Documented procedures exist regarding the management and storage of physical
the management and storage of physical records, both on and offsite? Copies pls
records in appropriate onsite storage (M)

(commensurate with degree of information
sensitivity) and/or approved offsite storage
facilities.
7.3 Inventory of Ministry Systems and Do you maintain an up-to-date inventory of

Repositories

The ministry maintains an inventory of
ministry systems and repositories that
manage and/or store government
information

the information systems and repositories in
use in your ministry? Copy pls
(M)
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PRACTICE REVIEW PROGRAM —INFORMATIONACCESS QUESTIONS

Interviewee Name:

Interviewer Name

Date:

11

Information Access Procedures and the
Duty to Assist

Information Access and Duty to Assist
procedures have been clearly defined and
have been communicated to all staff.
Ministry staff is informed and aware of the
appropriate response to FOI requests (e.g.,
how to conduct a comprehensive and

timely search for responsive records-};
s.13

Are you familiar with the procedures around
Information Access and the Duty to Assist?
(s)

Does your Ministry have documented
procedures for Information Access and the
DtA? How is your staff informed of their FOI
accountabilities and responsibilities ?(M)

1.2

Information Access Accountability
Accountabilities for FOI requests are
assigned, and roles and responsibilities are
clearly defined.

Is there designated person/role within your
ministry who is accountable for responding
to FFOI requests? (M)

2.1

Employee Training

- Other than IM117 have staff received
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Employees have completed mandatory
(IM117) training related to FOI/
Information Access.

any additional training on processing FOI
information requests?

- How are staff made aware of their FOI
responsibilities, e.g. duty to assist, other
FOI policies/procedures?

2.2 Role Specific Training If your role requires you to have additional
Individuals have received additional, role- FOI- related training, have you received such
specific FOI/Information Access training training? (S)
where appropriate (e.g. ministerial staff, If you have a staff member who requires
FOI co-ordinators). additional FOI-related training, how do you

ensure such training is provided? (M)

3.1 Dedicated Public Servant Question should be directed to Minister’s
A dedicated Public Servant is designated as | office only.
the person responsible and accountable for
responding to all FOI requests involving a
Minister's office. The DPS must retain a
current list of all Ministerial staff that is
shared on an ongoing basis with IAO.

4.1 Monitoring of FOI Requests Does your ministry have a documented

A documented process is in place to track
and monitor all active FOI requests. This
includes regular reporting to Ministry
leadership and escalation processes to
ensure compliance with timeliness and/or
"duty to assist" requirements.

process for tracking, monitoring and
escalation where indicated of your responses
to FOI requests? (M)
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4.2

Monitoring Service Provider Compliance
with FOI Requests

There is a process in place for the
monitoring of service provider compliance
with ministry requirements related to FOI
requests.

Do you manage service providers and/or
contractors? If so, how do you ensure that
they are in compliance with ministry
procedures regarding FOI requests? Is there
a documented process that shows how
compliance is monitored? (M)
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PRACTICE REVIEW PROGRAM - INFORMATION PROTECTION QUESTIONS

Interviewee Name:

Interviewer Name

Date:

Information Protection

1.1 | Security Program

An Information Security Program has been
developed, documented, approved, and
implemented based on the Information
Security Policy (ISP) developed by the Office
of the Government Chief Information Officer
(OCIO0) and Corporate Information and
Records Management Office (CIRMO) with
respect to security of personal information.
Responsibilities for the Information Security
Program are documented and assigned.

MISO

Do you have a documented Information
Security Program? If so, are responsibilities
for the program documented and assigned?

1.2 Employee Training

Employees have completed training related
to the protection of government
information (IM117 and IM118).

- Other than IM117, have any or all of your
staff received additional information
protection / security training?

1.3 Role Based Training

A process is in place to develop and deliver
additional training (beyond IM117 and
IM118) on Information Protection to
employees

1.4 External Parties
Assessment of risks from external party

MISO and Management
Are risk assessments conducted before
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access to government information,
information systems or information
processing facilities are performed and
appropriate security controls implemented
prior to granting access.

granting access to external parties to
government information?
TW: how is the RA conducted?

1.5 Asset Management MISO
An inventory of information assets and Does your Ministry/area maintain an
systems exists and is maintained. inventory of all information systems and
Ownership of assets is assigned and assets?
accountabilities associated with ownership | TW: is this inventory different from the
are defined. inventory in Records Mgmt 7.3?

1.6 Employee Accountabilities Other than confidentiality agreements,
Information protection roles and acceptable use policy, etc., do you have any
accountabilities for employees are additional documented processes regarding
documented, and employees acknowledge | employee accountabilities for the protection
their responsibilities for the protection of of personal and sensitive information?
personal and sensitive information prior to | How do you confirm/ensure that staff
employment and periodically. understands their responsibilities? (M)

1.7 Physical and Environmental Protection In addition to Core Policies, do you have any

Equipment containing personal or sensitive
information must be protected throughout
its lifecycle, including secure disposal, to
reduce the risks from unauthorized access
or loss.

other documented procedures to guide staff

about reducing the risk to information due to

unauthorized access or loss? (M)

MISO

- How do you ensure all data and software
is erased from the equipment prior to
disposal?
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1.8

Protection Against Malicious Code

There an established process in place to
prevent, detect, and resolve malicious code
infections on information systems and

MISO

Do you have a documented process (beyond
referring to Core Policies) to advise staff
about what to how to prevent malicious

infrastructure. code infections on information systems and
infrastructure? (e.g." Don’t click on that
attachment’ posters or reminder emails?)

1.9 Security Classification MPO/MISO/Manager
Records are organized so that security - Do you classify or categorize your
classifications can be applied to protect records by sensitivity?
different classes of information based on s.13
their sensitivity.

1.10 | Portable Media How do you manage portable media? Do you
A formal inventory of portable media maintain an inventory of such devices? How
devices is maintained. Where devices are do you ensure that any such media are
used, they comply with OCIO standards, encrypted, and information contained
are encrypted, and are managed with therein is transferred as soon as possible to
controls appropriate for the sensitivity of appropriate government record keeping
the data contained on the media, including | systems? Is the process documented and
logging/tracking and secure storage, made available to staff? (M)
transfer and disposal.

1.11 | User Access and Responsibilities How do you secure your unattended

- Users must only access information
permitted by their assigned roles and
responsibilities

-Users must ensure unattended equipment
has appropriate protection.

computer equipment (desktop, laptop, cell
phone, etc.) to prevent unauthorized access
or theft? Do you ensure that your
workstation is locked? Do you maintain a
clean desk policy? (S)
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-Users must ensure the safety of sensitive
information from unauthorized access, loss

or damage.

1.12 | Access Control Do you have a documented process covering
Logical access to personal information is the full range of access management and
restricted by procedures that address the does it apply to both staff and contractors?
following matters: Do you periodically (at least annually)

- Authorizing and registering internal monitor access to systems to ensure that
personnel and individuals only authorized and appropriate personnel
- Identifying and authenticating internal have access to information systems?
personnel and individuals Do you have a documented on-boarding and
- Access privilege change requests and off-boarding process to ensure that access is
permissions granted, changed or revoked in a timely
- Granting system access privileges and manner?
permissions (M) or (SME)
- The access rights to information systems
must be removed upon termination or
change of employment/position of staff.
Access rights should be reviewed and
monitored at regular intervals, depending
on the sensitivity of the information.
1.13 | Security requirements for information Are security controls identified for new or

systems

Security controls are identified as part of
the business requirements for new
information systems or enhancements to
existing information systems through the
information security risk assessment (the

changes to the existing information systems?
(e.g. risk assessment conducted?) Do you
have a documented process to ensure that
security risk and controls are identified prior
to implementation or modification of new or
existing systems? (MISO)
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former STRA) process, and controls are
implemented and reviewed prior to
implementation.

1.14 | Technical Vulnerability Management - MISO
A Vulnerability and Risk Management - Areregular assessment conducted to
(VRM) Program has been developed, evaluate risks associated with
documented, approved, and implemented information system vulnerabilities?
by the Office of the Government Chief - How do you ensure that vulnerabilities
Information Officer (OCIO). Ministries are remediated?
should identify the criticality of information 5. 13
systems and regularly assess and evaluate
information security vulnerabilities,
potential risks evaluated, and
vulnerabilities mitigated or remediated.
1.15 | Logging and Monitoring MPO/MISO
Audit logs recording user and privileged - Do you monitor, review and retain audit
user activities, exceptions, and information logs for exceptions and information
security events are kept and protected for security events like tempering and
an appropriate period of time to assist in unauthorized access?
monitoring and future investigations. Logs |5.13
are monitored and the result of the
monitoring activities are regularly reviewed
and acted upon as necessary.
1.16 | Business Continuity Management Do you have a documented, up-to-date BCP

Business continuity management processes
and plans have been developed tested,

in your Ministry? If so, when last was it
tested? (M) and (MISO)
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maintained, updated and they include
provisions to maintain security and
information protection in the case of an

incident.

117

Monitoring Service Provider Compliance
with Information Protection requirements
The Ministry has a process to monitor
service provider compliance for
information protection requirements.

Do you manage service
providers/contractors? If so, is there a
documented process to monitor and track
their compliance to information protection

requirements? (M)
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Practice Review Program
Interview Questions for Records Management

Introduction and Purpose

Introduce Auditors conducting interview

We are from the Privacy, Compliance and Training Branch in the Ministry of Finance’s Corporate Information and Records Management Office. We are here to meet with you today to gather
information in relation to an audit that we are conducting.

We are conducting a baseline audit of your ministry’s information management practices.

The purpose of a baseline audit is to assess the maturity of your ministry’s information management practices against a number of evaluation criteria that cover privacy, records management,
FOl/information access, and the protection of information.

Process

In terms of process, we will be asking you questions and taking notes and may ask you clarifying questions. If at any point you wish to take a break please let us know.

We are meeting with a number of individuals from your ministry in order to gather a fulsome understanding of your ministry’s information management practices. As part of this we may ask
you to send emails or other documents following this meeting, and may need to meet with you again if we find that we have any additional questions.

At the conclusion of this process we will be preparing a final report which will be submitted to your deputy minister along with other executives from your ministry as directed by your deputy.
Our report will document our overall assessment and scoring of maturity at the ministry level. Our report will not name or identify the ministry staff who were involved in this process, and will
not be making any assessments of individual level practices.

However, before the report is finalized, it will be shared with designated ministry representatives to ensure the ministry has an opportunity for review and to let us know if we missed anything
or were incorrect in any way. If we are unclear on something or want to be sure, we may also ask you to review and confirm information or a conclusion we may arrive at.

Finally, any information you provide today will be maintained in confidence and will be used only for the purposes of this audit/assessment, or as may be required by law or government policy
(e.g. FOI request, subject to redactions).

Do you have any questions before we begin?
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PRACTICE REVIEW PROGRAM - RECORDS QUESTIONS

Interviewee Name:

Jackie Henry, Brittany Hawkins

Interviewer Name

Trevor Youdale, Bev Qualizza

Date:

April 23, 2021

Records Management

1.1 Records Management Accountabilities Do you know if there is a dedicated RM
The Ministry has articulated employees' person in your ministry? How are RM
responsibilities for records management responsibilities communicated to staff?
and business areas have clearly assigned Have you seen any written procedures or
accountabilities to employees with guidance on your own responsibilities for
additional role specific records records management? (S) Copies pls
management duties, as appropriate.

1.2 Ministry-Specific Records Management Do you have any Ministry-specific policies

Policies/Procedures

Records management policies and/or
procedures have been defined as
appropriate for the ministry and any
changes to those are communicated to
staff.

or procedures related to records
management? (other than Core Policies)

If so, how are these RM policies/procedures
communicated to staff? Copies pls

(M)

Score

2|Page

Page 200 of 444 CTZ-2023-31438



s.13

2.1 Mandatory Employee Training - Other than IM117, have you or any of your
Employees have completed mandatory staff taken any records management
training related to records management training? If so, what training?

(IM117). - How is completion of staff training
monitored? If there are any gaps how is it
addressed?

- How do you confirm that staff
understands their RM responsibilities?

2.2 Role Specific Training Some roles require specialized training in

Individuals have received additional, role-
specific records management training
where appropriate.

Records Management. If your role has this
requirement, have your received the
appropriate training? (S)
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s.13

3.1 Record Classification Does your area use EDRMS to organize its
The ministry has procedures in place to records? If not, how are your records
classify and/or organize records so that the organized so that they are managed
records can be managed according to the according to their function and to approved
function of the information and the retention requirements?
approved retention schedules. Do you have any documented procedures

about records classification, and if so, how
are these communicated to staff?
(M) Copies pls
[email?]
3.2 Information Schedule Development and

Maintenance

The Ministry has a process to support and
enable the development and
implementation of information schedules.
The ministry collaborates with GRS to
maintain the currency of existing schedules
and to develop a procedure to identify
records that are not covered by approved
schedules.
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5.13

4.1

Digital Records

The ministry has plans, resources, and
technology in place to ensure that all non-
exemptive government information will be
managed digitally in compliance with the
Information Management Act and
applicable laws, policies, directives,
standards, and specifications.

4.2

Identify and Protect Digital Records
Scheduled for Archiving

The Ministry has documented procedures for
identifying, protecting, and maintaining the
usability and integrity of digital records
scheduled for transfer to archives.
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s.13

5.1 Records Retention Holds and Disposition How do you ensure that records are
The ministry has procedures to retain, retained according to the appropriate
dispose of, transfer, or archive government schedules?
information based on official policies, In the case of a legal hold or FOI request, do
specifications, schedules, guidelines, and you have a documented process to ensure
procedures published by GRS. In the case that those records are not destroyed?
of a legal hold or FOI request, the ministry Copies pls (M)
has processes in place to ensure that such
records are not destroyed.

5.2 Records Transfers to IMA Bodies Does your ministry have documented

The ministry has agreements and
procedures in place to maintain chain of
custody and continuity of control for
records during transfers to other bodies
covered by the Information Management

procedures for the transfer of records to
bodies covered by the IMA?

If so, do those procedures include guidance
to maintain the chain of custody and
continuity of control for records during

6|Page
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Act. This includes procedures to monitor
such transfers.

transfer? Copies pls
(M)

s.13

5.4 Manage Physical Records Do you have documented procedures for
Documented procedures exist regarding the management and storage of physical
the management and storage of physical records, both on and offsite? Copies pls
records in appropriate onsite storage (M)

(commensurate with degree of information
sensitivity) and/or approved offsite storage
facilities.
6.1 Manage Information in Recordkeeping How do you ensure that all government

Systems

The ministry manages government
information through its lifecycle using
recordkeeping system(s) as appropriate.
Systems are used to meet records
management requirements, including
schedules as mandated in the IMA.

records held in your ministry are kept in
approved record keeping systems? Do you
have a process in place to remind staff that
non-transitory government information
held in Outlook (e.g.) is to be transferred
for retention in a secure approved
recordkeeping system? Copies pls

(M)
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6.1

Inventory of Ministry Systems and
Repositories

The ministry maintains an inventory of
ministry systems and repositories that
manage and/or store government
information

Do you maintain an up-to-date inventory of
the information systems and repositories in
use in your ministry? Copy pls

(M)

5.13

8|Page
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Practice Review Program
Interview Questions for Records Management

Introduction and Purpose

Introduce Auditors conducting interview

We are from the Privacy, Compliance and Training Branch in the Ministry of Finance’s Corporate Information and Records Management Office. We are here to meet with you today to gather
information in relation to an audit that we are conducting.

We are conducting a baseline audit of your ministry’s information management practices.

The purpose of a baseline audit is to assess the maturity of your ministry’s information management practices against a number of evaluation criteria that cover privacy, records management,
FOl/information access, and the protection of information.

Process

In terms of process, we will be asking you questions and taking notes and may ask you clarifying questions. If at any point you wish to take a break please let us know.

We are meeting with a number of individuals from your ministry in order to gather a fulsome understanding of your ministry’s information management practices. As part of this we may ask
you to send emails or other documents following this meeting, and may need to meet with you again if we find that we have any additional questions.

At the conclusion of this process we will be preparing a final report which will be submitted to your deputy minister along with other executives from your ministry as directed by your deputy.
Our report will document our overall assessment and scoring of maturity at the ministry level. Our report will not name or identify the ministry staff who were involved in this process, and will
not be making any assessments of individual level practices.

However, before the report is finalized, it will be shared with designated ministry representatives to ensure the ministry has an opportunity for review and to let us know if we missed anything
or were incorrect in any way. If we are unclear on something or want to be sure, we may also ask you to review and confirm information or a conclusion we may arrive at.

Finally, any information you provide today will be maintained in confidence and will be used only for the purposes of this audit/assessment, or as may be required by law or government policy
(e.g. FOI request, subject to redactions).

Do you have any questions before we begin?

l|Page
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PRACTICE REVIEW PROGRAM - RECORDS QUESTIONS

Interviewee Name: Jackie Allen, Brittany Hawkins

Interviewer Name

Trevor Youdale, Bev Qualizza

Date:

April 23, 2021

Records Management

1.1 Records Management Accountabilities Do you know if there is a dedicated RM
The Ministry has articulated employees' person in your ministry? How are RM
responsibilities for records management responsibilities communicated to staff?
and business areas have clearly assigned Have you seen any written procedures or
accountabilities to employees with guidance on your own responsibilities for
additional role specific records records management? (S) Copies pls
management duties, as appropriate.

1.2 Ministry-Specific Records Management Do you have any Ministry-specific policies

Policies/Procedures

Records management policies and/or
procedures have been defined as
appropriate for the ministry and any
changes to those are communicated to
staff.

or procedures related to records
management? (other than Core Policies)

If so, how are these RM policies/procedures
communicated to staff? Copies pls

(M)

Score
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2.1 Mandatory Employee Training - Other than IM117, have you or any of your
Employees have completed mandatory staff taken any records management
training related to records management training? If so, what training?

(IM117). - How is completion of staff training
monitored? If there are any gaps how is it
addressed?

- How do you confirm that staff
understands their RM responsibilities?

2.2 Role Specific Training Some roles require specialized training in

Individuals have received additional, role-
specific records management training
where appropriate.

Records Management. If your role has this
requirement, have your received the
appropriate training? (S)
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5.13

3.1 Record Classification Does your area use EDRMS to organize its
The ministry has procedures in place to records? If not, how are your records
classify and/or organize records so that the organized so that they are managed
records can be managed according to the according to their function and to approved
function of the information and the retention requirements?
approved retention schedules. Do you have any documented procedures

about records classification, and if so, how
are these communicated to staff?
(M) Copies pls
[email?]
3.2 Information Schedule Development and

Maintenance

The Ministry has a process to support and
enable the development and
implementation of information schedules.
The ministry collaborates with GRS to
maintain the currency of existing schedules
and to develop a procedure to identify
records that are not covered by approved
schedules.
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4.1

Digital Records

The ministry has plans, resources, and
technology in place to ensure that all non-
exemptive government information will be
managed digitally in compliance with the
Information Management Act and
applicable laws, policies, directives,
standards, and specifications.

4.2

Identify and Protect Digital Records
Scheduled for Archiving

The Ministry has documented procedures for
identifying, protecting, and maintaining the
usability and integrity of digital records
scheduled for transfer to archives.
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s.13

5.1 Records Retention Holds and Disposition How do you ensure that records are
The ministry has procedures to retain, retained according to the appropriate
dispose of, transfer, or archive government schedules?
information based on official policies, In the case of a legal hold or FOI request, do
specifications, schedules, guidelines, and you have a documented process to ensure
procedures published by GRS. In the case that those records are not destroyed?
of a legal hold or FOI request, the ministry Copies pls (M)
has processes in place to ensure that such
records are not destroyed.

5.2 Records Transfers to IMA Bodies Does your ministry have documented

The ministry has agreements and
procedures in place to maintain chain of
custody and continuity of control for
records during transfers to other bodies
covered by the Information Management

procedures for the transfer of records to
bodies covered by the IMA?

If so, do those procedures include guidance
to maintain the chain of custody and
continuity of control for records during
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Act. This includes procedures to monitor
such transfers.

transfer? Copies pls
(M)

s.13

5.4 Manage Physical Records Do you have documented procedures for
Documented procedures exist regarding the management and storage of physical
the management and storage of physical records, both on and offsite? Copies pls
records in appropriate onsite storage (M)

(commensurate with degree of information
sensitivity) and/or approved offsite storage
facilities.
6.1 Manage Information in Recordkeeping How do you ensure that all government

Systems

The ministry manages government
information through its lifecycle using
recordkeeping system(s) as appropriate.
Systems are used to meet records
management requirements, including
schedules as mandated in the IMA.

records held in your ministry are kept in
approved record keeping systems? Do you
have a process in place to remind staff that
non-transitory government information
held in Outlook (e.g.) is to be transferred
for retention in a secure approved
recordkeeping system? Copies pls

(M)
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6.2

Inventory of Ministry Systems and
Repositories

The ministry maintains an inventory of
ministry systems and repositories that
manage and/or store government
information

Do you maintain an up-to-date inventory of
the information systems and repositories in
use in your ministry? Copy pls

(M)

s.13
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9:40am

10:00am

10:10am
10:15am

10:30am
10:45am

10:55am

Introduction and Territorial Acknowledgements (5 mins)

Trevor Youdale

Icebreaker/Poll (5 mins)
Kirby Constable

Emilie Message/Remarks (5 mins)
Emilie Hillier

ARI ISTS Project Update (15 mins)
Elizabeth Vander Beesen

IM Assessment Framework — PREM Lessons Learned (10 mins)
Trevor Youdale, Brittany Jackson, and Bev Qualizza

BREAK (5 mins)

FOI Perspectives on RM (10-15 mins)
Cindy Kukucska (IAO) and Kris Ghag (IAO)

*BREAK OUT GROUP* Improving Ministry RM practices through FOI (20 mins)

IST Onboarding Project Update(10 mins)
Brittany Jackson, Danielle Appleby

Final remarks, Q&A (5 mins)
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Acknowledgement

We acknowledge and respect the Coast Salish Lekwungen
speaking Peoples on whose traditional territories the office
stands and the Songhees, Esquimalt and WASNC peoples

whose historical relationships with the land continue to this
day.
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Goals for today’s presentation

To provide:

* An overview of the IM Assessment Project in the Office of the
DM to the Premier

e Information on the IM Assessment Framework
» Updates and lessons learned
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The project

¢ April to June 2020

e The Office of the Deputy Minister to the Premier (Office) requested that CIRMO review
their records management practices and make recommendations on improvements to
functions and processes

s Approach:
o Consultation and assessment: a standardized framework of 13 RM criteria
o Project team comprised of GRS and Office staff
o Steering Committee comprised of Office and CIRMO executive

“The overall objective of this review is to reinforce the Office’s ongoing commitment to continuous
improvement through an objective review of IM practices.”

S/ ocio
A <°“° B CIrRMO

e

Practice Review Framework (2019) — developed by CIRMO (PCT)60 criteria based on
legislation and policy requirements for access, privacy, records management, and
protection. RM = 13 of 14 criteria (14t was irrelevant to office regarding transfer of
records to non-IMA body)
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1.1 Records Management Accountabilities

1.2 Ministry (Office) -Specific Records Management
ASSESS me nt Polici;}s(flgroced)ureg °
F ramewo rk 21 Mandatory Employee Training
: - 2.2 Role Specific Training
R M C riteria 3.1 Record Classification
3.2 Information Schedule Development and Maintenance

41 Digital Records
4.2 Identify and Protect Digital Records Scheduled for Archiving

51 Records Retention Holds and Disposition

5.2 Records Transfers to IMA Bodies

54 Manage Physical Records

6.1 Manage Information in Recordkeeping Systems

6.1 Inventory of Ministry (Office) Systems and Repositories

ocIio ocIo
CIRMO CONN

Practice Review Framework (2019) — developed by CIRMO (PCT)60 criteria based on
legislation and policy requirements for access, privacy, records management, and
protection. RM = 13 of 14 criteria (14t was irrelevant to office regarding transfer of
records to non-IMA body)
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Table 2 Framework Scoring - Target Score, Variance, Effort, Impact

Criteria

Manage Physical
Records

Records
Management
A e

Ministry (Office) -
Specific Records
Management
Policies/Procedures

21

Mandatory
Employee Training

4.1

Digital Records

6.1

Manage Information
in Recordkeeping
Systems

a1

Record Classification

32

Information
Schedule
Development and
Maintenance

51

Records Retention
Holds and

22

D s
Role Specific
Training

42

Identify and Protect
Digital Records
Scheduled for
Archiving

52

Records Transfers to
IMA Bodies

6.2

Inventory of Ministry
(Office) Systems and

Repositones

Current Score

5.13

Variance

Target Score

Effort ‘ Impact ‘

Practice Review Framework (2019) — developed by CIRMO (PCT)60 criteria based on
legislation and policy requirements for access, privacy, records management, and
protection. RM = 13 of 14 criteria (14" was irrelevant to office regarding transfer of

records to non-IMA body)
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Results!

¢ Future State Recommendations Report - June 16, 2020
» resources, procedures, systems, Information Schedules, digitization, offsite storage
Applied and adapted a standardized assessment tool, using rigorous methodology

Concrete actions for improvements were initiated early-on in the process

The Office established a dedicated IM role for FOl and RM
e 5.13

"Excellent progress is currently taking place and it is anticipated the implementation of these
recommendations, s.13
s.13

R
/ : ocIo ocIo
{ oco ) et CONN

13

Actions underway .
s.13
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Results - report recommendations

5.13

R
/ : ocIo ocIo
{ oco ) et CONN

Through consultation with the Office, to address identified gaps and support the
Office

in progressing toward a high maturity level, this report makes '3
recommendations:
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More information

v |:|- REMS-11860-14/1021A Premier's Office IM Assessment 2021
@ D197286121A Premier's Office IM Assessment Steering Committee June 01 2021 - updated table
[0 D197286021A Premier's Office IM Assessment - PID (RM anly)
04 D197285521A PREM IM Assessment - Report to steering committee - May 3
@ D197285421A PREM IM Assessment - Report - DRAFT Recommendations
EEI 0197285321A PREM IM Assessment - Report - DRAFT Current State
\l" -_ 19528522 1A PREM IM Assessment - Future State Recommendations Report June 16, 2021
@] D197285021A PREM IM Assessment - Future State Recommendations Report June 16, 2021
3% D197284921A Office Manual - records mapping idea
@ D197284721A MS Teams project wiki
@I D197284621A Meeting notes & agenda - April 23
@ D197284421A CIRMO IM Assessment Interview - RM domain - April 23
09 D197284321A CIRMO IM Assessment Interim Report Example
v 8% D197284121A 2019 Practice Review Framework Detailed (D17684521A)
v B9 D197283921A Self Assessment Template
09 D197283221A CIRMO IM Assessment Interview Template All Domains draft (1)
@ D197283121A CIRMO IM Assessment Interim Report Example
@+ D197283021A Initial Team Meeting Agenda April 8

B0 i o o ey .. o  BLT. &
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Update on recent activities and
observations on impact of the project

ocIio / 0CIO (o]l (o}
( O°° ) QG © conn, DPD
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nagement Assessment
Steering Com ,_ _
May 3, 2021 =
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Welcome



Working Group Report
Out to Steering

CAarmmitton
\ L\ WA REEIEEE LS & )

Discussion

AGENDA

Next Steps



Il Project Deliverables

Gap Analysis - Report

Current State
Assessment Report

Future State

. . Recommended Action
Recommendations .

Plan — Final Report
Report

Series of 4 reports that build upon themselves
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CRITERIA

* Working group members include Premier’s
office staff and have reviewed the report

* 14 RM Criteria for assessment within 6
Topical Areas
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Topical Areas for
Review

* RM Governance

* Education and Awareness

* Information Schedules

* Digital Records

* Records Retention

* Record Keeping Systems
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Pﬂ' ed Rating System

RATING SYSTEM

s.13
Level 1 Initial

Level 2 Repeatable

Level 3 Defined

Level 4 Managed

Level 5 Optimized
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e( l Criterion for Review

Records Management Accountabilities

1 2 Ministry-Specific Records Management
Policies/Procedures
Mandatory Employee Training

11 Role Specific Training
Record Classification

Information Schedule Development and Maintenance

Digital Records
Identify and Protect Digital Records Scheduled for
Archiving
Records Retention Holds and Disposition
Records Transfers to IMA Bodies

Manage Physical Records
Manage Information in Recordkeeping Systems

Inventory of Ministry Systems and Repositories
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e( l Initial Ratings

e Management S _

Records Management Accountabilities s.13

Ministry-Specific Records Management Policies/Procedures
Mandatory Employee Training
Role Specific Training

Record Classification

Information Schedule Development and Maintenance

Digital Records

Identify and Protect Digital Records Scheduled for Archiving

Records Retention Holds and Disposition

Records Transfers to IMA Bodies
Manage Physical Records

Manage Information in Recordkeeping Systems

Inventory of Ministry Systems and Repositories
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Noteworthy
Practices




5.13
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Further Discussion
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Next Steps

May 14. 2021 Final Current
State Assessment and Gap
Analysis Report

May 18, 2021 Steering Committee
Meeting

May 31, 2021 Initial Report Future
State Recommendations Report

Page 253 of 444 CTZ-2023-3143




April 16, 2021 Project Kick-off Meeting/Consultation Begins

May 3, 2021 Initial Current State Assessment Report May 4, 2021

May 4, 2021 Steering Committee Meetings bi-weekly

Timeline

. May 17, 2021 Final Current State Report and Gap Analysis Report
Overview

May 31, 2021 Initial Report Future State Recommendations
Report

June 1-3, 2021 Steering Committee Feedback on Future State
Recommendations

June 14, 2021 Recommended Action Plan Report
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nagement Assessment
Steering Com ,_ _
June 1, 2021 =
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Welcome

Introduce Trevor as SME for the project
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Working Group Report Out
to Steering Committee

Discussion

AGENDA

Next Steps

We found as part of the assessment process it naturally leads to conversations of
what recommendations for improvement should be and so we have accelerated the
timelines of the project.

For our report out today we have the GAP analysis as well as future state
recommendations. At the end of the agenda we would propose to provide some
additional time for you to provide any additional feedback you may wish to be
reflected in our report prior to the wrap up of the assessment process.
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Il Project Deliverables

Gap Analysis - Report

Current State
Assessment Report

Future State
Recommendations
Report

Future State
Recommendations Final
Report

Series of 4 reports that build upon themselves

We’ve combined the Gap Analysis report and the Future State Recommendations
Report

Page 258 of 444 CTZ-2023-3 1428



Je( l Rating System

RATING SYSTEM

s.13 Initial s.13
Repeatable
Defined
Managed
Optimized
Review:S >
s.13
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5.13

Je( l The Road Ahead

RATING SYSTEM

Initial  S-13

Repeatable

Defined

Managed

Optimized

5.13
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Criteria

Current Score

Prgect
GAP Analysis —

Effort & Impact
Levels

Target Score ‘Variance Effort

54  |Manage Physical 5.13
Records

1.1 Records Management
Accountabilities

1.2 Ministry (Office) -Specific
Records Management
Policies/Procedures

21 Mandatory Employee
Training

4.1 Digital Records

6.1 Manage Informaticn in
Recordkeeping Systems

31 Record Classification

32 Information
Schedule Development
and Maintenance

51 Records Retention Holds
and Disposition

22 Role Specific Training

4.2 Identify and Protect Digital
Records Scheduled for
Archiving

5.2 Records Transfers to IMA
Bodies

6.2 Inventary of Ministry

(Office) Systems and
Repositories

Impact

The criteria which were evaluated are listed on this chart.

5.13

s.1 . . .
We haves recommendations on ideas to improve your records management
program with an emphasis on actions and next steps. | will turn the conversation
over to Trevor Youdale to walk us through the recommendations.
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Prigect

Recommendation”

5.13

13

s.1 . .
Report expressesy recommendations for records management Improvement

5.13
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Prigect

. s.
Recommendation

5.13

13

Topical Areas:

5.13
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. s.13
Recommendation

Prigect

Considerations:

5.13
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Prigect

Recommendation”

13

Considerations:

5.13
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Prigect

. s.
Recommendation

5.13

13

Considerations:

5.13
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2



Prigect

. S.
Recommendation

5.13

13

Considerations:

5.13
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3



Prigect

Recommendation

5.13

5.13

Considerations:

5.13
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s.13
Recommendation

Priiect

Considerations:

5.13
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Prigect

Recommendation”

5.13

13

Considerations:
s.13
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Ml L= 7 Sireedingg
Committee Feedback
Opportunity — Current Report

June 14, 2021 Future State

N eXt Ste pS Recommendations Final Report

June 29, 2021 Final Project Steering
Committee (as needed)
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Corporate Records ar
Management Office (CIF

April 2021

BRITISH @ Ministry of
COLUMBIA = Citizens Services
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Introductions



AGENDA

Introductions

Sponsor Message

Project Objective and Scope

Project Structure
Project Approach

Project Deliverables

Project Timelines

Next Steps

Discussion
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Sponsor’s Kick-off
Message

el
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Review and Recommend Improvements to

Records
Management

¢ Appropriate ¢ Executive Branch

. Record Keeping
PrOj ect Systems

Objective and *Rolesand
Responsibilities

* Practices &
Procedures

¢ Training Needs

* Ongoing
Monitoring and
Assessment

Scope

Out of Scope: IGRS and Cabinet Operations
Assessment of Privacy and Security Practices
Implementation of the Recommendations
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Project Sponsorship
Premier’s Office

Christina Zacharuk

Team Membership
Premier’s Office - CIRMO

Jackie Allen
Brittany Hawkins
Trevor Youdale
Bev Qualizza

Project Structure

Project
Sponsorship

Steering
Committee

Team

Membership Ael[Ese ks

Steering Committee
Premier’s Office - CIRMO

Christina Zacharuk
Jill Kot

Jackie Allen

Kerry Pridmore
Susan Laidlaw

Project Manager
CIRMO

Jeff Barber

Page 277 of 444 CTZ-2023-31438



Project Approach

Team Members will consult with the Premier’s Office
Compare current practices to recommended practices
Recommend changes to the steering committee
Refine our recommendations as needed

And it will be all done through a series of reports
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Il Project Deliverables

Gap Analysis - Report

Current State
Assessment Report

Future State

. A Recommended Action

Recommendations .
Plan — Final Report

Report

Series of 4 reports that build upon themselves
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April 16, 2021 Project Kick-off Meeting/Consultation Begins

May 3, 2021 Initial Current State Assessment Report May 4, 2021

May 4, 2021 Steering Committee Meetings bi-weekly

Timeline

. May 17, 2021 Final Current State Report and Gap Analysis Report
Overview

May 31, 2021 Initial Report Future State Recommendations
Report

June 1-3, 2021 Steering Committee Feedback on Future State
Recommendations

June 14, 2021 Recommended Action Plan Report
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Y/ "\ April 16, 2021 Project Kick-off
> Meeting/Consultation Begins

[\ ARt
May 3, 2021 Initial Current State
N eXt Ste pS Assessment Report

May 4, 2021 Steering Committee
Meetings Bi-weekly
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Discussion
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Welcome



Working Group Report
Out to Steering

CAarmmitton
\ L\ WA REEIEEE LS & )

Discussion

AGENDA

Next Steps



“| Project Deliverables

Gap Analysis - Report

Current State Assessment
Report

Future State Recommended Action
Recommendations Report Plan — Final Report
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Pﬂ' Jed Rating System

RATING SYSTEM

5.13 =

Level 1 Initial

L2 A Repeatable

Level 3 Defined

8 Managed

LAV Optimized
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Pﬂ'j@d The Road Ahead

RATING SYSTEM

5.13 -

Level 1 Initial

L2 A Repeatable

Level 3 Defined

8 Managed

LAV Optimized
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GAP Analysis -
Improvement
Effort Levels

Records Management Criteria

Current Score

Target Score

Variance

Effort
(low, medium, high)

54| Manage Physical s.13
Records

1.1| Records Management
Accountabilities

1.2 | Ministry-Specific
Records Management
Policies/Procedures

2.1 | Mandatory Employee
Training

4.1 | Digital Records

6.1 | Manage Information in
Recordkeeping Systems

3.1 | Record Classification

3.2 | Information Schedule
Development and
Maintenance

5.1 | Records Retention
Holds and Disposition

2.2 | Role Specific Training

4.2 | Identify and Protect
Digital Records
Scheduled for Archiving

5.2 | Records Transfers to
IMA Bodies

6.2 | Inventory of Ministry

Systems and
Repositories
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13

Recommendation

5.13




Recommendation




Recommendation




Recommendation




Recommendation




Recommendation”




Recommendation




Recommendation




Recommendation




Next Steps

Ml L= 7 Sireedingg
Committee Feedback
Opportunity — Current Report

June 14, 2021 Recommended Action
Plan — Final Report

June 29, 2021 Final Project Steering
Committee (as needed)
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April 16, 2021 Project Kick-off Meeting/Consultation Begins

May 3, 2021 Initial Current State Assessment Report May 4, 2021

May 4, 2021 Steering Committee Meetings bi-weekly

Timeline

. May 17, 2021 Final Current State Report and Gap Analysis Report
Overview

May 31, 2021 Initial Report Future State Recommendations
Report

June 1-3, 2021 Steering Committee Feedback on Future State
Recommendations

June 14, 2021 Recommended Action Plan Report
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nagement Assessment
Steering Com ,_ _
June 1, 2021 =

BRITISH
COLUMBIA

Ministry of
Citizens Services




Welcome



Working Group Report
Out to Steering

CAarmmitton
\ L\ WA REEIEEE LS & )

Discussion

AGENDA

Next Steps



“| Project Deliverables

Gap Analysis - Report

Current State Assessment
Report

Future State Recommended Action
Recommendations Report Plan — Final Report
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Prigiect

Rating System

RATING SYSTEM

s.13 5.13

Level 1 Initial

L2 A Repeatable

Level 3 Defined

B Managed

R Optimized
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Pﬂ'j@d The Road Ahead

RATING SYSTEM

g 5.13

Level 1 Initial

L2 A Repeatable

Level 3 Defined

8 Managed

LAV Optimized
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GAP Analysis -
Improvement
Effort Levels

Records Management Criteria

Current Score

Target Score

Variance

Effort
(low, medium, high)

5.4 | Manage Physical
Records

1.1| Records Management
Accountabilities

1.2 | Ministry-Specific
Records Management
Policies/Procedures

2.1 | Mandatory Employee
Training

4.1 | Digital Records

6.1 | Manage Information in
Recordkeeping Systems

3.1 | Record Classification

3.2 | Information Schedule
Development and
Maintenance

5.1 | Records Retention
Holds and Disposition

2.2 | Role Specific Training

4.2 | Identify and Protect
Digital Records
Scheduled for Archiving

5.2 | Records Transfers to
IMA Bodies

6.2 | Inventory of Ministry

Systems and
Repositories

5.13
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Recommendation

5.13




Recommendation




Recommendation




Recommendation




Recommendation




Recommendation




Recommendation




Recommendation




Recommendation




Next Steps

Ml L= 7 Sireedingg
Committee Feedback
Opportunity — Current Report

June 14, 2021 Recommended Action
Plan — Final Report

June 29, 2021 Final Project Steering
Committee (as needed)
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April 16, 2021 Project Kick-off Meeting/Consultation Begins

May 3, 2021 Initial Current State Assessment Report May 4, 2021

May 4, 2021 Steering Committee Meetings bi-weekly

Timeline

. May 17, 2021 Final Current State Report and Gap Analysis Report
Overview

May 31, 2021 Initial Report Future State Recommendations
Report

June 1-3, 2021 Steering Committee Feedback on Future State
Recommendations

June 14, 2021 Recommended Action Plan Report
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Office of Premier - meeting notes from initial conversations with PREM

Two meetings occurred: Monday March 22 & Friday March 26, 2021
Attendees Jackie Allen, Brittany Hawkins, Trevor Youdale

Pre meeting notes by TY about ideas for approach:

Deputy Minister's Office

Government of British Columbia > Office of the Premier and Cabinet Office > _Office of the Premier > Deputy Minister's Office

Telephone: 250 387-2226 Email: Mot Available
Facsimile: 250 356-7258 URL: http://www.gov.bc.ca

Mailing Address: PO BOX 9041 STN PROV GOVT
Victoria BC
V8WS9E1
CANADA

Name Title Telephone E-mail
Lori Wanamaker Deputy Minister to the Premier 250 356-2206
Jill Kot Deputy Minister 778 698-8971

Associate Deputy Minister

Yvette Marquis Executive Administrative Coordinator to Lori Wanamaker 778 698-8143

Amanda Shortt Executive Administrative Coordinator to Christina Zacharuk 778 974-5747
TN oY Executive Administrative Assistant to Jill Kot, Donna Sanford & Eric 77 897
Eleanor Mullo Kristi

Or Select One of the Following
Planning_& Priorities Secretariat

s Mapping
® |ssues
e Solutions & best practices

1. Main functions and related decisions and records; projects & initiatives
2. Responsibility Centres / OPR for records and documents of decisions
3. Repositories:

e Shared Drives
e Collaboration Tools — SharePoint, MS Teams
e Shared email accounts

Question — roles and responsibilities (mandate letters, strategic plans, business plans)?
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Question — prior projects, for example, organizing shared drives?
Question —roles & resp LW, JK, CZ, EK, respective EAC’s?
Question — Planning and Priorities Secretariat - what are functions?

RM pain points?

March 22 MS Teams meeting notes:

Jackie described needs/issues:
s.13

5.13

Actions/ideas:

5.13
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o  Work with EA on file capture process
o Work with exec on retrieval needs — direct or through EA

Additional notes on ideas:

- EVB on ORCS and legacy materials and appraisal
- File formats — list and do they have pst files
- Level of digital only practices

Addition noted on goal ideas:
Short term

- key documents and email are reliable names and captured in a shared drive
s.13

Medium term

5.13

Long term

5.13

March 26 on-site meeting notes:

e JA provided background on recent history for the office

e JA & BH had a copy of the PID

e JA confirmed the Government Directory listing of DMO office staff is accurate

e JA said DMO Planning and Priorities Secretariate (Donna Sanford), Cab Ops and IGRS, is
separate and out of scope of this project. i.e. RM project concerns DMO office.

e JA confirmed support relationships between EAC’s and exec: Shortt supports Zacharuk;
Marquis supports Wannamaker; Mulloy supports Kot & Kristianson)

e EAC’s are a critical role in supporting file capture and retrieval

e Jill Kot is managing own records connected with projects under her conduct

e Little to no paper records in their processes

e Highinterest on BN’s and most are for information only (not signed by Lori), except

those for I0C appointments.
s.13
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5.13

I said | will connect with them in April (away next week)
Acknowledged next steps will begin to align with the formal project timelines and
activities

Action items

5.13

Reference info:
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CIRMO Project Initiation Document

Project Information

Client BC Premier’s Office
Project Name Premier’s Office Information Management Practice Review
Business Owner Jackie Allen
Project Sponsor Jill Kot
Start Date March 26, 2021
1. Purpose

To review the information management practices currently in place in the Premier’s Office, and to
make recommendations on improvements to functions and processes.

2. Scope:
In Scope:
e Identification and documentation of the current state of IM within the Premier’s Office,
including:
o records management (RM)s.13 roles and

responsibilities within the Premier’s Office
o existing RM practices, including electronic and physical filing systems and practices
around the retention of documents
s.13
e I|dentification of the desired future state, including:
o RM roles and responsibilities
o RM practices and procedures
s.13
o Appropriate recordkeeping system (e.g. LAN structure, EDRMS Content Manager)
o Training
o On-going monitoring and assessment
e Development of recommendations for actions for to reach the desired future state

Out of Scope:

e Assessment of IM practices in other offices
e Assessment of privacy or security practices
e Implementation of recommendations (e.g. filing/records management)
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3. Deliverables

a. Current State Assessment

Future State Recommendations

b
c. Gap Analysis
d

Recommended Action Plan

4. Resource Management

Function/Role Name % FTE

Project Sponsor Jill Kot 5%

Project Management Jeff Barber 10%

Records Subject Matter Experts Trevor Youdale 50%

Bev Qualizza
s.13
Premier’s Office Practice SME Jackie Allen 25%
5. Key Stakeholders
The following stakeholders’ interests must be considered:
Potential Need to Need to Inform
Stakeholders Impact Consult o
L/M/H Yes/No S
s.13

Deputy to the Premier

Other Deputy Ministers’ Offices

Government Chief Information Officer

Government Chief Records Officer
5.13

Government Records Service
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CIRMO Project Initiation Document

Project Information

Client BC Premier’s Office
Project Name Premier’s Office Information Management Practice Review
Business Owner Jackie Allen
Project Sponsor Jill Kot & Christina Zacharuk
Start Date March 26, 2021
End Date June 30, 2021
1. Purpose

To review the information management practices currently in place in the Premier’s Office, and to
make recommendations on improvements to functions and processes.

2. Scope:
In Scope:
e Identification and documentation of the current state of IM within the Premier’s Office,
including:
o records management (RM)S'-1 : roles and

responsibilities within the Premier’s Office

o existing RM practices, including electronic and physical filing systems and practices
around the retention of documents

5.13

e Identification of the desired future state, including:
o RM roles and responsibilities
o RM practices and procedures

s.13
o Appropriate recordkeeping system (e.g. LAN structure, EDRMS Content Manager)
o Training

o On-going monitoring and assessment
e Development of recommendations for actions to reach the desired future state

Out of Scope:

e Assessment of records management practices in other offices (i.e. IGRS, Cabinet Operations
or Executive Branch)

e Assessment of privacy or security practices

e |mplementation of recommendations (e.g. filing/records management)
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3. Deliverables

a. Current State Assessment

b. Future State Recommendations
c. Gap Analysis

d. Recommended Action Plan

4. Resource Management

Function/Role Name % FTE Timeframe
Project Sponsor Jill Kot & Christina Zacharuk 5% Apr —Jun 2021
Project Management Jeff Barber 10% Apr —Jun 2021
Records Subject Matter Experts Trevor Youdale 50% Apr—Jun 2021
Bev Qualizza
s.13
Premier’s Office Practice SMEs Jackie Allen 25% Apr —Jun 2021

Brittany Hawkins

5. Key Stakeholders

The following stakeholders’ interests must be considered:

Potential Need to
Need to Inform
Stakeholders Impact Consult -
L/M/H Yes/No e
Deputy to the Premier .13
Other Deputy Ministers’ Offices
Government Chief Information Officer
Government Chief Records Officer
s.13
| Government Records Service
Approved by:: Susan Laidlaw, Executive Director, Government Records Service March 30, 2021
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CIRMO Project Initiation Document

Project Information

Client BC Premier’s Office
Project Name Premier’s Office Information Management Practice Review
Business Owner Jackie Allen
Project Sponsor Jill Kot & Christina Zacharuk
Start Date March 26, 2021
End Date June 30, 2021
1. Purpose

To review the information management practices currently in place in the Premier’s Office, and to
make recommendations on improvements to functions and processes.

2. Scope:
In Scope:
e Identification and documentation of the current state of IM within the Premier’s Office,
including:
o records management (RM)S-13 roles and

responsibilities within the Premier’s Office

o existing RM practices, including electronic and physical filing systems and practices
around the retention of documents

05.13

e Identification of the desired future state, including:
o RM roles and responsibilities
o RM practices and procedures
0s.13
o Appropriate recordkeeping system (e.g. LAN structure, EDRMS Content Manager)
o Training
o On-going monitoring and assessment
e Development of recommendations for actions to reach the desired future state

Out of Scope:

e Assessment of records management practices in other offices (i.e. IGRS, Cabinet Operations
or Executive Branch)

e Assessment of privacy or security practices

e |mplementation of recommendations (e.g. filing/records management)
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3. Deliverables

a. Current State Assessment

b. Future State Recommendations
c. Gap Analysis

d. Recommended Action Plan

4. Resource Management

Function/Role Name % FTE Timeframe
Project Sponsor Jill Kot & Christina Zacharuk 5% Apr —Jun 2021
Project Management Jeff Barber 10% Apr —Jun 2021
Records Subject Matter Experts Trevor Youdale 50% Apr—Jun 2021
Bev Qualizza
s.13
Premier’s Office Practice SMEs Jackie Allen 25% Apr —Jun 2021

Brittany Hawkins

5. Key Stakeholders

The following stakeholders’ interests must be considered:

Potential Need to
Need to Inform
Stakeholders Impact Consult -
L/M/H Yes/No e
Deputy to the Premier s.13
Other Deputy Ministers’ Offices
Government Chief Information Officer
Government Chief Records Officer
5.13
Government Records Service
Approved by:: Susan Laidlaw, Executive Director, Government Records Service March 30, 2021
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Report Title

Organization Name(S)

Corporate Information and Records Management Office
Ministry of Citizens' Services

Report Date

BRITISH @ Ministry of
COLUMBIA | Citizens Services
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Introduction

What is this project about?

About this Report

What is this specific report about?

Summary of Recommendations (Executive Summary etc.)

Heading Level 1

This section of the report provides an overview of the current state of data analysis for each ministry. It also provides supplemental details of

recommended early adopter conversion projects not covered in the summary of recommended “early adopter” projects.

Subheading Level 2

Premier’s Office — Information Management Assessment — REPORT TITLE Page|3
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Premier’s Office IM Assessment — Initial Team Meeting April 8, 2021

Attendees: Elbahir, Cindy; Fern, Chelsea; Youdale, Trevor; Barber, Jeff
Regrets: Qualizza, Beverly

Welcome

Project Structure: Team Members and Steering Committee Members
Project Kick-off Meeting

Project Deliverables, Approach, Team Meetings

Review Project resources

Project Timelines

Continued Discussion

S NS U RAWNR

In general Friday's are good for the premier's office in general for scheduling

We should do our best to be coordinated and keep our contact as limited as necessary to

produce our reports, due to nature of the office

e |t may be that we can leave some tools for the premier's office throughout the process.

e Question for Jackie Allen: How do you expect us to work with the various contacts within the
Premier's office. Jackie has confirmed she is the contact for records management

e Are there client report examples that were created out of an assessment as an example.

o Maybe Audit reports as a model as well

e Trevor will share his meeting notes with Jackie Allen with the team

Actions:

e Cindy to set up a Contacts meeting Trevor, Cindy and Jackie Allen. Formalize contacts S- 13
s.13

s.13
s Trevor to circulate or post his RM consultation notes to the MS Teams channel
e Jeff to reach out to Matt Reed and see if we can get some samples assessment reports that have
been generated already.
e Jeff As part of prep for project kick-off meeting continue to refine timelines and circulate or post
to MS teams Channel prior to kick-off meeting
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CIRMO Project Initiation Document

Project Information

Client BC Premier’s Office
Project Name Premier’s Office Information Management Practice Review
Business Owner Jackie Allen
Project Sponsor Christina Zacharuk
Start Date March 26, 2021
End Date June 30, 2021
1. Purpose

To review the information management practices currently in place in the Premier’s Office, and to
make recommendations on improvements to functions and processes.

2. Scope:
In Scope:
e I|dentification and documentation of the current state of IM within the Premier’s Office,
including:
o records management (RM)s.13 and

responsibilities within the Premier’s Office
o existing RM practices, including electronic and physical filing systems and practices
around the retention of documents
e |dentification of the desired future state, including:
o RM roles and responsibilities
o RM practices and procedures
o Appropriate recordkeeping system (e.g. LAN structure, EDRMS Content Manager)
o Training
o On-going monitoring and assessment
* Development of recommendations for actions to reach the desired future state

Out of Scope:

e Assessment of records management practices in other offices (i.e. IGRS, Cabinet Operations
or Executive Branch)

o Assessment of privacy or security practices

¢ Implementation of recommendations (e.g. filing/records management)

Page 334 of 444 CTZ-2023-31438



3. Deliverables

a. Current State Assessment

b. Future State Recommendations
c. Gap Analysis

d. Recommended Action Plan

4. Resource Management

Function/Role Name % FTE Timeframe
Project Sponsor Christina Zacharuk
Advisor Jill Kot
Project Management Jeff Barber 10% Apr —Jun 2021
Records Subject Matter Experts Trevor Youdale 50% Apr—Jun 2021
Bev Qualizza
Premier’s Office Practice SMEs Jackie Allen 25% Apr—Jun 2021
Brittany Hawkins
5. Key Stakeholders
The following stakeholders’ interests must be considered:
Stakeholders P::'lt'l::tif-'tal zz::llt': Needito fnform
L/M/H Yes/No O
Deputy to the Premier s.13

Other Deputy Ministers’ Offices

Government Chief Information Officer

Government Chief Records Officer
5.13

Government Records Service
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Corporate Records and
Management Office (CIR

April 2021

BRITISH Ministry of
COLUMBIA @ Citizens Services
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Introductions



AGENDA

Introductions

Sponsor Message

Project Objective and Scope

Project Structure
Project Approach
Project Deliverables

Project Timelines

Next Steps

Discussion
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Sponsor’s Kick-off
Message
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Review and Recommend Improvements to

Records
Management

e Appropriate e Executive Branch

i Record Keeping
Project Systems

Objective and *Rolesand
Responsibilities

* Practices &
Procedures

e Training Needs

e Ongoing
Monitoring and
Assessment

Scope
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Project Sponsorship
Premier’s Office

Christina Zacharuk

Team Membership
Premier’s Office - CIRMO

Jackie Allen
Brittany Hawkins
Trevor Youdale
Bev Qualizza

Project Structure

Project
Sponsorship

Steering
Committee

Team

Membership FLs LA

Steering Committee
Premier’s Office - CIRMO

Christina Zacharuk
Jill Kot

Jackie Allen

Kerry Pridmore
Susan Laidlaw

Project Manager
CIRMO

Jeff Barber
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Project Approach
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“l Project Deliverables

Current State
Assessment Report

Gap Analysis - Report

Future State

i D Recommended Action
Recommendations .

Plan — Final Report
Report
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April 16, 2021 Project Kick-off Meeting/Consultation Begins
May 3, 2021 Initial Current State Assessment Report May 4, 2021
May 4, 2021 Steering Committee Meetings bi-weekly

Timeline

May 17, 2021 Final Current State Report and Gap Analysis Report

Overview

May 31, 2021 Initial Report Future State Recommendations
Report

June 1-3, 2021 Steering Committee Feedback on Future State
Recommendations

June 14, 2021 Recommended Action Plan Report
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Y / /‘\ April 16, 2021 Project Kick-off
w; Meeting/Consultation Begins

N e)(t Ste pS May 3, 2021 Initial Current State

Assessment Report

May 4, 2021 Steering Committee
Meetings Bi-weekly
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Discussion
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PREM IM Assessment — April 23 meeting — Agenda

e Review of draft RM manual - reviewing and answered questions

¢ |M Assessment - framework scoring exercise — see completed notes

e Review of LAN — high level design — JA scheduled meeting on April 30 to review LAN models and
disposition strategies

e Other — discussion on scope of ORCS amendment — clarify Cab Ops and IGRS out of scope; BQ
will work with client to draft ORCS update request;s.13

s.13  and BQ will follow-up with client concerning reclassification of case files already in storage.
s Next steps — TY to draft assessment report
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IM Assessment summary for Steering Committee - April 3, 2021

Approach

CIRMO has established a standardized framework of Information Management (IM)
criteria to assess ministry practices in relation to IM legislation and policy requirements.

This review facilitates the advancement of IM practices by determining the current
maturity of ministry processes and identifying continuous improvement activities.

The overall objective of this review is to reinforce the Office’s ongoing commitment to
continuous improvement through an objective review of IM practices.

About the report

The draft Current State Assessment Report has been prepared for review by the client.
This will be followed by a report on gaps and recommendations.

This current state review included interviews conducted with employees, a review of the

Office’'s documentation and record keeping systems, and review of Records
Management practices.
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Early Insights
s.13
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AGENDA

PREMIER’S OFFICE INFORMATION MANAGEMENT
ASSESSMENT

STEERING COMMITTEE MEETING — MAY 32021

Attendees: Jill Kot (PREM), Christina Zacharuk (PREM), Kerry Pridmore
(CIRMO), Jackie Allen (PREM), Susan Laidlaw (CIRMO), Jeff Barber
(CIRMO)

1. WELCOME

2. WORKING GROUP REPORT QUT TO STEERING
COMMITTEE

3. DISCUSSION

4. NEXT STEPS

Next Meeting: May 18", 2021
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IM Assessment:

Future State Recommendations Report

Corporate Information and Records Management Office

Information Management Practice Review
of the
Office of the Deputy Minister to the Premier

June 16, 2021

IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021 Page 1
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s.13

Executive Summary

The Office of the Deputy Minister to the Premier (“the Office”) has requested the
Corporate Information and Records Management Office (CIRMO) review their records
management practices and to make recommendations on improvements to functions
and processes.

The review utilized a standardized framework of Information Management (IM) criteria
to assess practices in relation to IM legislation and policy requirements.

IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021 Page 2
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Background

The Office of the Deputy Minister to the Premier (“the Office”) has requested the
Corporate Information and Records Management Office (CIRMO) review their records
management practices currently in place, and to make recommendations on
improvements to functions and processes.

The mandate of the Chief Records Officer (CRO) in CIRMO includes a requirement for
“promoting effective information management across government agencies.” In support
of this mandate, CIRMO has established a standardized framework of Information
Management (IM) criteria to assess practices in relation to IM legislation and policy
requirements. The framework assessment tool facilitates the advancement of IM
practices by determining the current maturity of processes and identifying continuous
improvement activities.

Purpose

The overall objective of this review is to reinforce the Office’s ongoing commitment to
continuous improvement through an objective review of IM practices. This objective will
be accomplished by:

e reviewing and analyzing IM practices within the Office,

« utilizing a Practice Review Framework (“the Framework”) of standardized criteria
derived from legislation and policy to assess the Offices’ IM practices,

+ highlighting effective practices and identifying areas for improvement,

« assessing the current maturity of IM practices and recognize ongoing efforts to
prepare for future, and

« providing recommendations for improving the overall management of the Office’s
information.

Benefits to the Office

A review is designed to provide the Office with an objective, risk-based assessment of
its IM activities and practices, and practical recommendations for improvements.
Benefits include:

promotion of IM compliance with policies and legislation,

improvement in records management practices,

identification of potential areas of IM-associated risk,

increased employee awareness of IM requirements across all domains, and
continuous improvement in IM practices.

&

L, T '
IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021 Page 3
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Scope and Approach

This review included interviews conducted with employees, a review of the Office’s
documentation and record keeping systems, and review of records management
practices. The Office’s current practices were in scope of this review, but historical
practices were not assessed. The scope of this review did not include the areas of
privacy, access to information, and information protection.

To gather evidence that demonstrated the maturity of IM practices, this review was
based on the Framework’s records management criteria. Findings were summarized
within the Framework and rated based on its maturity scale. The maturity scale ranges
from:

5.13
Initial

Repeatable

Defined

Managed

Optimized

For most criteria, meeting the Defined maturity value demonstrates that policy and
legislative requirements are communicated, documented, and consistently followed.
Scores of Initial to Repeatable indicate that current practices are not yet mature enough
to ensure compliance, although they do not indicate non-compliance. Further, as the
risk inherent in some criteria is lower than others, there is minimal concern about lower
scores in these areas.

It is also important to note that the Framework was developed with entire ministry
organizations in mind and therefore requires interpretation to meaningfully scale down
to a small office. For example, it is important to appreciate the value of implicit
knowledge, common digital and physical space, and the everyday direct interpersonal
communications that occur in a small office. In many cases the term ‘office’ has been

IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021 Page 4
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5.13

-~

added to Framework criteria titles and substituted for ‘Ministry’ when interpreting each
criterion.

Observations

The Information Management Act contributes many of the criteria found within the
records management domain. Communication of records management roles and
responsibilities, administration of general and role-based records management training
for employees, and the application of information schedules to records are some of the
categories contained within the records management domain. Additional categories
assess off siting, destruction and archiving activities, records transfers between
government and non-government bodies, and management of digital and physical
records.

IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021 Page 5
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IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021
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IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021

Page 7

Page 428 of 444 CTZ-2023-31438



s5.13

Gap Analysis
s.13

IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021 Page 8
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IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021
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IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021
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IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021
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IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021
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IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021
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IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021
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Recommendations
s.13

IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021 Page 15
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IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021
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Conclusion
5.13

IM Assessment Report | Office of the Deputy Minister to the Premier | June 16, 2021 Page 20
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Date: June 28, 2021 11:35:29 AM

This page is automatically updated from the Wiki in Microsoft Teams -
any changes made here will be overwritten. To edit this page, open it in
Microsoft Teams.

Premier's Office Notes

Draft Project Timeline

March 30: Project Project Initiation Document Approved

March 30: Steering Committee being established bi-weekly meetings

March 30: Jeff to reach out to Jackie Allen to set up kick-off meeting

April 06  Jackie Allen confirming Brittany's role and project sponsor address to the team in
Project Kickoff meeting. Will confirm if speaking notes are required

April 08:  Project Team: Initial Discussion Meeting

April 16:  Project Kick-off Meeting - Include messaging from Executive (Jill or Christina)
April 21 Steering Committee (1st Meeting)

Executive Branch/DMO Consultation
Drafting - Current State Assessment

Current State Initial Report Due Date: April 27th

5.13

Phase 1A & 1B Current State Report out May 04 Steering Committee (2nd Meeting)

GRS - consult as needed and determine & document recommended target levels
- Executive Branch/DMO

Drafting GAP Analysis Report
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GAP Analysis Report Due Date: May 11th
s.13

Phase 2A & 2B GAP Analysis Report out May 18 Steering Committee (3rd Meeting)

GRS - Develop Future State recommendations from Gap Analysis
Drafting Future State Recommendations Report

Future State Recommendations Report Due Date: May 25th
s.13

NASE YA & I D

C01mittee (4th Metng)

June 01 Steering

Gather Feedback from Steering Committee

Steering Committee Feedback Due June 4
Phase4  Records Management® > Action Plan

GRS to Develop Recommended Action Plan based on Steering Committee
Report out of Phase 3
s.13

Final Report Due June 11
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Phase 4 Records Management® >
Steering Committee (5th Meeting)

Action Plan Report out June 15

June 29 Steering Committee (6th Project Wrap-up)
June 30: Project Completion Date

Project Structure

Steering Committee Members

Name Title Organization
Kerry Pridmore ADM, CIRMO, Chief Records Officer CITZ
Jill Kot Deputy Minister PREM
Christina Zacharuk Associate Deputy Minister PREM
Jackie Allen Director, Executive Operations PREM

s.13
Susan Laidlaw Exectutive Director, Government Records Service CITZ

Project Team Members

Name Title Organization
s.13

Trevor Youdale Manager, Client Services - Prem CITZ

Bev Qualizza Government Records Officer - Prem CITZ

Jeff Barber A/Director, Information Solutions and Transformation CITZ

Brittany Hawkins - TBD Administrative Assistant, Deputy Minister's Office =~ PREM
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