2019 Practice Review Framework

Criteria
Domain # of Assessment Criteria
Privacy 23
Records Management 14
Information Access 6
Information Protection 17
60

NOTE: certain criteria relate to requirements that are not yet in force. Employees will gather
information about the criteria to raise awareness and encourage development of work
processes but will not score ministries on these criteria until those requirements are fully
implemented.

Source Requirements

PMAP Privacy Management and Accountability Policy
FOIPPA Freedom of Information and Protection of Privacy Act
ETA Electronic Transactions Act

CPPM 12 Core Policy and Procedures Manual Chapter 12
AUP Appropriate Use Policy

WOWP Working Outside the Workplace Policy

ISP Information Security Policy

RIM Recorded Information Management (RIM) Manual
IMA Information Management Act

Loukidelis Loukidelis Report

OIPC OIPC Recommendations
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Privacy

#

Criteria

1. Governance and Accountability

Designated Ministry Privacy Officer

The Deputy Minister has named a Ministry Privacy
Officer and roles and responsibilities related to
privacy in the Ministry have been defined.

1 - Initial

A Ministry Privacy Officer (MPO) has not been
named and privacy matters are addressed
reactively in an informal and/or inconsistent
manner.

2 - Repeatable

An MPO has been identified and is accountable for
privacy management, but no documentation
regarding roles and responsibilities exists. The
responsibilities of the role are not captured in the
MPQ's job description.

Maturity Scale
3 - Defined
The responsibilities of the MPO have been

documented and included in the MPO's job
description.

4 - Managed

The Deputy Minister monitors the performance of
the MPO's duties to confirm that responsibilities
are being addressed and support continual
improvement over time. Privacy initiatives are
supported by the Deputy Minister.

5 - Optimized

Level 4 has been attained and the Ministry has
demonstrated additional leading practices for this
criterion. This could include defining roles and
responsibilities related to privacy throughout the
Ministry (beyond the MPQ), privacy performance is
regularly assessed internally, and where
appropriate, by independent reviewers, and a
formal process of continual improvement is in
place.

1.2 |Deputy Delegation of Duties The Deputy Minister has delegated duties, powers, [The Deputy Minister has delegated duties, powers, | The Deputy Minister has delegated duties, powers, | The MPO maintains and monitors all Ministry Level 4 has been attained and the Ministry has
If the Deputy Minister has delegated any duties, or functions but has not used a delegation or functions but has not used a delegation or functions to certain roles (e.g. MPO) and has FOIPPA Delegation Instruments. demonstrated additional leading practices for this
powers or functions, a FOIPPA Delegation instrument. There is no recognition of roles with  [instrument. There is informal recognition of roles  |used a FOIPPA Delegation Instrument. The criterion. This could include the MPO working with
Instrument is in place, maintained and accountability for certain duties, powers or with accountability for certain duties, powers or FOIPPA Delegation Instrument is maintained and CIRMO to analyse the delegation process and
communicated to CIRMO by the MPO. functions. Privacy issues are addressed reactively, |functions. communicated to CIRMO by the MPO. assignment of responsibilities to determine its

on a case-by-case basis. effectiveness and compliance with PMAP and
FOIPPA. Where required, changes and
improvements are made in a timely and effective
fashion. The MPO ensures that all changes are
documented, instruments remain current, and all
updates are sent to CIRMO.

1.3 |MPO Delegation of Duties The MPO has delegated duties, powers, or The MPO has delegated duties, powers, or The MPO has delegated duties, powers, or The MPO monitors all delegated duties, powers Level 4 has been attained and the Ministry has
If the MPO has delegated any duties, powers, or  [functions but has not documented the delegation. |functions but has not documented the delegation. |functions to certain roles (e.g. Privacy Analyst) and |and functions. demonstrated additional leading practices for this
functions, the delegation is documented and There is no recognition of roles with accountability [There is informal recognition of roles with has documented the delegation. The delegation criterion. This could include the MPQO working with
current. The MPO remains accountable as the for certain duties, powers or functions. Privacy accountability for certain duties, powers or documentation is maintained and current. CIRMO, to analyse the delegation process and
single point-of-contact for CIRMO. issues are addressed reactively, on a case-by- functions. assignment of responsibilities to determine its

case basis. effectiveness and compliance with PMAP and
FOIPPA. Where required, changes and
improvements are made in a timely and effective
fashion. The MPO ensures that all changes are
documented, Instruments remain current, and all
updates are sent to CIRMO.

1.4 |Privacy Policies/Procedures No documented Ministry-specific privacy policies  |Ministry-specific privacy policies and procedures  [Ministry-specific privacy policies and procedures  |Ministry-specific privacy policies and procedures  |Level 4 has been attained and the Ministry has
Ministry-specific privacy policies and procedures, |and procedures exist, where appropriate. Privacy- |are in place where appropriate but have not been |have been developed and documented where have been developed and are regularly reviewed [demonstrated additional leading practices for this
incorporating Ministry-specific privacy related practices across the Ministry are variable |documented. These practices are inconsistent appropriate. The policies have been reviewed by [and updated to reflect changes in policy and/or criterion. This could include the monitoring and
requirements, have been developed and deployed |and reactive. across the Ministry. CIRMO. privacy risks in the Ministry (e.g., arising from new |compliance review of policies and procedures
by the MPO, where appropriate, and have been or changes in programs or information systems). |concerning personal information and/or the
reviewed by CIRMO. identification of issues of non-compliance and

implementation of remedial action to ensure
compliance in a timely fashion, and update policies
where necessary.

2. Education and Awareness

2.1 |Mandatory Employee Training A large portion of Ministry employees have not Mandatory privacy training has been completed by |Employees receive training when they are hired.  |A Ministry-wide privacy awareness and training Level 4 has been attained and the Ministry has

Employees have completed mandatory training
(i.e. IM117) related to privacy. The training is
scheduled, timely, consistent and periodically
refreshed.

completed mandatory privacy training. There is no
process for monitoring training completion.

a majority of Ministry employees. There is a
process for monitoring training completion but it is
not documented.

Training is refreshed at least every two years.
Training is scheduled, timely, consistent, monitored
and is augmented by regular awareness activities
(e.g., emails, posters, presentations, etc.). The
process for monitoring training completion is
documented.

program exists and is monitored by the MPO.
Mandatory training requirements are tracked and
monitored.

Additional training activities are regularly scheduled
to provide timely and consistent privacy awareness
(e.g., emails, posters, presentations, etc.)

Employees are aware of, and understand, their
responsibilities under FOIPPA regarding the
sharing and protection of personal information in
their care.

demonstrated additional leading practices for this
criterion. This could include demonstration of a
strong privacy culture and additional
training/awareness activities (e.g. ministry-specific
awareness days; engagement and/or awareness
activities; increased attendance at PriSm and/or
the Privacy and Security Conference). When
privacy incidents or breaches occur, remedial
training and awareness activities are conducted
and changes to the training curriculum are made in
a timely fashion.
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Privacy

#

Criteria

1. Governance and Accountability

1 - Initial

2 - Repeatable

Maturity Scale
3 - Defined

4 - Managed

5 - Optimized

Role-Based Training There is a general understanding of the need for  |[Employees who require role-based privacy training |The MPO has documented a process to identify A Ministry-wide privacy awareness and training Level 4 has been attained and the Ministry has
The MPO develops and delivers additional role- role-based privacy training. Employees who require|are identified by the MPO. Training development |employees who require role-based privacy training. |program, including any additional or role-based demonstrated additional leading practices for this
based privacy training (beyond IM117). Role-based|role-based privacy training are not identified. Role- |and implementation is inconsistent. Completion of |The training is developed in consultation with training, exists and the MPO takes a proactive criterion. This could include demonstration of a
privacy training is provided to employees using based training is provided in an inconsistent and  |training is not tracked or documented. CIRMO. The training is tracked and documented. |approach to monitor these programs to ensure the [strong privacy culture and additional
information systems that involve the handling of reactive manner. training has been taken. training/awareness activities (e.g. ministry-specific
high-risk or sensitive personal information within awareness days; engagement and/or awareness
the Ministry. activities; increased attendance at PriSm and/or
the Privacy and Security Conference). When
privacy incidents or breaches occur, remedial
training and awareness activities are conducted
and changes to the training curriculum are made in
a timely fashion.

3. Privacy Impact Assessments

3.1 |Processes for PlAs The MPO has not developed, maintained and The MPO is aware of which PIAs have been The MPO has developed, maintained and reviewed|The MPQO monitors the compliance with internal Level 4 has been attained and the Ministry has
The MPO has developed, maintained and reviewed|reviewed internal processes to ensure employee |completed and outstanding PIA items. Tracking is |internal processes (e.g. an PIA inventory) to processes to ensure the completion of PlAs. demonstrated additional leading practices for this
internal processes (e.g. an PIA inventory) to completion of PIAs. PlAs are assessed in an done informally, processes are not documented  |ensure employee completion of PlAs and follow up criterion. This could include conducting regular
ensure employee completion of PlAs. The MPO inconsistent and reactive manner. and may be inconsistently applied. on outstanding PIA items. quality reviews and other assessments to assess
maintains a process to follow up on outstanding the PIA process. Employees inform the MPO of
PIA items. the effectiveness of PIA processes within the

Ministry. Such information is analyzed and, where
necessary, changes are made to improve
effectiveness.

3.2 |Requirement to Complete PlAs PIAs are conducted prior to the start of any PIAs are conducted prior to the start of any There is a documented process to ensure that The MPQO monitors the compliance with policies Level 4 has been attained and the Ministry has
PlAs are conducted prior to the start of any proposed enactment, system, project, program or |proposed enactment, system, project, program or [PlAs are conducted prior to the start of any and procedures to ensure the completion of PIAs  |demonstrated additional leading practices for this
proposed enactment, system, project, program or |activity, but are completed in an inconsistent and  |activity. PlAs are provided to CIRMO and CIRMO |proposed enactment, system, project, program or  |in a timely manner. criterion. This could include conducting regular
activity. PIAs are provided to CIRMO and CIRMO |reactive manner. There is little to no feedback is addressed before the PIA is finalized. |activity. PIAs are provided to CIRMO and CIRMO quality reviews and other assessments to assess
feedback is addressed before the PIA is finalized. [communication with CIRMO during the Once finalized, PlAs are provided to CIRMO for feedback is addressed before the PIA is finalized. the effectiveness of internal processes to track PIA
Once finalized, PlAs are provided to CIRMO for  |development of PIAs. Some PlAs are provided to |retention and entry into the PID. Once finalized, PIAs are provided to CIRMO for completion timing and engagement with CIRMO
retention and entry into the Personal Information  [CIRMO for entry in to the PID. retention and entry into the PID. prior to finalization, and updates to processes to
Directory (PID). address findings where necessary.

4. Agreements

4.1 |Process for Completion and Updating of ISAs, |The MPO has not developed a process to identify |The MPO has developed a process to track the The MPO has documented processes regarding  [The MPO proactively and regularly engages with  |Level 4 has been attained and the Ministry has
RAs, CPAs and IPAs instances when ISAs, RAs, CPAs and IPAs must |completion and update of 1SAs, RAs, CPAs and |the completion and updating of ISAs, RAs, CPAs |Ministry employees to inform them about when demonstrated additional leading practices for this
The MPO has a process to identify when ISAs, be completed or updated. Agreements are not IPAs. Employee awareness of, and adherence to, |and IPAs and these agreements are completed as |ISAs, RAs, CPAs and IPAs are to be completed, |criterion. This could include conducting regular
RAs, CPAs, and IPAs need to be completed and/or|reviewed by the MPO, and any reviews that do these processes is inconsistent. The MPO is required. The MPO is consulted during the updated and reviewed. reviews to determine the effectiveness of the
updated. This process includes engagement by the [occur are in an inconsistent and reactive manner. [sporadically engaged in the completion of the development or updating of agreements. process for identifying when the completion,

MPO as part of the development or updating of the agreements. update, or review of ISAs, RAs, CPAs and IPAs is
agreement to ensure the agreements are needed and the updating of processes based on
completed as required. the results of such reviews.

4.2 |ISAs are reported to CIRMO Any ISAs reported to CIRMO are done in an The MPO understands that ISAs should be The MPO has a documented process to ensure  [The MPO monitors the process to ensure the ISAs |Level 4 has been attained and the Ministry has
The MPO has a process in place to ensure ISAs  |inconsistent and reactive manner, such as in reported to CIRMO for entry into the PID; however, |that ISAs are reported to CIRMO for entry into the [are reported to CIRMO. demonstrated additional leading practices for this
are reported to CIRMO for entry into the Personal |response to specific requests. there is no documented process to ensure this PID after finalization. criterion. This could include conducting regular
Information Directory (PID) once completed. occurs. quality reviews to determine the effectiveness of

the process for ensuring ISAs are reported to
CIRMO and updating the process based on the
results of such reviews.

4.3 [Inventory of all Research Agreements The MPO has not developed an inventory of RAs  |The MPO understands which RAs have been The MPO has a current inventory to track which  |The MPO monitors the RAs tracking process and |Through quality reviews and other assessments,
The MPO has a current inventory of all in-progress |that are completed or in-progress, and there is no |completed and where there are outstanding items; [RAs are completed and in progress. The MPO has |ensures outstanding items are followed up in a the MPO is informed of the effectiveness of the RA
and completed RAs. The MPO maintains a documented process to follow up on outstanding  |however, tracking processes are informal and not |established a documented process to follow up on [timely manner. inventory and any formalized follow up processes.
process to follow up on outstanding items. items. documented. outstanding items. Such information is analyzed and, where

necessary, changes are made to improve
effectiveness.
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Privacy

# Criteria

1. Governance and Accountability

Monitoring compliance with privacy
requirements in agreements

There is a process in place for the monitoring of
compliance with privacy requirements (e.g. section
30 of FOIPPA) outlined in agreements. If needed,
there are adequate provisions in place to deal with
issues of non-compliance.

1 - Initial

There is no process in place for monitoring
counterparty compliance with privacy
requirements.

2 - Repeatable

Certain privacy requirements have been
communicated to counterparties; however, the
requirements are not documented, and there is no
formal process to monitor compliance.

Maturity Scale
3 - Defined

There is a documented process for the monitoring
of counterparty compliance with privacy
requirements. If needed, there are adequate
provisions in place to deal with issues of non-
compliance.

4 - Managed

Through review of prior agreements, the MPO
assess the effectiveness of the monitoring
process.

5 - Optimized

Where necessary, changes are made to existing
and future agreements in order to improve
compliance.

5. Service Provider Management

Protection Schedule

A process is in place for ensuring service provider
compliance with Privacy Protection Schedules. If
needed, there are adequate provisions in place to
deal with issues of non-compliance.

provider compliance with the Privacy Protection
Schedule.

have been communicated to service providers;
however, there is no formal process to monitor
compliance.

service provider compliance with Privacy
Protection Schedules. If needed, there are
adequate provisions in place to deal with issues of
non-compliance.

provider compliance with Privacy Protection
Schedules.

5.1 [Privacy Protection Schedules Service provider contracts that involve personal Privacy Protection Schedules are generally There is a documented process to ensure Privacy |There is a monitoring process for contracts that Through assessments and the analysis of lessons
Privacy Protection Schedules are included in all information do not include the standard Privacy included in contracts that involve personal Protection Schedules are included in contracts that |involve personal information to ensure that Privacy [learned from prior contracts, the MPO is informed
contracts that involve personal information in the |Protection Schedule. information in the custody or under the control of  |involve personal information. Amendments to Protection Schedules are included and accurate. |of the compliance of Privacy Protection Schedules
custody or under the control of the public body. the public body, but are incomplete or Privacy Protection Schedules are approved by requirement by the service providers and
Amendments to Privacy Protection Schedules are inconsistently applied. CIRMO. volunteers that have access to personal
approved by CIRMO. information. Such information is analyzed and,

where necessary, corrective actions are made to
existing and future contracts.

5.2 |Access to Personal Information by Service Service providers and volunteers who have access |Service providers and volunteers who have access | There is a documented process for informing the  [There is a monitoring of the process for informing | Through regular reviews of the monitoring process,
Providers and Volunteers to personal information are not identified to the to personal information are identified to the MPO in [MPO of service providers and volunteers who have |the MPO of service providers and volunteers who |the MPO is kept current on its effectiveness.

The MPO has been informed of all service MPO. an inconsistent and reactive manner. access to personal information. have access to personal information. Where necessary, changes are made to ensure
providers and volunteers who have access to the inventory is accurate and up-to-date.
personal information (PI) within the Ministry's

custody or control.

5.3 |Mandatory Service Provider Privacy Training |There is not a general understanding of the need |There is a general understanding of the need for  |The MPO has a documented process to ensure Training for service providers and volunteers is Level 4 has been attained and the Ministry has
The MPO must ensure that service providers and |for service providers and volunteers who have service providers and volunteers who have access |that service providers and volunteers who have documented, scheduled, timely, consistent and is |demonstrated additional leading practices for this
volunteers who have access to personal access to personal information to complete privacy [to personal information to complete privacy access to personal information have completed augmented by regular awareness activities (e.g.  |criterion. This could include demonstration of a
information have completed prescribed privacy training. training; however, these groups of employees are |prescribed privacy training related to the collection, [emails, posters, presentations, etc.). strong privacy culture and additional
training related to the collection, use, disclosure, not identified. Training is provided in a inconsistent |use, disclosure, storage and destruction of training/awareness activities (e.g. ministry-specific
storage and destruction of personal information. and reactive manner. personal information. The training has been awareness days; engagement and/or awareness
This training must be completed prior to providing completed prior to providing services. activities; increased attendance at PriSm and/or
services. the Privacy and Security Conference). When

privacy incidents or breaches occur, remedial
training and awareness activities are conducted
and changes to the training curriculum are made in
a timely fashion.

5.4 |Service Provider Compliance with the Privacy |There is no process in place for monitoring service [The Privacy Protection Schedule requirements There is a documented process for ensuring There is a monitoring process for ensuring service |Through assessments and the analysis of lessons

learned from prior service provider agreements,
the MPO is informed of the effectiveness of
monitoring service provider compliance with
privacy requirements. Such information is analyzed
and, where necessary, changes are made to
existing and future agreements in order to improve
compliance.

6. Personal Information Inventories and Directory

The MPO reports to CIRMO all Personal
Information Banks (PIBs), as required.

PIBs to CIRMO.

to CIRMO. There is no documented process for
determining how and when PIBs must be created
or reported to CIRMO.

and reporting all PIBs to CIRMO that result from
new enactments, systems, projects, programs or
activities of the Ministry.

reporting PIBs to CIRMO.

6.1 [Create and Maintain Personal Information There is no process to track personal information |The MPO has a general understanding of the kinds|A documented process exists for creating and The MPO monitors the process for creating and Through quality reviews and other assessments,
Inventory in the Ministry through creating and maintaining a |of personal information under the custody or maintaining a Personal Information Inventory. A maintaining the Personal Information Inventory. the MPO is informed of the effectiveness of the
The MPO creates and maintains a Personal Personal Information Inventory. control of the Ministry; however, there is no Personal Information Inventory is created within Any setbacks in inventory creation or gaps in Personal Information Inventory and its
Information Inventory, and creates it within one documented process for creating and maintaining [one year of the Personal Information Inventory inventory maintenance are remediated. maintenance. Such information is analyzed and,
year of the Personal Information Inventory Policy a Personal Information Inventory. The tracking of |Policy being published. where necessary, changes are made to improve
being published. personal information in the Ministry is informal and accuracy and effectiveness.

not fully documented.
6.2 |Reporting to CIRMO There is no process for creating and reporting of  [Some PIBs created within the Ministry are reported |[The MPO has a documented process for creating |The MPO monitors the process for creating and Through quality reviews and other assessments,

the MPO is informed of the effectiveness of the
process for creating and reporting all PIBs to
CIRMO. Such information is analyzed and, where
necessary, changes are made to improve accuracy
and effectiveness.
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Privacy

# Criteria
1. Governance and Accountability

Health Information Banks
For the Ministry of Health: The MPO for the
Ministry of Health has a process in place for
creating and reporting all Health Information Banks
(HIBs) to CIRMO.

1 - Initial

There is no process for creating and reporting of
HIBs to CIRMO.

2 - Repeatable

Some HIBs created within the Ministry are reported
to CIRMO. There is no documented process for
determining how and when HIBs must be created
or reported to CIRMO.

Maturity Scale
3 - Defined
The MPQO in the Ministry of Health has a

documented process for creating and reporting all
HIBs to CIRMO.

4 - Managed

The MPO monitors the process for creating and
reporting HIBs to CIRMO.

5 - Optimized

Through quality reviews and other assessments,
the MPO is informed of the effectiveness of the
process for creating and reporting all HIBs to
CIRMO. Such information is analyzed and, where
necessary, changes are made to improve accuracy
and effectiveness.

71

Monitoring of the Personal Information
Directory (PID)

The MPO has a process in place to review the PID
periodically to ensure all PlIAs, ISAs, PIBs and,
where applicable, HIBs have been submitted to
CIRMO and recorded accurately.

7. Foreign Demands for Disclosure

Process for Reporting Foreign Demands for
Disclosure

A process is in place for reporting foreign demands
for disclosure to CIRMO in the manner and form
directed by CIRMO.

8. Information Incident Management

There is no process in place to review the PID to
ensure PlAs, ISAs, PIBs, and HIBs have been
submitted and recorded accurately.

There is no process for reporting foreign demands
for disclosure to CIRMO. Any reports to CIRMO
are inconsistent and ad hoc.

There is no documented process to ensure the
necessary PlAs, ISAs, PIBs, and HIBs have been
submitted to the PID and accurately recorded.

Some foreign demands for disclosure are
communicated to CIRMO; there is no documented
reporting process.

The MPO has a documented process in place to
review the PID periodically to ensure all PlAs,
ISAs, PIBs and, where applicable, HIBs have been
submitted to CIRMO and recorded accurately.

A documented process, in compliance with
FOIPPA, is in place for reporting foreign demands
for disclosure to CIRMO.

Through review of PID, the MPO assesses the
effectiveness of the monitoring process.

A Ministry-wide awareness and training program
exists for reporting all foreign demands for
disclosure to CIRMO.

Through quality reviews and other assessments of
the PID, the MPO is informed of its effectiveness
and any follow up processes. Such information is
analyzed and, where necessary, changes are
made to improve effectiveness and accuracy.

Through quality reviews and other assessments,
the Ministry is informed of the effectiveness of
reporting foreign demands for disclosure to
CIRMO. Such information is analyzed and, where
necessary, changes are made to improve
timeliness, accuracy and effectiveness.

The ministry regularly and consistently tracks key
information about information incidents within their
responsibility.

information incidents that are their responsibility.

information incidents that are their responsibility, or
tracks this information inconsistently.

information about information incidents within their
responsibility.

information incidents and has developed incident
response plans specific to their business context.
The Ministry monitors its incident reporting and
processes, analyzes trends and root causes, and
identifies remediation steps as required.

8.1 [Information Incident Management Information incidents are reported in an Information incidents are informally communicated |Employees report actual or suspected incidents as |A Ministry-wide awareness and training program  |[Level 4 has been attained and the Ministry has
Employees report actual or suspected incidents as |inconsistent and informal manner. [IMP reporting  |and/or reported. IIMP reporting requirements are  |per the IIMP. As part of the response to incidents, |exists for responding to information management |demonstrated additional leading practices for this
per the Information Incident Management Process |requirements are followed inconsistently. followed in most cases. Employees are generally [the Ministry follows CIRMO instructions and incidents. Role-based training is provided for those |criterion. This could include demonstration of a
(IIMP). The Ministry follows CIRMO instructions Employees are not aware of the IIMP. aware of the [IMP. addresses recommendations as required. involved in incident response processes. The strong privacy culture and additional
and addresses recommendations as required. Ministry takes a proactive approach to monitor training/awareness activities (e.g. ministry-specific
these programs to ensure the training has been awareness days; engagement and/or awareness
taken. activities; increased attendance at PriSm and/or
the Privacy and Security Conference). When
privacy incidents or breaches occur, remedial
training and awareness activities are conducted
and changes to the training curriculum are made in
a timely fashion.
8.2 [Information Incident Tracking The ministry does not track information about The ministry tracks only basic information about The ministry regularly and consistently tracks key [The Ministry tracks key information about The Ministry exercises its incident response plans

on a regular basis. The internal and external
information environments are monitored and
evaluated for issues affecting incident risks and
responses; changes and improvements to the
incident response plans are made where
necessary. Regular reports are provided to
executive on the Ministry's performance.
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Records Management Maturity Scale

# Criteria 1 - Initial 2 - Repeatable 3 - Defined 4 - Managed 5 - Optimized
1. Governance and Accountability

1.1 |Records Management Accountabilities The Minisiry has not articulated rssponsmllnly for | The Ministry has not arllculatsa responslkxllly ror Defined rales and responslbillllss have been Marnagement regularly reviews the minisiry's Level 4 has been auannea and the Ministry has

The erustry has articulated employees' records it ar d records ar employ respor and employ are aware of and records management program, seeks ways to ated leading ices for this

ities for records mar including isions to ministry employ .Rwords far iy o Jecish and et 'mslr records it and improve the program’s perlx il . This could include suppart being provided
documenting government decisions, and business issues are ly. F i are often infarmal and decisions iliti priate and FEsOUrces, by specialist teams and records management
areas have clearly assi acco ities across|or no are aware of thelr malvlaual There is some level of awareness by employsss o( The Mmlslry |s aware of and work collaboratively duties being devohwed 1o teams and individuals
the: Ministry with additional role specific records respansibilities for appropriate records managemend their lndnndual rer:ords management ith the Records Service, within the ministry. Innovative ideas and continuousy
management duties, as appropriate. There is a or documenting government decisions. i for d i impravement are encouraged.
clear understanding of respective roles and igovernment decisions, and the role of the
responsibilities, the names of such persons ar Government Records Service,
groups and their respensibiliies are communicated
o internal employees.

12 |Records Management Policies/Procedures The Ministry has not implemented records The Ministry implements records management The Ministry implements records management Marnagement regularly reviews the minisiry's Level 4 has been atlained and the Ministry has
The Ministry impl records policies andlor procedures provided pcllcles andior procedures provided by GRS, palicies andior procedures provided by GRS, records management adherance to GRS’ policies ated iti leading ices for this
pDIu:les andlor procedures provided by GRS by GRS, i ing d i it ing documenting govemmaent decisions; including documenting govemment decisions. andlor procedures, including documenting crteran. This could include regular communications

ing documenting g decisi The Guideling and Dueclwe an however, employees' awareness remain The Guidelineg and Directive on documenting government decisions. The Ministry seeks ways to (about the records management policies andfor
The Guideline and Directive on chumenhng lons have not been [inconsistent. The Guideline and Directive on gavemment decisions have been formally shared  |improve employee awareness regarding procedures that has led o high visibility and a highe
government decisions have been formally shared  |formally shared and their importance has not been |decumenting government decisions have been and their importance communicated across the documenting government decisions, level of Ministry employees' awareness or instancesg
and their importance communicated across the communicated across the Ministry. shared inconsistently. Ministry. where program cbjectives are being met and new
Ministry idea generation is common.

ucation and Awareness

2.1 |Mandatory Employee Training A large propartion of Ministry I have not |Mand records el training has been |Employees receive training when they are hired, | A Ministry-wide records management awareness  (Level 4 has been aua-ned and the Ministry has
Employees have completed v {i.e. IM117 mandatory records managamant completed by a majority of Ministry employees, but | Training is refreshed at least every two Yyears. jprogram axists (beyond basic training i leading practi for this
training related lo records managemenl. The training, and there is no process for monitoring it is sometimes delayed (beyond the requlred [ Training is scheduled, timely, consistent, d|and there is a process for follow up where training  [criterion, This could include the development of
training is scheduled, timely, consistent and training completion. imonth window) and/or not consi: or |and is by regular activities  |or awareness gaps exist. Training is scheduled, innovative methods for fraining and/or training
perodically refreshed. monitored (e.g., emails, posiers, presentations, etc.). The timety, i and is by regular bjectives being based an core organizational goal

procass for manitoring training completion is awareness activities (emails, postars, iongand specific role-based training being developed to
documented ete.). Training is refreshed at least every two years|service specific needs,

and all Ministry employees are aware of, and
d, their records maj
responsibilities.

2.2 |Role-ﬂasad Training Thers is a general understanding of the nead for  |Ministry employeas who require additional training (There is a documented process in place to identify |A Ministry-wide records management awareness  |Lavel 4 has been attained and the Ministry has
Employees have received additional, role-based  |role-based records management training; however, [relevant to their roles are identified, but training is  |Ministry employees who require additional training, |and training program, including any additional or ol ated additional leading ices for this
records management training {beyond IM117) Ministry employees who require such fraining are  |inconsistant, and completion is not tracked or | All additional fraining is scheduled and delivered in fhasad training, exists and is monitored. criterion. This could include the demonstration of a
'where appropriate, and relevant Ministry employ identified, Where I have been documented., timely and consistent manner. Employees have streng records management culture across the
ha\ne undergone training on the creation and identified, thess individuals have not undertaken thd m:larlakan additional training on the creation and Ministry, andfor the requirement that all additional

af records of g le-based training on the creation and maintenance we of q records of g W training requires employees to complete
decisions, and documenting gcwemmenl decisions, Df adequate records of government decisions, and decisions in accordance fo the D|racllwa CRO01- assignments to validate their understanding specifig
decisi Additional 2018, Guidelines on D T to their roles and responsibilities, which will include
training is pruwdad in an inconsistent and reactive Decisions and Section 6(1) offnfmma.rm their responsibilities relating to documenting
mannes Management Act, gavemment decisions.

cords Classification and Information Schedule:

3.1 |Recerd Classification Documented procedures are not in place to classify| Procedures for classifying information according to Prwedurea are documented and cover all lequl F'ror:edunes are in place and implemented o enablgLevel 4 has been attained and the Ministry has
The ministry has procedures in place to classify and/or organize records and an inconsistent the appropriate retention schedules (or where no { and ion activities, incl ification activities for records, it leading practices for this
andlor organize records so that the records can be |approach is generally taken that does nat always  |schedules e:ust] have not been developed, but how to identify, make accessible, and protect Automated tocls are uaed for managlng information| r:ntenon This could include the configuration and
managad according to the function u( Ihe align with afficial and app set 0 [ are obser\-sa Tnere Is |information to which no schedule apphes whsrs ppropriate. Mar ion of autb Mication tools to enabld

ion and the app: d dul i ing of ir P are made aware of the ion with i ion ffication ification of content across repositories.
Where no schedule exists for certain records no gl 3 and how to meet them, | ing the | redui 3
documented procedure exists to help arrange and use of classification tools,
organize records excepl an informal business
taxonomy.

3.2 |Information Schedule Development and Mo process has been establlahed to suppart and F'rocessea to support and enable the development, | The Minisiry has ducumenled its proc.ess fnr The Ministry's information schedules are regularly (Level 4 has been attained and the Ministry has
Maintenance snable the d ion, and itation, and maintenance of information supporung the I 1, and L and updated with input from subject it leading practices for this
The Ministry has a process to suppon and enanls wce of ir i schedules are informal or are not wce of ir i matier experts, The Ministry regularly munlturs ihe criterian, This Buuld lnclu:le committing resuurues 14
the and impl ion of i | Critical records are not scheduled as a priority. o and assi of those resp that | arne 0
schedules. The ministry collaborates with GRS to The Minisiry has adopted and a i i and with input from subject matter experts and
maintain the currency of existing schedules and to process Lo identify information not covered by an |maintenance. Where required, changes and respansible management so thal they are easy lo
develop a procedure to identify records that are not approved schedule and enable the development of [improvements are made in a timely manner, understand, easy to apply to large content sets and|
covered by approved schedules schedules with critical records as a priarity. are compliant, or eflons lo automale and

synchronize any changes across systems and
reposilones.

4. Digitization Requirements

1ol 3
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[53 [Records Transfers to Non-IMA Bodies

[54 [Manage Physical Records

for Archiving

The Ministry has documented procedures for
identifying, protecting. and maintaining the usability
and integrity of digital records scheduled for transfey
to archives.

schveduled for archiving ar lang term retention are
nat defined and processes are inconsistent.

retention across the.

Holds and Disp
The Ministry has procedures to dispose of, transfer |

sty

are in:msislenl amployeas retain information

Procedures to identify and protect digital records

scheduled for archiving or long term are
not in place, but some informal processas exist.

Processes for applying the relevant information
schedules fo the ministry’s information have not

and i to identify any records
lhal are scheduled for archiving or long tarm
retention to protect the usability and integrity of the
records.

The Minisiry has documented and made available

4.1 |4.1 Digital Records Digiti 1 has not been i as a ministry | Digitization and image management procedures, | Digitization and image it procedures |G iance with objectives of the digitization Level 4 has been attained and the Ministry has
The Ministry has plans, resources, and technalogy i pricrity; digiti 1 happ inan i I . and technology are available to some  |and technologies have been validated for jprogram are menitored and achieve compliance kit leading practices for this
place to ensure that all non-exemptive govermment mamel and may nnt adhere to government policy, |areas mﬂ'un the Ministry, but have not been fully ccnfcrmanc.e to the relevant legal and policy with Iaws policies, directives, alandarda and criterion. This could include a transition to fully digit
information will be managed digitally in or ives. Records are regularty 1 or valid for conf o the e . and are scalable and available for pliance are [ andlor a 1o use digital
with the Information Management Act and r:reated and retained in non-digital form. lElevanl laws, policies, directives, standards and  [use. -denhﬁe:l and remediated in a hmelv manner. processes over analogue record processes.
applicable laws, policies, directives, standards, and specifications. Records are created digitally, and digitization of New records are created and managed digitally and
specifications. existing non-digital records takes place. there are plans for the cngoing transition of

Some records are crealed digitally, but in an remaining non-digital records to fully digital farmat
inconsistent manner. where required.

4.2 |ldentify and Protect Digital to identify and protect digital records The Ministry has defined and implemanted The Ministry has implemented and monitors

Lavel 4 has been aﬂﬂned and the Ministry has

jprocesses and mechanisms to identify any records
that are schaduled for archiving or long term
retention to protect the usability and integrity of the
records.

The retention of the Ministry's information according

its pmc.edures for q:plylng the relevant

schedules and hold

il leading fior this

criterian. This could include the implementation of
processes and mechanisms to identify any digital
records that are scheduled for archiving or long tern
retention or systematic monitoring of formats and
record repositories to help ansure long term
usability

Level 4 has been attained and the Ministry has

pp ir

leading p for this

The Ministry has procedures in place to maintain
chain of custody and inuity of contral for

government bodies are not in place. Limited

during transfers to other bodies covered by the
Information Management Act. This includes
jprocedures to monitor such transfers.

aof fransfers is taking place,

jgovernmant bodies are informal and not
documented. Best efforts are made to monitor the
transfars, but it is not formalized.

government bodies and for monitoring of such

transfers have been documented and implemented |

or archive government infs ion based on official|based on their own knowledge or lnlerptemon of |been adopted Ministry-wide, and do not coverall  [and in with those |pi sl |s manitored and pericdically assessed (criterion, This can include automated prompts to
policies, ffication: ideli and |retention requi . potantially g or aspects. ion is held beyond its schadules, and na longer. far Any di ies found are  (track the age of records ta ensure no redundant
procedures published by the Government Records Lnder-retalmng infarmation, required retention and is not di d of as Di ition requests are made in with d and in & timedy manner, and/ar unnecessary retention,
Service. In the case of a legal hold or FOI request, permitted. approved schedules Where no schedule exists,
the Ministry has processes in place to ensure that procedures are in place o ensure that unscheduled
such records are not destroyed. Where records are Employees are o . but not ity are retained.
scheduled, retention is limited to the scheduled timg of the | af suspending di ition,
period and no longer. Unscheduled records are F for st have been
retained. ol and to Ll
These procedures are followed :Dnslstenlly
[52 |Records Transfers to IMA Bodies [Frocedures for records transfers 1o other [Pracedures for records transfers fo oiher |Procedures for records transiers to other Maonitering of all fers has been imph hed,

Level 4 has been aua-ned and the Ministry has

and where issues are encounteraed they are
remediated.

ading p for this
criterion. This could include the incorporation of su
proceduras into existing business processes.

ensure that records transfers to bodies not covered
by the Act are
in accordance with an appropriate legal instrument.

[Procedures for records fransfers outside of
The Ministry has documented procedures in place t{govermnment are not in place and such transfers are
inconsistent and may not be compliant

Some ! for records transfers outside of
(governmant are in place, but not consistently
followed.

F for records fers oulside of
gavemnment have been documented. Legal
instruments and associated processes have also
been defined and implemented wheare appropriate,

There is a process in place to monitor transfers to

Level 4 has been attained and the Ministry has

non-IMA bodies and any incidents of non-
compliance are remediated

leading p for this
criterion.

Documented proceduras exist regarding the
management and storage of physical records in
appropriate onsite storage (commensurate with
degree of information sensitivity) andlor approved
offsite storage facilities.

|Record handiing practices are inconsistent and
Ministry procedures related lo physical record
storage are not developed andlor not
communicated to employees.

Practices for the handling of physical records are
istent, bul procedures are not documented

and/or communicated to employees.

Physical records procedures are documented and
records are managed and stored in appropriate
onsite storage (commensurate with information
sensilivity) and/or approved offsite storage 1;

The Ministry has documented procedures in place

Level 4 has been attgined and the Ministry has

for transferring physical records scheduled for
ar;twe retention to approved ulfsute storage facilities|

Physical records are tracked and access is closely
i and only auth use i allowed.

it with the sct . Physical record
is i and i of non-
li arg diated

kit leading practices for this
criterion. This could include regular maonitaring of
service agreements to ensure quick retrieval,
adequate protective measures and regular audits.

Recordkeeping Systems and Inventories

Zol3
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TR

1 [Manage Information in R ping Sy

The Ministry manages government information

ping systems and

are nol

adequate records of

and/or

The Ministry maintains some, but not all of the

through its lifecycle using ok ing systems
appropriate. Systems are used fo meat records

as

in tha ior A Act and

ensuring records capture the Ministry's

decisions requi
are preserved and accessible as required and
appropriata.

are not

icated to employeas.

ppropriate records and records of government
decisions within recordkeeping systems. The overal
management of records is nat il, records

The Ministry has established procedures and

The Ministry monitors the use of its recordkeeping

Level 4 has been attained and the Ministry has

management lifecycle supporting the preservation
and accessibility of records is net communicated o
employees and the Ministry has an infarmal system)|
o document govemmenl decisions.,

communicated to emp the p and where i af o 1 addith leading p foor this
Jioc manage information appropriately in are identified steps are taken to remediate as criterion, This could include:
ping systems. appropriate. The use of syslems is p y . L and gies o reduce transitony
reviewed for alignment to Ministry recordkeeping, |information;
Ministry records, including records d ing  |the inft [ g Act and the Directive |* mechanisms and stralegies to identify other

gavemment decisions, are managed throughout
their lifecycle and information schedules are applie
but disposition may not be consistently parformed.

an decumenting government decisians.

repositories of ministry content and encourage the
capture of government information within

Lifecycle it wsing ing systems;
syslems of Ministry records is configured and * the establishment and consalidation of

i ion are consi db ing systems to allow unifarm lifecycle
applied o content and routine ition is in o be applied;

“the ¢ 1 af information to enabl
easy classificalion across disparale systems and
platforms; and/ior
. L and gies o refine
recordkeeping systems adopted for documenting
gavemnment decisions; ensuring its alignment with
Directive CRO 01-2018 and section & of the

|62 y of Ministry and Mo inventory of Ministry systems and repositories | An inventory of Ministry systems and repositories (A documented procedure is in place for the creation The inventory process is regularly monitored and  |Lavel 4 has been attained and the Ministry has
The Ministry maintains an inventory of ministry exists, exists, but it is not complete or regularly updated.  |and maintenance of an inventory of systems and  |exceptions are identified and updated in the ated additional leading ices for this
systems and repositories that manage andlor store itories, and an up-to-date inventory is in placeli ory on an ongoing basis, where required. criterion. This could include the automation of the
governmaent information, systemirepositary inventory.

ol 3
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#

1. Governance and Accountability

Access to Information

Criteria

Information Access Procedures and the Duty to
Assist

Information Access and Duty to Assist procedures
have been clearly defined and have been
communicated to all employees. Ministry
employees are informed and aware of the
appropriate response to FOI requests (e.g., how to
conduct a comprehensive and timely search for
responsive records, seeking clarification, and
execute these steps in accordance to defined
procedures).

1 - Initial

There are no processes or procedures in place for
employees to follow when responding to FOI
requests. Employees are unaware of their
obligations under FOIPPA, and do not respond to
FOI requests as required.

2 - Repeatable

Employees response to FOI requests are ad hoc
and inconsistent. There are no documented
processes or procedures for employees to follow,
and employees' knowledge regarding their
obligations under FOIPPA is inconsistent.

Maturity Scale
3 - Defined

There are established processes and procedures in
place for employees to follow in responding
adequately and in a timely fashion to FOI requests.
Employees are aware of their obligations under
FOIPPA to conduct adequate searches for
responsive records and consistently do soin a
timely fashion.

4 - Managed

The Ministry consistently responds in a timely
fashion to FOI requests, adheres to the principles
of sound information access management and
maintains clear and ongoing communications with
its executive on the status of each request.
Information access procedures are reviewed at
least annually (or upon significant changes to policyj
or regulatory requirements) and updated as
required. Compliance with procedures is regularly
monitored and reported to senior leadership.

5 - Optimized

Level 4 has been obtained and the Ministry strives
for continuous improvement in providing
comprehensive and timely responses.

1.2

Information Access Accountability
Accountabilities for FOI requests are assigned, and
roles and responsibilities are clearly defined.

ucation and Awareness

Accountabilities for FOI requests have not been
defined or assigned. Resources are assigned
reactively as requests are received.

Accountabilities have not been defined, but there is
informal recognition of individual responsibility for
FOIl requests and related processes. The same
individuals are commonly involved in these
processes, but there is no documented description
of their responsibilities.

Responsibilities for FOI requests have been
defined and are also included in job descriptions for
all aspects of the FOI process, at all levels in the
organization.

FOI accountabilities are reviewed at least annually
and updated as required.

Level 4 has been attained and the Ministry has
demonstrated additional leading practices for this
criterion.

4.1

Individuals have received additional, role-based
Access training (beyond IM117) where appropriate
(e.g. ministerial employees, FOI co-ordinators).

inister's Offices & Ministerial Employees

Designated Employee

A ministry employee is designated as the person in
charge of all FOI requests involving a Minister's
office. This person is accountable for contacting all
employees directly, in writing, with the details of the
request and directing that employees search for
responsive records and respond within a set time
period.

4. Monitoring

Monitoring of FOI Requests

A documented process is in place to track and
monitor all active FOI requests. This includes
regular reporting to ministry leadership and
escalation processes to ensure ministry and
service provider compliance with timeliness and/or
"duty to assist" requirements

role-based FOI training; however, employees who
require such training are not identified. Additional
training is provided in an inconsistent and reactive
manner.

A ministry employee has not been designated as
the person in charge of all FOI requests involving a
Minister's office.

No documented monitoring or reporting of FOI
requests takes place within the Ministry. No
escalation processes or triggers exist to assess
the risk of ministry or service provider non-
compliance with timeliness and/or "duty to assist"
requirements.

to their job are identified, but implementation is
inconsistent, and completion is not tracked or
documented.

Accountabilities have not been assigned to a
designated employee for these processes, but this
role is informally in place and supports FOI
requests as they are received.

FOI requests are informally monitored by those
managing the process, but this information is not
reported or acted upon. Some escalation
processes exist, but are used inconsistency.

employees who require additional training. All
additional training is scheduled and delivered in a
timely and consistent fashion.

A designated employee has been assigned this
role. Responsibilities are formally defined and
documented.

There is a documented process for the monitoring
of ministry and service provider compliance with
FOI /access requirements. There is an escalation
process if there is a risk of non-compliance with
timeliness and/or "duty to assist".

2.1 |Mandatory Employee Training A large proportion of Ministry employees have not [Mandatory training for access has been completed |Employees receive training when they are hired.  |A Ministry-wide FOI awareness and training Level 4 has been attained and the Ministry has
Employees have completed mandatory (i.e. IM117)|completed mandatory privacy training, and there is |by a majority of Ministry employees, but it is Training is refreshed at least every two years. program exists and is monitored by the MPO. demonstrated additional leading practices for this
training related to FOI/ Information Access. The |no process for monitoring training completion. sometimes delayed (beyond the required 6 month |Training is scheduled, timely, consistent, monitored|Training activities are monitored, regularly criterion.
training is scheduled, timely, consistent and window) and/or not consistently delivered or and is augmented by regular awareness activities |scheduled to provide timely and consistent FOI
periodically refreshed. monitored. (e.g., emails, posters, presentations, etc.). The awareness (e.g., emails, posters, presentations,

process for monitoring training completion is etc.)
documented.
All employees are aware of, and understand, their
responsibilities under FOIPPA.
2.2 |Role-Based Training There is a general understanding of the need for |Employees who require additional training relevant | There is a documented process in place to identify [A Ministry-wide FOI awareness and training Level 4 has been attained and the Ministry has

program, including any additional or role-based
training, exists and is monitored.

Accountabilities are reviewed at least annually (or
when there are significant changes to policy or
regulatory requirements) and updated as required.
Responsibilities are included in the designated
employee's job description.

There is regular monitoring of, and reporting on FOI
requests to Ministry leadership. The process
ensures that ministry and service provider issues
are identified and addressed proactively to support
completion of requests within the allotted
timeframe.

demonstrated additional leading practices for this
criterion. This could include the requirement that all
additional training requires employees to complete
assignments to validate their understanding
specific to their roles and responsibilities.

Level 4 has been attained and the Ministry has
demonstrated additional leading practices for this
criterion.

This could include analyzing and assessing the
effectiveness of the designated employee
accountabilities and where necessary, changes are
made to existing and future accountabilities in orden
to improve compliance.

Level 4 has been attained and the Ministry has
demonstrated additional leading practices for this
criterion.

This could include analyzing and assessing the
effectiveness of the FOI monitoring process and
where necessary, changes are made to existing
and future processes in order to improve with
timeliness and/or "duty to assist" requirements.
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Information Protection

# Criteria
1. Governance and Accountability
Security Program
An Information Security Program has been
developed, documented, approved, and
implemented based on the Information Security
Paolicy (I5P) developed by the Office of the
Government Chief Infermation Officer (QCIO).
Responsibilities for the Informaticn Security
Program are documented and assigned. There is a|
clear understanding of respective roles and
responsibilities, the names of such persons ar
groups and their responsibilities are communicated|
to internal employees.

1 - Initial

No documented security policy or procedures exist
and formal accountabilities for security have not
been assigned. Security is managed in an ad-hoc
and reactive manner, Respeactive roles and
rasponsibilities have not been defined ar
communicated.

2 - Repeatable

An Infarmation Security Pragram based on ISP
has been developed, bul has not been

Maturity Scale
3 - Defined

An Information Security Program has been
de\neloped documented, approved, and

F ibilities for the ion Securlty
ngram have been assigned but have not baan
documented. There is a general ur t: of

based on the Information Security
F'Ullcy' (ISP) developed by the Office of the
Gwarnmanl Chief Information Officer (OCIO).

R ies for the Information Security

respective roles and responsibilities, the names of
such persons or groups and their responsibilities
are informally communicated to internal
employees.

Program are documented and assigned. There
clear understanding of respective roles and
responsibilities, the names of such persons or

jgroups and their responsibiliies are communicated|

to internal employees.

4 - Managed
The security program is regularly reviewed and

updated. Security performance is monitored and
reported to Ministry leadership on a regular basis.

is &l

5 - Optimized

Level 4 has been attained and additional measures
are in place related to the security program. This
could include regular benchmarking of security
program performance or adoption of other leading
practices.

Employee Accountabilities

The Ministry has articulated employees’
responsibilities for information security. Ministry
employees are required to sign off periodically (i.e.
annually) to acknowledge their accountabilities
with respect to information security,

2. Education and Awareness

Mandatory Employee Training

Employees have completed mandatory (i.e. IM117
training related to the protection of government
information. The training s scheduled, timely,
consistent and periodically refreshed.

The Ministry has articulated employeses’
rasponsibiliies for infarmation security. Ministry

employees are not required to sign off periodicallysl

{i.e. annually) to acknowledge their accountabilitie:
with respect to information security,

A large proportion of Ministry emp have not

Employees' are generally aware of their
responsibilities for information securlly Mmlstry

The Ministry has articulated employees’
responsibilities for information security. All

ploy sign off i to

thelr accountabilities with respect to |nfonnat|on
security,

completed mandatory privacy training, and there is
no process for manitoring training completion,

tory training has been completed by a

pk sign off periodically (i.e. annually) to
acknowledge their accountabilities with respect
infarmation security.

Employees receive training when they are hired.

majority of Ministry employees, but it is sc
delayed and/or not consistently delivered or
monitored.

Training is i at least every two years.
Training is scheduled, timely, I

Accountabilities for information security are

avel 4 has been attained and the Ministry has

and regularly updated to reflect ch
programs and/or compliance requirements.
Performance is monitored, reported regularly and
there is a process to verify that all employees
complete their periodic sign-off.

in Ministry

to

A Ministry-wide privacy and security awareness
and training program exists and is monitored by

and is augmented by regular awareness activities

(e.g., emails, posters, presentations, etc.). The
process for monitoring training completion is
documented.

the MPO and the MISO. Training activities are
manitored, regularly scheduled to provide timely
and consistent privacy awareness (e.g., emails,
posters, presentations, etc.).

Training is refreshed at least every two years and
all Employees are aware of, and understand, their
responsibilities under FOIPPA regarding the
sharing and protection of personal information in
their care.

! d additional leading practices. This
could include incorperating information security
accountabilities in annual employee performance
FEVIEWS,

Level 4 has been attained and the Ministry has
demonstrated additional leading practices related
to training and awareness. This could include
advanced training methodologies (gamification,
etc.), coordinaftion of training program
development with the OCIO and other Ministries,
regular testing of employee knowledge, etc.

2.2 |Role-Based Training

A process is in place to develop and deliver
additional training (beyond IM117) on information
security to employees.

3. Service Provider Management

3.1 |External Parties

A of rigks from | party access lo
government information, information systems or
information processing facilities are performed and
appropriate security controls are implemented
prior o granting access,

There is a general understanding of the need for
role-based information security training; however,
employees who require such training are not

'Empluyees who require additional training relevant

There is a documented process in place to identify

to their job are identified, but imp tation is
inconsistent, and completion is not tracked or

identified. Additional training is p dinan
inconsistent and reactive manner.

Mo process exists for assessing risks associated
with access by third parties, and risk it:

Mo process exists for risk assessments, but risk
its are dh in some cases.

are not conducted.

‘Where conducted, these assessments result in the
and of appropriate
mitigating controls,

who require additional training.

ploy
Additional training is scheduled and delivered in a

timely and consistent fashion.

A documented risk assessment process exists and
iz communicated to Ministry employees. Reviews

are conducted for all external party access.

A Ministry-wide information security awareness
and training program, including any additional or
role-based training, exists and is monitored.

Risks associated with third-party access are
maonitored and reported on regularly. Controls are
updated to reflect changes to risks on an ongeing
basis.

Level 4 has been attained and the Ministry has
demonstrated additional leading practices for this
criterion. This could include the requirement that all
additional training requires employees to complete
assignments to validate their understanding
specific to their roles and responsibilities.

Level 4 has been attained and the Ministry has
demonstrated additional leading practices related
to risk management and external access.

3.2 |Monitoring Service Provider Compliance with
information security Requirements

The ministry has a process to monitor service
provider compliance with information security
requirements. If needed, there are adequate
provisions in place to deal with issues of non-
compliance. This wording is also included in
privacy 4.4 and 5.4

4. Security Requirement and Classification

4.1 |Security Classification
Records are organized so that security
classifications can be applied to protect different

classes of information based on their sensitivity.

There is a lack of awareness of the need for
contraclors 1o r.vomplyI with government Informauon

There are adequate provisions in contracts to
mmfnrce compliance with information security
itz. Contractors are aware of Ihalr

rity regui . There are inad,

mechanisms in place in contracts to ensure
contractor compliance with information security
raguirements

No process is in place for security classification,
and classification is not practiced.

mEeC

There is a documented process for the monitoring

of service provider compliance with information
sacurlly requirements. If needed, there are

ohllgatlons but there are ir

in place to deal with issues of non-c

Mo documented process is in place for security

ifi however, inf ion is protected
based on sensitivity in some cases andior
I has been lished for some

data repositories or information systems.

non-c

Information security classification processes are

in place to deal with issues of

The ministry monitors service provider compliance
with information security requirements. Corrective
actions are add| d with service p and
remediated.

Data security classification processes and ratings

formalized and information assets and
classified according to the OCIO data security
classification standard (or similar). Assets are

managed according to their security classification.

are|are regularly d and updated,

Through assessments and the analysis of lessons
learned from prior service provider agreements,
the ministry is informed of the effectiveness of
menitoring service provider compliance with
information security requirements. Such
information is analyzed and, where
changes are made to existing and future
agreements in order to improve compliance.

Level 4 has been attained and the Ministry has
demonstrated additional leading practices related
to security classification.
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4.2

Security requirements for information systems
Security controls are identified as part of the
business i s for new inf
systems or enhancements to existing information
systems through the information security risk
assessment (the former STRA) process, and
controls are implemented and reviewed prior lo
implementation.

Mo formal information security risk assessment
(ISRA) process exists or is followed. ISRAs are not
conducted for all new systems or enhancements to)
existing systems.

A formal ISRA process does not exist within the
Ministry, but ISRAs are conducted on a majority of
nNew sy or system enh 1

A formal ISRA process is in place in the Ministry.
ISRAs are completed for all new and

An inventory of ISRAs (complete and engoing) is

system enhancements. Accountabiliies for ISRAs
are clearly defined.

ined and regularly reviewed. Outstanding
items are tracked and monitored to confirm
completion.

Level 4 has been attained and the Ministry has
demonstrated additional leading practices related
to security its for inf il 1

This could include taking a "privacy by design”
and/or a "security by design” approach that looks
10 fi lize all rel li regui

during the design phase and includes formal
testing of security controls prior to, and after, go-
live.

4.3 |Protection Against Malicious Code

There is an established process in place to
prevent, detect, and resclve malicious code

Mo process is in place o prevent, detect and/or
resolve malicious code.

Mo processes related to malicious code are
defined, but some informal practices are in place.

[Processes related lo malicious code are defined
and implemented.

Controls related to malicious code are regularly
monitored and updated to reflect changes in risk,

Level 4 has been attained and the Ministry has
demonstrated additional leading practices related
to malicious code This could

Ministry op or pliance req 3

oni ion sy and Incidents related to malicious code are reported  [include actively monitoring and acting on threat
infrastructure, and followed up on. intelligence.
4.4 |Technical Vul bility M. - Vulnerability assessments have not been Wul bili its are d inan Wull billty are pl d and IR diation activities are pl d, racked and  |Level 4 has been attained and the Ministry has
AVl bility and Risk M. (VRM) conducted and are not planned. inconsistent manner. Risks arising from conducted on a regular basis (based on risk). verified, and escalation takes place in cases where|demonstrated additional leading practices related

Program has been developed, documented,
approved, and implemented by the Office of the
Government Chief Infermation Officer (QCIO).
Ministries should identify the criticality of
information systems and regularly assess and
evaluate information security vulnerabilities,
potential risks evaluated, and vulnerabilities
mitigated or remediated.

5, User Access Management

5.1

Access Control

Access control processes are in place covering the
full range of access management for employees
and service providers (granting, reviewing,
remaoving, changing, etc.).

Access control processes are not in place and no
repeatable processes are observed.

vulnerability assessments are remediated,

Documented processes are not in place, but
repeatable access control practices are observed.

Vulnerabilities are risk ranked and remediated in
priority order,

Documented access control processes are in place|
covering the full range of access management for
employees and service providers (granting,
reviewing, remaving, changing, etc.).

remediation is not completed,

Access controls are regularly monitored, reported
on and updated on a regular basis.

to vulnerability management. This could include
active monitoring of relevant threat intelligence to
inform the Ministry's vulnerability management
approach and priorities.

Level 4 has been attained and the Ministry has
demonstrated additional leading practices related
to access control. This could include the
assessment of instances of inappropriate access
attermpts to determing root causes and potential
axposures and the development of remedial action
plans.

5.2

Logging and Monitering

Mo audit logs are retained for key systems. No

Audit logs recording user and privileged user
activities, exceptions, and informaticn security
events are kept and protected for an appropriate
period of time to assist in monitoring and future
investigations. Logs are monitored and the result
of the monitering activities are regularly reviewed
and acted upon as necassary,

of access or 15 is p

Mo logging or monitoring program is in place.
Logging is enabled on some key systems. Logs
are not monitored, but can be accessed for
retrospective review.

Logaing is enabled on key systems (based on risk
and security classification). Logs are maintained
and controls are in place to limit access to these
lags. Manual monitoring or basic automated
monitoring is in place for criticaligh-risk systems.

Log menitoring and correlation capabilities are in

Level 4 has been attained and the Ministry has

place and P are d and acted upo
as necessary. Results of monitoring activities are
reported and are used lo enhance access and
security contrels on an ongeing basis.

additional leading practices related
to logging and monitoring.  This could include
advanced monitoring analytics and/or the use of
threat intelligence to regularly update the
configuration of monitoring tools.

5.3

User Access and Responsibilities

Users must only access information permitted by
their assigned roles and responsibilities.

Users must ensure unattended equipment has
appropriate protection.

Users must ensure the safety of sensitive
information from unauthorized access, loss or
damage.

6. Asset Management, Protection and BCP

6.1

incident. related third parties in exercises and tests,
6.2 |Asset Management No inventory of information assels or systems A basic inventory exists, but there is no An asset management process is in place anda  |An inventory of information assets and systems is |Level 4 has been attained and the Ministry has

Business Continuity Management

Busi continuity P and
plans have been developed tested, maintained,
updated and they include provisions to maintain
security and information security in the case of an

Documented processes for user access, system
privileges and review of access I are not

There are no documented processes in place, but
for access and protection of

in place.
User awareness of their responsibilities is

and they may be unaware of their
rasponsibilities for maintaining a clean desk and
protecting equipment and informaticn while not at
their workstations.

Mo business continuity plan has been defined.

unattended equipment and informaticn are
observed.

Mo business continuity plan has been defined, but
recovery procadures have been defined for some

Documented processes are in place for user
respansibilities and access. Employees is aware
of and adheres to the clean desk policy and the
need to protect unattended equipment and access
to government information,

A documented business continuity plan exists. The
plan includes an assessment of risk and

key syst ity is not add d formally in
these procedures.

inf itivity and in
appropriate controls to address information
security.

User responsibiliies are up to date and monitored.
Access and user controls are kept up to date and
are regularly monitored for accuracy and currency.

The business confinuity plan is regularly reviewed
and exercises are conducted on a periodic basis to

Level 4 has been attained and the Ministry has
demonstrated additional leading practices related
to access control and user responsibilities.

Level 4 has been attained and the Ministry has

test and improve the plan,

additional leading practices related
1o business continuity management. This could
include regular independent or external reviews of
the busil [ plan and inval t of

An inventory of information assets and systems

exists and no o hip has been

d or iz in|d:

asset

d process for inf

formal inventory of information assets and

d and actively monitored, and the

d additional leading practices related

information must be protected throughout its
lifecycle, including secure disposal, to reduce the
risks from unauthorized access or loss.

conducted,

exists and is maintained. Ownership of assets is  |place. management. is Acc for c ip are tory is updated pericdically. O ip of to asset management. This could include
assigned and accountabilities associated with ‘Some ownership exists for assets and systems clearly defined and implemented. assets is regularly r 1 and accour i inc ing ownership accountabiliies and
ownership are defined, wherein functions related to the protection and are monitored. performance into personal performance ratings.
management of these assets are fulfilled.
6.3 |Physical and Envir tal Protecti Mo physicallenvironmental protection prog iz |Phy | controls are not Controls are documented regarding equipment Controls related to physical’environmental Level 4 has been attained and the Ministry has
Equipment containing personal or sensitive documented. d. but some practi are informally p ion, i ing asset disposal. protection are docl and i d for additional leading practiced related

effectiveness. They are reviewed and updated on
a regular basis,

to equipment protection,
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6.4

Portable Media
A formal inventory of portable media devices is

Mo inventory of portable media is maintained. No
assessment of compliance of portable media to

ined. Where devices are used, they comply
with OCIO standards, are encrypted, and are
managed with controls appropriate for the
sensitivity of the data contained on the media,
including logging/tracking and secure storage,
transfer and disposal.

licabl dards is conducted.

An inventory of portable media is not maintained,
but efforts are made informally to minimize and

An inventory of portable media is in place, an
approval process for the use of portable media

control the use of portable media. In certain cases|exists, and the use of portable media is

the use of portable media is lo d with

secure storage, transfer and disposal, but this is
not formalized or consistently applied.

gged.

Appropriate steps are taken to ensure that portable|
media devices in use comply with applicable OCIO
standards and devices are managed with controls
appropriate for the sensitivity of the data they
cantain,

The inventary and tracking/logging of portable
madia devices is actively maintained and
reviewed. Portable/media devices comply with
OCI0 standards with controls appropriate for the
sensitivity of the data they contain.

Level 4 has been attained and the Ministry has
demaonstrated additional leading practices related
to portable media t. This could includ

providing more secure mechanisms for data
transfer to eliminate the need for portable media,
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