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THIS AGREEMENT is dated for reference the 1% day of May, 2014.

BETWEEN:

i International Sports Incorporated {the “Contractor”) with the following specified address and fax number:

1334163 Street, Swrrey, British Columbia
V4A 8E7
Fax; NJA Email;$-22

AND:

HER MAJESTY THE QUERN IN RIGHT OF THE PROVINCE QF BRITISH COLUMBIA, as represented

by the Minister of Finance (the “Province”) with the following specified address and fax number:
1st Floor — 617 Gaverniment Street, Victoria, British Columbia, VOW 9V1
Fax: (250) 387-9093

The Province wishes to retain the Contractor to provide the services referenced in Schedule A and, in
consideralion for the remuneration referenced in Schedule B, the Contractor has agreed to provide those services,
on the lerms and cenditions set out in this Agreement.

As a result, the Province and the Contractor agree as follows:

1 DEFINITIONS

General

1.1 In this Agreement, unless the conlext otherwise requires:

(a)

{b)

(d)

(©)
(f)

(&)

(b

“Business Day” means a day, other than a Saturday or Sunday, on which Provincial government
affices are open for normal business in British Columbia;

“Contlict of Interest” means an actual, perceived or potential inconsistency between the
Contractor’s obligation and duty to act for the benelit of the Province, and the Contractor’s, its
employee(s)” and/or its Subcontractor(s) duty to act for the benefit of another party or the
Contractor’s, its employee(s)” and/or its Subconiractor(s)’ inlcrests. A Conflict of Interest may
take a number of forms: it may be financial or non-financial; it may be direct or indirect; it may be
professional, personal or famnily related;

“Incorporated Material” means any material in existence prior to the start of the Term or
developed independently of this Agreement, and that is incorporated or embedded in the Final
Deliverables by the Contractor or a Subcontractoy;

“Final Deliverables” means the final versions of the reports, findings, opinions or other materials
(including any appendices or other attachments to them) specified or referred to in Schedule A as
the “Final Deliverables”;

“Material” means the Produced Material and the Reccived Material;

“Organization” means the Her Majesty the Queen in the Right of the Province of British
Columbia and its Crown corporations and agencies cither jointly or separately as the context
requires;

“Produced Material” means records, software and other material incuding but not limited to
working papers, draft opinions, notes, reports, findings, whether complete or nel, that, as a result
of this Agreement, are produced or provided by the Contractor or a Subcontractor and includes
the Incorporated Material and the Tinal Deliverables;

“Received Material” means records, software and other material, whether complete or not, that,
as a result of this Agreement, are received by the Contractor ot a Subcontractor from the Province
or any other person;

“Services” means the services referenced in Part 2 of Schedule A;

1

—}/(5 of 44

D




4] “Subcontractor” means a person described in paragraph (a} or (b} of section 13.4; and.

(k) “Term” means the term of the Agreement described in Part 1 of Schedule A subject to that term
ending earlier in accordance with this Agreement.
Throughout
1.2 Words defined in the schedules (includiﬁg any appendices or other documents attached to, or
incorporated by reference into, those schedules) to this Agreement carry the same meaning throughout
this Agreement unless the context otherwise requires,

Meaning of “record”

1.3 The definition of “record” in the Inferpretation Act is incorporated into this Agreement and “records” will
bear a corresponding meaning,.

2 SERVICES

Provision of services

21 The Contractor must provide the Services in accordance with this Agreement.
Term
2.2 Regardless of the date of execution or delivery of this Agreement, the Contractor must provide the

Services during the Term.

Supply of various items

23 Unless the parties otherwise agree in writing, the Contractor must supply and pay for all labour,
materials, equipment, tools, facilities, approvals and licenses necessary or advisable to perform the
Contractor’s obligations under this Agreement, including the license under section 6.4.

Standard of care

2.4 Unless otherwise specified in this Agreement, the Contractor must perform the Services to a standard of
care, skill, and diligence maintained by persons providing, on a commercial basis, services similar to the
Services. '

Standards in relation to persons performing Services

2.5 The Contractor must ensure that all persons employed or relained to perform the Services are qualified
and competent to perform them and are properly trained, instructed and supervised.

Instructions by Province

2.6 The Province may from time to time give the Contractor reasonable instructions (in writing or otherwise)
as to the performance of the Services. The Contractor must comply with those instructions but, unless
otherwise specified in this Agreement, the Contractor may determine the manner in which the
instructions are carried out.

Confirmation of non-written instructions
2.7 If the Province provides an instruction under section 2.6 other than in writing, the Contractor may

request that the instruction be confirmed by the Province in writing, which request the Province must
comply with as soon as it is reasonably practicable tc do so.
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Effectiveness of non-wrillen instructions

2.8 Requesting written confirmation of an instruction under section 2.7 does not relieve the Contractor from
complying with the instruction at the time the instruction was given.

* Applicable laws

2.9 In the performance of the Contractor’s obligations under {his Agreement, the Contractor must comply
with all applicable laws including in particular the Lobbyist Registration Act {SBC 2001] ch. 42.

3 PAYMENT

Fees and expenses

3.1 If the Contractor complies with this Agreement, then the Province must pay to the Contractor at the times
and on the conditions set out or referenced in Schedule B:

(a) the fees described or referenced in that Schedule;

(b} the expenses, if any, described or referenced in that Schedule if they are supported, where
applicable, by proper receipts and, in the Province’s opinion, are necessarily incurred by the
Contractor in providing the Services; and

() any applicable taxes payable by the Province under law or agreement with the relevant taxation
authorities on the fees and expenses described in paragraphs {a) and (b).

The Province is not obliged to pay to the Contractor more than the “Maximum Amount” specified or
referenced in Schedule B or account of fees and expenses.

Statements of accounts

32 In order to obtain payment of any fees and expenses under this Agreement, the Contractor must submit
to the Province a written statement of account in a form satisfactory to the Province upon completion of
the Services or at other times described or referenced in Schedule B.

Withholding of amounts

3.3 Without limiting section 9.1, the Province may withhold from any payment due to the Contractor an
amount sufficient to indemnify in whole or in part the Province and its employees and agents against any
liens or other third-party claims that have arisen or could arise in connection with the provision of the
Services.  An amount withheld under this section must be promptly paid by the Province to the
Contractor upon the basts for withholding the amount having been fully resolved to the satisfaction of
the Province.

Appropriation

34 The Province’s obligation to pay money to the Contractor is subject to the Financinl Administration Act,
which makes that obligation subject to an appropriation being available in the fiscal year of the Province
during which payment becomes due.

Currency

3.5 Unless otherwise specified in this Agreement, all references to money are to Canadian dollars.

Non-resident income tax

3.6 If the Contractor is not a resident in Canada, the Contractor acknowledges that the Province may be

required by law to withhold income tax from the fees described in Schedule B and then to remit that tax
ta the Receiver General of Canada on the Contractor’s behalf.

3
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Prohibition against committing money

3.7

Without limiting section: 13.10(a), the Contractor must not in relation to performing the Contractor’s
obligations under this Agreement commit or purport to commit the Province to pay any money except as
may be expressly provided for in this Agreement.

Refunds of taxes

38

4.1

5
Privacy

5.1

The Contractor must:

(a) apply for, and use reascnable efforts 1o obtain, any available refund, credit, rebate or remission of

federal, provincial or other tax or duty imposed on the Contractor as a resull of this Agreement that
the Province has paid or reimbursed to the Contractor or agreed to pay or reimbursc to the
Contractor under this Agreement; and

(b) immediately on receiving, or being crcdlted with, any amount applied for under paragraph (a), remit

that amount to the Province.

REPRESENTATIONS AND WARRANTIES

As at the date this Agreement is executed and delivered by, or on behalf of, the parties, the Contractor
represents and warrants to the Province as follows:

(a)

(b)

except to the extent the Contractor has previously disclosed otherwise in writing to the Province,

()

(i)

(1if}

all information, statements, documents and reports furnished or submitted by the
Contractor to the Province in connection with this Agreement (including as part of any
competitive process resulting in this Agreement being entered into) are in all material
respects true and correct,

the Contractor has sufficient trained staff, facilities, materials, appropnate equipment and
approved subcontractual or other agreements in place and available to cnable the
Contractor to fully perform the Services and to grant any licenses under this Agreement,
and

the Contractor holds all permits, licenses, approvals and statutory authontnes, issued by any
government or government agency that are necessary for the performance of the
Contractor’s obligations under this Agreement; and

if the Contractor is not an individual,

(L)

(i)

the Contractor has the power and capacity to enter into this Agreement and to observe, .

perform and comply with the terms of this Agreement and all necessary corporate or other
proceedings have been taken and done to authorize the execution and delivery of this
Agreement by, or on behalf of, the Contractor, and

this Agreement has been legally and properly executed by, or on behalf of, the Contractor
and is legally binding upon and enforceable against the Contractor in accordance with its
terms except as enforcement may be limited by bankruptcy, insolvency or other laws
affecting the rights of creditors generally and except that equitable remedies may be
granted only in the discretion of a court of competent jurisdiction.

PRIVACY, SECURITY AND CONFIDENTIALITY

The Contractor must comply with the Privacy Protection Schedule attached as Schedule £
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Security

5.2 The Contracior must:

(a) make reasonable sccurity arrangements to protect the Material from unauthorized access,
collection, use, disclosure, alteration or disposal; and

(b) comply with the Security Schedule allached as Schedule G.
Confidentiality
53 The Contractor must treat as confidential ali information in the Material and all other informaticn

accessed or obtained by the Contractor or a Subcontractor {(whether verbally, clectronically or otherwise)
as a resuit of this Agreement, and not permit its disclosure or use without the Province's prior written

consent except:

(a) as required to comply with applicable laws;

) as required to perform the Cortractor’s obligations under this Agreement;

{c) if it is information that is generally known to the public other than as result of a breach of this

Agreement; or

() if it is information in any Incorporated Material,
Public announcements

54 Any public announcement relating to this Agreement wiil be arranged by the Province and, if such
consultation is reasonably practicable, after consultation with the Contractor.

Restriclions on premotion

55 The Contractor, must not, without the prior written approval of the Province, refer for prémotional
purposes to the Province being a customer of the Contractor or the Province having entered into this
Agreement.

6 MATERIAL AND INTELLECTUAL PROPERTY

Access to Materdal

6.1 If the Contractor receives a request for access to any of the Material from a person other than the
Province, and this Agreement does not require or authorize lhe Contractor to provide that access, the
Contractor must promptly advise the person to make the request to the Province.

Ownership and delivery of Material

6.2 The parties agree that:
() the Province exclusively owns all property rights in the Final Deliverables which are not
intellectual property rights;

()] no proprietary rights, including intcilectual property rights, in the Received Material are acquired
by the Coniraclor or Subcontractor as a result of the Received Material being received by the
Contractor or Subcontractor from the Province or other owner;

(©) the Contractor must deliver the Final Deliverables and any Received Maierial to the Province
immediately upon the Province's request;

{d) except as provided in this Agreement, the Contractor owns all proprietary rights, including
intellectual property rights, in the Produced Material other than the Final Deliverables; and
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(e) the Contractor must deliver a copy of the Produced Material, other than the Final Deliverables, to
the Province immediately upon request if, in the Province’s reasonable opinion, such material
may be relevant in respect of a legal proceeding that has been brought against the Province.

Matters respecting intellectual property

6.3

The Province exclusively owns all intellectual property rights, including copyright, in:
(a) Received Material that the Contractor receives from the Province; and

(b) the Final Deliverables, other than any Incorporated Material.

Upon the Pravince’s request, the Contractor must deliver to the Province documents satisfactory to the
Province that jrrevocably waive in the Province's favour any moral rights which the Contractor (or
employees of the Contractor) or a Subcontractor (or employees of a Subcontractor) may have in the Final
Deliverables and that confirm the vesting in the Province of the copyright in the Final Deliverables, other
than any Incorporated Material.

Rights in relation to Incorporated Material

6.4

Upon any Incorporated Material being embedded or incorporated in the Final Deliverables and to the
extent that it remains so embedded or incorporated, the Contractor grants to the Province:

(a) a non-exclusive, perpetual, irrevocable, royalty-free, worldwide license Lo exercise, in respect of
that Incorporated Material, the rights set out in the Copyright Act (Canada), including the right to
use, repraduce, modify, publish and distribute that Incorporated Material; and

) the right to sublicense or assign to thivd-parties any or all of the rights granted to the Province
under section 6.4(a).

Right of Province to negotiate license of Final Deliverables

6.5 After the end of the Term, the Province in its sole discrefion, may negotiate with the Contractor to
provide the Coniractlor a license {which may be exclusive or non-exclusive) for the Contraclor to use,
reproduce, modify or disiribute some or all of the Final Deliverables.

7 RECORDS AND REPORTS

Work reporting

71 Upon the Province’s request, the Contractor must fully inform the Province of all work done by the

Contractor or a Subconfractor in connection with providing the Services.

Time and expense records

7.2

8.1

If Schedule B or the applicable Statement of Work provides {or the Contractor to be paid fees at a daily or
hourly rate or for the Contractor to be paid or reimbursed for expenses, the Contractor must maintain
time records and books of account, invoices, receipts and vouchers of expenses in support of those
payments, in form and content satisfactory to the Province. Unless otherwise specified in this
Agreement, the Contractor must retain such documents for a period of not less than seven years after this
Agreement ends.

AUDIT

T addition to any other rights of inspection the Province may have under statute or otherwise, the
Province may at any reasonable time and on reasonable notice to the Contractor, enter on the Contractor’s
premises to inspect and, at the Province's discretion, copy any of the Received Material and the Final
Deliverables and the Contractor must permit, and provide reasonable assistance to, the exercise by the
Province of the Province’s rights under this section,

6
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9 INDEMNITY AND INSURANCE
Indemnity

9.1 The Contractor must indemnify and save harmless the Province and the Province's employees and agents
from any loss, claim (inchiding any claim of infringement of third-party inteflectual property rights),
damage award, action, cause of action, cost or expense that the Province or any of the Province's
employees or agents may sustain, incur, suffer or be put to at any time, either hefore or after this
Agreement ends, (each a “T.o5s”} to the extent the Loss is directly or indirectly caused or contributed to by

(a) any act or omission by the Contractor or by any of the Contractor's agents, employees, officers,
directors or Subcontractors in connection with this Agreement; or

(b) any representation or warranty of the Contractor being or becoming untrue or incorrect.
Monetary limitations of indemnity

9.2 The indemnification by the Contractor pursuant to section 9.1 is limited to:
{a) $2,000,00C per Loss; and
{b) $4,000,000 in the aggregate for all Losses.

Exceptions to monetary limitations

9.3 ‘The limitations set out in section 9.2 do not apply to a Loss resuiling from or relating to any of the
following:

(a) bodily injury or damage to real property or tangible personal property;
(b) third-party intellectual property rights;

(<) a breach of:
(i} sectionb.1,5.2, 5.3 or 6.1 of this Agreement;
{ii} sectionl, 2 or 3 of Schedule F to this Agreement; or
(iii} an undertaking in either the Contractor’s Undertaking of Confidentiality or a Subcontractor’s
Undertaking of Confidentiality,

Prevince to notify Condractor of Loss

94 To claim indemnification for a Loss pursuant to section 9.1, the Province must notify the Contractor in
writing of the Loss as soon as reasonably practicable after the Province becomes aware of the Loss
provided that a failure by the Province to provide such notificatien will not invalidate the claim unless
the Contractor is materialty prejudiced by that failure,

Third-party intellectual property infringement claims

95 If the Loss is on the basis of a third-party claim that any element of the Material infringes the intellectual
property rights of any person,

(a) then, without limiting section 9.1, the Contractor must defend the Province against that claim at
the Contractor’s expense and the Contractor must pay all associated costs, damages and legal fees
that a court or arbitrator finally awards or are included in a setilement agreed to by the
Contractor; and

(b) the Province must cooperale with the Contractor in the defence of the claim and, where
appropriate in the discretion of the Province, will allow the Contractor to appoint and insiruct
counsel and otherwise control the defence and any related setilement negotiations.
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Insurance
9.6 The Contractor must comply with the Insurance Schedule attached as Schedule D,
Workers compensation

9.7 Without limiting the generality of section 2.9, the Contractor must comply with, and must ensure that any
Subcontractors comply with, all applicable occupational health and safety laws in relation to the
performance of the Contractor's obligations under this Agreement, including the Workers Compensation
Act in British Columbia or simifar laws in other jurisdictions,

Personal optionat protection

9.8 The Contractor must apply for and maintain personat optional protection insurance (consisting of income
replacement and medical care coverage) during the 'l'erm at the Contractor's expense if:

(@) the Contractor is an individual or a partmership of individuals and docs not have the benefit of
mandatory warkers compensation coverage under the Workers Compensation Act or similar laws
in other jurisdictions; and

(b such personal optional protection insurance is available for the Contractor from WorkSafeBC or
other sousces.

Lividence of coverage

99  Within 10 Business Days of being requested to do so by the Province, the Contractor must provide the
Province with evidence of the Contractor’s compliance with sections 9.7 and 9.8.

10 FORCE MAJEURE
Detinitions relating to force majeure

10.1 In this section and sections 1¢.2 and 10.3:

(a) “Event of Force Majeure” means one of the following events:
iy  anatural disaster, fire, flood, storm, epidemic or power failure,
(ii)  awar (declared and undeclared), insurrection or act of terrorism or piracy,
(iii) a strike (including illegal work stoppage or slowdown) or lockeut, or
(iv) afreight embargo
if the event prevents a party from performing the party’s obligations in accordance with this
Agreement and is beyond the reasonable control of that party; and

(b) “Affected Party” means a parly prevented from performing the party’s obligations in accordance
with this Agreement by an Event of Force Majeure.

Consequence of Event of Force Majeure

102 An Affected Party is not Hable to the other party for any failure or delay in the performance of the
Affected Tarty’s obligations under this Agreement resulting from an Event of Ferce Majeure and any time
periods for the performance of such obligations are automatically extended for the duration of the Event
of Force Majeure provided that the Affected Party complies with the requirements of section 10,3,

Duties of Affected Party

103  An Affected Party must promptly notify the other party in wiiting upon the occurrence of the Event of
Force Majeure and make all reasonable efforts to prevent, control or limit the effect of the Event of Force
Majeure so as to resume compliance with the Affected Party’s obligations under this Agreement as soon
as possible.
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11 DEFAULT AND TERMINATION
Definitions relating to default and termination

11.1 Ins this section and sections 11.2 to 11.4:

(a}  “Event of Default” means any of the following:

f) an Insolvency Fvent,

(ii} the Contractor fails to perform any of the Contractor's obligations under this Agreement,
or :

(iii)  any representation or warranty made by the Contractor in this Agreement is untrue or

incorrect; and

(b)  “Insolvency Event” means any of the following:

(i) an order is made, a resolution is ‘passed or a petition is filed, for the Contractor's
Hiquidation or winding up,
(ii) the Coniraclor commits an act of bankruptey, makes an assignment for the benefit of the

Contractor’s creditors or otherwise acknowledges the Contractor’s insolvency,

(iiiy  a bankruptcy petition is filed or presented against the Contractor or a proposal under the
Bankruptcy and Insolvency Act (Canada) is made by the Condractor,

{iv) a compromise or arrangement is proposed in respect of the Coniractor under the
Companies” Creditors Arrangement Act (Canada),

(v) a receiver or receiver-manager is appointed for any of the Contractor’s property, or

{vi} the Coniractor ceases, in the Province’s reasonable opinion, to carry on business as a
going concern.

Province’s options on default

112 On the happening of an Event of Default, or at any time thereafter, the Province may, at its option, elect
to do any one or more of the following:

(a) by written notice to the Coniractor, require that the Event of Default be remedied within a time
period speciﬁed in the notice;

53] pursue any remedy or take any other action available to it at law or in equity; or

(©) by written notice to the Contractor, terminate this Agreement with immediate effect or on a

future date specified in the notice, subject to the expiration of any time pericd specified under
section 11,2{a).

Delay not a waiver

11.3  No failure or delay on the part of the Province to exercise its rights in relation to an Lvent of Default will
constitute a waiver by the Province of such rights.

Province's right to lerminate other than for defauit

114 Inaddition fo the Province’s right lo lerminate this Agreement under section 11.2(c) on the happening of
an Event of Default, the Province may terminate this Agreement
{(a} for any reason by giving at least 10 days' written notice of termination to the Cantractor; or

{b} due to informalion provided in a Supplementary Conflict of Interest Disclosure or a Notice of
Conflicl of Interest Disclosure by giving written notice of termination to the Contractor,

Payment conseqiiences of termination

11.5  Unless Schedule B otherwise provides, if the Province terminales this Agreement under section 11.4:

(@) the Province must, within 30 days of such termination, pay to the Contractor any unpaid portion
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of the fees and expenses described or referenced in Schedide B which corresponds with the
porton of the Services that was completed to the Province’s satisfaction before termination of this
Agreement; and

(5] the Contractor must, within 30 days of such termination, repay to the rovince any paid portion
of the fees and expenses descrived or referenced in Schedule B which corresponds with the
portion of the Services that the Province has notified the Contractor in writing was not completed
Lo the Province’s satisfaction before termination of this Agreement,

Discharge of liability

116 ‘The payment by the Province of the amount described in section 11.5(a) discharges the Province from all
Hability to make payments to the Contractor under this Agreement.

Notice in relation to Events of Default

1.7 if the Contractor becomes aware that an Event of Default has occurred or anticipates that an Fvent of
Default is likely to accur, the Contractor must promptly notify the Province of the particulars of the Event
of Default or anticipated Kvent of Default. A notice under this section as to the occurrence of an Fvent of
Default must also specify the steps the Contractor proposes to take to addzess, or prevent recurrence of,
the Event of Default. A notice under this section as to an anticipated Event of Default must specify the
steps the Contractor proposes to take to prevent the occurrence of the anticipated Event of Default.

12 DISPUTE RESOLUTION

Dispute resolution process

121 In the event of any dispute between the parties arising out of or in connection with this Agreement, the
following dispute resolution process will apply unless the parties otherwise agree in writing:

(3} the parties must initially attempt to resolve the dispute through collaborative negotiation;

(b}  if the dispute is not resolved through collaborative negotiation within 15 Business Days of the
dispute arising, the parties must then attempt to resolve the dispute through mediation under the
rules of the British Columbia Mediator Roster Society; and

{c) if the dispute is not resolved through mediation within 30 Business Days of the commencement of
mediation, the dispute must be referred to and finally resolved by arbitration under the
Avrbitration Acl.

Location of arbitration or mediation

122 Unless the parties otherwise agree in writing, an arbitration or mediation under section 12,1 will be held
in Victoria, British Columbia.

Costs of arbitration or miediation

123 Unless the parties otherwise agree in writing or, in the case of an arbitration, the arbitrator otherwise
orders, the parties must share equally the costs of an arbitration or mediation under section 12,1 other
than those costs relating to the production of expert evidence or representation by counsel.

13 MISCELLANEOUS
Delivery of notices

13,1 Any notice contemplated by this Agreement, to be effective, must be in writing and delivered as follows:

(a) by fax to the addressee’s fax number or email address as specified on the first page of this
Agreement, in which case it will be deemed to be received on the day of transmittal unless
transmitted after the normal business hours of the addressee or on a day that is not a Business
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Day, in which cases il will be deemed to be received on the next following Business Day;

(b) by hand to the addressee’s address specified on the first page of this Agreement, in which case it
will be deemed to be received on the day of its delivery; or

(€ by prepaid post to the addressee’s address specified on the first page of this Agreement, in which
case if mailed during any period when normal postal setvices prevail, it will be deemed to be
received on the fifth Business Day after ils mailing.

Change of address or fax number

13.2  Fither party may from time to time give notice to the other party of a substitute mailing address, email
address or fax number, which from the date such notice is given will supersede for purposes of section
13.1 any previous address or fax number specified for the party giving lhe nolice.

Assignment

13.3  The Contractor must not assign any of the Contractor’s rights or obligations under this Agreement
without the Province’s prior written consent. Upon providing writtenr notice to the Contractor, the
Province may assign to any person any of the Province’s rights under this Agreement and may assign to
any “government corporation”, as defined in the Financigl Administration Act, any of the Province’s
obligations under this Agreement

Subcontracting

13.4.  The Contractor must not subcontract any of the Confracter’s obligations under this Agreement to any
person without the Province’s prior written consent, excepting persons listed in the attached Schedule C
or specified in the applicable Statement of Work. No subcontract, whether consented to or not, relieves
the Contractor from any obligations under this Agreernent. The Contractor must ensure that;

(a) any person retained by the Contractor to perform obligations under this Agreement; and
(b any person retained by a person described in paragraph (a) to perform those obligations

fully complics with this Agreement in performing the subcontracted obligations.

Waiver

135 A waiver of any term or breach of this Agreement is effective only if it is in writing and signed by, or on
behalf of, the waiving parly and is not a waiver of any other term or breach.

Medifications

13.6  No modification of this Agreement is effeclive unless it is in writing and signed by, or on behalf of, the
parties.

Entire agreement

13.7  This Agreement (including any modification of it) constitutes the entire agreement between the parties as
to performance of the Services.

Survival of certain provisions

138 Sections 2.9, 3.1 t0 3.4, 3.7,3.8, 51 10 55,61 10 6,5, 7.1, 7.2, 8.1, 9.1 t0 9.6, 99, 10.1 10 163, 11.2, 11.3, 115,
1.6, 12.1 to 12.3, 13.1, 13.2, 13.8, and 13.10 of this Agreement, the Undertakings of Confidentiality
contemplated by this Agreement, any accrued but unpaid payment obligations, and any other sections of
this Agreement (including schedules) which, by their terms or nalure, are intended to survive the
completion of the Services or termination of this Agreement, will continue in force indefinitely subject to
any applicable limitation period prescribed by law, even after this Agreement ends.
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Schedules

139  The schedules to this Agreement (including any appendices or other documents attached to, or
incorporated by reference into, those schedales such as all Statemenis of Work executed pursuant to the
Agreement) are part of this Agreement.

Independent contractor

13.10  Tn relation to the performance of the Contractor’s obligations under this Agreement, the Contractor is an
independent centractor and not:
(a) an employee or partner of the Province; or
{(b) an agent of the Province except as may be expressly provided for in this Agreement.

The Contractor must not act or purpert to act contrary to this section.
Personnel not {0 be emplovees of Province

1311 The Contractor must not do anything that would result in personnel hired or used by the Contractor or a
Subcontractor in relation to providing the Services being considered employees of the Province,

Key Personuel

13.12 K one or more individuals are specified as "Key Personnel” of the Contractor in Part 4 of Schedule A, the
Contractor must cause those individuals te perform the Services on the Contractor’s behalf, unless the
Province otherwise approves in writing, which approval must not be unreasonably withheld.

Pertinent information

1313  The Province may make available to the Contractor all information in the Province’s possession which the
Province considers pertinent to the performance of the Services.

Conflict of interest

13,14  The Contractor must not provide any services to any persen in circumstances which, in the Province’s
reasonable opinion, could give rise to a Conflict of Interest between the Contractor's duties to that person
and the Contractor’s duties to the Province under this Agreement without the Province’s prior written
consent.

Time

13.15  Time is of the essence in this Agreement and, without limitation, will remain of the essence after any
modification or extension of this Agreement, whether or not expressly restated in the decument effecting
the modification or extension.

Conflicts among provisions

13.16  Conflicis among provisions of this Agreement will be resolved as follows:

{a) a provision in the body of this Agreement will prevail over any conflicting provision in, attached
to or incorporated by reference into a schedule, unless that conflicting provision expressly states
otherwise; and

(b) a provision in a schedule will prevail over any conflicting provision in a decument attached to, or
incorporaled by reference into a schedule, unless the schedule expressly states otherwise.
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Agreement not permit nor fetter

13.17  This Agreement does not operate as a permit, license, approval or other stafutory authority which the
Contractor may be required to obtain from the Province or any of its agencies in order to provide the
Services. Nothing in this Agreement is to be construed as inierfering with, or fettering in any marmer, the
exercise by the Province or its agencies of any slatutory, prerogative, executive or legislative power or
duly.

Remainder not affected by invalidity

13.18 i any provision of this Agreement or the application of it to any personh or circumstance is invalid or
unenforceable to any extent, the remainder of this Agreement and the application of such provision to any
other person or circumstance will not be affected or impaired and will be valid and enforceable to the extent
permitted by law.

Further assurances

13.19  Fach party must perform the acls, execute and deliver the writings, and give the assurances as may be
reasonably necessary to give {ull effect to this Agreement.

Additional terms
13.20  Any additional terms set oul or referenced in the attached Schedule F apply to this Agreement.
Governing law

1321 This Agreement is governed by, and is to be interpreted and construed in accordance with, the laws
applicable in British Columbia.

14 INTERPRETATION

141  In this Agreement:

(a} “includes” and “including” are not intended to be limiting;

L} unless the context otherwise requires, references lo sections by number are to sections of this
Agreement;

(c) the Contractor and the Province are referred (o as "the parhies” and each of them as a “party”;

(cl) “attached” means attached fo this Agreement when used in relation to a schedule;

(e) unless otherwise specified, a reference to a statute by name means the statute of British Columbia
by that name, as amended or replaced from time to lime;

{f) the headings have been inserted for convenience of reference only and are not intended to
describe, enlarge or restrict the scope or meaning of this Agreement or any provision of it;

(2) “person” includes an individual, partnership, corporation or legal entity of any nature; and

(h) unless the context otherwise requires, words expressed in the singular include the plural and vice
versd.

15 EXECUTION AND DELIVERY OF AGREEMENT
151  This Agreement may be entered into by a separate copy of this Agreement being executed by, or on

behalf of, each party and that executed copy being delivered to the other party by a method provided for
in section 13.1 or any other method agreed to by the parties.
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The parties have executed this Agreement as follows:

S5EGNED onthe _ 1st day of

May , 2014 by the Coniractor
(or, if not an individual, on its behalf by its
authorized signatory or signatorics):

e

Signature(s)

Jirn Taylor
Print Name(s}

President
Print Title(s)

SIGNED on the _Tst__ day of

May , 2014
on behalf of the Ppoyince by s duly
authorized représe

Signature L \77
Doug Foster /
Print Name &

ADM — Finance DMCO

Print Title
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Schedule A - Services

PART 1. TERM:

L Subject to section 2 of this Part 1, the term of this Agreement commences on _May 1, 2014 and
ends on May 1, 2016

2. At the sole discretion of the Province, the initial term in section 1 of this Parl 1 may be extended for an
additional two-year period ending _ May 1, 2018

PART 2, SERVICES:

1. There are no Services or Final Deliverables described in this Schedule A, Pursuant to REPSA-MF3 (the
“RFP”}, the Ministry of Finance described a process by which the Contractor is selected to be available to
provide Services and produce the Finat Deliverables on an “if, as and when requested” basis to the
Province, Such Services may include a wide-range of ministerial and Cabinet/ ['reasury Board level
strategic and expert advice, analysis and assislance as necessary to plan and manage/lead initiatives, The
Services may include those areas described in section A2 of the REP.

2. I, as and when requested by the Province, the Province will provide a proposal for the Contractor to
provide specified services and supply specified Final Deliverables in accordance with specified terms and
conditions (the “Proposal”} to the Contractor for consideration. Once the Proposal is finalized and
executed by both parties (the “Statement of Work”), the Contractor will provide the Services and supply
the Final Deliverables described in the applicable Statement of Work.

3 The Contractor will meet any timelines, provide dcliverables and comply with all the terms and conditions,
set out in each Statement of Work.,

PART 3. RELATED DOCUMENTATION:
1. The Contractor must perfonm the Services in accordance with the obligations set out in this Schedule A
including any engagement letter, Solicitation document excerpt, proposal excerpt or other documentation

atiached as an Appendix to, or specified as being incorporated by reference in, this Schedule,

2. The following are Appendices to this Schedule A:

Appendix 1 - Engagement Letter NOT APPLICABLE
Appendix 2 - Solicitation document excerpt ~ NOT APPLICABLE
Appendix 3 - Proposal excerpt NOT APPLICABLE

3. The following documentation is incorporated by reference into this Schedule A:

¢ The RFP and the previously posted Requests for Proposal included by reference in the RFP
* The Contractor’s proposal in response to the RFP

PART 4, KEY PERSONNEL:
1. The Key Personnel of the Contractor are as follows:
{a) Jim Taylor
(b)
(c)
2, The Contractor may request changes to the Key Personnel and, if agreeable to the Province, the parties will

execute an amendment detailing such changes.
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Schedule B ~ Fees and Expensges
MAXIMUM AMOUNT PAYABLE:

Maximum Amount $ 300,000 CDN__ is the maximum amount which the Province is obliged to pay to the
Contractor for fees and expenses under this Agreement (exclusive of any applicable taxes described or
referenced in section 3.1(c} of this Agreement). Each Statement of Work will spevify the maximum amount
payable pursuant to that Statement of Work.

FEES:

Each Statement of Work will detail the applicable fees. Tlowever, under no circumstances will any fees
under a Stalement of Work be permitted to exceed $ 165.00 CDN___ per hour.

EXPENSES:
Each Statement of Work will detail the applicable expenses.
STATEMENTS OF ACCOUNT:

tach Statement of Work will detail the applicable process for obtaining payment of any fees and expenses. In
the event that a Statement of Work does not specify a process, the foHowing will apply.

Statements of Account: In order to obtain payment of any fees and expenses under a Statement of Work
(each a "Billing Period"), the Contractor must deliver to the Ministry or Organizational Lead specified in the
Statement of Work on a date after the Billing Period (cach a "Billing Date"), a written statement of account in
a form satisfactory to the Ministry or Organizational Lead containing:

(a) the Contractor’s legal name and address;
{b} the date of the statement, and the Billing Period to which the statement pertains;

(9] the Contractor’s calculation of all fees claimed for that Billing Period, including a declaration by the
Contractor of all hours worked during the Billing Period, or all (units/deliverables) provided during
the Billing Period, as applicable, for which the Contractor claitms {ees and a description of the
applicable fee rates;

(d) a chronelogical listing, in reasonable detail, of any expenses claimed by the Contractor for the Billing
Period with receipts attached, if applicable, and, if the Contractor is claiming reimbursement of any
GST or other applicable taxes paid or payable by the Contractor in relation o those expenses, a
description of any credits, rebates, refunds or remissions the Contractor is cntitled to from the
relevant taxation authorities in relation to those taxes;

{2} the Contractor’s calculation of any applicable taxes payable by the Province in relation to the
Services for the Billing Pertod,;

& a description of this Agreement and the applicable Statement of Work;
(8) a statement number for identification; and

(h) any other billing information reasonably requested by the Ministry or Organizational Lead.
PAYMENTS DUE:

Payments Due: Within 30 days of the Province’s receipt of the Contractor’s written statement of account
delivered in accordanice with this Schedule, the Province must pay the Contractor the fees and expenses
{plus all applicable taxes), claimed in the statement if they are in accordance with this Schedule, Statements
of account or contract invoices olfering an early payment discount may be paid by the Province as required
to obtain the discount.
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Schedule C ~ Appreved Subcontractor{s}

Each Statement of Work will detail the approved Subcontractors.
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Schedule D - Insurance

The Conlracter must, without limiting the Contractor's obligation or liabilities and at the Contracter’s own
expense, purchase and maintain throughout the Term the following insurances with insurers licensed in
Canada in forms and amounts acceplable to the Province:

(a)  Commercial General Liabitity in an amount not less than $2,000,000 inclusive per occurrence against
bodily injury, personal injury and property damage and including liability assumed under this
Agreement and this insurance must:

() include the Provincee as an additional insured,

{ii) be endorsed to provide the Province with 30 days advance written notice of cancellation or
material change, and

(iit) include a cross lability clause; and

(b)  Professional Errors and Omissions Liability insuring the Contractor’s liability resulting from errors
or omissions in the performance of the Services in an amount per accurrence, and in the aggregate,
calculated as follows:
£) not less than $2,000,000, if the “Maximum Amount” set oul in Schedule B is less than $500,000;

and
(if) not less than $2,000,000, if the “Maximum Amount” set out in Schedule B is $5006,000 or
greater,

All insurance described in section 1 of this Schedide must:
(a)  beprimary; and

(b)  not require the sharing of any loss by any insurer of the Province.

The Coniractor must provide the Province with evidence of all required insurance as follows:

(a)  within 10 Business Days of commencement of the Services, the Contractor must provide to the
Province evidence of all required insurance in the form of a compieted Provinee of British Columbia
Certificate of Insurance;

(b)  if any required insurance policy expires before the end of the Term, the Contractor must provide,
within 10 Business Days of the policy’s expiration, evidence of a new or renewal policy meeting the
requirements of the expired insurance in the form of a completed Province of British Columbia
Certificate of Insurance; and

{c)  despite paragraph (a) or (b) above, if requested by the Province al any time, the Contractor must
provide to the I'rovince certified copies of the required insurance policies,

Despite section 1(b) of this Schedule, if in the Province’s sole discretion, the Province has approved in
writing either a fronted self-insurance program or a duly licensed captive insurer as an allernative to the
Professional Tiability Insurance requirement set out in section 1{b), then the Contracter must maintain
throughout the Term that alternative in accordance with the terms of the approval.

I8
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Definitions

Schedule E - Privacy Protection Schedule

1. Inx this Schedule,

(a)
(b)
{c)

()

Purpose

"access” means disclosure by the proviston of access;
“Act” means the Freedom of Information and Protection of Privacy Act;

“contact information” means information to enable an individual at a place of business to be contacted
and includes the name, position name or title, business telephone number, business address, business
email or business fax munber of the individual;

“personal information” means recorded indormation sbout an identifiable individual, other than
contact information, collected or created by the Contractor as a result of the Agreement or any previous
agreement between the Pravince and the Contractor dealing with the same subject matter as the
Agreement but excluding any such information that, if this Schedule did not apply to it, would not be
under the “control of a public body” within the meaning of the Act.

2. The purpose of this Schedule is to:

(a)

(b

enable the P'rovince to comply with the Province's statutory obligations under the Acl with respect to
personal information; and

ensure that, as a service provider, the Contractor is aware of and complies with the Coniractor's
statutory obligations under the Act with respect to personal information.

Collection of personal information

3. Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor may
onty collect ur create personal information that is necessary for the performance of the Contractor’s
obligations, or the exercise of the Contractor's rights, under the Agreement.

4, Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor must
collect personal information directly from the individual the information is about.

5. Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor must
tell an individual from whom the Contractor collects personal information:

(@)

(b)
©

the purpose for collecting it;

the legal authority for collecting it; and
the title, business address and business telephone number of the person designated by the Province to
answer questions about the Contractor’s collection of persenal information.

Accuracy of personal information

6. The Contractor must make every reasonable effort fo ensure the accuracy and completeness of any personal
information to be used by the Contractor or the Province to make a decision that directly affects the
individual the information is aboul.
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Requests for access to personal information

7 If the Contractor receives a request for access to personal information from a person other than the Province,
the Contractor must promptly advise the person to make the request to the Province unless the Agreement
expressly requires the Contractor o provide such access and, if the Province has advised the Conlractor of the
name or title and contact information of an official of the Province to whom such requests are to be made, the
Contractor must also promptly provide that official’s name or title and contact information to the person
making the request.

Correction of personal information

8. Within 5 Business Days of receiving a writien direction from the Province to correct or annotate any personal
information, the Contractor must annotate or correct the information in accordance with the direction.

9. When issuing a written direction under section 8, the Province must advise the Contractor of the date the
correction request to which the direction relates was received by the Province in order that the Contractor
may comply with section 10.

10.  Within 5 Business Days of correcting or annotating any personal information under section 8, the Contractor
must provide the corrected or annotated information to any party to whom, within one year prior to the date
the correction request was made to the Province, the Contractor disclosed the information being corrected or
annotated,

11 I the Contractor receives a request for correction of personal information from a person other than the
Province, the Contractor must promptly advise the person to make the request to the Province and, if the
Province has advised the Contractor of the name or title and contact information of an official of the Province
to whom such requests are to be made, the Contractor must also promptly provide that official’s name or title
and contact information o the person making the request.

Protection of personal information

12, The Contractor must protecl personal information by making reasonable security arrangements against such
risks as unauthorized access, collection, use, disclosure or disposal, including any expressly set out in the
Agreement.

Storage and access to personal information

13, Unless the Province otherwise directs in writing, the Contractor must not store personal information outside
Canada or permit access to personal information from outside Canada.

Retention of personal information

14.  Unless the Agreement otherwise specifics, the Contractor must retain personal information until directed by
the Province in writing to dispose of it or deliver it as specified in the direction.

Use of personal information

15.  Unless the Province otherwise directs in writing, the Contractor may only use personal information if that use
is for the performance of the Contractor's obligations, or the exercise of the Contractor’s rights, under the
Agreement.

Disclosure of personal information

i6.  Uniess the Province otherwise directs in writing, the Contractor may only disclose personal information

inside Canada to any person other than the Province if the disclosure is for the performance of the
Contractor’s obligations, or the exercise of the Contractor’s rights, under the Agreement.
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17.

Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor must
not disclose personal information outside Canada.

Notice of foreign demands for disclosure

18.

In addition to any obligation the Contractor may have to provide the notification contemplated by seclion
30.2 of the Act, it in relation to personal information in the custody or under the control of the Contractor, the
Contractor:

(a)  receives a foreign demand for disclosure;

(b)  receives a request to disclose, produce or provide access that the Contractor knows or has reasen to
suspect is for the purpose of responding to a foreign demand for disclosure; or

(¢} has reason to suspect that an unauthorized disclosure of persenal information has occurred in response
to a foreign demand for disclosure

the Contractor must inimediately notify the Province and, in so doing, provide the information described in
section 30.2(3) of the Act. Tn this section, the phrases “foreign demand for disclosure” and “unauthorized
disclosure of personal information” will bear the same meanings as in section 30.2 of the Act.

Notice of unauthorized disclosure

19.

In addition to any obligation the Contractor may have to provide the notification contemnplated by section
305 of the Act, if the Confractor knows that there has been an unauthorized disciosure of personal
information in the custody or under the control of the Contractor, the Contractor must immediately notify the
Province, In this section, the phrase “unauthorized disclosure of personal information” will bear the same
meaning as in section 30.5 of the Act.

Inspection of personal information

20.

In addition to any other rights of inspection the Province may have under the Agreement or under statute, the
Province may, al any reasonable time and on reasonable notice to the Contractor, enter on the Contractor's
premises to inspect any persenal information in the possession of the Contractor or any of the Contractor’s
information management policies or practices relevant to the Contractor's management of personat
information or the Contractor's compliance with this Schedule and the Contractor must permit, and provide
reasonable assistance to, any such inspection.

Compliance with the Act and directions

21

22,

The Contractor must in relation to personal information comply with:

(@)  the requirements of the Act applicable to the Contractor as a service provider, including any applicable
order of the conunissioner under the Act; and

(by  any direction given by the Province under this Schedule.

The Contractor acknowledges that il is familiar with the requirements of the Act governing personal
information that are applicable to it as a service provider.

Nuotice of non-compliance

23.

If for any reason the Contractor does not comply, or anticipates that it will be unable to comply, with a
provision in this Schedule in any respect, the Contractor must prompily notify the Province of the particulars
of the non-compliance or anticipated non-compliance and what steps it proposes to take to address, or
prevent recurrence of, the non-compliance or anticipated non-compliance.
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Termination of Agreement

24, In addition to any other rights of termination which the Province may have under the Agreement or
otherwise at law, the Province may, subject to any provisions in the Agreement establishing mandatory cure
periods for defaults by the Contractor, terminate the Agreement by giving written notice of such termination
to the Contractor, upon any failure of the Contractor to comply with this Schedule in a material respect.

Interpretation

25.  In this Schedule, references to sections by number are to sections of this Schedule unless otherwise specified
in this Schedule.

26,  Any reference to the “Contractor” in this Schedule includes any subcontractor or agent retained by the
Contractor to perform obligations under the Agreement and the Contractor must ensure that any such
subcontractors and agents comply with this Schedule,

27.  'The obligations of the Contractor in this Scheduie will survive the termination of the Agreement.

28.  If a provision of the Agreement {including any direction given by the Province under this Schedule) conflicts
with a requirement of the Act or an applicable order of the commissioner under the Act, the conflicting
provision of the Agreement (or direction) will be ineperative to the exient of the condlict.

29.  The Contractor must comply with the provisions of this Schedule despite any conilicting provision of Lhis
Agreement or, subject to section 30, the law of any jurisdiction outside Canada.

30. Nothing in this Schedule requires the Contractor to contravene the law of any jurisdiction outside Canacla

unless such contravention is required to comply with the Act.
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Schedule F - Additional Terms

Confidentiality and Security

1.

Notwithstanding section 5.3(b) of the Agreement [Confidentinlity] but in addition to section 5.2 of the
Agreement {Secirity], the Contractor must not permit its employee(s) or Subcontractor(s) to have access to
information in the Material, other than Incorporated Material, or any other information accessed or obtained
by the Contractor (whether verbally, electronically or otherwise) as a result of the Agreement unless the
employee(s} or Subcontractor(s) have first entered into a confidentiality agreement with the Contractor to:

{a} keep such information confidential and secure on substantially similar terms as those that apply to
the Contractor under the Agreement; and

(b) support the obligations sel oul in the Undertakings of Confidentiality and as otherwise contained in
or contemplated by the Agreement.

In addition to sections 5.2 [Securityl, 5.3 {Confidentinlity], 6.1 [Access 1o Material] and 6.2(c) [Ownership
and Delivery of Material] of the Agreement, the Contractor must deliver to the Ministry or Organizational
Lead specified in the applicable Statement of Work, a fully completed and signed copy of an
“Undertaking of Confidentiality” that covers cach and all of the Contractor and its employees, in the form
attached as Appendix I'1 to this Schedule (or otherwise appended to the applicable Statement of Work),
before starting work under each Statement of Work.

In addition to sections 5.2 [Securityl, 5.3 [Confidentialityl, 6.1 [Access to Material] and 6.2(c) [Ownership
and Delivery of Material] of the Agreement, the Contractor must deliver to the Ministry or Organizational
Lead specified in the applicable Statement of Work, a fully completed and signed copy of an
“Undertaking of Confidentiality” that covers each Subcontractor and its employce(s), in the form attached
as Appendix F2 to this Schedule (or otherwise appended to the applicable S{atement of Work) before a
Subcontractor starts work under the applicable Statement of Work.

Conflict of Interest

Without limiting the generality of section 13,14 of the Agreement {Conflict of Inferest], the Contractor must
deliver to the Ministry or Organizational Lead specified in the applicable Siatement of Work, a fully
completed and signed copy of a “Conflict of Interest Disclosure” that covers each and all of the Contractor
and its employees that will be involved in providing the Services for or on behalf of the Contractor, in the
form attached as Appendix F3 to this Schedule (or otherwise appended to the applicable Statement of Work)
(the “Cantractor’s Conflict of Interest Disclosure”) before starting work under cach Statement of Work.

Without imiting the generality of section 13.14 of the Agreement {Conflict of buterest], the Contractor must
deliver to the Ministry or Organizational Tead specified in the applicable Stalement of Work, a fully
completed and signed copy of a “Conflict of Interest Disclosure” that covers each Subcontractor and its
employee(s) that will be involved in providing the Services for or on behalf of the Contractor, in the form
attached as Appendix F4 to this Schedule {or otherwise appended to the applicable Statement of Work) (the
“Subcontractor’s Conflict of Interest Disclosure”) before the Subrontractor starts work under each Statement
of Work.

If, at any time following the signing of the Contractor’s Conflict of Interest Disclosure or a Subcontractor's
Conflict of Interest Disclosure, there are changes to the information given therein by the Contractor or the
Subcontractor regarding a Conilict of Interest, either by way or addition or deletion, the Contractor shall
immediately:

{a)  file with the Ministry or Organizational Lead specified in the applicable Statement of Work, a
supplementary disclosure statement describing such change on behalf of itself and its employees and
Subcontractor(s} involved in praviding the Services for or on behalf of the Contraclor, as appiicable (a
"Supplementary Conflict of Tterest Disclosure”); and

(b)  cause the applicable employee(s} or Subcontractor(s} to provide the Minisiry or Organizational Lead
specified in the applicable Statement of Work with immediate written notice of the change {(a “Notice
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of Conflict of Interest Disclosure”),

7. The Contractor must not permit its employee(s) or Subcontractor(s) to commence work under any Statement
of Work unless the employee(s) or Subcontractor(s) have first entered into an agreement with the Contractor
to support the Contflict of Interest-related obligations set oul in the Agreement.

Legal Advice

8. Despite section 13,10 of the Agreement [Independent Contractor], the Contractor and its Key Personnel are
agents of the Province for the limited purposes of:

(8}  providing instructions on behalf of the Province to legal counsel advising the Province and receiving
legal advice on behalf of the Province; and

(b}  obtaining access to, or information about, legal advice that the Province has otherwise obtained.,
Insurance

9. Despite section 9.6 of the Agreernent [Tnusurance], the parties agree that the following applies:

Unless otherwise specified in a Statement of Work, the Contractor must comply with the Insurance
Schedule attached as Schedule D.

Personal Option Profection
10. Despite section 9.8 of the Agreement [Personal Optional Protection], the parties agree that the following applies.

Personal optional protection

i specified in a Statement of Work, the Contracter must apply for and maintain personal optional
protection insurance (consisting of income replacement and medical care coverage) during the Term at
the Contractor’s expense if;

(a) the Contractor is an individual or a partnership of individuals and does not have the benefit of
mandatory workers compensation coverage under the Waorkers Compensalion Aci or similar laws in
other jurisdictions; and

(b) such personal optional protection insurance is available for the Coniractor from WorkSafeBC or
other sources.

Reliance and Survival

11. Sections 1 — 7 of this Schedule do not limit, in any way, the Contractor’s responsibility to supervise its
employee(s) and Subcontractor(s) under the Agreement.

12, All representations, warranties, covenants and agreements made in this Agreement and all certificates
and other documents delivered by or on behaif of the Contractor are material and will conclusively be
deemed to have been relied upon by the Province, notwilhstanding any prior or subsequent investigation
by the Province.

13. All statements contained in any cezstificate or other document delivered by or on behalf of the Contractor
{o the Province under this Agreement or in connection with any transactions contemplated herein will be
deemed to be representations and warranties by the Contractor under this Agreement.

14, The provisions in sections 12 and 13 of this Schedule wili continue in full force and effect notwithstanding
the fulfillment by the Contractor of any or all of its obligations under this Agreement or the payment by
the Province to the Contractor of any or all of the monies that the Province becomes liable to pay to the
Contractor pursuant to this Agreement.
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15. The provisions in sections 9 and 10 of this Schedule are intended to survive the completion of the Services
or termination of this Agreernent will continue in force indefinitely, even after this Agreement ends,
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Schedule F ~ Appendix F1 - Contractor's Undertaking of Confidentiality

Contractor:

Statement of Work:

2.

3.

Tnt consideration of its role as special advisor o the Province, the Contractor undertakes on behalf of itself and
its employees to treat as confidential and not disclose, refer to, or permit to be disclosed, at any time,
information they produce for or obtain from the Organization or its clients, the Executive Council of British
Columbia {“Cabinet”), a member of Cabinet, a Committee of Cabinet ("Cabinet Committee”) or an advisor to
any such party (verbally, electronically or in writing), in relation to or resulting from this Statement of Work,
including but not limited to the following:

(a) the contents of materials, including presentations brought to meetings or circulated to or within the
Organization;

(b) the conversations and discussions held within, or in the presence of members of, the Organization;
(c} any part of the agendas of the meetings of established or ad hoc committees of the Organization;

(d} the fact that they have attended or been scheduled to attend meetings of established or ad hac
comuniftees of the Organization;

{e} the outcomes, decisions or actions of the Province, employer asscciations, employers, pension plan
boards of trustees, or pension plan partners that they become aware of by virtue of this Statement of
Work;

{fy any reports, recommendations or analysis prepared for, by or in connection with the Organization that
they become aware of by virtue of this Statement of Work; and

{g) the terms of this Undertaking,
Section 1 of this Undertaking does not apply insefar as;

(a) the disclosure is expressly permitted in writing by the Province in conjunction with other parties as the
Province deems necessary;

{b) the information to be disclosed is general public knowledge other than because of a breach of this
Agreement;

{¢} the disclosurc is to staff of the Provinee or otherwise required to perform the Contractor’s obligations
under this Agreement; or

{d}) the disclosure is required to comply with applicable laws.

The Cantractor undertakes on behalf of itself and its Key Personnel that it and they will treat as confidential:

(a) any legal advice the Contractor and/or its Key Personnel receives on behalf of the Province under this
Statement of Work other than to communicate it to authorized officials of the Province, and

{b) any legal advice otherwise oblained by the Province that the Contractor and/or its Key Personnel
become aware of or is provided access to in connection with this Statement of Work,

and will not:

{a) permit its disclosure, use or referenice without the Province’s prior written consent except as required to
comply with applicable laws; or

{b) do anything that could result in a waiver or breach of the solicitor-client privilege associated with that
advice,
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10,

The Contractor undertakes on behalf of itself and its Key Personnel that it and they will treat any Sensitive
Information (other than inforrmation that may be subject to solicitor-client privilege that is addressed in the
preceding section) that the Contractor and/er its Key Personnel receive or produce in connection with this
Statement of Work as confidential and will not permit its disclosure, use or reference without the Province's
prior written consent except as required to comply with applicable laws,

For greater certainty, the Contractor acknowledges that the exceptions set out in subsections 5,3(b} and (c) of
the Agreement and sections 2(b} and {¢} of this Undertaking do not apply to sectien 3 or 4 of this
Undertaking,.

The Contractor undertakes on behalf of itself and its employees, not to use any of the information referenced
in Section 1, 3 or 4 above for any other purpose other than those expressly provided for under this Statement
of Work,

The Conftractor undertakes on behaif of itself and its employees that, upon request of the Province, it will
return to the Province or its designate all information received as a result of this Statement of Work, including
all copies, derivatives, reports and analysis containing such information.

The Contractor undertakes to cause its employee(s) and Subcontractor(s), upoen request of the Province, to
return to the Province or its designate all information received as a result of this Statement of Work, including
all copies, derivatives, reports and analysis containing such information.

The Contractor undertakes on behalf of itself and its employees that it will immediately notify the Ministry or
Organizational T.ead specified in this Statement of Work, if it or any of its employee(s) or Subcontractor{s)
receive a suminons, subpoena, order or similar instrument or otherwise become subject to a legal obligation
requiring disclosure of any information tequired to keep confidential under this Undertaking and/jor the
Agreement or if, through inadvertence or otherwise, it becomes aware of a disclosure of information contrary
to this Undertaking and/or the Agreement.

The Contractor undertakes to cause its employee(s) and Subcontractor(s) to immediately notify the Ministry
or Organizational Lead specified in this Statement of Work, if they receive a summons, subpoena, order or
similar instrument or otherwise become subject to a legal obligation requiring disclosure of any information
required to keep confidential under this Undertaking and/or the Agreement or if, through inadvertence or
otherwise, any of s employee(s) or Subconiractor(s) become aware af a disclosure of information conirary to
this Undertaking and/for the Agreement.

SIGNED on the day of , 201_ by the Contractor's authorized signatory or signatories:

Signature(s)

Print Name(s)

Print Title(s)
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Schedule F = Appendix F2 - Subcontractor's Undertaking of Confidentiality

Subcontractor:

Contraclor’s Statement of Work:

1. In  consideration of my role as a subcontractor to {the “Contractor”), T

e __ (the "Subcontractor”) undertake on behalf of mysclf and my employee(s) to treat as

confidential and not disclose, refer to or permit to be disclosed, at any time, information that 1 or my

employee(s) produce for, or obtain from, the Contractor, Her Majesty the Queen in the Right of the Province

of British Columbia (the “Province”}, its Crown corporations, agencies or clients, the Executive Council of

British Columbia (“Cabinet”), a member of Cabinet, a Committee of the Cabinet, or an advisor to any such

party (verbally, electronically or in writing} in relation to or resulting from Statement of Work
including but not limited to the following:

(a) the contents of materials, including presentations brought to meetings or circulated to or within the
Province, s Crown corporations and agencies (collectively or separately as the context requires, the
“Organization”);

{b) the conversations and discussions held within, or in the presence of members of, the Organization;
(c) any part of the agendas of the meetings of established or ad hoc committees of the Organization;

(d) the fact that I and/or my employee(s) have attended or been scheduled to attend meetings of established
or ad hoc committees of Lhe Qrganization;

{e) the outcomes, decisions or aclions of the Province, employer assaciations, employers, pension plan
boards of trustees, or pension plan partners that I and/or my employee(s) become aware of by virtue of
Statement of Work __;

(f) any reports, recommendations or analysis prepared for, by or in connection with the Organization that T
and/or my employee(s) become aware of by virtue of Statement of Work ___; and

(g) the terms of this Undertaking,

2, Section 1 of this Undertaking does not apply insofar as:

{#) the disclosure is expressly permitted in writing by the Province in conjunction with other parties as the
Province deems necessary;

{b) the information to be disclosed is general public knowledge other than because of a breach of this
Agreement;

() the disclosure is to staff of the Province or otherwise required to perform the Contractor’s obligations
under this Agreement; or

(d} the disclosure is required to comply with applicable laws.

3. The Subconiractor underlakes on behalf of itself and its employees, not to use any of the information
referenced in Section 1 above for any other purpose other than those expressly provided for under Stalement
of Work

4. ‘The Subcontracior undertakes on behalf of itself and its employees that, upon request of the Province, it will

return to the Province or its designate all information received as a result of Statement of Work ,
including all copies, derivatives, reports and analysis containing such information,

28

320f4d




5. The Subcontractor undertakes on behalf of itself and its employees that it will immediately notify the
Ministry or Organizational Lead specified in Statement of Work ___, if it or any of its employee(s)
receive a summons, subpoena, order or similar instrument or otherwise become subject to a legal
obligation requiring disclosure of any information required to keep confidential under this Undertaking
or if, throngh inadvertence or otherwise, it becomes aware of a disclosure of information contrary to this
Undertaking,

SIGNED on the day of , 201___ by the subcontractor {or, if not an individual, on its
behalf by its authorized signatory or signatories}

Signature(s)

Print Naise{s)

Print Title(s)
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Schedule F - Appendix F3 — Contractor’s Conilict of Interest Disclosure

Contractor:

Statement of Work;

Definition: “Conflict of Interest” means an actual, perceived or potential inconsistency between the Contractor’s
obligation and duty to act for the benefit of the Province, and the Contractor’s, its employee(s)’ and/or its
Subconlractor(s)” duty to act for the benefit of another party or the Coniractor’s, its employee(s)’ and/or its
Subcontractor(s) inferests. A Conflict of Interest may take a number of forms: it may be financial or non-
financial; it may be direct or indirect; it may be professional, personal or family related.

Discussion: A Conflict of Interest may arise from existing, former or prospective:

directorship, employment or confractual interest;

interest in business enterprises or professional practices;

share ownership;

beneficial interest in trusts;

professional or personal association with the Province;

professional association or relationship with other organizations or individuals;

personal association with other organizations or individuals;

famnily relationship;

any relationship that may cause a person to perceive that a person has a divided loyalty to the Province
and another party with interests that are inconsistent or competing with the Province’s interests; or

a set of circumstances in which a person has a private or personal interest that may appear to influence
the objective exercise of the person’s duties to, or in respect of, the Province.

The Contractor has reviewed this Statement of Work and has read and understood the definition and discussion
of the term Conflict of Interest as set out above. The Contractor hereby declares on behalf of itself and its
employee(s) (collectively “we” or “our”), that it has disclosed any Conflicts of Interest that currently exist in
respect of this Statement of Work in the space afforded below.

1.

A direct or indirect conflict with my/our duties to the Province under this Statement of Work may arise
because {please indicate if non-applicable):

a) 1/We, or my/our Associates?, hold the following offices (appointed or elected):

fCONTRACTOR TGO COMPLETE]

b) I/We, my/our Associates, or any truskee or any nominee on my/our behalf, own or possess, directly or
indirectly, the following interests {i.e., shares, businesses, krusts or propertics).

FCONTRACTOR 10 COMPLETE]

c) [/We, or my/our Associates, have the following interesis in existing or proposed transactions or
agreements with, or involving, the Province.

[CONTRACTOR TO COMPLETE]

' “Assaciate” of a person means any person closely connected by blood or otherwise including, but not limited to, & spouse
(including common-law spouse), parent, grandpagent, brother, sister, child or grandchild,
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d) 1/We, or my/our Associates, have existing professional associations or relationships with other
organizations or individuals:

[CONTRACTOR TO COMPLETT]

€) [/We, or my/our Associates, have personal associations or affiliations with the following other
organizations or individuals:

[CONTRACTOR TO COMPLETE]

f) I/We, or my/our Associates, have family relationships with people who may have a Conflict of
Interest arising from directorships of, employment by, business, professional or personal
relationships or affiliations with, the Province or other organizations that are adverse in interest to
the Province, or legal or beneficial ownership of trusts or other property, namely:

{CONTRACTOR TO COMPLETE]

2. The nature and extent of the conflicting office duty or interest referred to in section 1 of this declaration
(please indicate if non-applicable}:
[CONTRACTOR TO COMPLETL]

3. A Conflict of Interest with my/our duties to the Province under this Staternent of Work may arise
because I/We receive financial remuneration (cither for services performed by mefus, as an owner or part
owner, trustee, or employee or otherwise) from the following sources (please indicate if non-applicable):

{CONTRACTOR 7O COMPLLTL]

4. The following is a list of each Subsidiary? or Affiliate3 of a company listed in section 1 of this declaration.

Company Listed in Section 1

Type of Business
Ordinarily Carried on by
Subsidiary or Affiliate

Name of Subsidiary or
Affiliate

CONTRACTOR TO COMPLETE IF
RELEVANT

? For the purposes of this declaration, a corporation is a subsidiary of another corporation where:

a. it is controlled by:
(i} that other corporation;
(i) that other corporation and one or more other corporations, each of which is controlled by that
other corporation; or
(iii) two or more other corporations, each of which is controlled by that other corporation; or
b. it is a subsidiary or a subsidiary of that other corporation.

* For the purposes of this declaration, one corporation is affitiated with another corporation where one of them is the
subsidiary of the other, or both are subsidiaries of the same corporation, or cach of them is controlled by the same person.
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5, Other than disclosed above, I/we have the following relationships or interests that coutd compromise, or
be perceived to compromise, my employee(s)'/our ability to excrcise judgment with a view to the best
interests of the Province under this Statement of Work:

{CONTRACTOR TO COMPLETE]

Signed this day of , 201

“(e;uthorized signatory)
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Schedule F ~ Appendix F4 - Subcontractor’s Conflict of Interest Disclosure

Subcontractonr:

Confractor's Stalement of Work:

Definition: “Conflict of Interest” means an actual, perceived or potential inconsistency between the Contractor’s
obligation and duty to act for the benefit of Her Majesty the Queen in the Right of the I'rovince of British
Columbia {the “Province”), and the Contraclor’s, its employees’ and/or its Subcontractor’s duty to act for the
benefit of another party or the Contractor’s, its employees’ and/or its Subcontractor’s interests. A Conflict of
Interest may take a number of forms: it may be financial or non-financial; it may be direct or indirect; it may be
professional, personal or family related.

Discussion: A Conflict of Interest may arise from existing, former or prospective:

» directorship, cmployment or contractual interest;

¢ interestin business enterprises or professional practices;

» share ownership;

¢ beneficial interest in trusts;

» professional or personal association with the Province;

* professional association or relationship with other organizations or individuals;

¢ personal association with other organizations or individuals;

o family relationship;

» any relationship that may cause a person to perceive that a person has a divided Joyalty to the Province
and another party with interests that are inconsistent or competing with the Province’s interests; or

» aset of circumnstances in which a person has a private or personal interest that may appear to influence
the abjective exercise of the person’s dulies Lo, or in respect of, the Province.

_ ({the “Subcontractor” or “I”) has reviewed Statement of Work  and has read and
understood the definition and discussion of the term Conflict of Interest as set out above. The Subcontractor
hereby declares on behalf of itself and its employee(s) (collectively “we” or “our”), that it has disclosed any
Conflicts of Interest that currently exist in respect of Statement of Work ___ in the space afforded below.

1. A direct or indirect conflict with __ (the “Contractor's”) duties to the Province under
Statement of Work __ may arise because {please indicate if non-applicable):

a) I/We, or my/our Associatest, hold the following offices (appointed or elected):
{SUBCONTRACTOR TO COMPLETE]

b} 1/We, my/our Associates, or any trustee or any nominee on my/our behalf, own or possess, directly or
indirectly, the following interests (i.e,, shares, businesses, frusts or properties):

{SUBCONTRACTOR TO COMPLETE]

¢) /We, or my/our Associates, have the following interests in existing or proposed transaclions or
agreements with, or involving, the Province.

{SUBCONTRACTOR TO COMPLETE]

d) 1/We, or my/our Associates, have existing professional associations or relationships with other
organizations or individuals:

{SUBCONTRACTOR TQ COMPLETE]

' “Associate” of a person means any person closely connected by bload or otherwise includiag, but rot limited to, a spouse
(including common-law spouse), parent, grandparent, brother, sister, child or grandchiid.
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e} 1/We, or my/our Associates, have personal assoclations or affiliations with the following other
organizations or individuals:

[SUBCONTRACTOR TO COMPLETE]

f) I/We, or my/our Associates, have family relationships with pecple whe may have a Conflict of
Interest arising from directorships of, employment by, business, professional or personal
relationships or affiliations with, the Province or other organizatiouns that are adverse in interest to
the Province, or legal or beneficial ownership of trusts or other property, namaely:

{SUBCONTRACTOR TO COMPLETE}

2, The nature and extenlt of the conflicling office duly or interest referred to in section 1 of this declaration
{please indicate if non-applicable}:
[SUBCONTRACTOR TO COMPLETE!

3, A Conflict of hterest with the Contractor’s duties to the Province under Statement of Work ___ may
arise because I/We receive financial remwmeration (either for services performed by mefus, as an owner or
part owner, trustee, or employee or otherwise) from the following sources {piease indicatc if non-
applicable):

[SUBCONTRACTOR TO COMPLETE]

4, The following is a list of each Subsidiary® or Affiliate® of a company listed in section 1 of this declaration.

Type of Business
Ordinarily Carried on by
Subsidiary or Affiliate

Name of Subsidiary or

Company Listed in Section 1 Atfiliate

SUBCONTRACTCR TG
COMPLETE IF RELEVANT

5. Other than disclosed above, 1/we have the following relationships or interests that could compromise, or
be perceived to compromise, my employee(s)'/our ability to exercise judgment with a view o the best
interests of the Province under this Statement of Work.

? For the purposes of this declaration, a corporation is a subsidiary of another corporation where:

a) itis controlled by:

(i) that other corporation;
(i1) that other corporation and one or more other corporations, each of which is controlled by that
other corporation;

(1ii) two or more other corporations, each of which is controlled by that other corporation; or
{b) it is a subsidiary or a subsidiary of that other corporation.
* For the purposes of this declaration, one corporation is affiliated with another corporation where one of them is the

subsidiary of the other, or both are subsidiaries of the same corporation, or each of them is contrelled by the same person.,
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{SUBCONTRACTOR TQ COMPLETL]

SIGNED on the day of
behalf by its authorized signatory or signatozies)

Signature(s)

Print Name(s)

Print Title(s)

, 281___ by the subcontractor (or, if not an individual, on its

35

39 of 45




Schedule G - Security Schedule

Definitions

In this Schedule,

{a} "Equipment” means any equipment, including interconnected systems or subsystems of equipment,
software and networks, used or to be used by the Contractor to provide the Services;

{b)  TFacilities" means any facilities at which the Coniractor provides or is to provide the Services;
(c) "Information” means information
(i)  inthe Material, or

(if) accessed, produced or obtained by the Contractor (whether verbally, electronically or
otherwise) as a result of the Agreement;

(d) "Record" means a “record” as defined in the Futerpretation Act;
{e) "Sensitive Information” means

() Information that is "personal information” as defined in the Freedom of Inforsmiation and
Prolection of Privacy Act, or

{ii) any other Information specified as “Sensitive mformation” in Appendix G6 hereto or a
Statement of Work; and

()  "Services Worker” means an individual involved in providing the Services for or on behalf of the
Contractor and, for greater certainty, may inctude

(iy  the Contractor or a subcontractor if an individual, or

(i} anempioyee or volunleer of the Contractor or of a subcontractor.

Schedule confains additional obligations

2.

The obligations of the Contractor in this Schedule are in addition to any other obligation in the Agreement
or the schedules attached to it relating to security including, without limitation, the obligations of the
Contractor in the Privacy Protection Schedule, if altached.

Services Worker confidentiality agreements

3.

The Contractor must not permit a Services Worker who is an employee or volunteer of the Contractor to
have access to Sensitive Information unless the Services Worker has first entered into a confidentiality
agreement with the Contractor to keep Sensitive Information confidential and secure on substantially
similar terms as those that apply to the Contractor under the Agreement.

Services Worker security screening

4.

The Contractor may only permit a Services Worker who is an employee or a volunieer of the Contractor o
have access to Sensitive Information or ctherwise be involved in providing the Services if, after having
subjected the Services Worker to the persannel security screening requirements set out in Appendix Gt and
any additional requirements the Contractor may consider appropriate, the Contractor is satisfied that the
Services Worker does not constititte an unreasonable security risk. The Contractor must create, obtain and
retain Records documenting the Contractor’s compliance with the security screening requirements set out
in Appendix G1 in accordance with the provisions of that appendix.

Services Worker activity logging

5.

Subject to section 6, the Contractor must create and maintain detailed Records logging the activities of all
Service Workers in relation to:

(a)  their access to Sensitive Information; and
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(b)  unauthorized access to Facilities or Fquipment

has oceurred or is likely to occur (whether or not related to a failure by the Coniractor to comply with this
Schedule or the Agreement), the Contractor must irmmmediately notify the T'rovince of the particulars of that
occurrence or likely occurrence. If the Contractor provides a nolification under this section other than in
writing, that notification must be confirmed in writing to the Province as soon as it is reasonably
practicable for the Contractor to do so.

Review of security breaches

14. I the Province decides to conduct a review of a matter described in section 13 (whether or not the matter
came to the attention of the Province as a result of a notification under section 13), the Contractor must, on
the request of the Province, participate in the review to the extent that it is reasonably practicable for the
Contractor to do so.

Retention of Records

15, Unless the Agreement otherwise specifies, the Contractor must retain all Records in the Contractor's
possession that contain Information until directed by the Province in writing to dispose of them or deliver
them as specified in the direction.

Storage of Records

16.  Until disposed of or delivered in accordance with section 15, the Contractor must store any Records in the
Contractot's possession that contain information in accordance with the provisions of Appendix G5, if
attached.

Audit

17, In addition to any other rights of inspection the Province may have under the Agreement or under statute,
the Province may, at any reasonable time and on reasonable notice to the Contractor, enter on the
Contractor’s premises to inspect and, at the Province's discretion, copy:

(@)  any Records in the possession of the Contractor containing Information; or

(b} any of the Contractor’s Information management policies or processes (including the processes
described in sections 7, 9 and 70 and the logs described in sections 5 and 12) relevant to the
Contractor's compliance with this Schedule

and the Contractor must permit, and provide reasonable assistance to, the exercise by the Province of the
Province's rights under this section.

Termination of Agreement

18.  In addition to any other rights of termination which the Province may have under the Agreement or
otherwise at law, the Province may, subject to any provisions in the Agreement establishing mandatory
cure periods for defaults by the Contractor, terminate the Agreement by giving written notice of such
termination to the Contractor, upon any failure of the Contractor to comply with this Schedule in a material
respect.

Interpretation

19.  In this Schedule, unless otherwise specified:
{a) references lo sections are to sections of this Schedule; and

{b) references to appendices are (o the appendices attached to this Schedule.
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20,

21.

22,

23.

24,

Any reference to the "Contractor” in this Schedule includes any subcontractor retained by the Contractor to
perform obligations under the Agreement and the Contractor must ensure that any such subcontractors
comply with this Schedule,

‘The appendices attached to this Schedule are part of this Schedule.

If there is a conflict between a provision in an appendix attached to this Schedule and any other provision
of this Schedule, the provision in the appendix is inoperative to the extert of the conflict unless the
appendix states that it operates despite a conflicting provision of this Schedule.

If there is a conflict between:
(a) aprovision of the Agreement, this Schedule or an appendix attached to this Schedule; and

(b)  adocumented process required by this Schedule to be created or maintained by the Contractor
the provision of the Agreement, Schedule or appendix will prevail to the extent of the conflict.

The obligations of the Contractor in this Schedule will survive the termination of the Agreement.
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SCHEDULE G - Appendix G1 - Security screening requirements

The personnel security screening requirements set out in this Appendix G1 are for the purpose of assisiing the
Contractor to determine whether or not a Services Worker constitutes an unreasonable security risk.

Verification of name, date of birth and address

1. The Coniractor must verify the name, date of birth and current address of a Services Worker by viewing at
least one piece of “primary identification” of the Services Worker and at least one picce of “secondary
identification” of the Services Worker,* as described in the table following this section. The Contractor
must obtain or create, as applicable, Records of all such verificalions and retain a copy of those Records.
For a Services Worker from another province or jurisdiction, reasonably equivalent identification
documents are acceptable.

Primary ldentification Secondary Identification
Issued by ICBC: »  School 1D card (student card}
¢ Bank card (only if holder's name is on card)
*  B.C. driver’s licence or learner’s licence ¢ Credit card (only if holder's name is on
(must have photo) card)
s B.C. Identification (BCID) card ¢« DPassport
s Poreign birth certificate (a baptismal
Issued by provincial or territorial government; certificate is not acceptable)
» Canadian or U.5. driver’s licence
s  Canadian birth certificate ¢ Naturalization certificate
s  Cenadian Forces identification
Issued by Government of Canada: ¢ Tolice identification
» Foreign Affairs Canada or consular
+ (Canadian Citizenship Card identification
Permanent Resident Card e Vehicle registration (only if owner’s
+ (Canadian Record of [ anding/Canadian signature is shown}
Immigration Identification Record » Picture employee 1D card
»  Firearms Acquisition Certificate
o Social ITnsurance Card {only if has signature
strip)
« B.C, CareCard
s Natkive Status Card
« Parole Certificate D
» Correctional Service Conditional Release
Card

*It is not necessary that each piece of identification viewed by the Contractor contains the name, date of
birth and current address of the Services Worker. Tt is sufficieni that, in combination, the identification
vicwed contains that information.

Verification of education and professional qualifications
2. The Contractor must verify, by reasonable means, any relevant education and professicnal qualifications of

a Services Worker, obtain or create, as applicable, Records of all such verifications, and retain a copy of
those Records.
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Verification of employment history and reference checks

3. The Contractor must verify, by reasonable means, any relevant employment history of a Services Worker,
which will gencrally consist of the Contractor requesting that a Services Worker provide employment
references and the Contractor contacting those references. If a Services Worker has no relevant
employment history, the Contractor imust seek to verify the character or other relevant personal
characteristics of the Services Worker by requesting the Services Worker to provide one or more personal
references and contacting those references, ‘The Contractor must obtain or create, as applicable, Records of
all such verifications and retain a copy of those Records.

Security interview

4,  The Contractor must allow the Province te conduct a security-focused interview with a Services Worker if
the Province identifies a reasonable security concern and notifies the Contractor it wishes to do so.

Criminal history check
5. The Contractor must arrange for and retain documented results of a criminal history check on a Services
Warker obtained through the Services Worker's loral policing agency. Criminal history checks must be

repeated as necessary to ensure that at all times the most recent criminal history check on a Services Worker
was completed within the previous five years.
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SCHEDULE G - Appendix G6 — Sensitive Information

In addition to the information described in section 1{e)(i) of this Schedule, the following information is specified
as “Gensitive Information” for the purposes of this Schedule:

e S A L R B

10.
1L

information relating to the Provincial budget that is not otherwise pubticly available;

Cabinet and Cabinet Committee submissions both draft, final and signed versions;

agenda, minutes, records of decision, decision letters of Cabinet and Cabinet Committees;

Orders in Council (“OIC”) before their release and OIC background material;

Legislative and regulatory proposals, requests for legislation and dralt legislation and regulations;
financial impact assessments;

Treasury Board Staff briefing notes;

mernorands assodated with confidential work for Cabinet;

other material that may be safeguarded because it is for the use of Cabinet in its deliberations, or would
divuige Cabinet deliberations {e.g., speech drafts and communications strategies related to Cabinet and
Treasury Board submissions, briefing notes on policy and financial matters associated with Cabinet
deliberations, and the findings of polls, surveys or other studies on matters which may be subject to
Cabinet consideration);

information that may be subject to solicitor-client privilege; and

other information that is referred to, or contained in a record referred to, in Part 2, Division 2 of the
Freedom of Information and ProtecHon of Privacy Act.

[DN: insert any other information that is particularly sensitive such as

L]

records whose velease miay cause financial hardship or haror to govermment, the public interest or a third
party, or

records where the velease of the information may be expected to compromise the anticipated delivery of
services]
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THIS AGREEMENT is dated for reference the 10 day of November, 2014.

BETWEEN:

KPMG LLP (the “Contractor”) with the following specified address and fax number:
Suite 900 - 777 Dunsmuir Street

Vancouver British Columbia

V7Y 1K3

Fax #604-691-3031

Attention: Erik Niemi

AND:

HER MAJESTY THE. QUEEN IN RIGHT OF THE PROVINCE OF BRITISH COLUMBIA, as represented

by Minister of Finance {the “Province”) with the following specified address and fax number:
3 Floor - 617 Government Street

Victoria BC

V8W 9v1

The Province wishes to retain the Contractor to provide the services specified in Schedule A and, in consideration
for the remuneration set out in Schedule B, the Contractor has agreed to provide those services, on the terms and
conditions set out in this Agreement.

As a result, the Province and the Contractor agree as follows:

1 DEFINITIONS
General
1.1 In this Agreement, unless the context otherwise requires:

{a) "Business Day” means a day, other than a Saturday or Sunday, on which Provincial government
offices are open for normal business in British Columbia;

{b) “Final Deliverables” means the final versions of the reports, findings, opinions or other materials
(including any appendices or other attachments to them} specified in Schedule A as the “Final
Deliverables”;

(c) “Material” means the Produced Material and the Received Material;

(d) “Produced Material” means working papers, accounting records, draft opinions, notes, reports,
findings, records and other material, whether complete or not, that, as a result of this Agreement,
are produced or provided by the Contractor or a Subcontractor and includes the Final
Deliverables; ,

{(e) "Received Material” means records and other material, whether complete or not, that, as a result
of this Agreement, are received by the Coniractor ot a Subcontractor from the Province or any
other person;

() "Services” means the services described in Part 2 of Schedule 4;

()  “Subcontractor” means a person described in paragraph (a} or {b} of section 12.4; and

{h) “Term"” means the term of the Agreement described in Part 1 of Schedule A subject to that term

ending earlier in accordance with this Agreement.

Meaning of “record”

12 The definition of “record” in the hiterpretation Act is incorporated into this Agreement and “records” will

bear a corresponding meaning,
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2 SERVICES

Provision of services
21 The Contractor must provide the Services in accordance with this Agreement.
Term

22 Regardless of the date of execution or delivery of this Agreement, the Contractor must provide the
Services during the Term.

Supply of various items

23 Unless the parties otherwise agree in writing, the Contractor must supply and pay for all labour,
materials, equipment, tocls, facilities, approvals and licenses necessary or advisable to perforr the
Contractor’s obligations under this Agreement,

Standard of care

2.4 Unless atherwise specified in this Agreement, the Contractor must perform the Services to a standard of
care, skill and diligence maintained by persons providing, on a commercial basis, services similar to the
Services.

Standards in refation to persons performing Services

2.5 The Contractor must ensure that all persons employed or retained to perform the Services are qualified
and competent to perform tiem and are properly trained, instructed and supervised.

Instructions by Province

26 The Province may from time to time give the Contractor reasonable instructions {in writing or atherwise)
as to the petformance of the Services. The Contractor must camply with those instructions but, unless
otherwise specified in this Agreement, the Contractor may determine the manner in which the
instructions are carried out.

Confirmation of non-written instructions

27 If the Province provides an instruction under section 2.6 other than in writing, the Contrackor may
request that the instruction be confirmed by the Province in writing, which request the Province must
comply with as soon as it is reasunably practicable to do so.

Effectiveness of non-written instructions

28 Requesting written confirmation of an instruction under section 2.7 does not relieve the Contractor from
complying with the instruction at the time the instruction was given,

Appticable laws

29 In the performance of the Contractor’s obligations under this Agreement, the Contractor must comply
with all applicable laws.
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3 PAYMENT
Fees and expenses

31 1f the Contractor complies with this Agreement, then the Province must pay to the Contractor at the times
and on the conditions set out in Schedule B:

(a) the fees described in that Schedule;

(b) the expenses, if any, described in that Schedule if they are supported, where applicable, by
proper receipts and, in the Province’s opinion, are necessarily incurred by the Contractor in
providing the Services; and

() any applicable taxes payable by the Province under law or agreement with the relevant taxation
autherities on the fees and expenses described in paragraphs (a} and (b).

The Province is not obliged to pay to the Contractor more than the “Maximum Amount” specified in
Schedule B on account of fees and expenses,

Statements of accounts

3.2 In order tc obtain payment of any fees and expenses under this Agresmant, the Contractor must submit
to the Province a written statement of account in a form satisfactory to the Province upon completion of
the Services or at other times described in Schedule B.

Withholding of amounts

33 Without limiting section 8.1, the Province may withhold from any payment due to the Contractor an
amount sufficient to indemnify in whole or in part the Province and its employees and agents against any
liens or other third-party claims that have arisen or could arise in connection with the provision of the
Services. An amount withheld under this section must be promptly paid by the Province to the
Contractor upon the basis for withholding the amount having been fully resolved to the satisfaction of
the Province.

Appropriation

34.  The Province’s obligation to pay meney to the Contractor is subject to the Financial Administration Act,
which makes that obligation subject to an appropriation being available in the fiscal year of the Province
during which payment becomes due.

Currency

3.5 Unless otherwise specified in this Agreement, all references to money are to Canadian dollars.

Non-resident income tax

36 If the Contractor is not a resident in Canada, the Contractor acknowledges that the Province may be
required by law to withhold income tax from the fees described in Schedule B and then to remit that tax
to the Receiver General of Canada on the Contracior’s behalf.

Prohibition against committing money

3.7 Without limiting section 12.10(a), the Contractor must not in relation to performing the Contractor’s

obligations under this Agresment commit or purport to commit the Province to pay any money except as
may be expressly provided for in this Agreement.
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Refunds of taxes

3.8

4.1

5
Privacy

5.1

The Contractor must:

(8) apply for, and use reasonable efforts to obtain, any available refund, credit, tebate or remission of
federal, praovincial or other tax or duty imposed on the Contractor as a result of this Agreement that
the Province has paid or reimbursed to the Contractor or agreed to pay or reimburse to the
Contractor under this Agreement; and

(b) immediately on receiving, or being credited with, any amount applied for under paragraph {a), remit
that amount to the Provirice.

REPRESENTATIONS AND WARRANTIES

As at the date this Agreement is executed and delivered by, or on behalf of, the parties, the Contractor
represents and warrants to the Province as follows;

{a}  except to the extent the Contractor has previously disclosed otherwise in writing to the Province,

0

(ii)

(iii)

all information, statements, documents and reports furnished or submiited by the
Contractor to the Province in connection with this Agreement {including as part of any
competitive process resulting in this Agreement being entered into} are in all material
tespects true and correct,

the Conlractor has sufficient trained staff, facilities, materials, appropriate equipment and
approved subcontractual or other agreements in place and available to enable the
Contractor to fully perform the Services and to grant any licenses under this Agreement,
and

the Contractor holds all permits, licenses, approvals and statutory authorities issued by any
government or government agency thal are necessary for the performance of the
Conractor's obligations under this Agreement; and

b if the Contractor is not an individual,

{i}

(i}

the Conlractor has the power and capacity to gnter into this Agreement and to observe,
perform and comply with the terms of this Agreement and all necessary corporate or other
proceedings have been taken and done to authorize the execution and delivery of this
Agreement by, or on behalf of, the Contractor, and

this Agreement has been legally and properly executed by, or on behalf of, the Contractor
and is legally binding upon and enforceable against the Cantractor in accordance with its
terms except as enforcement may be limited by bankruptcy, insalvency or other laws
affecting the rights of creditors generally and except that equitable remedies may be
granted only in the discretion of a court of competent jurisdiction.

PRIVACY, SECURITY AND CONFIDENTIALITY

The Contractor must comply with the Privacy Protection Schedule. In this section and in section 5.2,
“Privacy Protection Schedule” means the Privacy Protection Schedule attached as Schedule E,

Collection of personal information

5.2

As contemplated by sections 4 and 5 of the Privacy Protection Schedule, it is specified that in performing

the Services:

(a) the Contractor may collect personal information from a person other than the individual the

information is about; and
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{b)  the Contractor is not required to tell an individual from whom the Contractor collects personal
information about any of the matters described in section 27(2)(a) to (c) of the Freedom of
Information and Protection of Privacy Act.

In this section, “personal information” has the same meaning as in the Privacy Protection Schedule.
Security

53 The Contractor must:

(a) make reasonable security arrangements to protect the Material from unauthorized access,
collection, use, disclosure, alteration or disposal; and

(b) comply with the Security Schedule attached as Schedule G,
Cunfidentiality

5.4 The Contractor must treat as confidential all information in the Material and all other information
accessed or obtained by the Contractor or a Subcantractor {whether verbally, electronically or otherwise)
as a result of this Agreement, and not permit its disclosure or use without the Province’s prior writien
congent except:

() as required to perform the Contractor’s obhgatmns under this Agreement or to comply with
applicable laws;

)] as required by the rules of professional conduct or code of ethics of an applicable professional
governing body; or

() if it is information that is generally known to the public other than as result of a breach of this
Agreement,

Public announcements

55 Any public anfieuncement relating to this Agreement will be arranged by the Province and, if such
consultation is reasonably practicable, after consultation with the Contractor..

Restrictions on promotion

5.6 The Contractor must not, without the prior written approvat of the Province, refer for promotional
purposes to the Province being a customer of the Contractor or the Province having entered into this
Agreement.

6 MATERIAL AND INTELLECTUAL PROPERTY

Access to Material

6.1 If the Contractor receives a request for access to any of the Material from a person other than the
Province, and the Contractor has not been authorized or required to provide that access by this
Agreement or a separate written consent or direction of the Province, the Contractor must promptly
advise the person o make the request to the Province.

Ownership of Material

6.2 The parties agree that:

{a) the Province owns the copies of the Final Deliverables delivered to the Province by the
Cantractor;
{b) no proprietary rights, including inteliectual property rights, in the Received Material are acquired

by the Contractor or Subcontractor as a result of the Received Material hemg received by the
Contractor or Subcontractor from the Province or other owner; and
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(c) except as provided in this Agreement, the Contracior owns all proprietary rights, including
intellectual property rights, in the Froduced Material.

License of Final Dealiverables

6.3 Upon delivery of the Final Deliverables to the Province, the Contractor grants to the Province

() an exclusive, perpetual, ivrevocable, royalty-free, worldwide license to exercise, in respect of the
Final Deliverables, the riglhts set out in the Copyright Act (Canada), including the right to use,
reproduce, publish and distribute the Final Deliverables in whole or in the part; and

() the right to sublicense or assign to third parties any or all of the rights granted to the Province
under section 6.3{a) '

subject to any conditions that may be set out in Schedule A,

Delivery of Received Material

6.4 The Contractor must deliver any Receivad Material to the Province immediately on the Province’s
request. ’

7 ° RECORDS AND REPORTS

Waork reporting

7.1 Upon the Province’s request, the Coniractor must fully inform the Province of 21l work done by the

Contractor or a Subcontractor in connection with providing the Services.

Time and expense records

7.2 If Schedule B provides for the Contractor to be paid fees at a daily or hourly rate or far the Contractor to
be paid or reimbursed for expenses, the Contractor must maintain time records and books of account,
invoices, receipts and vouchers of expenses in support of those payments, in form and content
satisfactory to the Province, Unless otherwise specified in this Agreement, the Contractor must refain
such documents for a period of not less than seven years after this Agreement ends.

8 INDEMNITY AND INSURANCE
Indemnity
8.1 The Contractor must indemnify and save harmless the Province and the Province's employees and agents

from any loss, claim (including any claim of infringement of third-party intellectual property rights),
damage award, action, cause of action, cost or expense that the Province or any of the Province’s
employees or agents may sustain, incur, suffer or be put to at any time, either befare or after this
Agreement ends, (each a “Loss”) to the extent the Loss is directly or indirectly caused or contributed to

by:

(@) any act or omission by the Contractor or by any of the Contractor’s agents, employees, officers,
directors or Subcontractors in connection with this Agreement; or

(b) any representation or warranty of the Contractor being or becoming untrue or incorrect.

Monetary limitations of indemnity

82 The indemuification by the Contractor pursuant to section 8.1 is limited to:
(a) $2,000,000 per Loss; and
(b} 84,000,000, in the aggregate for all Losses.

Exceptions to monetary limitations
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8.3 The limitations set out in section 8.2 do not apply to a Loss resulting from or relating to any of the
following:

(@) bodily injury or damage to real property or tangible personal property;
(b) third-party intellectual property rights; or
(c} a breach of section 5.1 to 5.3 or 6.1 of this Agreement.

Province to notify Contractor of Loss

B.4 To claim indemnification for a Loss pursuant to section 8.1, the Province must notify the Contractor in
writing of the Loss as soon as reasonably practicable after the Province becomes aware of the Loss,
provided that a failure by the Province to provide such notification will not invalidate the claim, unless
the Contractor is materially prejudiced by that failure.

Third-party intellectua! property infringement claims

8.3 If the Loss is on the basis of a third-party claim that any element of the Material infringes the intellectual
property rights of any persen, '

{a) then, without limiting section 8.1, the Contractor must defend the Province against that claim at

.the Contractor’s expense and the Contractor must pay all associated costs, damages and legal fees

that a court or arbitrator finally awards or are included in a settlernent agreed to by the
Contractor; and

(b} the Province must cooperate with the Contractor in the defence of the daim and, where
appropriate in the discretion of the Province, will allow the Contractor to appoint and instruct
counsel and otherwise control the defence and any related settlement negotiations.

Insurance

8.6 The Contractor must comply with the Insurance Schedule attached as Schedule D.

Workers compensation

8.7 Without limiting the generality of section 2.9, the Contractor must comply with, and must ensure that any
Subcontractors comply with, all applicable occupational health and safety laws in relation to the
performance of the Contractor’s abligations under this Agreement, including the Workers Compensation
Act in British Columbia or similar laws in other jurisdictions.

Personal optional protection

8.8 The Contracter must apply for and maintain personal optional protection insurance {consisting of income
replacement and medical care coverage) during the Term at the Contractor's expense if:

(a) the Contractor is an individual or partnership of individuals and does not have the benefit of
mandatory workers compensation coverage under the Workers Compensation Act or similar laws
in other jurisdictions; and

(b)  such personal optional protection insurance is available for the Contractor from WorkSafeBC or
other sources.

Evidence of coverage

89 Within 10 Business Days of being requested to do so by the Province, the Contractor must provide the
Province with evidence of the Contractor’s compliance with sections 8.7 and 8.8.

9 FORCE MAJEURE

Definitions relating tu force majeure
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9.1 In this section and sections 9.2 and 6.3:

(a)

(b)

“Event of Force Majeure” means one of the following events:

(i)
(i)
(iii)
(i)

a natural disaster, fire, flood, storm, epidernic or power failure,
a war (declared and undeclared), insurrection or act of terrorism or piracy,
a strike (including illegal work steppage or slowdown) or lockout, or

a freight embargo

if the event prevents a party from performing the party’s obligations in accordance with this
Agreemert and is beyond the reasonable control of that party; and

“Affected Party” means a party prevented from performing the party’s obligations in accordance
with this Agreement by an Event of Force Majeure.

Consequence of Event of Force Majeure

9.2 An Affected Party is not liable to the other party for any failure or delay in the performance of the
Affected Party’s obligations under this Agreement resulting from an Event of Force Majeure and any time
periods for the performance of such obligations are automatically extended for the duration of the Event
of Force Majeure provided that the Affected Party complies with the requirements of section 9.3.

Duties of Affected Party

2.3 An Affected Party must promptly notify the other party in writing upon the occurrence of the Event of
Force Majeure and make all reasonable efforts to prevent, control or limit the effect of the Event of Force
Majeure 50 as to resume compliance with the Affected Party’s obligations under this Agreement as soon
as possible,

10 DEFAULT AND TERMINATION

Definitions relating to default and termination

101 In this section and sections 10,2 to 10.4:

(a}

(b)

“Event of Default” means any of the foliowing:

(i)
(i)

(i)

an Insalvency Event,

the Contractor fails to perform any of the Contractor’s obligations under this Agreement,
ar

any representation or warranty made by the Contractor in this Agreemert is untrue or
incorrect; and

“Insolvency Event” means any of the following:

1)

(if)
(iif)
()

v
vi)

an order is made, a resolution is passed or a petition is filed, for the Contractor's
liquidation or winding up, :

the Contractor commits an act of bankruptey, makes an assignment for the benefit of the
Contractor’s creditors or otherwise acknowledges the Cantractor's insolvency,

a bankruptey petition is filed or presented against the Contractor or a proposal under the
Bankruptcy and Insolvency Act (Canada) is made by the Contractor, '

a compromise or arrangement is proposed in respect of the Contractor under the
Companies’ Creditors Arrangement Act (Canada),

a receiver or receiver-manager is appointed for any of the Contractor’s property, or

the Contractor ceases, in the Province’s reasonable opinion, to carry on business as a
geing concern.
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Provinee's options on default

10.2  On the happening of an Event of Default, or at any Hme thereafter, the Province may, at its option, elect
te do any one or more of the following:

{a} by written notice to the Contractor, require that the Event of Default be remedied within a time
period specified in the notice;

{b) pursue any remedy or take any other action available to it at law or in equity; or

(c) by written notice to the Contractor, terminate this Agreement with immediate effect or on a
future date specified in the notice, subject to the expiration of any time period specified under
section 10.2(a).

Delay not a waiver

10.3  No failure or delay on the part of the Province to exercise its rights in relation to an Event of Default will
constitute a waiver by the Province of such rights,

Province’s right to terminate other than for default

104  In addition to the Province’s right to terminate this Agreement under section 10.2{c) on the happening of
an Event of Default, the Province may terminate this Agreement for any reason by giving at least 10 days’
written notice of termination to the Contractor. '

Payment conssguences of termination

105  Unless Schedule B otherwise provides, if the Province terminates this Agreement under section 10.4:

(a) the Province must, within 30 days of such termination, pay to the Condractor any unpaid portion
of the fees and expenses described in Schedule B which corresponds with the portion of the
Services that was completed to the Province's satisfaction before termination of this Agreement;
and

(b) the Contractor must, within 30 days of such termination, repay to the Province any paid portion
of the fees and expenses described in Schedule B which corresponds with the portion of the
Services that the Province has notified the Contractor in writing was not completed to the
Province’s satisfaction before termination of this Agreement.

Discharge of liability

10.6  The payment hy the Pravince of the amount described in section 10.5(a) discharges the Province from all
liability to make payments to the Contracior under this Agreement.

Motice in relation to Events of Default

10,7  If the Contractor becomes aware that an Event of Default has occurred or anticipates that an Event of
Default is likely to ocaur, the Contractor must promptly notify the Province of the particuiars of the Event
of Default or anticipated Event of Default. A notice under this section as to the occurrence of an Event of
Default must also specify the steps the Contractor proposes to take to address, or prevent recurrence of,
the Event of Default. A notice under this section as to an anticipated Event of Default must specify the
steps the Contractor proposes te take to prevent the occurrence of the anticipated Event of Defauit.

i1 DISPUTE RESOLUTION
Dispute resolution process

111  Inthe event of any dispute between the parties arising out of or in connection with this Agreement, the
following dispute resolution process will apply unless the parties atherwise agree in writing:

9
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(a) the parties must initially attempt to resolve the dispute through caliaborative negotiation;

) if the dispute is not resclved through collaborative negotiation within 15 Business Days of the
dispute arising, the parties must then attempt to resolve the dispute through mediation under the
rules of the British Columbia Mediator Roster Society; and

() if the dispute is not resolved through mediation within 30 Business Days of the commencement of
mediation, the dispute must be refeired to and finally resolved by arbitration under the
Arbitration Act.

Location of arbitration or madiation

112 Unless the parties otherwise agree in writing, an arbitration or mediation under section 11.1 will be held
in Victoria, British Columbia.

Costs of arbitration or mediation

11.3 Unless the parties otherwise agree in wriling or, in the-case of an arbitration, the arbitrator otherwise
orders, the parties must share equally the costs of an arbitration or mediation under section 11.1 other
than those costs relating to the production of expert evidence or representation by counsel.

12 MISCELLANECUS
Delivery of notices

121 Any notice contemplated by this Agreement, to be effective, must be in writing and delivered as follows:

(=) by fax to the addressee's fax number specified on the first page of this Agreement, in which case
it will be deemed to be received on the day of fransmittal unless transmitted after the normal
business hours of the addressee or on a day that is not a Business Day, in which cases it will be
deemed to be received on the next following Business Day;

{b) by hand to the addressee's address specified on the first page of this Agreement, in which case it
wiil be deemed to be received on the day of its delivery; or

{c} by prepaid post to the addressee's address specified on the first page of this Agreement, in which

case if mailed during any period when normal postal services prevail, it will be deemed to be .

received on the fifth Business Day after its mailing.
Change of address or fax number

122 Either party may from time to time give notice to the other party of a substitute address or fax number,
which from the date such notice is given will supersede for purposes of section 121 any previous address
or fax number specified for the party giving the notice,

Assigrunent

123  The Contractor must not assign any of the Contractor’s rights or obligations under this Agreement
without the Province's prior written consent. Upon providing written notice to the Contractor, the
Province may assign to any person any of the Province's rights under this Agreement and may assign to
any “government corporation”, as defined in the Fimancial Administration Act, any of the Province’s
cbligations under this Agreement.

Subcontracting

124 The Contractor must not subcontract any of the Contractor’s obligations under this Agreement to any
person without the Province’s prior written consent, excepting persons listed in the attached Schedule C.
No subcontract, whether consented to or not, relieves the Contractor from any obligations under this
Agreement. The Contractor must ensure that:

10
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(2} any person retained by the Contractor to perform obligations under this Agreement; and
{b) any person retained by a person described in paragraph (a} to perform those obligations

fully complies with this Agreement in performing the subcontracted obligations.
Walver

12.5 A waiver of any teren or breach of this Agreement is effective only if it is in writing and signed by, or on
behalf of, the waiving party and is not a waiver of any other term or breach.

Modifications

126  No modification of this Agreement is effective unless it is in writing and signed by, or on behalf of, the
parties.

Entire agreement

127  This Agreement {including any modification of it) constitutes the entire agreement between the parties as
to performance of the Services,

Survival of certain provisions

12.8 Sections 2.9,3.1to 3.4, 3.7, 3.8, 5.1t0 5.6, 6.1 to 6.4, 7.1, 7.2, B.1 t0 8.6, 9.1 t0 9.3, 10.2, 10.3, 10.5, 106, 11.1 to
113, 12.1, 12.2, 12.8, and 12.10, any accrued but unpaid payment obligations, and any other sections of
this Agreement (including schedules) which, by their terms or nature, are intended to survive the
completion of the Services or termination of this Agreement, will continue in force indefinitely subject to
any applicable Kmitation period prescribed by law, even after this Agreement ends.

Schedules

129  The schedules to this Agreement (including any appendices or other documents attached to, or
incorporated by reference into, those schedules) are part of this Agreement.

Independent contractor

1210 Inrelation to the performance of the Contractor’s obligations under this Agreement, the Contractor is an
independent contractor and not:

(a} an employee or pariner of the Province; or
(b) an agert of the Province except as may be expressly provided for in this Agreement.

The Contractor must not act or purpozt to act contrary to this section,

Personnel not to be emplayees of Province

12.11  The Contractor must not do anything that would result in personnel hired or used by the Contractor or a
Subcontractor in relation to providing the Services being considered employees of the Province.
Key Personnel

12.12  if one or more individuals are specified as “Key Personnel” of the Contractor in Part 4 of Schedule A, the
Contractor must cause those individuals to perform the Services on the Contractor’s behalf, unless the
Province otherwise approves in writing, which approval must not be unreasonably withheld.

11
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Pertinent Information

12.13  The Province must make available to the Contractor any information in the Provirce’s possession that is
required by the Contractor to perform the Services.

Conflict of interest

1214  The Contractor must not provide any services to any person in circumstances which, in the Province’s
reasonable opinion, could give rise to a conflict of interest between the Contractor’s duties to that person
and the Contractor’s duties to the Province under this Agreement.

Time

12.15 Time is of the essence in this Agreement and, without limitation, will remain of the essence after any
maodification or extension of this Agreement, whether or not expressly restated in the document effecting
the modification or extension.

Conflicts among provisions

12.1¢  Conflicts among provisions of this Agreement will be resolved as follows:

(a) a provision in the body of this Agreement will prevail over any conflicting provision in, attached
to or incorporated by reference into a schedule, unless that conflicting provision expressly states
otherwise; and

(b a provision in a schedule will prevail over any conflicting provision in a document attached to, or
incorporated by reference into a schedule, unless the schedule expressly states otherwise.

Agreement not permit nor fetter

1217 This Agreement does not operate as a permit, license, approval or other statutory authority which the
Contractor may be required to obtain from the Province or any of its agencies in order to provide the
Services. Nothing in this Agreement is to be construed as interfering with, or fettering in any manner, the

exercise by the Province or its agencies of any statutory, prerogative, executive or legislative power or
duty.

Remainder not affected by invalidity
1218 If any provision of this Agreement or the application of it to any person or circumstance is invalid or
unenforceable ko any extent, the remainder of this Agreement and the application of such provision to any

other person of circumnstance will not be affected or impaived and will be valid and enforceable to the extent
permitted by law.

Further assurances

12.19  Each party must perform the acts, execute and deliver the writings, and give the assurances as may be
reasonably necessary to give full effect to this Agreement.

Additional terms
1220  Any additional terms set out in the attached Schedule F apply to this Agreement.
Governing law

1221 This Agreement is governed by, and is to be interpreted and construed in accordance with, the laws
applicable in British Columbia.
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INTERPRETATION

In this Agreement:

(a)
(b}

(0
(d)
(e}
(f)

(8
(h)

“includes” and “including” are not intended to be limiting;

unless the context otherwise requires, references to sections by number are to sections of this
Agreement;

the Contractor and the Province are referred to as “the parties” and each of them as a “party”;
“attached” means attactted to this Agreement when used in relation {o a schedute;

unless otherwise specified, a reference to a statute by name means the statute of British Columbia
by that name, s amended or replaced from time to time;

the headings have been inserted for convenience of reference only and are not intended to
describe, enlarge or restrict the scope or meaning of this Agreement or any provision of it;

“person’ includes an individual, partnership, corporation or legal entity of any nature; and

unless the context otherwise requires, words expressed in the singular include the plural and vice
versa.

EXECUTION AND DPELIVERY OF AGREEMENT

This Agreement may be entered into by a separate copy of this Agreement being executed by, or on
behalf of, each party and that executed copy being delivered to the other party by a method provided for
insection 12.1 or any other method agreed to by the parties.

The parties have executed this Agreement as follows:

SIGNED on the 10 day of SIGNED on the 10 day of
November, 2014 by the Contractor Navember, 2014
(or, if not an individual, on its behalf by its on behalf of the Pravince by its duly
suthorized signatory or signatories): authorized representative:
7y PR E e v
%2‘ kpn‘lg.Ca B4 LM 4621 -#/‘C-’ \7%{/&6\"_
{ Signature(s) _ Signature
Erik Niemi Steve Klak
Print Name(s) Print Name
Partmer for KPMG LLP Chief Financial Officer/Executive Director
Print Title{s) Print Title
13
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Schedule A — Services

PART 1. TERM:

1. Subject to section 2 of this Part 1, the term of this Agreement commences on Novemnber 10t 2014 and ends
on February 28h 2015,

2, The Province reserves the right to extend the term of this agreement for an additional period not greater

than (1) year at the discretion of the Ministry and subject to available appropriation.
PART 2. SERVICES:
The Province, through an extension of agreement #C12FSA25209 or through a separate Agreement, may engage
the contractor to perform additional assurance services on an “as, if and when requested” basis. (Refer to
Solicitation document (RFP ON-002146) and Financial Review and Assurance Services Agreement C12FSA25209),
The province has asked the Contractor (KPMG LLP) to perform additional Assurance Services on a Revenue
Transformation initative (“IRTI") to transform tax services across a broad range of tax programs. The R11

supparts the Ministry of Finance’s overarching goal of sound and fransparent management of government
finances,

Statement of Work (SOW) attached describes services to be performed under Schedule A of this Agreement.

See Part 3 - Related Documentation attached.

PART 3, RELATED DOCUMENTATION:
1. The Contractor must perform the Services in accordance with the obligations set out in this Schedule A
including any engagement letter, Solicitation decument excerpt, proposal excerpt or other documentation

attached as an Appendix to, or specified as being incorporated by reference in, this Schedule.

2. The following are Appendices tu this Schedule A:

Appendix Al - Initial Engagement Letter of November 3, 2011 NOT ATTACHED:
Appendix A2 — Initial Solicitation document (RFP - ON-002146} of Sept 30 2011 NOT ATTACHED:
Appendix A3 - Initial Financial Review and Assurance Services Agreement of NOT ATTACHED:
Dec 2, 2011 C12F5A25208 and Modification Agreement #4 Renewal
Option 1 of 3.

Appendix A4 ~ Confidential - Statement of Work (SOW) BC Ministry of Finance
Revenue Transformation Initiative - Phase 1 Rollout T dated Nov 6 2014 ATTACHED:

3. The fellowing documentation Statement of Work (SOW) BC Ministry of Finance — Revenue Transformation
Initiative — Phase 1 Rollout 1 dated Nov 6 2014 is incorporated by reference into this Schedule A:
PART ¢ KEY PERSONNEL:
1. The Key Personnel of the Contractor are as follows:
{a) Erik R Niemi, Parmer
{b} Imad Jebara, Senior Manager

(c} Viktor Culjak, Manager
(d) Fieldwork professionals/Staff Members

14
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Appendix A4
CONFIDENTIAL

BC Ministry of Finance

Revenue Transformation Initiative — Phase 1 Roliout 1
Proposed Statement Of Work for Financial Risk & Conirals Review

Submitted by KPMG LLP
Vancouver, BC
Movember 8, 2014

Erik Niemi, Partner

Background

The Province of Brifish Columbia has embiarked on 2 Revenue Transformation initiative {"RTI") to fransform tax
services across a broad range of tax programs. The RT| supports the Ministry of Finance's (‘Ministry") overarching
qoal of sound and transparent management of governmert finances and is guided by the needs of citizens, &
corporate approach and leveraging as much as pessible the Taxpayer Administration Compliance and Services
{"TACS") system, TACS is based on the GENTAX sofiware application package that the Ministry recently
Impiemanted with great success for a number of major BC government tax programs.

The implementation strategy for Phase 1 of the RTH s structured in a series of three ralloul as follows:

" Roliout 4
Logaing Tax
Unlicensed and Licensed Insuranca Premium Tax
Roflout 2 May 2015
44 non-tax programs on behalf of 14 client ministries ]
Rallout 3 Cetemnbrer 2015
Mineral Tax
Mineral Land Tax
Mine Health and Inspection Fee

The Ministry has rEquested that prepare a statement uf work for performing a Financial Risk and Controls Review
("FRCR") for Rallout 1 {*'R1} of Fhase 1 the RTI.

Objectives, Scope and Approach

The Ministry requires an independent FRCR o assess the adeguacy of key financial controls (automated and
manual) for the planned Phase 1 R1 tax programs using TACS fram a financial integrity perspective (e.g..
completeness, existence, accuracy, autharization, safeguarding, etc.), and identify any signhificant issues and
recommended improvements prior to implementation. Time is of the gssence because Phase 1 R1 goes live in a few
waeks. The Ministry would like to engage KPMG to conduct this work, based upon our recent successful campletion
of a similar FRCR for the TACS V8 implementation and our resuiting ability to efficiently and effectively leverags our
previous TACS FRCR work product as well as our knowledge of the GENTAX system and the related processes and
controls already in place within the Ministry.

Based on aur preliminary understanding we anticipate the addition of the Phase 1 R1{ tax programs will affect the
scope of the TACS functionat areas as follows:
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CONF{DENTIAL

& Registration ® T General Gontrols

*  eServicas

»  Refunds

*  Trapsactions

*  Reconciliztions {Revenue)
s Refumns

" Payments

& Collections

®  Discovery, Audit, Leads

As indicated above, it is anticipated that there will be extensive leveraging of existing TACS functional processes and
the amount of customization required is expected to be relatively minimal as most of the funclionality already exists
within TACS/GENTAX.

We assume the existing [T General Confrols (ITGCs) for TACS wil not change other than perhaps some additional
interface managerment/monitoring, which would be addressed under a specific (new) application tevel risks and
canlrols.

Approach

Our approach in performing this FRCR is to leverage as much as possibile our previous work produet and existing
knowledge of the GENTAX application and the associated TACS processing and controls that KPMG developed in
connection with qur FRCR for TACS vO. We anticipate our work essentizlly will involve understanding how the TACS
systent will be used to support the Phase 1 R1 Iax programs, updating the relevant TACS risk and contral matrices
and analysis, and if required developing a new risk and confrol matrix for any new key functions, reviewing key
aspects of the system implementation project team’s testing, and repoeriing any sighificant issues noted, Because of
the tight timing for Phase 1 R1, it wilt be critical for us to maintain a strong risk-based focus in order to pricritize our
work,

Qur work will include the following steps:

»  Confirming which aspects of TACS are being used for the Phase 1 R1 tax programs and which aspects are being
developed new or customized (i.e., any new funclionality).

& Selecting the subset of existing TACS risk and control matrices relevant io the Phase 1 R1 {ax programs,
conducting high-level watkthrough discussions of key process and confrots to confimm (z} which aspecls are
expacted to remain unchanged and {b) understand the any significant changes

*  Updaling the risk and control matrices for any sigrificant changes applicable to the Phase 1 R1 tax programs,
dogumenting risks and controls for any significant new functionafity, and validating any new or significantly
revised key controls with the implementation project team.

«  Obtaining an understanding of the project team's test strategy, reviewing key test plans and resuits {or
alternatively attending and observing the testing if the timing for this becomes very compressed).

CQur work will consist of a single phase fo closely match the timing of the system implementation project team. We will
coordinate with the team to determine the best timing to help ensure our resuits are relevant and timely while trying fo
keep our impact on the implementation project team as low as possible in the circumstances.

if we nole any significant issues during our work, these will be reported promptly to the implementation {eam for
discussion and consideration so that any remediat action can be implemented as soon as possible. Upon complstion
of fieldwork, just prior to go-tive, we will provide a status report to the Minisiry including our initial findings ard any key
issues and recommendations to date, in order to suppor the Ministty's go-live decision.

20 of 101



CONFIDENTIAL

Deliverables

COur deliverables will include the full set of risk and control matrices tailored to the TAGS functionality used for the
Phase 1 R1 tax programs, as well as an issues log showing observations, recommendations and final status of any
noted issues, We will also provide an overall execulive summary for Ministry management,

Our deliverables will be submitted in draft for review and comment by the project feam and Ministry's management,
and then finalized.

Timeline
[Tt x> ~jzmer: - i o A TR T e it e T
Fimitig A Qﬁﬁﬁﬁ“” 2 s } J o EXLMIH sa:g‘imiﬁw%&* A
Kick-off Meeting * November 10, 2014

::Idke:;t: ;fg[::ntiﬁed risks and cfunfrols in\re.n"tnry. zjmd peﬁorrn high level . ﬂoue¢§er 1 5 —.Nove rn_ber 14, ?0 1. 4
Valldation of updates to risks and controls with the busingss, " November 17 — November 21, 2014
Review of profect testing resufts for identlfied automated controls . _ November 19 — November 2§, 2014
Status update meeling . ) S - . November 26, 2014

lasues fog, status report & draft RCMs e . Noversber 28, 2014

Final draft repart (Exec Summary, RCMs, issves fog) o ~ December3, 2014,

Staffing

This engagement would be led by Erik Niemi, Parner and imad Jebara, Senior Manager, with enterprise systems
and controls specialist knowledge provided by Viktor Cuijak, Manager. Afl of these three team members were
significantly involved In the previous TACS FRCR work completed for the Ministry. We will involve additional KPMG
fieldwork professionals as needed to complete the work and delivery qualily results on a timely basis, Such
personnel will be chosen based on qualifications/experience and avallabliity considering the hard deadlines
assaciated with this project.

Fee estimate

Qur fees will be based upon actual time spent at the hourly rates quoted in our October 25, 2011 proposal o Ministry
of Finance (contract #C12FSA25208) to provide service organization controls audit plus cther potential
audit/assessment services, such as system impltementation and financial risk and controf review services. Based on
eur understanding of the requirements for this engagement (including considering the limited scope and our ahifity ta
leverage pravious work combined with the very tight tinsing, which lignits our ability to leverage junior staff), we
astimate our time and fees as follows:

125 . $25,000
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Schedule B ~ Fees and Expenses

Maximum Amount: Despite sections 2 and 3 of this Schedule, $25,000.00 is the maximum amount which the
Province is obliged to pay to the Contractor for fees and expenses under this Agreement {exclusive of any
applicable taxes described in section 3.1{c} of this Agreement}.

2._FEES:
FLAT RATE

Fees: The "Maximum Amount” of Fees payable $25,000.00 for performing the Services during the Term,

3. EXFPENSES:
Expenses: The "Maximum Amount” of Expenses payable none.

4, STATEMENTS OF ACCOUNT:

Statement of Account: In order to obtain payment of any fees and expenses under this Agreement, the
Contractor must deliver to the Province at the end of the Term or, if the Contractor completes the Services
before that time, on the completion of the Services, a written staternent of account in a form satisfactory to the
FProvince containing:

{(a) the Contractor’s legal name and address;
{b) the date of the statement;

(c) the Contractor's calculation of all fees claimed under this Agreement, including a declaration that
the Services for which the Contractor claims fees have been completed;

{(d) a chronological listing, in reasonable detail, of any expenses claimed by the Contractor with
receipts attached, if applicable, and, if the Coniractor is claiming reimbursement of any GST or
ather applicable taxes paid or payable by the Contractor in relation to those expenses, a
description of any credits, rebates, refunds or remissions the Contractor is entitled to from the
relevant taxation authorities in relation to those taxes;

(e) the Contractor’s calculation of all applicable taxes payable by the Frovince in relation to the
Services;

{f} a description of this Agreement to which the statement relates;

(g} astatement number for identification; and

(h} any other billing information reasonably requested by the Province,

5. PAYMENTS DLJE:

Payments Due: Within 30 days of the Province's receipt of the Contractor's written statement of account
delivered in accordance with this Schedule, the Province must pay the Contractor the fees and expenses (plus all
applicable taxes), claimed in the statement if they are in accordance with this Schedule. Statements of account or
contract invoices offering an early payment discount may be paid by the Province as required lo obfain the
discount,
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Schedule C — Approved Subcontractor(s)

Not applicable
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Schedule D — Insurance

1. The Contractor must, without limiting the Contractor's obligation or liabilities and at the Contractor's own
expense, purchase and maintain throughout the Term the following insurances with insurers licensed in
Canada in forms and amounts acceptable to the Province:

(a)

(b}

Commercial General Liability in an amount not less than $2,000,000 inclusive per occurrence against
bodily injury, personal injury and property damage and including Hability assumed under this
Agreement and this insurance must;

{) include the Province as an additional insured,

(i)  be endorsed to provide the Province with 30 days advance written notice of cancellation or
material change, and

(iii} include a cross liability clause; and
Professional Errars and Omissions Liability insuring the Contractor’s liability resulting from errors

or omissions in the performance of the Services in an amount per occurrence, and in the aggregate,
caleulated as follows:

{i) not less than $1,000,000, if the “Maximum Amount” set out in Schedule B is less than $500,000;

and

(i)  not less than $2,000,000, if the “Maximum Amount’ set out in Schedule B is $500,000 or
greater.

2, All insurance described in section 1 of this Schedule must;

(@)
(b}

be primary; and

not require the sharing of any loss by any insurer of the Province.

3. The Contractor must provide the Province with evidence of all required insurance as follows:

(@)

(b)

{c)

4, Despite section 1(b) of this Schedule, if in the Province’s sole discretion, the Province has approved in

within 10 Business Days of commencernent of the Services, the Contractor must provide to the
Province evidence of all required insurance in the form of a completed Province of British Columbia
Certificate of Insurarice;

if any required insurance policy expires before the end of the Term, the Contractor must provide,
within 10 Business Days of the policy’s expiration, evidence of a new or renewal policy meeting the
requirements of the expired insurance in the form of a completed Province of British Columbia
Certificate of Insurance; and

despite paragraph (a) or (b} above, if requested by the Province at any time, the Contractor must
provide to the Province certified copies of the required insurance policies.

writing either a fronted self-insurance program or a duly licensed captive insurer as an alternative to the
Professional Liability Insurance requirement set ouf in section 1(b), then the Contractor must maintain
throughout the Term that alternative in accordance with the terms of the approval.
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Schedule E ~ Privacy Protection Schedule

Definitions

1. In this Schedule,
{a) - "access” means disclosure by the provision of access;
(b)  "Act’ means the Freedom of Information and Protection of Privacy Act;

{c)  “contact information” means information to enable an individual at a place of business to be contacted
and includes the name, position name or title, business telephone number, business address, business
email or business fax number of the individual;

(dy “personal information” means recorded information about an identifiable individual, other than
contact information, collected or created by the Contractor as a resutt of the Agreewnent or any previous

agreement between the Province and the Contractor dealing with the same subject matter as the -

Agreement but excluding any such information that, if this Schedule did not apply to it, would not be
under the “control of 2 public body” within the meaning of the Act.

Purpose

2. The purpose of this Schedule is to:

(@) enable the Province to comply with the Province's statutory obligations under the Act with respect to
personal information; and

(b) ensure that, as a service provider, the Contractor is aware of and complies with the Contractor's
statutory obligations under the Act with respect to personal information.

Collection of personal infurmafion

3. Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor may
only collect or create personal information that is necessary for the performance of the Contractor's
obligations, or the exercise of the Contractor's rights, under the Agreement.

4, Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor must
collect personal information directly from the individual the information is about.

5. Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor must
tell an individual from whom the Contractor collects personal information:
(@) the purpose for collecting it;
(b} the legal authority for collecting it; and
{¢) the title, business address and business telephone number of the person designated by the Province to

answer questions about the Contractar’s collection of personal information,

Accuracy of personal information

6.  The Contractor must make every reasonable effort to ensure the accuracy and completeness of any personal
information ta be used by the Contractor or the Province to make a decision that directly affects the
individual the information is about.

Requests for access to personal information

7. If the Contractor receives a request for access to personal information from a person cther than the Province,
the Contractor must promptly advise the person to make the request to the Province unless the Agreement
expressly requires the Contractor to provide such access and, if the Province has advised the Conteactor of the
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name or titte and contact information of an official of the Province to whom such requests are to be made, the
Contractor must alse promptly provide that official’s name or title and contact information to the person
making the request,

Correction of personal information

8. Within 5 Business Days of receiving a written direction from the Province to correct or annotate any personal
information, the Contractor must annotate or correct the information in accordance with the direction.

9. When issuing a written direction under section 8, the Province must advise the Contractor of the date the
correction request to which the direction relates was received by the Province in order that the Contractor
may comply with section 10,

10.  Within 5 Business Days of correcting or annatating any personal information under section 8, the Contractor
must provide the corrected or annotated information to any party to whom, within one year prior to the date
the correction request was made to the Province, the Contractor disciosed the information being corrected or
annotated.

11, If the Contractor receives a request for cotrection of personal information from a person other than the
Province, the Contractor must promptly advise the person to make the request to the Province and, if the
Province has advised the Contractor of the name o title and contact infarmation of an official of the Province
to whom such requests are to be made, the Contractor must also promptly provide that official’s name or title
and contact information to the person making the request.

Protection of personal information

12.  The Contractor must protect personal information by making reasonable security arrangements against such
risks as unauthorized access, collection, use, disclosure or disposal, including any expressly set out in the
Agreement. ' '

Storage and access to personal information

13.  Unless the Province otherwise directs in writing, the Contractor must not store personal information outside
Canada or permit access to personal information from outside Canada.

Retention of persona! information

14.  Unless the Agreement otherwise specifies, the Contractor must retain personal information until directed by
the Province in writing to dispose of it or deliver it as specified in the direction,

Use of personal information

15.  Unless the Province otherwise directs in writing, the Contractor may only use personal information if that use
is for the performance of the Contractor’s obligations, or the exercise of the Contractor's rights, under the
Agreement,

Disclosure of personal information

16.  Unless the Province otherwise directs in writing, the Contractor may only disclose personal information
inside Canada to any person other than the Province if the disclosure is for the performance of the
Contractor’s cbligations, or the exercise of the Contractor’s rights, under the Agreement,

17.  Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor must
not disclose personal information cutside Canada.
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Notice of foreign demands for disclosure

18.  In addition {0 any obligation the Contractor imay have to provide the notification contemplated by section
30.2 of the Act, if in relation to personal information in the custody or under the control of the Contractor, the
Contractor:

(8} rereives a foreign demand for disclosure;

(b) receives a request to disclose, produce or provide access that the Contractor knows or has reason to
suspect is for the purpose of responding to a foreign demand for disclosure; or

()  has reason to suspect that an unauthorized disclosure of personal information has occurred in response
to a foreign demand for disclosure '

the Contractor must immediately notify the Province and, in so doing, provide the information described in
section 30.2(3) of the Act. In this section, the phrases “foreign demand for disclosure” and “unauthorized
disclosure of persorntal information” will bear the same meanings as in section 30,2 of the Act,

Netice of unauthoarized disclosure

19.  In addition to any obligation the Contractor may have to provide the notification contemplated by section
305 of the Act, if the Contractor knows that there has been an unauthorized disclosure of personal
information in the custody or under the control of the Contractor, the Contractor must immediately notify the
Province. In this section, the phrase “unauthorized disclosure of personal information” will bear the same
meaning as in section 30.5 of the Act,

Inspection of personal information

20.  Inaddition to any other rights of inspection the Province may have under the Agreement or under statute, the
Province may, at any reasonable time and on reasunzable notice to the Contractor, enter on the Contractor's
premises to inspect any personal information in the possession of the Contractor or any of the Contractor’s
information management policies or practices relevant to the Contractor's management of personal
information or the Contractor's compliance with this Schedule and the Contractor must permit, and provide
reasonable assistance lo, any such inspection,

Compliance with the Act and directions

21.  The Contractor must in relation to personal information comply with;

(2) the requirements of the Act applicable to the Contractor as a service provider, including any applicable
order of the commissioner under the Act; and

(b) any direction given by the Province under this Schedule.

22.  The Contractor acknowledges that it is familiar with the requirements of the Act governing personal
information that are applicable ta it as a service provider.

Notice of nen-compliance

23.  If for any reason the Corttractor does not comply, or anticipates that it will be unable to comply, with a
provision in this Schedule in any respect, the Contractor must promptly notify the Province of the particulars
of the non-compliance or anticipated non-compliance and what steps it proposes to take to address, or
prevent recurrence of, the non-compliance or anticipated non-compliance.

Termination of Agreement

24, In addition to any other rights of termination which the Province may have under the Agreement or
otherwise at law, the Province may, subject to any provisions in the Agreement establishing mandatory cure
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periads for defaults by the Contractor, terminate the Agreement by giving written notice of such termination
to the Contractor, upon any failure of the Contractor to comply with this Schedule in a material respect.

Interpretation

25.  In this Schedule, references to sections by number are to sections of this Schedule unless otherwise specified
in this Schedule.

26, Any reference to the “Contractor” in this Schedule includes any subcontractor or agent retained by the
Contractor to perform obligations under the Agreement and the Contractor must ensure that any such
subcontractors and agents comnply with this Schedule,

27.  The obligations of the Contractor in this Schedule will survive the termination of the Agreement.

28.  If a provision of the Agreement (including any direction given by the Province under this Schedule) conflicts
with a requirement of the Act or an applicable order of the commissioner under the Act, the conflicting
provision of the Agreemnent (or direction} will be inoperative to the extent of the conflict,

29.  The Contractor must comply with the provisions of this Schedule despite any conflicting provision of this
Agreement or, subject to section 30, the law of any jurisdiction outside Canada.

30.  Nothing in this Schedule requires the Contractor Lo contravene the law of any jurisdiction outside Canada

unless such contravention is required to comply with the Act.
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Schedule F - Additional Terms

Not applicable
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Definitions

1.

Schedule G — Security Schedule

In this Schedule,

(a)

(b)
(c)

{d}
(e}

®

“Equipment” means any equipment, including inlerconnected systems or subsystems of equipment,
software and networks, used or to be used by the Centractor to provide the Services;

"Facilities" means any facilities at which the Contractor provides or is to provide the Services;
"Information” means information
(D in the Material, or

(i} accessed, produced or obtained by the Coniractor (whether verbally, electronically or
otherwise) as a result of the Agreement;

"Record" means a “record” as defined in the [iterpretation Act;
"Sensitive Information” means

(i) Information that is "personal information” as defined in the Freedow of Information and
Protection of Privacy Act, or

(i)  any other Information specified as "Sensitive Information” in Appendix G6, if attached; and

"Services Worker" means an individual involved in providing the Services for or on behalf of the
Contractor and, for greater certainty, may include

(i) the Contractor or a subcontractor if an individual, or

(i) an employee or volunteer of the Contractor or of a subcantractor.

Schedule contains additional obligations

2.

The obligations of the Contractor in this Schedule are in addition to any other obligation in the Agreement
or the schedules attached to it relating to security including, without limitation, the obligations of the
Contractor In the Privacy Protection Schedule, if attached.

Services Warker confidentiality agreements

3.

The Contractor must not permit a Services Worker who is an employee or volunteer of the Contractor to

have access to Sensitive Information unless the Services Worker has first entered into a confidentiality
agreement with the Coniractor to keep Sensitive Information confidential on substantially similar terms as
those that apply to the Contractor under the Agreement.

Services Worker security screening

4.

The Contractor may only permit a Services Worker who is an employee or a volunteer of the Contractor to

have access to Sensitive Information or otherwise be involved in providing the Services if, after having
subjected the Services Worker to the personnel security screening requirements set out in Appendix G1 and

any additional requirements the Contractor may consider appropriate, the Contractor is safisfied that the
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Services Worker does not constitute an unreasonable security risk, The Contractor must create, obtain and
retain Records documenting the Contractor's compliance with the security screening requirements set out
in Appendix G1 in accordance with the provisions of that appendix.

Services Worker activity logging

5.

Subject to section 6, the Contractor must create and maintain detailed Records logging the activities of all
Service Workers in relation to: '

{2}  their access to Sensitive Information; and
(b)  other matters specified by the Province in writing for the purposes of this section.

The Records described in section 5 must be made and maintained in a manner, and contain information,
specified in Appendix G2, if attached.

Facilities and Equipment protection and access control

7.

The Contractor must create, maintain and follow a documented process to:

(@)  protect Facilities and Equipinent of the Contractor required by the Contractor to provide the Services
from loss, damage or any other occurrence that may result in any of those Facilities and Equipment
being unavailable when required to provide the Services; and

{b)  limit access to Facilities and Equipment of the Contractor

(iy  being used by the Contractor to provide the Services, or
(i) thatmay be used by someone to access Information

to those persons who are authorized to have that access and for the purposes for which they are
authorized, which process must include measures to verify the identity of those persons.

If the Province makes available to the Contractor any Facilities or Equipment of the Province for the use of
the Contractor in providing the Services, the Contractor must comply with any policies and procedures
provided to it by the Province on acceptable use, protection of, and access to, such Facilities or Equipment.

Sensitive Informatton access contral

9. The Contractor must:

(a) create, maintain and follow a documented process for limiting access to Sensitive Information to
those persons who are authorized to have that access and for the purposes for which they are
authotized, which process must include measures to verify the identity of those persons; and

(b} comply with the information access control requirements set out in Appendix G3, if attached.

Integrity of Information
10.  The Contractor must:

(a) create, maintain and follow a documented process for maintaining the integrity of Information while
possessed or accessed by the Contractor; and

{b) comply with the information integrity requirements set out in Appendix G4, if attached.

11, For the purposes of section 10, maintaining the integrity of Information means that, except to the extent

expressly authorized by the Agreement or approved in writing by the Province, the Information has:
(a) remained as complete as when it was acquired or accessed by the Contractor; and
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{b} not been altered in any material respect.

Dacumentation of changes fo processes

12.  The Contractor must create and maintain detailed Records logging any changes it makes to the processes
described in sections 7, 9 and 10.

Notice of security breaches

13.  If Contractor becomes aware that:

(a) unauthorized access, collection, use, disclosure, alteration or disposal of Information or Records
containing Information; or

{b) unauthorized access to Facilities or Equipment

has occurred or is likely to occur {(whether or not related to a failure by the Contractor to comply with this
Schedule or the Agreement), the Contractor must immediately notify the Province of the particulars of that
occurrence or likely oceurrence. If the Contractor provides a notification under this section other than in
writing, that notificaion must be confirmed in writing to the Province as soon as it is reasonably
practicable for the Contractor to do so.

Review of security hreaches

14,  If the Province decides to conduct a review of a matter described in section 13 {whether or not the matter
came to the attention of the Province as a result of a notification under section 13), the Contractor must, on
the request of the Province, participate in the review to the extent that it is reasonably practicable for the
Contractor to do so.

Retention of Records

15.  Unless the Agreement otherwise specifies, the Contractor must retain all Records in the Contractor's
possession that contain Information until directed by the Province in writing to dispose of them or deliver
them as specified in the direction.

Storage of Records

16.  Until disposed of or delivered in accordance with section 15, the Contractor must store any Records in the
Contractor's possession that contain Information in accordance with the provisions of Appendix G5, it
attached.

Audit

17.  In addition to any other rights of inspection the Province may have under the Agreement or under statute,
the Province may, at any reasonable time and on reasonable nofice to the Contractor, enter on the
Contractor’s premises to inspect and, at the Province's discretion, copy:

(@) any Records in the possession of the Contractor containing Information; or

(b) any of the Contractor’s Information management policies or processes (including the processes
described in sections 7, 9 and 10 and the logs described in sections 5 and 12) relevant to the
Contractor's compliance with this Schedule '

and the Contractor must permit, and provide reasonable assistance fto, the exercise by the Province of the
Province's rights under this section.
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Termination of Agreement

18.

In addition to any other rights of termination which the Province may have under the Agreement or
otherwise at law, the Province may, subject to any provisions in the Agreement establishing mandatory
cure periods for defaults by the Contractor, terminate the Agreement by giving written notice of such
termination to the Contractor, upon any faifure of the Contractar to comply with this Schedule in a material
respect.

[nterpretation

19.

20,

21.

23,

24,

In this Sehedule, unless otherwise specified:

() references to sections are to sections of this Schedule; and

(b}  references to appendices are to the appendices attached to this Schedule.

Any reference to the "Contractor” in this Schedule includes any subeantractor retained by the Contractot to
perform obligations under the Agreement and the Contractor must ensure that any such subcontractors
comply with this Schedule.

‘The appendices attached to this Schedule are part of this Schedule.

If there is a conflict between a provision in an appendix attached to this Schedule and any other provision
of this Schedule, the provision in the appendix is inoperative to the extent of the conflict unless the
appendix states that it operates despite a conflicting provision of this Schedule.

if there is a conflict between:
(a)  a provision of the Agreement, this Schedule or an appendix attached to this Schedule; and
(b)  adocumented process required by this Schedule to be created or maintained by the Contractor

the provision of the Agreement, Schedule or appendix will prevail to the extent of the conflict,

The obligations of the Contractor in this Schedule will survive the termination of the Agreement.
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The personnel security screening requirements set out in this Appendix G1 are for the purpose of assisting the

SCHEDULE G - Appendix G1 - Security screening requirements

Contractor to determine whether or not a Services Warker constitutes an unreasonable security risk.

Verification of name, date of birth and address

1.

The Contractor must verify the name, date of birth and current address of a Services Werker by viewing at
least one piece of “primary identification” of the Services Worker and at least one piece of “secondary
identification” af the Services Worker,* as described in the table following this section. The Contractor
must obtain or create, as applicable, Records of 2ll such verifications and retain a copy of those Records.
For a Services Worker from another province or jurisdiction, reasunably equivalent identification

documents are acceptable.

Primary Identification Secondary Identification
Issued by ICBC: » School ID card (student card)
= Bank card {(only if holder's name is on card})
+  B.C driver’s licence or learner’s licence = Credit card {only if holder’s name is on
{must have photo) card)
¢ B.C. identification (BCID) card * Passport
» Poreign birth certificate (a baptismal
Issued by provincial ot territorial government: certificate is not acceptable)
» Canadian or U.5. driver’s licence
» Canadian birth certificate »  Naturalization certificate
¢ Canadian Forces identification
Issued by Government of Canada: * Police identification
« Foreign Affairs Canada ar consular
» (Canadian Citizenship Card identification
Permanent Resident Card « Vehicle registration (only if owner’s
Canadian Record of Landing/Canadian signature is shown)
Immigration [dentification Record +  Picture employee ID card
+ Firearms Acquisition Certificate
» Social Insurance Card {only if has signature
strip)
« B.C CareCard
« Native Status Card
+ Parole Certificate ID
o Correctional Service Conditional Release

Card

*It is not necessary that each piece of identification viewed by the Conltractar contains the name, date of
birth and current address of the Services Worker. It is sufficient that, in combination, the identification

viewed contains that information.

Verification of educatian and professtonal qualifications

2.

The Contractor must verify, by reasonable means, any relevant education and professional qualifications of
a Services Worker, obtain or create, as applicable, Records of all such verifications, and retain a copy of

those Records.
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Verification of employment history and reference checks

3.

The Contractor must verify, by reasonable means, any relevant employment history of a Services Worker,
which will generally consist of the Contractor requesting that a Services Worker provide employment
references and the Contractor contacting those references. If a Services Worker has no relevant
employment history, the Contractor must seek to verify the character or other relevant personal
characteristics of the Services Worker by requesting the Services Worker to provide one or more personal
references and contacting those references. The Contractor must obtain or create, as applicable, Records of
alt such verifications and retain a copy of those Records.

Security interview

4, The Contractor must allow the Province to conduct a security-focused interview with a Services Worker if
the Province identifies a reasonable security concern and notifies the Contractor it wishes to da so.

Criminal history check

5. The Contractor must arrange for and retain documented results of a criminal history check on a Services
Worker obtained through the Services Worker's local policing agency. Criminal history checks must be
repeated as necessary to ensure that at all times the most recent criminal history check on a Services Worker
was completed within the previous five years.

Credit check

6.  The Contractor must arrange for and retain the documented results of a credit check on a Services Worker

obtained through an authovized credit reporting agency. Credit checks must be repeated as necessary to
ensure that at all times the most recent credit check on a Services Worker was completed within the
previous five years, '
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& SERVICE CONTRACT CHECKLIST Page 1 |

FORM USAGE AND ROUTING:

This form must be completed for all service contracts and amendments to service contracts involving an increase to the dollar value. It requires approval from
the contract manager and the ADM (only in certain circumstances) before the contract/amendment is signed. After being signed by both parties, attach the
original contract/amendment to the original Service Contract Checklist and forward to Accounts, Financial Services and Administration, Ministry of Finance.

DESCRIPTION OF CONTRACT - Complete Part 1 for all contracts and amendments.

Legal Contractor Name: GDL Consulting Inc. Req #: Contract # C15REV31360
Contract Type: [J New [] Multi-year [J Renewal [ Amendment Brief Description of Services:
To provide professional audit services for compliance testing of
Term: April 2, 2015-March 31,2016 _|Rate (per hour or day): $95.00/$72.00 p/hr |petroleum and natural gas royaity payors.
. CONTRACT CODING: (if more lines needed attach separate sheet) B fofsﬁg’ét;'a'::;&t oniuy '%qujpmem
: : 2195-Operating Equipment
A|  Amount ClL | Resp. | SN | 510 | project |oFasTOB ODMmmTrry) | - Set®  [2215.0ffce Fumiture & Equip
R L - i 2275-Mainframe HW & Servers
T 120,000.00| 022 | 32925 26255 | 6001 3200000 2281-M/F HW & Servers WIP
2295-PC Hardware
2315-Mainframe Software
1 2321-Mainframe Software WIP
2335-Major Systems Software
2355-PC Software
120,000.00 CONTRACT TOTAL 2395-Tenant Improvements
Commonly Used Contract STOBs: 6101/02 - Advisory - Fees/expenses for contracts with the provision of advisory services to
6001/02 - Operational - Fees/expenses for contracts that provide for a direct provision  the ministry (e.g., management consulting).
of goods or services in the delivery of government programs (e.g., project mgmt.). 6302 - Data Operations Non-WTS - Fees/expenses for contracts that provide for a direct
6003/04 - Regulatory - Fees/expenses for confracts that provide for a direct provision provision of IT related goods/services in the delivery of government programs (e.g., data
of goods or services required by statute or regulation. processing, operating lease rentals).
6020/21 - Education and Training - Fees/expenses for contracts that deliver training to  6309/10 — Data Consulting Non-WTS - Fees/expenses for consulting contracts related to
government employees. information systems.
SELECTION PROCESS - Complete Part 2 for new contracts only. Do not complete for renewals or amendments. Select only one box.
Open Process Direct Process:
[0 Request for Proposal (RFP) (100) RFP # 2014-MOG-02 [0 Three Verbal or Written Bids (300)
Suppliers submit proposals on how, and at what price, they would Only used for contracts less than $25,000. A RFP or ITQ is required for
provide a service. contracts valued at $25,000 or more. Documentation of bids must be kept
[J Invitation to Quote (ITQ) (100) ITQ # on the contract file. Note: Obtaining verbal bids is not recommended but
For priced based services only - you know exactly what you want done if used, the process must be documented in writing and included in the
and are looking for the best price. contract file (e.g., communication between ministry and vendors).
[ Other Open Competitive Process (100) [0 Direct Invitation to Selected Vendors (300)

Identify process used: A competitive solicitation, for contracts $25,000 or more, that is issued to

An open competitive process other than Request for Proposal or a limited list of vendors and not advertised on BC Bid. If vendors are on a

Invitation to Quote is used (e.g., Joint Solution Procu rement, Invitation to pre-qualification list, use category 401 below.

Tender), normally by advertising the opportunity on BC Bid. Note: A RFP or ITQ is required by ministry policy for contracts valued at
____________________________________________________________ $250000rmore. e
Direct Award:

[0 Public Sector Organization (200) [0 Emergency (202)
The contract is negotiated and directly awarded without competitive The contract is negotiated and directly awarded without competitive
process because the contract is with another government organization. process because an unforeseeable emergency exists and the services
O sole Source (201) could not be obtained in time by means of a competitive process.
P The contract is negotiated and directly awarded without competitive [ Confidentiality (204)
A process because the ministry can strictly prove that only one The contract is negotiated and directly awarded without competitive
R contractor is qualified. A NOI is not required. Note: Evidence of how the process where the acquisition is of a confidential or privileged nature and
ministry “proved” sole source must be documented in the contract file. disclosure through an open bidding process could reasonably be
T [0 Sole Source - Notice of Intent (205) expected to compromise government confidentiality, cause economic
The contract is negotiated and directly awarded without competitive disruption or be contrary to the public interest.
2 process (a NOI is not a competitive process) because the ministry [0 No Justification (206)

believes but cannot strictly prove that only one contractor is qualified Where a direct award has been made which is not justified under one of

and a Notice of Intent is posted. A NOI must be posted on BC Bid when the exceptional conditions specified in the Core Policy and Procedures

a contract for services or construction valued at more than $50,000, is to Manual section 6.3.3 a (1) (i.e., 200 — 204), or a Notice of Intent was

be directly awarded on this basis. Note: It is recommended that a NOI required but has not been issued, or it is provided for under another

be posted for opportunities valued at $25,000 or more that are being policy.

awarded on this basis. [J Direct Award - Under $25,000 (207)

[0 security, Order, etc. (203) A direct award has been made for a contract less than $25,000 and

The contract is negotiated and directly awarded without competitive categories 200, 201, 202, 203 and 204 do not apply.

process because a competitive process would interfere with the

Pre-qualification:

[0 selected Vendor From Pre-qualification List (400) [0 Competition Among Vendors on a Pre-qualification List (401)
A contract that is issued to a vendor on a pre-qualification list without A competitive solicitation that is issued to a limited list of vendors selected
undertaking a competitive process. The process must be consistent from a pre-qualification list. The process must be consistent with the
with the rules publicized when the list was established. rules publicized when the list was established.

[J Purchase from a Corporate Supply Arrangement (500) Check appropriate box to indicate which competitive process was used:

A purchase from a pre-established corporate supply arrangement as

identified in the Core Policy Manual section 6.3.2 a (1). LIRFP [11TQ [0 3 Verbal or Written Bids
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SERVICE CONTRACT CHECKLIST

PageTl

AGREEMENT ON INTERNAL TRADE (AIT) / BRITISH C
Complete Part 3 for new contracts only. Do not complete for renewals/amend|

OLUMBIA - ALBERTA TRADE, INVESTMENT & LABOUR MOBILITY AGREEMENT (TILMA)
ments. Select only one box.

O

O
O

w =HAOWPT

Purchase Subject to AIT/TILMA (100)

The purchase is for services over $75K and is not excluded or exempted
under any other provision of the AIT/TILMA or other category below.
Purchase Not Subject to AIT/TILMA (200)

The purchase is for services $75K or less.

Excluded - Exempted Commodity/Service (300) O

The purchase is for services that are exempted from coverage of AIT/
TILMA or to which the AIT/TILMA does not apply by virtue of its specific
reference in Chapter 5 of the agreement (e.g., health & social services).
Excluded - Emergency (400)

A purchase where an unforeseeable situation of urgency exists and the
services cannot be obtained in time by means of an open procurement.
Excluded - Security, Order, etc. (500)

A purchase where compliance with the open tendering provisions set out
in Ch. 5 of the AIT/TILMA would interfere with the Province's ability to
maintain security or order or to protect human, animal, plant life or health.

[0 Excluded - Product Compatibility/Exclusive Rights (600)

A purchase which must: ensure compatibility with existing products;
recognize exclusive rights, such as exclusive licenses, copyright and
patent rights; or maintain specialized products that must be maintained
by the manufacturer or its representative.

Excluded - Procurement of Prototype (700)

The procurement of a prototype or a first service to be developed in the
course of and for a particular contract for research, experiment, study or
original development, but not for any subsequent purchases.

Excluded - Regional/Economic Development (800)

A purchase which, under exceptional circumstances, may be excluded
by the Province from the application of Chapter 5 of the AIT/TILMA for
regional and economic development purposes.

POLICY COMPLIANCE - NEW CONTRACTS - Complete for new contracts only. Do not complete for renewals/amendments.

YES NO NI/A

1.

-2> T
<2}

i

10.
11.

12.

13.

14.
15.

Before taking steps to find a contractor, a cost benefit justification (CBJ) must be prepared for service contracts over O O O
$100,000. Where appropriate, it should include a cost comparison between contracting out vs. using in-house resources if
Has a CBJ been prepared for inclusion in the contract file? (CPPM 6.3.1.5)
As per the AIT/TILMA, did you advertise on BC Bid for any contract over $75,000 or if a pre-qualification list was used, did
you select the contractor through a competitive process between all suppliers on the list? (CPPM 6.3.2.c)

Executive Financial Officer (EFO) pre-approval is required for all Labour and Citizens’ Services service contracts over
$25,000 that are being directly awarded. Has a briefing note been signed by the EFO for inclusion in the contract file?

If this contract was directly awarded (including the policy exemptions in CPPM 6.3.3.a) have the reasons been clearly
explained and documented for inclusion in the contract file? (CPPM 6.3.3.a)

If this contract is being awarded to a contractor that has been used for similar work in the previous 3 months (3 months
from previous expiry date) the new contract must be approved by an expense authority with authority for the combined total
of the contracts. Has the appropriate expense authority approved the contract? (CPPM 6.3.2.a.11)

Can you confirm this contract does not constitute an employer/employee relationship? (CPPM 6.3.1.6). For more
information, refer to "Employee or Self-Employed" pamphlet at http://www_cra-arc.gc.ca/E/publtg/rca1 10/rc4110-06e.pdf.

If the General Services Agreement was not used, did you obtain Legal Services and Risk Management approval?
Documentation of approval must be kept in the contract file. (CPPM 6.3.3.d)

Does Schedule A clearly identify specific and measurable contract deliverables? (CPPM 6.3.6.c)

Does Schedule A clearly identify the process the ministry will use to monitor the contractor’s performance (e.g., frequency

they were available, contract outcomes, etc.

& format of reporting requirements)? (CPPM 6.3.6.c)

If sub-contractors will be providing any of the services are they identified in Schedule C?
If this is a professional services contract (e.g., IT, accounting, management consulting), have you completed and attached

Schedule D (Insurance) & Schedule F (Additional Terms)?

If Schedule D (Insurance) is attached, is the insurance adequate to cover the risks associated with this contract

http:ﬂgww,ﬂn.gov.bc,cafpt!rmbiformsicoiover.stm’?

If the contractor will be involved with “personal information” as defined in the FOIPPA, have you completed and attached
Schedule E (Privacy Protection - http:/iwww. mser.gov.bc. calprivacyaccess/PPS/minpps.doc)? (CPPM 6.3.3.e.11)

Has the Information Package for Service Contractors been forwarded to the contractor?
Appendix 1 must be attached to all service contracts including travel expenses. Have you attached Appendix 1?

[ O
O o o ad
O o o o

OO O O oo oo o o
O O oo

OO0 O O oo oo o O

CONTRACT AMENDMENTS - Complete Part 5 for contract amendments only.

LD

Reason for amendment:
Extended date and dollars to contract

Previous Contract Total:
Amendment Amount:
New Contract Total:

120,000.00
120,000.00
240,000.00

POLICY COMPLIANCE

YES NO

->7T

8

o,
%]

Does the amendment format comply with the CPPM (CPPM 6.3.3.€.9)?
http:!!gw.ﬂn.gov.bc.ca!camss..‘fsa!Branchr‘FormsfModiﬁcation_Agreement.doc,

_ The amendment amount(s) must be added to the original amount of the contract to determine the new total for approval
requirements. Has the appropriate expense authority approved the amendment?

Have the circumstances that caused this contract to be amended been clearly documented for inclusion in the contract file
(e.g., unforeseen technical problem delayed the project and the details are explained in the file)?

®K 0O
X 0O

® 0O

APPROVALS - Complete Part 6 for all contracts and amendments

Contract Mgr. Name: ,

**ADM Name: Elan Symes

AP/PO Clerk

sl mI/}O'{

o ) it PP 11,2015~

Signature & Date

T4k

Signature & Date’ /

Initials & Date

o =-APrT

** ADM sign-off is only required if the contract was directly award

ed or the answer to any of the questions in Part 4 or 5 was ‘NO".

FIN FSA 022 REV APRIL 2007 This form is available on the FSA web site at htlp:f.-‘www.min,ﬁn.gov.bc.ca!CAMSSfFSNindex.html.
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nIna

To

From

cc

Subject

KPMG LLP Telephone (604) 691-3000
777 Dunsmuir Street Fax (604) 691-3031
Vancouver BC wiwww. kpmg.ca
V7Y 1K3
Confidential
Steve Klak (Executive Director and CFO, Ministry of Date March 19, 2015
Finance)
Erik Niemi (Partner, KPMG) Ref 2000300497

Kanwal Kuckreja (Director, Financial Services, Ministry of Finance)

Executive Summary - BC Ministry of Finance Revenue Transformation Initiative Phase 1
Rollout 1 Financial Risk and Controls Review

KPMG LLP (“KPMG”) was engaged by the Ministry of Finance of the Province of British
Columbia (the “Ministry”) to perform a Financial Risk and Controls Review (“FRCR”) relating to
Phase 1 Rollout 1 (*R1”) of the Revenue Transformation Initiative (“RTT”).

The RTI program relates to and supports the Ministry’s overarching goal of sound and transparent
management of government finances and is guided by the needs of citizens, a corporate approach
and leveraging as much as possible the Taxpayer Administration Compliance and Services
(“TACS”) system.

TACS is based on the GENTAX software application package that the Ministry recently
implemented with great success for a number of other major BC government tax programs. The
Ministry has embarked on the RTI to transform tax services across a broad range of tax programs
and to enable a quick implementation and minimize the need for any customization work, the
Ministry elected to leverage as much as possible the TACS system.

The scope RTI R1 covers the logging, unlicensed and licensed insurance premium taxes of the
Province. The objective of this FRCR was to assess the adequacy of key controls (automated and
manual) for R1 from a financial integrity perspective (e.g., completeness, existence, accuracy,
authorization, safeguarding etc.) and to identify any significant issues and recommended
improvements prior to implementation.

KPMG’s approach involved leveraging our previous work and knowledge of the TACS system,
understanding of how the TACS system is used to support the scope of the R1 taxes, updating the
relevant TACS risk and control matrices, developing new risk and control matrices for new key
functions (e.g., the validation and matching performed by the Ministry of Education), reviewing key

KPMG LLP is a Canadian limited liability partnership and a member firm of the KPMG network of independent member firms
affiliated with KPMG International Cooperative {"KPMG Intemational”), a Swiss entity. KPMG Canada provides services to
KPMG LLP.

KPMG Confidential
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Risk and Controls Review

March 19, 2015

aspects of the system implementation project team’s testing for automated controls and reporting
any significant issues identified.

As this R1 largely leveraged existing TACS processes and controls, KPMG did not identify any
significant potential issues or findings during the execution of the FRCR, and as of completion date
of our fieldwork (December 3", 2014) we have not identified any significant outstanding findings.

We would like to thank all the project and respective Ministry personnel who assisted us in our
review.

Yours faithfully,
ks

Chartered Accountants

Erik Niemi, Partner
Systems Assurance & Risk Consulting Services

Enclosures:
Appendix 1 - RTI Phase 1 R1 Risk and Controls Matrix

MFIN - TESP FRCR - Executive Summary Memo - DRAFT 2015 02 27.docx 2
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015

CS-01 Appendix A - Risk & Control Matrix Sub-Process: Registration

Process: | Customer Sub-Process Objective Controls provide reasonable assurance that taxpayer account registrations are valid, complete and accurate

Bus Unit / Loc:| Taxpayer Services

Sub-Process Risk: Low

Assertions Other COS0 Component

Control

— Frequency /

Control
Control

inthe Control ) L ) , ] Category

Control Owner |

Ref # 4 } trol (Y/N) ) S ; A : Transaction
- Volume
R
C5-01-CO1 A taxpayer's SBN number Y Verification of BN9 against the SBN Hub XX X X Interface / P A Recurring  Program specific:
does not match the SEN Hub Conversion - Tobacco accounts are managed by Tobacco Section
resulting in an invalid All taxpayers (registering electronically or manually) are required to identify - Fuel, Carbon and IFTA account registration is managed
taxpayer account being themselves using their nine-digit Business Number (BNS) at the time of registration. through the Fuel section
registered in TACS. A BN9 cannot be assigned from within TACS. - FDR account type registration is not business related
and therefore not applicable
BN9's are verified against the Single Business Number (SBN) Hub prior to a
registration being finalized and approved by TACS.
If a taxpayer registers without a pre-existing BN9 number, the registration clerk
searches the BNI to verify that a BN9 does not exist and approves the application
manually. TACS then forwards data to the SBN Hub and requests CRA to assign a
new BNS.
Once the SBN Hub validates a BN it assigns a unique 15-digit Program Account
Mumber (BN15) which is derived from the BNS for each Program Account (Tax Type
Registration) in TACS.
CS-01-C02 A taxpayer account is Y Duplicate BN15 check X X System P A Recurring  Manager Registration Closure Services
registered more than once in Configuration
TACS. Validation rules prevent a Program Account Number (BN 15) from being assigned to a
taxpayer where the same BN15 has already been assigned. BN15 number validation
is performed at the TACS and SEN Hub levels.
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CS-01
Process:

Bus Unit / Loc:

Key
nthe Control
(Y/N)

Control

Ref #

CS-01-C03 Master data associated with
a taxpayer account in TACS is
incomplete and / or

inaccurate.

CS-01-C04 Y

C5-01-C05 M

Appendix A - Risk & Control Matrix

Customer

Taxpayer Services

Control

WA

Matching of registration details prior to approval

Each registration work item (manual or electronic) requires a BN9 number and key
registration data to match against corresponding data in the Single Business Number
(SBN) Hub prior to being auto-approved by TACS, For existing HST registrants, HST
data must match. For non-HST registrants, the postal code must match the SBN Hub
data.

Where registration details do not match those of the SBN Hub the registration work
item will be flagged for manual review, follow-up and correction by Program staff.
Follow-up may include referring to the BC Registries and BNI lookup for validation
and dialogue with the taxpayer.

Manually requested changes or updates to registration master data that are not
initiated by a Registration clerk in the appropriate program area li.e., PST, FACT and
Carbaon) are subject to review by registration clerks prior to being processed as a valid
change in TACS.

All review activities, updates and changes to registration data as part of the validation
process are documented within a TACS registration work item.
Automatic push of updates and changes to taxpayer master data in TACS

The SBN Hub is used to receive taxpayer entity information from other Hub Partners
(e.g., CRA and BC Registry Services).

When updates are received from 'trusted' Hub partners (e.qg., legal name changes
received from BC Registry Services) the changes are auto-approved and updated in
TACS.

When updates are received from 'un-trusted' Hub partners these changes create a
registration work item in TACS in suspended status pending review and approval by a
Registration clerk.

Master data integrity checks

A Registration Discrepancy Report is automatically generated by TACS when any
mandatory registration master data exceptions are detected in taxpayer registration
master data (e.9. blank fields or missing fields required throughout the taxpayer
processing lifecycle). The registration discrepancies are e-mailed by TACS to
designated users (dependent on the tax program) for further action and remediation.

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Registration

Sub-Process Objective Controls provide reasonable assurance that taxpayer account registrations are valid, complete and accurate

Sub-Process Risk: Low

Assertions

Other COS0 Component

Control
Frequency /
Transaction

Volume

Control

Category Control Owner

Program specific:
- Tobacco accounts are managed by Tobacco Section

- Fuel, Carbon and IFTA account registration is managed
through the Fuel section

- FDR account type registration is not business related
and therefore not applicable

System Recurring

Configuration

X Interface / D A Recurring  Manager Registration Closure Services
Conversion
X | Configuration D A Recurring  Program specific:

- Tobacco accounts are managed by Tobacco Section

- Fuel, Carbon and IFTA account registration is managed
through the Fuel section

- FDR account type registration is not business related
and therefore not applicable
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CS-01
Process:

Bus Unit / Loc:

Key
nthe Control
(Y/N)

Control

Ref #

CS-01-C06 Master data associated with
a taxpayer account in TACS is

incomplete and / or

inaccurate.
CS-01-C0o7 Unauthorized, inappropriate Y
or incorrect changes are
made to taxpayer account
registration details.
CS-01-C08 Y
CS-01-C09 Y

Appendix A - Risk & Control Matrix

Customer

Taxpayer Services

Control

WA

Mandatory fields and input entry validation

Validation rules are used to test for the presence, accuracy, completeness and
validity of key mandatory registration fields such as dates (date format), postal code
(format) and BN validity (algorithm checksum).

In addition, the provided postal code is also automatically validated by TACS against
validation rules, preventing the capture of incorrect or malformed address details.

Restricted access to change registration master data

Access to perform key taxpayer registration detail updates are restricted to only
authorized Consumer Taxation Programs Branch Registration and e-Tax Staff, Asset
Compliance staff, FACT Processing Team and Tobacco Section Staff.

Mote 1: System access rights are also subject to refund safeguard configuration -
refer to control FI-02-CO7.
Mandatory review of changed registration master data

Only authorized Consumer Taxation Programs Branch Registration and e-Tax, FACT
Processing Team and Tobacco section staff are able to change registration master
data. Others user need to create work items for any changes to registration details.
These registration work items are reviewed by registration clerks who process all
registration changes in TACS.

Audit logs are maintained for all registration detail changes indicating the user
associated with the change, the date and time the change was performed as well as
the new and old value.

Manual notes (CRM notes in TACS) can be appended in addition to the change audit
log.
Monthly review of registration change activity

Manthly reviews of audit logs relating to registration changes are performed by
Management to identify unusual patterns or activity identified in the following
reports:

- Registration & Close Of Business

- Task Balance

- Tasks Closed

- Indicator Monitoring

- Account Summary

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Registration

Sub-Process Objective Controls provide reasonable assurance that taxpayer account registrations are valid, complete and accurate

Sub-Process Risk: Low

Assertions

Other COS0 Component

Control
Frequency /
Transaction

Volume

Control

Category Control Owner

TACS Business Manager responsible for system
configuration of business rules

System Recurring

Configuration

System Access P A Recurring  User access determined by Manager of the section:
- Manager RCS for PST, Hotel, FDR
- Manager Fuel for Motor Fuel, IFTA and Carbon taxes

- Manager Tobacco for Tobacco related taxes.

System Access D A Recurring  User access determined by Manager of the section:
- Manager RCS for PST, Hotel, FDR
- Manager Fuel for Motor Fuel, IFTA and Carbon taxes

- Manager Tobacco for Tobacco related taxes.

Management DM
Review

Maonthly User access determined by Manager of the section:
- Manager RCS for PST, Hotel, FDR
- Manager Fuel for Motor Fuel, IFTA and Carbon taxes

- Manager Tobacco for Tobacco related taxes.
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review

CS-01 Appendix A - Risk & Control Matrix Sub-Process: Registration Mrch 19, 2015

Process: | Customer Sub-Process Objective Controls provide reasonable assurance that taxpayer account registrations are valid, complete and accurate

Bus Unit / Loc:| Taxpayer Services

Sub-Process Risk: Low

Assertions Other COS0 Component

Control
Frequency /
Transaction

Volume

. o : ) ol
Control . — Control ? ST

Ref # ( b g ) g - = . c CI:ateg.orly Control Owner |

CS-01-C10 Taxpayer registrations are Y Retention of taxpayer registrations and audit logging
accidentally or intentionally
deleted. Once a taxpayer is created they cannot be removed from TACS, taxpayer
registrations in TACS can only be disabled, functionality to delete taxpayer
registrations is not available within TACS.

System Recurring  TACS Business Manager responsible for system
Configuration configuration of business rules

Audit logs of all taxpayer registration-related processing is maintained in TACS
indefinitely. Access to delete or change audit logs is not available from within TACS.

Legend
References to a control in another RCM that mitigates the identified risk
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015

CS-02 Appendix A - Risk & Control Matrix Sub-Process: eServices

Process: | Customer Sub-Process Objective Controls provide reasonable assurance that account registrations, taxpayer returns and preauthorized debit payment
) - requests initiated using eServices are authenticated (to the taxpayer) and are captured and transmitted to TACS
Bus Unit / Loc:| Taxpayer Services completely and accurately.

Sub-Process Risk: Low

Assertions Other COS0 Component

Key v : Control Control
Control : Frequency /
| ) ) ! _ Category Transaction

(Y/N) = 8 ¢ Volume

Control
Ref #

Control Owner |

CS-02-CO1 Master data associated with Y Input validation of new registration requests X X X X Interface / P A Recurring  Business Control - IFTA Registration and Renewal -
new tax registration requests Conversion Manager Fuel and Carbon
initiated through eServices is Electronic registrations are pre-validated online prior to submission to TACS and then TRA Registration - Manager Tobacco
invalid, incomplete or validated a second time once submitted to TACS. System Control - TACS Business Manager
inaccurate.

Pre-validation rules in eServices test for the presence, accuracy, completeness and
validity of key mandatory registration fields such as dates (date format), postal code
(format) and BN9 validity (algorithm checksum). In addition, the provided postal code
validated for accuracy is also used to prevent the capture of incorrect or malformed
address details.

Electronic registrations are validated against the same validation rules as manual
registration when processed in TACS.

CS-02-C02 Unauthorized access is Y Authentication of new eServices registrations x x x System P A Recurring | IFTA Registration and Renewal - Manager Fuel and
obtained to taxpayer Configuration Carbon
accounts through the use of In addition to tax registration mandatory fields, all eServices registrations require TRA Registration - Manager Tobacco
eServices taxpayers to authenticate themselves. Taxpayers are asked to provide additional Systemn Control - TACS Business Manager

validation / authentication data which must much existing Consumer Taxation
Programs (e.g., PST), Fuel, Carbon or Tobacco data (such as HST / PST return line
item values).

PST Taxpayers who fail on-line authentication are required to contact the Registration
& Closures helpdesk for alternative authentication. Consumer Taxation Branch, Fuel,
Carbon or Tobacco taxpayers contact the appropriate program area for alternative
authentication

CS-02-C03 Y Activation of new eServices registrations X X X X Authorization P A Recurring  TACS Business Manager

Following approval of a new eServices account registration. A one-time use uniguely
generated registration code is e-mailed to the taxpayer to validate the registration e-
mail address and activate the eServices account for use.

Newly registered eServices accounts cannot be used until they are validated.

CS-02-Co4 Y Notification of a newly activated eServices account X X X System D M Recurring  TACS Business Manager
Configuration

A letter is generated and made available in the taxpayers eService account and it is
also mailed to the registered physical address of taxpayers notifying them that an
eServices account has been created and activated.
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review

. . . March 18, 2015
CS-02 Appendlx A - Risk & Control Matrix Sub-Process: eServices
Process:| Customer Sub-Process Objective Controls provide reasonable assurance that account registrations, taxpayer returns and preauthorized debit payment
) - requests initiated using eServices are authenticated (to the taxpayer) and are captured and transmitted to TACS
Bus Unit / Loc:| Taxpayer Services completely and accurately.

Sub-Process Risk: Low

Assertions Other COS0 Component

Control Ll

eI Frequency /
] list] Transaction
’ Volume

Key

Control Control

Ref # SR : ( at, when, wh EETREITE

p=g |

CS-02-C05 Master data associated with Y Input validation of PAD information X X X System

Recurring  TACS Business Manager
Pre-Authorized Debit (PAD) Configuration
payment reguests initiated Validation rules are used to test for presence, accuracy, completeness and validity of
through eServices is invalid, key Pre-Authorized Debit (PAD) fields such as institution numbers and transit
incomplete or inaccurate. numbers. Bank account numbers are validated for format and length.
PAD information is not stored within TACS and is stored within the eServices
database in an encrypted format.
CS-01-C03 Registration requests, Y Matching of registration details prior to approval X X X System DA Recurring  |Program specific
updates and returns filed Configuration - Tobacco accounts are managed by Tobacco Section
through eServices are not Each registration work item (manual or electronic) requires a BN9 number and key - Fuel, Carbon and IFTA account registration is managed
completely processed in registration data to match against corresponding data in the Single Business Number through the Fuel section
TACS. (SBN} Hub prior to being auto-approved by TACS. For existing HST registrants, HST - FDR account type registration is not business related
data must match. For non-HST registrants, the postal code must match the SBN Hub and therefore not applicable
data.
Where registration details do not match those of the SBM Hub the registration work
itemn will be flagged for manual review, follow-up and correction by Program staff.
Follow-up may include referring to the BC Registries and BNI lookup for validation
and dialogue with the taxpayer.
Manually requested changes or updates to registration master data that are not
initiated by a Registration clerk in the appropriate program area (i.e., PST, FACT and
Carbon) are subject to review by registration clerks prior to being processed as a valid
change in TACS.
All review activities, updates and changes to registration data as part of the validation
\process are documented within a TACS registration work item. | | 1 | O I | | |
CS-01-C09 Y Monthly review of registration change activity X X X Management |D M Monthly User access determined by Manager of the section:
Review - Manager RCS for PST, Hotel, FDOR
Muaonthly reviews of audit logs relating to registration changes are performed by - Manager Fuel for Motor Fuel, IFTA and Carbon taxes
Management to identify unusual patterns or activity identified in the following - Manager Tobacco for Tobacco related taxes.
reports:
- Registration & Close Of Business
- Task Balance
- Tasks Closed
- Indicator Monitoring
- Account Summary
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CS-02

Control
Ref #

IT-03-CO5

IT-03-CO5

Appendix A - Risk & Control Matrix

Process:| Customer

Bus Unit / Loc:| Taxpayer Services

n the

Errors in downloads and/for
uploads between TACS and
the eServices Web
Application are not captured
and processed in a timely
manner.

Errors in downloads and/or
uploads between eServices
and Provincial Treasury (for
PAD payments) are not
captured and processed in a
timely manner.

Key
Control
(Y/N)

Control

hat, wher are, how)

Y  Monitoring of TACS scheduled jobs

All scheduled (batch) jobs in {including interfaces) TACS are monitored and managed
using the TACS Job Stream Manager.

Each night, when the Job Stream Manager executes the batch run, the following
reports are e-mailed to the TACS Production Support Team:

- A report of all jobs that executed and their success / failure status

- A listing of all failed jobs

- A listing of all incoming and outgeing files (for file based interfaces)

TACS Production Support Team and Batch Operator perform a daily review of Job
Stream Manager Status. In addition, the Job Stream manager sends out an e-mail to
all Technical and Functional Leads identifying failed jobs. Failed jobs are assigned to
be investigated and followed up by the developer responsible for the failed area.

Failed scheduled jobs are corrected and re-submitted for processing.
Y Monitoring of TACS scheduled jobs

All scheduled (batch) jobs in (including interfaces) TACS are monitored and managed
using the TACS Job Stream Manager.

Each night, when the Job Stream Manager executes the batch run, the following
reports are e-mailed to the TACS Production Support Team:

- A report of all jobs that executed and their success / failure status

- A listing of all failed jobs

- A listing of all incoming and outgoing files (for file based interfaces)

TACS Production Support Team and Batch Operator perform a daily review of Job
Stream Manager Status. In addition, the Job Stream manager sends out an e-mail to
all Technical and Functional Leads identifying failed jobs. Failed jobs are assigned to
be investigated and followed up by the developer responsible for the failed area.

Failed scheduled jobs are corrected and re-submitted for processing.

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: eServices
Sub-Process Objective Controls provide reasonable assurance that account registrations, taxpayer returns and preauthorized debit payment
requests initiated using eServices are authenticated (to the taxpayer) and are captured and transmitted to TACS
completely and accurately.
Sub-Process Risk: Low

Legend

References to a control in another RCM that mitigates the identified risk

© 2015 KPMG LLP. All rights reserved

Assertions

Other COS0 Component

Control
Frequency /
Transaction

Volume

sment

255

Control
Category

ion / title)

Control Owner (pos

X Management | D M Daily TACS Business Manager
review

X Management D M Daily TACS Business Manager
review
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TX-01

Control
Ref #

TX-01-CO1

TX-01-C02

TX-01-C03

TX-01-C04

Process:

Bus Unit / Loc:

Key

nthe Control

Unauthorized, inappropriate
or incorrect changes are
made to taxpayer returns.

Filing expectations for
taxpayers are not identified
and a return is not generated
for completion by a taxpayer.

(Y/N)

Y

Appendix A - Risk & Control Matrix

Tax

Taxpayer Services

Control

WA

Restricted access to modify taxpayer return work items

Access to add, change, reverse, transfer returns or update return work items is
restricted to only HPAS Validations, Collection Analysts, Collection Officers, FACT
Processing Team, FACT Desk Audit and Tobacco staff,

Note 1: System access rights are also subject to refund safeguard configuration -
refer to control FI-02-CO7.
Restricted access to modify return batches

Access to add, change, validate, process or reject return batches is restricted to only
HPAS Exceptions and HPAS Validations staff.
Restricted access to perform period maintenance

Access to perform Period Maintenance in TACS (add or update period data, generate
a return, change return status or change return due date) is restricted to only
authorized Consumer Taxation Programs Branch Registration Staff, HPAS
Exceptions, HPAS Validations, Collections Analysts, FACT Processing Team and
Tobacco section staff.

Automated identification of filing expectations

An automated TACS job is executed each night to identify all qualifying taxpayer
accounts for which a tax return should be generated and issued (this is known as the
filing expectation). The filing expectation is based on the account filing frequency field
as established for each taxpayer account based on their registration information.

For each qualifying account where a filing expectation is created, a paper or
electronic tax return is issued for completion and submission by the taxpayer.

Sub-Process: Returns \ Returns Issue

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015

Sub-Process Objective Controls provide reasonable assurance that all tax returns are valid, accurate and are captured and processed
completely and accurately against taxpayer accounts in TACS.

Sub-Process Risk: High

Assertions

XX X
XX X
X X X
X

Other COS0 Component

Control
Frequency /
Transaction

Volume

Control
Category

X System Access | P A Recurring

X X X System Access | P A Recurring

xoox X System Access P A Recurring

X X X System D A Recurring
Configuration

© 2015 KPMG LLP. All rights reserved

Control Owner

Program Area specific

TACS Business Manager

Program Area specific:

- PST Manager RMO for RMO staff

- Manager Tobacco for tobacco taxes

- Manager Fuel for motor fuel and carbon taxes

TACS Business Manager
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TX-01
Process:

Bus Unit / Loc:

Key
Control
(Y/N)

Control

Ref # ng in the

T¥-01-C05 Filing expectations for Y
taxpayers are not identified
and a return Is not generated

for completion by a taxpayer.

TX-01-C06 Tax revenue is calculated Y
incorrectly due to missing,
incomplete, invalid or

inaccurate information

captured from tax returns.

Appendix A - Risk & Control Matrix

Tax

Taxpayer Services

Control

Automated tracking of return status

An automated TACS job is executed each night to track and monitor filing
expectations for "Completion Status' based on three key dates:

* Received date: the date the return is received.

* Effective date: the date that is determined to be the effective liability date for the
taxpayer.

* Posting date: the date the taxpayers liability is recorded and tax revenue is
recognized (either on the same day or immediately after the effective date)

The tracking and monitoring of return status is used in identifying delinguent tax filers
and the calculation of penalties and interest. Return expectations are automatically
updated when a completed return is captured and linked to the pre-populated return
expectation (and its estimated tax revenue). If a return is received and processed
where there is no associated filing expectation, a Work Item is automatically created
for further follow-up and resolution by HPAS Validations staff for PST and Hotel
Room Tax, FACT Processing Team for Fuel and Carbon taxes and the Tobacco
section staff for Tobacco returns.

Pre-validation of eServices tax returns

Electronically filed returns are validated in eServices at the time of capture, and
cannot be submitted for processing if mandatory fields are missing, mathematical
errors are detected or field values are outside acceptable tolerance limits (e.g. the
"Tax Collectable on Sales" for PST returns is blank and the "Nil Return” option has not
been selected).

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Returns \ Returns Issue
Sub-Process Objective Controls provide reasonable assurance that all tax returns are valid, accurate and are captured and processed
completely and accurately against taxpayer accounts in TACS.

Sub-Process Risk: High

Assertions

Control
Frequency /
Transaction

Volume

Control
Category
( ist)

Control Owner |

X System DA
Configuration

Recurring  TACS Business Manager

X System D A
Configuration

Recurring  TACS Business Manager
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TX-01

Control
Ref #

TX-01-C07

TX-01-C08

Process:

Bus Unit / Loc:

Tax revenue is calculated Y
incorrectly due to missing,
incomplete, invalid or

inaccurate information

captured from tax returns,

Tax revenue is calculated M
incorrectly due to missing,
incomplete, invalid or

inaccurate information

captured from tax returns.

Appendix A - Risk & Control Matrix

Tax

Taxpayer Services

Control

Pre-processing validation of tax returns prior to processing

Manual return images and electronically filed returns are validated immediately prior
to processing in TACS. All returns contain validation rules that trigger an “error rule” or
"review rule" which prevents returns from being posted to taxpayers accounts if
validation of the return fails.

All tax return fields inputted to TACS are validated for completeness, accuracy and
validity within defined tolerance levels using configured validation rules. Validation
rules include field presence checks, field formatting and range / reasonableness
checks (e.g., the maximum commission for completing a PST return is $198).

Areturn is flagged "error-free” if it passes validation, otherwise a Return Work Item is
created for follow-up by HPAS Validations Staff.

"Review" returns (returns with minor errors) are flagged for review as a Return Work
Item and TACS will automatically propose an adjustment which can be accepted or
manually overridden,

"Error" returns result in a Return Work Item created for follow-up and correction by
the appropriate program area (HPAS Validations staff for PST and Hotel Tax, FACT
Processing Team for Fuel and Carbon taxes, Tobacco section staff for Tobacco
taxes).

All Return Work Items must be corrected or accepted to validate the return for
processing.

Issue of Correction / NOFA notices for corrected returns

A "Correction Notice" is issued if a return is changed subsequent to filing by a
taxpayer to inform the taxpayer of the change.

A "Notice of Assessment” (NOFA) is issued for returns that are corrected and result in
debt that exceeds the minimum billing amount or penalty and interest being levied
(e.q., when a taxpayer files a return that is underpaid or files and pays late).

A revised NOFA is issued if the taxpayer files an amendment where further tax or
different penalty and / or interest is assessed.

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Returns \ Returns Issue
Sub-Process Objective Controls provide reasonable assurance that all tax returns are valid, accurate and are captured and processed
completely and accurately against taxpayer accounts in TACS.

Sub-Process Risk: High

Assertions

Control
Frequency /
Transaction

Volume

Control
Category
( ist)

Control Owner |

X System DA
Configuration

Recurring  TACS Business Manager

X System D A
Configuration

Recurring  Program Area Management
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TX-01
Process:

Bus Unit / Loc:

Key
Control
(Y/N)

Control
Ref #

T¥-01-C09 Tax returns are processed Y
more than once for the same

tax period or a tax return is
processed against an

incorrect tax period.

TX-01-C10 Y

TX-01-C11 Tax revenue for a period is Y
not calculated and assessed
against taxpayers accounts

for taxpayers who do not file

tax returns.

Appendix A - Risk & Control Matrix

Tax

Taxpayer Services

Control

Mapping of tax returns to filing expectations
TACS associates and maps each taxpayer's return with an associated tax period.

For electronic returns, each filing expectation is linked to the respective return for the
tax period. This link prevents an electronic return from being submitted more once.
Assignment of unique media numbers to manual returns

For manual (paper-based) returns a unigue media number is printed on each return to
link the return to the respective filing expectation (tax period of the return),

This media number is automatically generated and assigned by TACS. TACS prevents
the processing of a media number more than once and in the event that a duplicate
media number is detected, the duplicated return is suspended and a Work ltem is
created for review and follow-up by HPAS Validations Staff.

Automatic generation of estimated returns

A job is executed each night to identify all delinguent returns for purposes of
calculating estimated taxes.

TACS will automatically calculate the estimated tax liability (based on prior history of
returns) for a taxpayer where the filing expectation for a tax period has not been
fulfilled by the submission of a completed tax return.

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Returns \ Returns Issue
Sub-Process Objective Controls provide reasonable assurance that all tax returns are valid, accurate and are captured and processed
completely and accurately against taxpayer accounts in TACS.

Sub-Process Risk: High

Assertions

Control
Frequency /
Transaction

Volume

Control
Category
( ist)

Control Owner |

X System D
Configuration

Recurring  TACS Business Manager

X System D P Recurring  TACS Business Manager
Configuration
X X System Daily TACS Business Manager

Configuration
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TX-01
Process:

Bus Unit / Loc:

Control —

Ref #

TX-01-C12 Returns with errors and
omissions that are identified

are not tracked, managed and

resolved.

TX-01-C13 Penalties and interest is not Y
calculated correctly based on
return information

TX-01-C14 Penalties and interest is not Y

calculated correctly based on
return information

Appendix A - Risk & Control Matrix

Tax

Taxpayer Services

Control

Reporting and review of return issue and processing activity

Program area managers (HPAS Business Process Centre Team Leads and Managers,
the Tobacco Section Manager and the FACT Section Manager / Leads) perform a
periodic review of "Suspended” and "Error® return Work Items, aged Work Items etc.
by way of Key Performance Indicator {"KPI") and exception reports including:

. Return Task Cube (trends / statistics on completed / outstanding returns)
. Return Suspense or Error Work ltems

. Return and Payment Suspense Cube

. PST / MRT Return summary Cube

. Returns Auto Corrected

. Generated Returns

. Posted Returns Summary

. Adjusted Returns Report

W~ DO I W=

Automatic calculation and posting of penalties & interest for late filers

Penalties and interest are calculated automatically and are posted to delinguent
taxpayers accounts as they are estimated. In addition, penalties and interest are also
assessed on returns paid late or returns that are underpaid.

A job runs overnight to recalculate penalty and interest at the return level and update
the receivable for each return separately. The calculation is based on pre-configured
penalty and interest amounts and calculation methods [/ rules.

For each return, TACS creates a separate tax liability related to the taxpayer's tax
program account,

Restricted ability to change penalty & interest configuration.

Access to change Penalty and Interest configuration is not available from within
TACS.

Changes to Penalty and Interest configuration need to follow the Change
Management Process (Refer to IT-02 Change Management).

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Returns \ Returns Issue
Sub-Process Objective Controls provide reasonable assurance that all tax returns are valid, accurate and are captured and processed
completely and accurately against taxpayer accounts in TACS.

Sub-Process Risk: High

Assertions

Control
Frequency /
Transaction

Volume

Control
Category
( ist)

Control Owner |

Management Periodic Executive Direction CTB Programs Branch
Review
X X System DA Recurring  Executive Direction CTB Programs Branch
Configuration
x x System D A Recurring  TACS Business Manager
Configuration
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TX-01

Control
Ref #

IT-03-CO5

IT-03-CO5

Process:

Bus Unit / Loc:

Key
inthe Control

Errors in downloads and/for Y
uploads between TACS and

the eServices Web

Application are not captured

and processed in a timely

manner.

Errors in downloads from Y

HPAS (Kofax for manual
returns) are not captured and
processed in a timely
manner.

Appendix A - Risk & Control Matrix

Tax

Taxpayer Services

Control

what, when re, how)

Monitoring of TACS scheduled jobs

All scheduled (batch) jobs in TACS (including interfaces) are monitored and managed
using the TACS Job Stream Manager.

Each night, when the Job Stream Manager executes the batch run, the following
reports are e-mailed to the TACS Production Support Team:

- A listing of all failed jobs

- A listing of all incoming and outgeing files (for file based interfaces)

TACS Production Support Team and Batch Operator perform a daily review of Job
Stream Manager Status. In addition, the Job Stream manager sends out an e-mail to
all Technical and Functional Leads identifying failed jobs. Failed jobs are assigned to
be investigated and followed up by the developer responsible for the failed area.

Failed scheduled jobs are corrected and re-submitted for processing.

'Moni‘toring of TACS scheduled jobs

All scheduled (batch) jobs in TACS (including interfaces) are monitored and managed
using the TACS Job Stream Manager.

Each night, when the Job Stream Manager executes the batch run, the following
reports are e-mailed to the TACS Production Support Team:

- A listing of all failed jobs

- A listing of all incoming and outgeing files (for file based interfaces)

TACS Production Support Team and Batch Operator perform a daily review of Job
Streamn Manager Status. In addition, the Job Stream manager sends out an e-mail to
all Technical and Functional Leads identifying failed jobs. Failed jobs are assigned to
be investigated and followed up by the developer responsible for the failed area.

Failed scheduled jobs are corrected and re-submitted for processing.

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Returns \ Returns Issue
Sub-Process Objective Controls provide reasonable assurance that all tax returns are valid, accurate and are captured and processe
completely and accurately against taxpayer accounts in TACS.

Sub-Process Risk: High

Assertions

Other COS0 Component

Control
Frequency /
Transaction

Volume

Control

Category ition / title)

Control Owner (pc

X Management - M

Daily TACS Business Manager
review

[xT | | | Management D[ M| Daily ITACS Business Manager
review
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
. . . March 18, 2015
TX-01 Appendlx A - Risk & Control Matrix Sub-Process: Returns \ Returns Issue
Process:| Tax Sub-Process Objective Controls provide reasonable assurance that all tax returns are valid, accurate and are captured and processed

) completely and accurately against taxpayer accounts in TACS.

Bus Unit / Loc:| Taxpayer Services

Sub-Process Risk: High

Assertions Other COS0 Component

Control
Frequency /
Transaction

Volume

trol
Key Control Contro

Control g
ontro nthe Control p , Category
v ! [&] N .

Control Owner

Ref # o | (Y/N) at, wher

IT-03-CO5 Errors in downloads from Y Monitoring of TACS scheduled jobs X Management | D M Daily TACS Business Manager

CanAct (EDI) are not captured review
and processed in a timely All scheduled (batch) jobs in TACS (including interfaces) are monitored and managed
manner. using the TACS Job Stream Manager.

Each night, when the Job Stream Manager executes the batch run, the following
reports are e-mailed to the TACS Production Support Team:

- A listing of all failed jobs

- A listing of all incoming and outgeing files (for file based interfaces)

TACS Production Support Team and Batch Operator perform a daily review of Job
Stream Manager Status. In addition, the Job Stream manager sends out an e-mail to
all Technical and Functional Leads identifying failed jobs. Failed jobs are assigned to
be investigated and followed up by the developer responsible for the failed area.

Failed scheduled jobs are corrected and re-submitted for processing.

TX-01-C15 'Adjusrmenrs to customer 'Y | Retention of Tax Returns and Audit Logging XX x| x [x] | | | System ‘D A Recurring 'TACS Business Manager
returns are incorrect, Configuration
unauthorized or records Audit logs of all tax return related input, adjustment and processing is maintained in
related to return processing TACS indefinitely. Audit logs maintain details such as the date, time, user and values
{including adjustments) are of tax return fields changed.

not maintained.

Access to delete or change audit logs is not available from in TACS.

Legend
References to a control in another RCM that mitigates the identified risk
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FI-01

Control
Ref #

IT-03-CO5

IT-03-CO5

FI-01-C01

Process:

Bus Unit / Loc:

Key
inthe Control

Errors in downloads from Y
HPAS for bank / APA, direct
(mailed), government agency,

EFT or internal paper (journal
voucher) payments are not
captured and processed in a

timely manner.

Errors in downloads from Y

Provincial Treasury for PAD
Payments, Online Banking or
CanAct (EDI) payments are
not captured and processed
in a timely manner.

Unauthorized and / or Y
inappropriate access to

taxpayer payment

transactions.

Appendix A - Risk & Control Matrix

Financial

Receivables Management Office (RMO)

Control

what, when re, how)

Monitoring of TACS scheduled jobs

All scheduled (batch) jobs in TACS (including interfaces) are monitored and managed
using the TACS Job Stream Manager.

Each night, when the Job Stream Manager executes the batch run, the following
reports are e-mailed to the TACS Production Support Team:

- A listing of all failed jobs

- A listing of all incoming and outgeing files (for file based interfaces)

TACS Production Support Team and Batch Operator perform a daily review of Job
Stream Manager Status. In addition, the Job Stream manager sends out an e-mail to
all Technical and Functional Leads identifying failed jobs. Failed jobs are assigned to
be investigated and followed up by the developer responsible for the failed area.

Failed scheduled jobs are corrected and re-submitted for processing.

'Moni‘toring of TACS scheduled jobs

All scheduled (batch) jobs in TACS (including interfaces) are monitored and managed
using the TACS Job Stream Manager.

Each night, when the Job Stream Manager executes the batch run, the following
reports are e-mailed to the TACS Production Support Team:

- A listing of all failed jobs

- A listing of all incoming and outgeing files (for file based interfaces)

TACS Production Support Team and Batch Operator perform a daily review of Job
Streamn Manager Status. In addition, the Job Stream manager sends out an e-mail to
all Technical and Functional Leads identifying failed jobs. Failed jobs are assigned to
be investigated and followed up by the developer responsible for the failed area.
Failed scheduled jobs are corrected and re-submitted for processing.

Restricted access to payment batches (in Batch Manager)

Access to add, change, validate, process or reject payment batches in TACS is
restricted to only HPAS Exceptions staff.

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Payments
Sub-Process Objective Controls provide reasonable assurance that payments are processed and recorded completely, accurately, timely, to
the appropriate accounts and that rejected payments and other errors are identified and adjusted timeously.

Sub-Process Risk: High

Assertions

XX X

Other COS0 Component

Control
Frequency /
Transaction

Volume

Control

Category ition / title)

Control Owner (pc

X Management | D M Daily TACS Business Manager
review
[xT | | | Management D[ M| Daily ITACS Business Manager
review
X X System Access P A Recurring  Program Area Specific:
- HPAS, BMO for PST Hotel
-Manager Fuel section for motor fuel and carbon taxes
- Manager Tobacco section for tobacco taxes
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review

FI-01 Appendix A - RiSk & Control Matrix Sub-Process: Payments March 19, 2015

Process:| Financial Sub-Process Objective Controls provide reasonable assurance that payments are processed and recorded completely, accurately, timely, to
) the appropriate accounts and that rejected payments and other errors are identified and adjusted timeously.

Bus Unit / Loc:|Receivables Management Office (RMO)

Sub-Process Risk: High
Assertions Other COS0 Component

Control
Frequency /
Transaction

Volume

Key Control
Control ;
Ref # L ong in the Control " p - Category
f (Y/N) ! ! 5] ’ !

Control Owner

Control

FI-01-C02 Unauthorized and / or Y Restricted access to reverse payments X XX X System Access | P A Recurring  Program Area Specific:
inappropriate access to - HPAS, BMO for PST Hotel
taxpayer payment Access to reverse payments in TACS is restricted to only HPAS Exceptions and -Manager Fuel section for motor fuel and carbon taxes
transactions. HPAS Validations staff. - Manager Tobacco section for tobacco taxes
FI-01-C03 Y  Restricted access to process vouchers (coupons) XX | x X System Access | P A Recurring  Program Area Specific:
- HPAS, RMO for PST Hotel
Access to add, change or print vouchers (coupons) in TACS is restricted to only HPAS -Manager Fuel section for motor fuel and carbon taxes
Exceptions, HPAS Validations, Collections Analysts, Collection Officers, Audit Staff, - Manager Tobacco section for tobacco taxes
Audit Team Leads, FACT and Tobacco section staff,
FI-01-C04 Y Restricted access to adjust individual payments oOoOX XX X System Access P A Recurring  Program Area Specific:
- HPAS, RMO for PST Hotel
Access to adjust an individual payment in TACS is not assigned to any user group. -Manager Fuel section for motor fuel and carbon taxes
Per Ministry policy individual payment transactions cannot be altered after capture. - Manager Tobacco section for tobacco taxes

Any errors need to be reversed and re-processed as a separate adjustment
transaction.

F1-01-C05 Payment batches are Y Validation of payment batches X X X System P A Recurring  TACS Business Manager
processed incompletely and / Configuration
or inaccurately. TACS validates all payrnent batch files prior to processing.

The validation of payment batch files includes:

- duplicate batch detection (Cyclic Redundancy Check ("CRC") check on batch file and
assignment of a unigue sequential batch serial number)

- batch file format and structure is correct (corresponds to the payment source)

- batch line items correspond to batch header details (e.g., record counts, control
totals, hash totals etc.)

FI-01-C06 Y Follow-up and re-submission of failed payment batches X X X Exception/Edit D A Recurring  TACS Business Manager
Reports

Payment batch files that fail validation are identified in a Payment Batch Summary
Reporting Cube.

Failed batches that are identified in the exception report are investigated, followed-up
and re-submitted for processing by HPAS Exceptions staff.
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FI-01
Process:

Bus Unit / Loc:

Control —

Ref #

Fl-01-C07 Payment transactions are Y
processed incompletely or
inaccurately.

Fl-01-C08 Y

Appendix A - Risk & Control Matrix

Financial

Receivables Management Office (RMO)

Control

Validation of individual payments

TACS validates all individual payment transactions prior to allocating them to taxpayer
accounts.

The validation of individual payment transactions includes:

- payments cannot have an effective date after the batch processing date (i.e., cannot
be future dated)

- the payment has to relate to a valid tax period for the respective taxpayer

- payments cannot be allocated to a taxpayer account that is suspended (e.g., due to
insolvency)

- payments linked to a duplicate media number

- where a taxpayer account cannot be found

In addition, all payments require the taxpayer account identifier (EN15) to allocate the
payment.

Payments that fail validation tests are placed in "suspended" or "error® status and a
Work Item is automatically created for follow-up by HPAS Validations staff.

Monitoring and clearing of errored payments

TACS "Payment Manager" identifies and tracks individual payments that have been
suspended or contain errors.

Payments with no taxpayer identification information or payment type that cannot be
allocated to a bill item are cleared by HPAS Validations Staff on daily basis.

In addition, HPAS Business Process Centre Team Leads and Managers perform a
periodic review of suspended work items, aged payments, etc.

Payments that have to be split require a voucher to be created. This voucher which
details the allocation of the payment to the customer accounts.

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Payments
Sub-Process Objective Controls provide reasonable assurance that payments are processed and recorded completely, accurately, timely, to
the appropriate accounts and that rejected payments and other errors are identified and adjusted timeously.

Sub-Process Risk: High

Control
Frequency /
Transaction

Volume

Control
Category
( ist)

Control Owner |

X System A Recurring
Configuration

TACS Business Manager

X X Reconciliation D M Daily TACS Business Manager

57 of 101
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FI-01
Process:

Bus Unit / Loc:

Key
nthe Control
(Y/N)

Control

Ref #

Fl-01-C09 Payment transactions are
processed incompletely or

inaccurately.

FI-01-C10 Payment transactions are Y
posted to the incorrect

account or incorrectly offset
against a taxpayer's account

or designate (offset,

collection, transfer).

FI-01-C11 Y

Appendix A - Risk & Control Matrix

Financial

Receivables Management Office (RMO)

Control

WA

Reporting and review of payment processing activity

HPAS Business Process Centre Team Leads and Managers perform a periodic
review of Aged Return Payments (including where the corresponding return has not
yet posted to the account) using Key Performance Indicator (KPI) and exception
reports including:

1. Return and Payment Suspense

2. Payment Batch Summary Cube

3. Payment Item Summary Cube

4. Aged Payments

5. Reversed Payment ltems

Automated posting of payment transactions according to payment type

TACS "Payments Manager" automatically allocates incoming payments and posts
payments to taxpayer account(s) according to the configured parameters for each
payment type.

Payments by taxpayers are classified into 1 of 14 payment types: (1) Account
Payment, (2) Asset Payment, (3) Audit Payment, (4) Bailiff Payment, (5) CRA Setoff
Payment, (6) Casual Payment, (7) Director Liability Payment, (8) Demand Payment, (9)
MRT Return Payment, (10) OCG Setoff Payment, (11) Proposal Payment, {12) Return
Payment, (13) Trustee Payment, {14) Volume Discount Payment.

Payment types are automatically allocated by the TACS "Payment Manager®. These
payments are offset to the corresponding tax period bill item(bill items are defined as
the combined tax, penalty and interest due for a tax period).

System identification, calculation & creation of bill items

TACS has a nightly billing job that evaluates taxpayer accounts against pre-configured
criteria to identify whether outstanding (i.e., past due or unpaid) tax liabilities exist.

Past due tax receivables are staged into 6 bill items (i.e., return, audit, asset
collection etc.). A bill item is defined as the combined tax, penalty and interest due
for a tax period.

Staging allows for subsequent Financials processing and Collection Activity to take
place and also generates a NOFA and a Statement of Account ("SOFA") depending on
the hill item stage.

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Payments
Sub-Process Objective Controls provide reasonable assurance that payments are processed and recorded completely, accurately, timely, to
the appropriate accounts and that rejected payments and other errors are identified and adjusted timeously.

Sub-Process Risk: High

Assertions

Other COS0 Component

Control
Frequency /
Transaction

Volume

Control

Category Control Owner

X | Management D Periodic

Review

TACS Business Manager

Account Mapping P A Recurring  TACS Business Manager

System D A
Configuration

Daily TACS Business Manager
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FI-01

Control
Ref #

FI-01-C12

FI-01-C13

Fl-01-C14

Appendix A - Risk & Control Matrix

Process:| Financial

Bus Unit / Loc:|Receivables Management Office (RMO)

Payment transactions are
posted to the incorrect
account or incorrectly offset
against a taxpayer's account
or designate (offset,
collection, transfer).

Source documentation is not
available to support a
transaction.

An audit trail is not readily
available to track the
processing history of
payment transactions.

Key

Control

Configuration payment allocation hierarchy

In the case of all non-generic payment types, TACS assigns a payment to the
respective period's bill item.

If a return has not been posted to the customer account yet, the payment is placed in
"pending” status and does not offset other bill items,

In the case of generic account payments (e.g., no associated payment coupon or a
bulk payment), TACS offsets the generic account payment against the oldest open
bill itern(liability). Allocation of the payment is first applied to the tax component, then
penalties and finally the interest of the bill item.

Y Retention of image / payment information detail

Manual (cheque) payments: The payment image is retained in the taxpayer account.

Electronic payments: The details of customer payments are retained in the taxpayer
account.

Payment batch details are also retained. This includes the batch payment dates,
sources, and individual taxpayer payment details.

Y Retention of Payment History and Audit Logging
Audit logs of all taxpayer payment related input, adjustment and processing is
maintained in TACS indefinitely. Audit logs maintain details such as the date, time,

user and values of tax return fields changed.

Access to delete or change audit logs is not available from within TACS.

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Payments
Sub-Process Objective Controls provide reasonable assurance that payments are processed and recorded completely, accurately, timely, to
the appropriate accounts and that rejected payments and other errors are identified and adjusted timeously.

Sub-Process Risk: High

Legend
References to a control in another RCM that mitigates the identified risk

© 2015 KPMG LLP. All rights reserved

Assertions

Control
Frequency /
Transaction

Volume

Control
Category
( ist)

Control Owner |

System Recurring

Configuration

TACS Business Manager

X X X System D A Recurring  TACS Business Manager
Configuration
X System D A Recurring  TACS Business Manager

Configuration
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FI-02

Control
Ref #

FI-02-Co1

FI-02-Co2

Process:

Bus Unit / Loc:

Key

inthe Control

Unauthorized and / or
inappropriate access to add,
approve or reverse taxpayer
refund transactions.

(Y/N)

Appendix A - Risk & Control Matrix

Financial

Receivables Management Office (RMO)

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Refunds
Sub-Process Objective Controls provide reasonable assurance that refunds are processed and recorded completely, accurately, timely, to the
appropriate accounts and that undeposited refunds and other errors are identified and re-processed timeously

Sub-Process Risk: High

Assertions

Control

Restricted access to basic refund update details X X X

Access to process basic refund updates (i.e., assign refund, change work date, status
and status date) is restricted to only Collection Analysts, Collection Officers, the
RMO Manager, the RMO Director, FACT-IFTA Specialist and FACT-Desk Audit and
Tobacco section staff.

Mote 1: From an access perspective, Tobacco section staff, IFTA Specialists, and the
FACT Desk Audit team users have the ability to process basic refund updates and
approve refunds. However this access is prevented by configuration per control FI-02-
CO7, refund approval workflow controls FI-02-C08a-g and further mitigated through
detective review controls FI-02-C08h and FI-02-C09%a.

Restricted access to add or change a Credit Refund, Manual Claim Refundorto X X X

manage a refund transfer (Offsets)

Access to add a manual refund, add a refund transaction (for claim refunds) or change
the name and address on the refund is restricted to only Collection Analysts, FACT
|IFTA-Specialist, FACT-Desk Audit and Tobacco section staff for respective program
areas

Access to edit refund documents after conclusion of a claim (e.g., change deposit
vouchers, change interest dates for credit or audit refunds) is restricted to only
Collection Analysts, Refund Team Leads and Refund Managers, FACT-IFTA
Specialist, FACT-Desk Audit and Tobacco section staff.

Access to manage refund transfers (offsets) is restricted to only Collection Analysts
and Collection Officers, FACT-IFTA Specialist, FACT-Desk Audit and Tobacco section
staff.

MNote 1: From an access perspective, Tobacco section staff, IFTA Specialists and
FACT section users have the ability to approve their own refunds. However this is
prevented by configuration per controls FI-02-CO7, refund approval workflow controls
Fl-02-C08a-g and further mitigated through detective review controls FI-02-C08h and
Fl-02-C09a.

Note 2: System access allows FACT section staff to approve refunds they initiate
with a value of $500 or less. This is mitigated by a detective review control (refer to
control FI-02-C09Db)

Other COS0 Component

Control
Frequency /

Control

Category Control Owner |

Transaction
Volume

X X System Access | P A Recurring  Executive Director CTPB Branch

X X X System Access | P A Recurring  Executive Director CTPB Branch
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FI-02
Process:

Bus Unit / Loc:

Key
Control
(Y/N)

Control
Ref #

FI-02-C03 Unauthorized and / or
inappropriate access to add,
approve or reverse taxpayer

refund transactions.

Appendix A - Risk & Control Matrix

Financial

Receivables Management Office (RMO)

Control

Restricted access to approve / reject a "Claim", "Audit” ,"Under $10" or IFTA
refund

Access to approve refunds is restricted per refund category, as follows:

- "Claim” refund approval is restricted to only Collection Analysts and Collection
Officers.

- "Audit” refund approval is restricted to only Collection Analysts.

- *Under $10° refund approval is restricted to only Collection Analysts, FACT and
Tobacco section staff.

Access to reject refunds is restricted per refund category as follows:

- "Claim"® refund rejection is restricted to only Collection Analysts, RMO Managers,
Refund Managers and Audit Managers.

- "Audit” refund rejection is restricted to only Collection Analysts, RMO Managers and
Audit Managers.

- *Under $10° refund rejection is restricted to only Collection Analysts and RMO
Managers, FACT and Tobacco section staff.

- IFTA refund rejection is restricted to only the IFTA Specialist and FACT section staff.

Mote 1: From an access perspective, Tobacco section staff, IFTA Specialists and
FACT section staff are potentially able to approve their own refunds. However this is
prevented through configuration by control FI-02-CO7 and further mitigated by
controls FI-02-C08g and FI-02-C09a.

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Refunds
Sub-Process Objective Controls provide reasonable assurance that refunds are processed and recorded completely, accurately, timely, to the
appropriate accounts and that undeposited refunds and other errors are identified and re-processed timeously

Sub-Process Risk: High

Assertions

Control
Frequency /
Transaction

Volume

Control
Category
( ist)

Control Owner |

Executive Director CTPB Branch

System Access Recurring
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FI-02
Process:

Bus Unit / Loc:

Key
nthe Control
(Y/N)

Control

Ref #

FI-02-Co4 Unauthorized and / or
inappropriate access to add,
approve or reverse taxpayer

refund transactions.

Fl-02-C05 Y

Appendix A - Risk & Control Matrix

Financial

Receivables Management Office (RMO)

Control

WA

Restricted access to reverse refunds not yet transmitted to CAS

For refunds issued in error and that have not been transmitted to CAS for processing
as a cheque refund, the access to reverse the refund is restricted per refund
category, as follows:

- Access to reverse "Credit” refunds is restricted to only Senior Collection Analysts
and RMO Managers.

- Access to reverse "Claim’ refunds is restricted to only Senior Collection Analysts,
RMO Managers, Audit Managers and Refund Managers

- Access to reverse "Audit” refunds is restricted to only Senior Collection Analysts,
RMO Managers and Audit Managers.

- Access to reverse "Under $10" is restricted to only Senior Collection Analysts and
RMO Managers, FACT-Desk audit, FACT-Team Leads, FACT Manager and Tobacco
section staff.

- Access to reverse IFTA refunds is restricted to only the Refund Director, IFTA
Specialist, FACT-Team Leads and FACT-Manager.

- Access to reverse Carbon / Fuel refunds is restricted to only the Refund Director,
FACT-Desk audit, FACT-Team Leads and FACT Manager.

- Access to reverse EFR and Tobacco credit refunds is restricted to only the Refund

Director and Tobacco section staff.
Restricted access to process refund re-deposits

Access to process refund re-deposits (capturing a returned cheque date for a refund
transaction that reverses the debit transaction associated with the refund) is
restricted per refund category, as follows:

- Credit and "Under $10" refund re-depositing is restricted to only Senior Collection
Analysts and RMO Managers, FACT-Desk Audit, FACT-Team Leads, FACT- Manager
and Tobacco section staff.

- Claim refund re-depositing is restricted to only Refund Team Leads and Refund
Managers.

- Audit refund re-depositing is restricted to only Senior Collection Analysts.

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Refunds
Sub-Process Objective Controls provide reasonable assurance that refunds are processed and recorded completely, accurately, timely, to the
appropriate accounts and that undeposited refunds and other errors are identified and re-processed timeously

Sub-Process Risk: High

Assertions

Other COS0 Component

Control
Frequency /
Transaction

Volume

Control

Category Control Owner

Executive Director CTPB Branch

System Access | P Recurring

System Access P A Recurring  Executive Director CTPB Branch
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FI-02

Appendix A - Risk & Control Matrix

Process:

Financial

Bus Unit / Loc:

Receivables Management Office (RMO)

Control —

Ref #

FI-02-C06 Refunds are invalid,
inaccurately calculated and /
or inappropriately authorized.

Control

Automated management of refunds

TACS "Refunds Manager" uses configured rules within TACS to manage refunds. A
refund is either automatically allowed (within pre-configured parameters, or based on
pre-configured criteria) or will result in the generation of a distinct and traceable
refund work item requiring manual review and approval prior to being processed.
Refunds are categorized and configured as follows:

- Credit Refunds: Credit Refunds result from overpayment of assessed taxes. Credit
balances can only be processed after a period of 21 days has elapsed from the date
the credit was posted to the account. Credit Refunds amounting to $200 or less are
automatically approved (unless the Credit Refund was manually created, an active
insolvency or other period [ account debts exist, external debts exist, a write-off /
extinguishment was processed or when the refund amount equals the amount of the
return payment). Credit Refunds in excess of $200 require additional manual review
and approval by designated users.

- Claim Refunds: Claim Refunds are based on an application by a taxpayer. All Claim
Refunds are subject to manual review and approval by designated users (refer to
control FI-02-CO3) at the claim case level. Once the claim case is concluded and
approved the Claim Refund is auto-approved unless another period / account debt
exists, external debts exist or a write-off / extinguishment transaction was processed
in the taxpayers account.

- Audit Refunds: Audit Refunds result from taxpayer audits that identify overpayment
of taxes. All Audit Refunds are subject to manual review and approval by Audit Team
Leaders / Managers during the audit. The credit transaction for the audit refund is
posted at the same time as the audit working paper. The audit refund is auto-
approved unless another period / account debt exists, external debts exist or a write-
off / extinguishment transaction was processed in the taxpayers account.

- "Under $10" Refunds: Refunds amounting to $10 or less are automatically written
off by the Small Balance Adjustment (SBA) performed at the close of each tax period.

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Refunds
Sub-Process Objective Controls provide reasonable assurance that refunds are processed and recorded completely, accurately, timely, to the
appropriate accounts and that undeposited refunds and other errors are identified and re-processed timeously

Sub-Process Risk: High

Assertions

Control
Frequency /
Transaction

Volume

Control
Category
( ist)

Control Owner |

System A Recurring  Executive Director CTPB Branch
Configuration
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FI-02
Process:

Bus Unit / Loc:

Control —

Ref #

Fl-02-C07 Refunds are invalid, Y
inaccurately calculated and /

or inappropriately authorized.

FI-02-Co8 Y

Appendix A - Risk & Control Matrix

Financial

Receivables Management Office (RMO)

Control

Automated refund safeguards

Refund validation safeguard rules are configured and automatically applied to every
refund to mitigate the risk of misappropriation of refunds. The following autornated
refund safeguard rules have been configured:

1) All manually created Credit Refunds have to be approved (e.g., if a user manually
creates a refund that is under $200, it cannot be auto-approved).

2) A one-time name and address changes at the refund level is not allowed after the
first level of approval.

3) With the exception of Claim Refunds, a refund cannot be created when there is no
credit balance on the account.

4) If the user approving a refund made a one-time name/address change on the
refund, then the refund has to be approved by at least one other person.

5) If the user approving the refund made any changes to the account address field
within the preceding 30 days, then the refund has to be approved by at least one
other person.

6) If the user approving the refund created any of the credits on the refund, then the
refund has to be approved by at least one other person.

7) If the user approving the refund processed any other financial transaction in the
same period that the refund credit originates from, then the refund has to be
approved by at least one other person (this excludes transactions posted from
previously approved refunds).

Refund approval staging levels (Credit, Audit or an "Under $10" refunds)

Credit, Audit or "Under $10" refunds that are not automatically approved go through
refund approval stages based on the Dollar-value of the Refund. Refund Approval
Staging Levels are tiered based on the following thresholds (See below):

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Refunds
Sub-Process Objective Controls provide reasonable assurance that refunds are processed and recorded completely, accurately, timely, to the
appropriate accounts and that undeposited refunds and other errors are identified and re-processed timeously

Sub-Process Risk: High

Assertions

Control
Frequency /
Transaction

Volume

Control
Category
( ist)

Control Owner |

X System P Executive Director CTPB Branch

Configuration

Recurring

System P A Executive Director CTPB Branch

Configuration

Recurring
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FI-02

Appendix A - Risk & Control Matrix

Process:

Financial

Bus Unit / Loc:

Receivables Management Office (RMO)

Control —

Ref #

Refunds are invalid, Y
inaccurately calculated and /
or inappropriately authorized.

FI-02-C08a

Control

Thresholds for PST, MRDT:

Level 1 (refund <= $ 5 000): One Level 1 user needs to approve the refund unless
validation rules 4 - 7 are applicable where a second Level 1 user is required.
[Level 1 is restricted to only Collection Analysts]

Level 2 ($5 000 < refund <= $10 000): Level 2 review is contingent on Leval 1 being
approved. A Level 2 user can approve a refund from Level 1. For validation rules 4 - 7
if Level 1 and Level 2 approvers are the same, an additional Level 2 user is required
to approve.

[Level 2 is restricted to only Senior Collection Analysts]

Level 3 ($10 000 < amount <= $100 000): Level 3 review is contingent on Level 1 and
2 being approved. A Level 3 user can approve a refund from Level 2. No additional
approvers are required at this level.

[Level 3 is restricted to only RMO Managers]

Level 4 (amount > $100 000): Level 4 review is contingent on Level 1, 2 and 3 being
approved. A Level 4 user can approve a refund from level 3. No additional approvers
are required at this level.

[Level 4 is restricted to only the RMO Director]

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Refunds
Sub-Process Objective Controls provide reasonable assurance that refunds are processed and recorded completely, accurately, timely, to the
appropriate accounts and that undeposited refunds and other errors are identified and re-processed timeously

Sub-Process Risk: High

Assertions

Control
Frequency /
Transaction

Volume

Control
Category
( ist)

Control Owner |

X System A Recurring  Executive Director CTPB Branch

Configuration
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FI-02

Process:

Bus Unit / Loc:

Key
nthe Control
(Y/N)

Control

Ref #

FI-02-COBb Refunds are invalid,
inaccurately calculated and /
or inappropriately authorized.

Appendix A - Risk & Control Matrix

Financial

Receivables Management Office (RMO)

Control

WA

Thresholds for Carbon, Fuel:

Level 1: All refund amounts require an initial approval at Level 1 by an additional
approver.

Level 2 {refund <= $ 25 000): Level 2 review is contingent on Level 1 being approved.
Level 2 approval is required for amounts in-between this threshold. Approvers must
approve at their own specified levels.

Level 3 ($25 000 < refund <= $150 000}: Level 3 review is contingent on Level 1 and
2 being approved, Level 3 approval is required for amounts in-between this threshold.
Approvers must approve at their own specified levels.

Level 4 (amount > $150 000): Level 4 review is contingent on Level 1, 2 and 3 being
approved. Level 4 approval is required for approving these greater amounts,
Approvers must approve at their own specified levels.

[Level 1 is restricted to only FACT-Desk Audit, Level 2 is restricted to FACT-Team
Leads, Level 3 is restricted to the FACT-Manager, Level 4 is restricted to the Refund
Director]

Mote 1: From an access perspective Level 1 FACT-Desk Audit staff have the ability to
approve their own refunds. However this is prevented through configuration control
FI-02-CO7, refund approval workflow controls FI-02-C08a-g and further mitigated
through detective review controls FI-02-C08h and FI-02-C09a.

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Refunds
Sub-Process Objective Controls provide reasonable assurance that refunds are processed and recorded completely, accurately, timely, to the
appropriate accounts and that undeposited refunds and other errors are identified and re-processed timeously

Sub-Process Risk: High

Assertions

Other COS0 Component

Control
Frequency /
Transaction

Volume

Control

Category Control Owner

System Recurring  Executive Director CTPB Branch

Configuration
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
. . . March 19, 2015
FI-02 Appendix A - Risk & Control Matrix Sub-Process: Refunds
Process:| Financial Sub-Process Objective Controls provide reasonable assurance that refunds are processed and recorded completely, accurately, timely, to the
) - . appropriate accounts and that undeposited refunds and other errors are identified and re-processed timeously
Bus Unit / Loc:|Receivables Management Office (RMO)

Sub-Process Risk: High
Assertions Other COS0 Component

Control
Frequency /
Transaction

Volume

Key ¢ E Control
Control : g

Ref # ¥ ong in the Control o ) Category

f control) (Y/N) ' (see li

Control

Control Owner

Refunds are invalid, Y  Thresholds for IFTA: XX X X X System A Recurring

FI-02-COBc Executive Director CTPB Branch
inaccurately calculated and / Configuration
or inappropriately authorized. Level 1 (refund <= $ 3 000): Level 1 approval is required for amounts in-between this
threshold.

Level 2 ($3 000 < refund <= $25 000): Level 2 review is contingent on Level 1 being
approved. Level 2 approval is required for amounts in-between this threshold.
Approvers must approve at their own specified levels.

Level 3 ($25 000 < refund <= $150 000}: Level 3 review is contingent on Level 1 and
Level 2 being approved. Level 3 approval is required for amounts in-between this
threshold. Approvers must approve at their own specified levels.

Level 4 (amount > $150 000): Level 4 eview is contingent on Level 1, 2 and 3 being
approved. Level 4 approval is required for approving these greater amounts,
Approvers must approve at their own specified levels.

[Level 1 is restricted to only IFTA Specialists, Level 2 is restricted to FACT Team
Leads, Level 3 is restricted to the FACT Manager, Level 4 is restricted to the Refund
Manager].

Mote 1: From an access perspective IFTA Speciliasts have the ability to approve their
own refunds. However this is prevented through configuration control FI-02-CO7,
refund approval workflow controls FI-02-C08a-g and further mitigated through
detective review controls FI-02-C08h and FI-02-C09a.
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
. . . March 18, 2015
FI-02 Appendix A - Risk & Control Matrix Sub-Process: Refunds
Process:| Financial Sub-Process Objective Controls provide reasonable assurance that refunds are processed and recorded completely, accurately, timely, to the
) appropriate accounts and that undeposited refunds and other errors are identified and re-processed timeously

Bus Unit / Loc:|Receivables Management Office (RMO)

Sub-Process Risk: High
Assertions Other COS0 Component

Control
Frequency /
Transaction

Volume

Key G £ Control
Control g

Ref # L ong in the Control o Category

f control) (Y/N) ' [ i

Control

Control Owner

FI-02-CO8d Refunds are invalid, Thresholds for Exempt Fuel, Natural Gas: System Recurring  Executive Director CTPB Branch
inaccurately calculated and / Configuration
or inappropriately authorized. Level 1 {refund <= $ 1 000): One Level 1 user needs to approve the refund unless

validation rules 4 - 7 are applicable where a second Level 1 user is required.

Level 2 ($1 000 < refund <= $10 000): Level 2 review is contingent on Level 1 being
approved. A Level 2 user can approve a refund from Level 1. Additional Level 2 user
is required to approve.

Level 3 (10 000 < amount <= $50 000): Level 3 review is contingent on Level 1 and
2 being approved. A Level 3 user can approve a refund from Level 2. No additional
approvers are required at this level.

Level 4 (amount > $50 000): Level 4 review is contingent on Level 1, 2 and 3 being
approved. A Level 4 user can approve a refund from level 3. No additional approvers
are required at this level.

[Level 1 is restricted to only Tobacco Analysts, Level 2 is restricted to Tobacco Team
Leads , Level 3 is restricted to the Tobacco Manager, Level 4 is restricted to the
Refund Director]

Mote 1: From an access perspective, FACT and Tobacco section staff have the ability
to approve their own refunds, However this is prevented through configuration
control FI-02-CO7, refund approval workflow controls FI-02-C08a-g and further
mitigated through detective review controls FI-02-C08h and FI-02-C09a.
Fl-02-COBe Y Thresholds for Tobacco: XX X X X System P A Recurring  Executive Director CTPB Branch
Configuration
Level 1: All refund amounts require an initial approval at Level 1 by the Tobacco
Analysts and require an additional approver.

Level 2 ($10 < amount < $50,000): Level 2 review is contingent on Level 1 being
approved. Level 2 approval is required for amounts in-between this threshold.
Approvers must approve at their own specified levels.

Level 3 (amount > $50 000): Level 3 review is contingent on Level 1 and 2 being
approved. Level 3 approval is required for amounts greater. Approvers must approve
at their own specified levels.

[Level 1 is restricted to only Tobacco Analysts & Team Leads, Level 2 is restricted to
Tobacco Managers, Level 3 is restricted to the Refund Manager]
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FI-02

Process:

Bus Unit / Loc:

Key
inthe Control
) (Y/N)

Control
Ref #

FI-02-CO8f Refunds are invalid, Y
inaccurately calculated and /

or inappropriately authorized.

FI-02-CO8g Y

Appendix A - Risk & Control Matrix

Financial

Receivables Management Office (RMO)

Control

Thresholds for Logging Tax, Unlicensed and Licensed Insurance Premium Tax:

Level 1: All refund amounts require an initial approval at Level 1 by ITB Operations
Staff.

Level 2 {$10 < amount < $50,000): Level 2 review is contingent on Level 1 being
approved. Level 2 approval is required for amounts in-between this threshold by an
ITE Operations Manager and an ITB Operations Director .

Level 3 (amount > $50 000): Level 3 review is contingent on Level 1 and 2 being
approved. Level 3 approval is required for amounts greater than this threshold by the
ITE Operations Executive Director.

Refund approval staging levels (Claim refunds)

All Claim Refunds go through the refund approval stages based on the Dollar-value or
whether the refund classification requires only the Refund function to approve or
requires Audit to review prior to approval of the Claim Refund. Claim Refund Approval
Staging Levels are tiered as follows:

- Level 1 Refund Claim: Consumer Taxation Programs Branch, Carbon, Fuel or
Tobacco-related refund <= $10 000 or other refund <= $25 000.

- Level 1 Audit Review Claim <= $50 000

[Level 1 is restricted to only Refund Team Leads and Audit Team Leads]

- Level 2 Refund Claim: $50 000 < Refund Claim Case <= $250 000
- Level 2 Audit Review Claim: $50 000 < Refund Claim Case <= $1 000 000

Level 2 review is contingent on Level 1 being approved. A Level 2 user can approve a
refund from Level 1.
[Level 2 is restricted to only Refund Managers and Audit Managers.]

- Level 3 Refund Claim: Refund Claim Case = $250 000
- Level 3 Audit Review Claim: Refund Claim Case = $1 000 000

Level 3 review is contingent on Level 1 and 2 being approved. A Level 3 user can
approve a refund from Level 2. No additional approvers are required at this level.
[Level 3 is restricted to only Refund Directors and Audit Directors)

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Refunds
Sub-Process Objective Controls provide reasonable assurance that refunds are processed and recorded completely, accurately, timely, to the
appropriate accounts and that undeposited refunds and other errors are identified and re-processed timeously

Sub-Process Risk: High

Assertions

X | X | X

Control
Frequency /
Transaction

Volume

Control

Category Control Owner |

X System P A Executive Director CTPB Branch

Configuration

Recurring

System P A Executive Director CTPB Branch

Configuration

Recurring
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FI-02
Process:

Bus Unit / Loc:

Control —

Ref #

FI-02-CO8h Refunds are invalid, Y
inaccurately calculated and /

or inappropriately authorized.

FI-02-C09a Y

Appendix A - Risk & Control Matrix

Financial

Receivables Management Office (RMO)

Control

Review of High Risk TACS Transaction Processing

On a periodic basis, Management reviews key TACS transactional processing trend
and anomaly reports to identify unusual, unexpected or transactions processed that
are outside established norms such as:

- Refund address search (report of addresses which have received more that "X
refunds. "X" is parameter of report input by the user).

- Refund Name and Address Changes (report of refunds where names or addresses
were changed before and after the refund was processed).

- Refund Exceeds Cumulative (identifies where refunds exceed cumulative amounts.
Refunds are categorized by “created”, "approved” and “created credits resulting in a
refund”}).

- Refund Case Dual Security (identifies refund cases worked by a user who has
worked the refund and approved it due to being given increased security privileges -
for example being promoted to team lead temporarily).

Further follow-up and investigation is performed on unusual or suspicious transaction
processing by TACS users.
Reporting and review of refund processing activity

Management performs a weekly review of refund inventory levels, aging and
assesses overall refund processing performance using Key Performance Indicator
(KPI) and Exception reports including:

1. Refund Processing Activity (All Refunds, Refund Claims, Completed Refund Claim
Statistics, Refund Claim Counts Reports).

2. Credits on Accounts.

3. Questionable Refund Classification, Unknown Teams and Verifiers (used to identify
refund claims with anomalies that can be corrected by using the override
functionality).

4. Refund Exception List (used to identify refunds with exceptions such as cheque
issued but no cheque issued date in TACS).

5. Refund Verifier Performance.

6. Refund Name & Address Overrides (used to identify refunds where the name and
address on the refund header has been overridden).

7. CTB Outstanding Inventory Summary / Outstanding Inventory Report Listing.

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Refunds
Sub-Process Objective Controls provide reasonable assurance that refunds are processed and recorded completely, accurately, timely, to the
appropriate accounts and that undeposited refunds and other errors are identified and re-processed timeously

Sub-Process Risk: High

Assertions

Control
Frequency /
Transaction

Volume

Control
Category
( ist)

Control Owner |

Management Executive Director CTPB Branch

Review

Monthly

X Management D M Executive Director CTPB Branch

Review

Weekly
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FI-02
Process:

Bus Unit / Loc:

Key
nthe Control
(Y/N)

Control

Ref #

FI-02-C09b Refunds are invalid, Y
inaccurately calculated and /

or inappropriately authorized.

Fl1-02-C10 Refund interest is Y
inappropriately changed.

Fl1-02-C11 Refund transactions are Y
inappropriately offset and / or
refunded.

Fl-02-C12 Y

FI-02-C13 Y

Appendix A - Risk & Control Matrix

Financial

Receivables Management Office (RMO)

Control

WA

Random selection and review of Refund claims (Fuel Disabled Registrant
Program Only)

% of all Fuel Disabled Registrant ("FDR") program Refund disbursements are
selected for a 2nd review by Management. [tems selected for review are traced and
agreed to valid supporting documentation to ensure that only qualifying claims are
being refunded.

Automatic calculation of refund interest

Interest on refunds is calculated automatically by TACS and cannot be manually
modified. Any adjustments to system calculated interest need to be processed as an
adjustrment transaction.

Mandatory approval of all non-automatically approved Credit & Audit Refunds

Ministry policy requires mandatory review and approval of non-automatically
approved refunds prior to paying out refunds:

Credit Refunds: FACT, Tobacco section staff and Collections.

Audit Refunds: Collections.

Automatic approval of same account type offsets

TACS automatically approves offsets between the same type of taxpayer account
(e.g., offsets between multiple PST accounts of the same taxpayer).
Manual initiation and approval of different account type offsets

Offsets between the same type of taxpayer accounts (e.g., multiple PST accounts for
the same taxpayer) are automatically approved.

FACT, Tobacco section staff and Collection Analysts or Collection Officers are able to:
- perform cross-account offsets between different taxpayer account types,

- perform an offset when a debit lock indicator is applied to a period debt (preventing
the credit from automatically offsetting the debt), or

- perform an offset when an "external debt exists" indicator is applied to an account
(indicating that there is a debt outside of TACS).

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Refunds
Sub-Process Objective Controls provide reasonable assurance that refunds are processed and recorded completely, accurately, timely, to the
appropriate accounts and that undeposited refunds and other errors are identified and re-processed timeously

Sub-Process Risk: High

Assertions

X X X
X
X

X X X

Other COS0 Component

Control
Frequency /
Transaction

Volume

Control

Category Control Owner

X Management D M Weekly Executive Director CTPB Branch
Review
X System P A Recurring  Executive Director CTPB Branch
Configuration
bt Palicy P M Recurring  Executive Director CTPB Branch
X X System P|A Recurring Executive Director CTPB Branch
Configuration
x x System Access D A Recurring  Executive Director CTPB Branch
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Appendix A - Risk & Control Matrix

Process:| Financial

Bus Unit / Loc:|Receivables Management Office (RMO)

Control

nthe Control

Ref #

Fl-02-C14 Undeposited refunds and
errors are not identified in a

timely manner,

FI-02-C15 An audit trail is not readily
available to track the
processing history of refund
transactions.

IT-03-CO5 [Errors in uploads to and
downloads from Provincial
Treasury (CAS) for refunds
{(payment images) and
undeposited refunds are not
captured and processed in a
timely manner.

— Control

at, wher

(Y/N)

Y Identification and tracking of undeposited refunds

A Returned Cheque Report is received and reviewed by the Refunds Section Team
Leader from Provincial Treasury on a periodic basis listing refund cheques that have
not been deposited by taxpayers.

Returned cheques are processed as refund re-deposits in TACS by designated users
(refer to control FI-02-C06). The processing of a refund re-deposit (i.e., the capturing a
returned cheque date on the refund) reverses the refund debit transaction. Refund
auditors also follow-up with taxpayers to correct addresses and re-issue cheques.

Y Retention of audit logging

Audit logs of all taxpayer refund related input, adjustment and processing is
maintained in TACS indefinitely. Audit logs maintain details such as the date, time,
user and values of tax return fields changed.

‘Access to delete or change audit logs is not available from within TACS.
Y Monitoring of TACS scheduled jobs

All scheduled (batch) jobs in TACS (including interfaces) are monitored and managed
using the TACS Job Stream Manager.

Each night, when the Job Stream Manager executes the batch run, the following
reports are e-mailed to the TACS Production Support Team:

- A report of all jobs that executed and their success [ failure status

- A listing of all failed jobs

- A listing of all incoming and outgeing files (for file based interfaces)

TACS Production Support Team and Batch Operator perform a daily review of Job
Stream Manager Status. In addition, the Job Stream manager sends out an e-mail to
all Technical and Functional Leads identifying failed jobs. Failed jobs are assigned to
be investigated and followed up by the developer responsible for the failed area.

Failed scheduled jobs are corrected and re-submitted for processing.

Sub-Process: Refunds

Sub-Process Objective Controls provide reasonable assurance that refunds are processed and recorded completely, accurately, timely, to the

TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015

BC Ministry of Finance

appropriate accounts and that undeposited refunds and other errors are identified and re-processed timeously

Sub-Process Risk: High

Legend
References to a control in another RCM that mitigates the identified risk

Assertions

Other COS0 Component

Control
Category

X X Management
Review

X System

Configuration

[x1T T 'Managemem
review

© 2015 KPMG LLP. All rights reserved

D

D

A

M

Control

Frequency /
Transaction

Volume

Periodic

Recurring

Daily

Control Owner

TACS Business Manager

ITACS Business Manager

Executive Director CTPB Branch
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FI-03
Process:

Bus Unit / Loc:

Control —

Ref #

FI-03-C01 Unauthorized and / or Y
inappropriate access to add,
change, or reverse manual
adjustment transactions.

FI-03-Co2 Y

FI-03-C03 Y

Appendix A - Risk & Control Matrix

Financial

Receivables Management Office (RMO)

Control

Restricted access to perform manual interest, penalty, external offset and
legacy transfer in / out transactions

Access to add, change or reverse manual refund interest; add or reverse manual
interest and penalties; and add, modify or reverse external offsets is restricted to:
- Consumer Taxes: Collection Analysts, Senior Collection Analysts and Collection
Supervisors.

- Carbon, Fuel, Tobacco: FACT and Tobacco section staff respectively.

Mote 1: From an access perspective, Tobacco section staff, IFTA Specialists and
FACT section users are able to add, change or reverse manual adjustment
transactions and approve refunds. However, this is prevented through configuration
control FI-02-CO7, refund approval workflow controls FI-02-C08a-g and further
mitigated through detective review controls FI-02-C08h and FI-02-C09a.

Restricted access to add, change or reverse casual return worksheets

Access to add, modify or reverse Casual Return worksheets is restricted to Collection
Analysts, Collection Officers and Asset Compliance Staff.

Mote: Carbon, Fuel and Tobacco program taxes do not use Casual Return
worksheets,

Restricted access to add, change or reverse converted refund worksheets

Access to change a converted Refund worksheet is restricted to Senior Collection
Analysts, Refund Team Leads, Refund Managers, FACT and Tobacco section staff
only.

Mote 1: From an access perspective, Tobacco Analysts are able to add, change or
reverse converted refund worksheets and approve refunds. However, this is
prevented through configuration control FI-02-CO7, refund approval workflow
controls FI-02-C08 and further mitigated through detective review control FI-02-C09.

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Transactions
Sub-Process Objective Controls provide reasonable assurance that manual adjustment transactions and worksheets are valid and are
processed and recorded completely, accurately and timely.

Sub-Process Risk: High

Assertions

XX X
XX X
X X X

Control
Frequency /
Transaction

Volume

Control
Category
( ist)

Control Owner |

X X X System Access | P A Recurring  Executive Director CTPB
X X X System Access | P A Recurring  Executive Director CTPB
X X X System Access | P A Recurring  Executive Director CTPB

© 2015 KPMG LLP. All rights reserved Appendix A - Page 33/ 61

73 of 101
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Process:

Bus Unit / Loc:

Key
nthe Control
(Y/N)

Control

Ref #

FI-03-C04 Unauthorized and / or Y
inappropriate access to add,
change, or reverse manual

adjustment transactions.

FI-03-C05 Y
FI-03-C06 Y
FI-03-C07 Y
FI-03-C08 Y

Appendix A - Risk & Control Matrix

Financial

Receivables Management Office (RMO)

Control

WA

Restricted access to add, change or reverse converted TDP worksheets

Access to change a converted TDP worksheet is restricted to only Senior Collection
Analysts and Asset Compliance Staff.

Note 1: Carbon, Fuel and Tobacco program taxes do not use converted TDP
worksheets.
Restricted access to add, change or reverse other worksheets

Access to change any other converted worksheet is restricted to Collection Analysts,
FACT Processing Team, FACT Team Leads and Tobacco section staff.

Restricted access to add or change a write off reinstatement

Access to add or change (reverse and re-process) a write off reinstatement is
restricted to only Collection Analyst, Senior Collection Analysts and Collections
Supervisors.

Restricted access to lock and unlock transactions

Access to lock and unlock transactions is restricted to Senior Collection Analysts,
Asset Compliance Staff, FACT-Team Leads, Tobacco Team Lead and Tobacco
Manager.

Mote 1: From an access perspective, Tobacco section staff, and FACT Team Leads
are potentially able to lock / unlock transactions and approve refunds, However this is
prevented through configuration by control FI-02-CO7, refund approval workflow
controls FI-02-C08 and further mitigated through detective review control FI-02-C09.

Restricted access to manually execute the penalty and interest engine
Access to manually run the Penalty and Interest Calculation engine is restricted to

Collection Analysts, Collection Officers, FACT-Team Leads, Tobacco Team Leads and
the Tobacco section Manager.

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Transactions
Sub-Process Objective Controls provide reasonable assurance that manual adjustment transactions and worksheets are valid and are
processed and recorded completely, accurately and timely.

Sub-Process Risk: High

Assertions

X X X
X X X
X X X
X X X

Other COS0 Component

Control
Frequency /
Transaction

Volume

Control

Category Control Owner

X X System Access A Recurring  Executive Director CTPB
xoox X System Access P A Recurring  Executive Director CTPB
XX x System Access P A Recurring  Director RMO

X X X System Access P A Recurring  Executive Director CTPB
xoox X X System Access P A Recurring  Executive Director CTPB
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FI-03
Process:

Bus Unit / Loc:

Control —

Ref #

FI-03-C09 Unauthorized and / or
inappropriate access to add,
change, or reverse manual

adjustment transactions.

FI-03-C10 Penalty and interest is Y
calculated or adjusted
incorrectly,

F1-03-C11 Manual adjustment Y

transactions are invalid and /
or inaccurate.

Appendix A - Risk & Control Matrix

Financial

Receivables Management Office (RMO)

Control

Restricted access to process Appeal, Penalty and Interest Waiver Adjustments

Access to add, approve, withdraw, or reject an Appeal Adjustment or a Penalty and
Interest Waiver adjustment is restricted to Senior Collection Analysts, Asset
Compliance Team Leads, FACT- Team Leads, Tobacco Team Leads and the Tobacco
section Manager.

Automated penalty & interest calculation

Penalty and interest calculated by TACS cannot be overridden. Any adjustments to
penalties and interest need to be processed as a manual appeal adjustment or a
waiver,

The TACS Penalty & Interest calculation engine dynamically (i.e., in real-time)
calculates and posts any Penalty and Interest that should be charged to a taxpayer. In
addition, the Penalty and Interest Calculation Engine is executed at the end of each
billing cycle (23rd of each month) to roll and update newly accrued interest on
outstanding billing items.

Mandatory reversal and re-post of errored transactions or posting of separate
and distinct correcting transactions

TACS prevents the alteration of any transactions that are posted to taxpayer
accounts. A transaction posted in error needs to be reversed and then correctly re-
posted (e.g., where an estimated return is replaced by an actual return).

In instances where the original transaction is not (or cannot be) reversed (e.g.,
system calculated penalty and interest) an opposite correcting entry needs to be
processed to achieve the same effect.

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Transactions
Sub-Process Objective Controls provide reasonable assurance that manual adjustment transactions and worksheets are valid and are
processed and recorded completely, accurately and timely.

Sub-Process Risk: High

Assertions

X X X

Control
Frequency /
Transaction

Volume

Control
Category
( ist)

Control Owner |

System Access Recurring  Executive Director CTPB
X X System P A Recurring  SFO/Executive Director Financial Services
Configuration
X System P A Recurring | SFO/Executive Director Financial Services

Configuration
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
. . . March 18, 2015
FI-03 Appendlx A - Risk & Control Matrix Sub-Process: Transactions
Financial Sub-Process Objective Controls provide reasonable assurance that manual adjustment transactions and worksheets are valid and are
processed and recorded completely, accurately and timely.

Process:

Bus Unit / Loc:|Receivables Management Office (RMO)

Sub-Process Risk: High
Assertions Other COS0 Component

Control
Frequency /
Transaction

Volume

Control . . Key 2 c(i(::troc:-l
Ref # et ( g = = . o ego

Control

Control Owner |

FI-03-C12 Manual adjustment Mandatory configuration of all transaction types System Recurring  SFO/Executive Director Financial Services
transactions are invalid and / Configuration
or inaccurate, Users are only able to use pre-configured transaction types to post any type of

transaction in TACS,

All transaction types (automated and manual) in TACS need to be pre-configured
before they can be used to post. At a minimum the following needs to be configured:
- DR and CR postings to two or more accounts, and

- User groupl(s) associated with the transaction type

FI-03-C13 Y Reporting and review of transaction processing activity xoOoX X X X Management DM Periodic SFO/Executive Director Financial Services
Review

Management perform a periodic review of all aspects of manual transaction
processing using Key Performance Indicator (KPI) and Exception reports including:

1. Daily Review of listing of "‘unhandled transactions' (summarizes any transactions
posted in TACS and not included in the daily summary of transaction postings or
payment images)

2. Periodic review of Financial Management ("FM") Transaction Detail Cube

3. CAS Exceptions - TACS creates cases for FM user actions if CAS rejects any
transactions or payment images.

4. Accounts Receivable Reporting (A/R Summary by Month, A/R Detail Cube, Aged
DR / CR Qutstanding Transactions Summary)

Any exceptions identified are followed-up and resolved.

FI-03-C14 An audit trail is not readily Y Retention of audit logging X X XX System DA Recurring  TACS Business Manager
available to track the Configuration
processing history of financial Audit logs of all taxpayer refund related transaction processing is maintained in TACS
transactions. indefinitely. Audit logs maintain details such as the date, time, user and values of tax

return fields changed.

Access to delete or change audit logs is not available from within TACS.

Legend
References to a control in another RCM that mitigates the identified risk
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
. - . March 18, 2015
IF-01 Appendlx A - Risk & Control Matrix Sub-Process: Registration
IFTA - Jurisdictional Transmittals Sub-Process Objective Controls provide reasonable assurance that payments to and receipts from IFTA jurisdictions are valid, complete and
accurate.

Process:

Bus Unit / Loc:|Consumer Taxation Programs Branch (FACT Section)

Sub-Process Risk: Low

Assertions Other COS0 Component

- 0 G Control
G trol
— Control = 0 ST Frequency /

Cat .
.a eggry Transaction
Volume

Control Control Owner |

Ref # $ - ( hen, wh

Note:

- IFTA carrier registrations and renewals follow the Registration or the new
eServices Processes.

- IFTA carrier returns follow the Return Process.

- IFTA carrier and jurisdiction payments follow the Payments Process.

- IFTA carrier and jurisdiction refunds follow the Refund Frocess

- IFTA manual adjustment transactions and worksheets follow the Transactions
Process.

- IFTA carrier-related discovery, audit and leads follow the Discovery, Audit, Leads
Process.

- IFTA carrier collections follow the Collections Process.

- IFTA carrier and jurisdictional revenue {and revenue- associated) accounting follows
the Revenue (Reconciliations) Process.

IF-01-C01 Unauthorized and / or Y Restricted access to IFTA Transmittal functionality in TACS X X X System Access P A Recurring  FACT Manager
inappropriate access to
process IFTA Transmittals. Only IFTA specialist have the systems permissions required to process Transmittals
in TACS.
IF-01-C02 Outgoing IFTA jurisdictional Y Automatic generation of IFTA outgoing transmittal worksheets and flagging of X X X X System P A Monthly FACT Manager
transmittals are incomplete, transmitted returns. Configuration
inaccurate or are processed
more than once. TACS "IFTA Manager” automatically calculates and prepares the outgoing receipt and

disbursement (including where applicable interest and penalties) amounts for each
member jurisdiction based on returns filed (or estimated returns for late filers) in the
transmittal period. Once a return / estimated return is flagged as transmitted it
cannot be re-transmitted.

Mote:
- For Clearing House member jurisdictions, all outgoing receipts and disbursements
are transmitted as a single net amount to the IFTA Clearing House.

- For non-Clearing House jurisdictions, an outgoing transmittal letter is generated,
printed and mailed to each non-clearing house member jurisdiction.
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
N . - March 18, 2015
IF-01 Appendlx A - Risk & Control Matrix Sub-Process: Registration
rrocess: | IFTA - Jurisdictional Transmittals Sub-Process Objective Controls provide reasonable assurance that payments to and receipts from IFTA jurisdictions are valid, complete and

accurate.

Bus Unit / Loc:|/Consumer Taxation Programs Branch (FACT Section)

Sub-Process Risk: Low

Assertions Other COS0 Component

Control
Control . ST Frequency /
inthe Control ) ) , ;o Category 9 Y

Ref # . trol) (Y/N) when ) 0 n O . Transaction
- Volume

Key

Control Control Owner |

IF-01-C03 Incoming IFTA jurisdictional Y Management Review of IFTA Incoming Transmittals (non-clearing house X X X | Management D M

transmittals are not captured, jurisdictions) Review

are captured inaccurately or

are captured more than once. The IFTA specialist captures all non-clearing House member Incoming IFTA
Transmittals to TACS on a monthly basis. The FACT Team Lead and / or FACT
Manager reviews the captured IFTA Incoming Transmittals to ensure that they have
been accurately and completely captured in TACS before being processed.

Monthly FACT Manager

Missing or incomplete Incoming IFTA Transmittals are followed-up on by the FACT
Processing Team.

IF-01-C04 Y Automatic Download and Processing of Incoming IFTA Transmittals (Clearing XX | X Interface / P A Monthly TACS Business Manager
House Jurisdictions) Conversion

The TACS Job Stream Manager automatically downloads the monthly net receipt /
disbursement receivable or payable transactions from the IFTA Clearing House
through an interface.

TACS "IFTA Manager” automatically calculates and prepares the outgoing receipt and
disbursement (including where applicable interest and penalties) amounts for each
member jurisdiction and posts the net result to the USD and CAD Clearing House
Accounts.
IT-03-CO5 Errors in downloads and/for Y Monitoring of TACS scheduled jobs ¥ooxX X * Management oM Daily TACS Business Manager
uploads between TACS and review
the IFTA Clearing House are All scheduled (batch) jobs in TACS (including interfaces) are monitored and managed
not captured and processed using the TACS Job Stream Manager.
in a timely manner.
Each night, when the Job Stream Manager executes the batch run, the following
reports are e-mailed to the TACS Production Support Team:
- A listing of all failed jobs
- A listing of all incoming and outgeing files (for file based interfaces)

TACS Production Support Team and Batch Operator perform a daily review of Job
Stream Manager Status. In addition, the Job Stream manager sends out an e-mail to
all Technical and Functional Leads identifying failed jobs. Failed jobs are assigned to
be investigated and followed up by the developer responsible for the failed area.

Failed scheduled jobs are corrected and re-submitted for processing.
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IF-01
Process:

Bus Unit / Loc:

Key
nthe Control
(Y/N)

Control

Ref #

IF-01-C05 Incoming IFTA jurisdictional Y
transmittals contain

transactions that are

incomplete, inaccurate or

invalid.

IF-01-C06 Month-end IFTA transmittal Y
processing (including

exchange rate and month-end
exchange rate revaluations) is
invalid, incomplete or

inaccurate.

|F-01-C0O7 Funds Netting of Receipts Y
and Disbursements by the

IFTA Clearing House is

incomplete, invalid or

inaccurate,

Appendix A - Risk & Control Matrix

IFTA - Jurisdictional Transmittals

Consumer Taxation Programs Branch (FACT Section)

Control

WA

Management Review of IFTA Program Compliance Audit Reports (Clearing &
Non-Clearing House Jurisdictions)

On an annual basis, the FACT Manager reviews the results of the annual IFTA
Program Compliance Audit conducted by IFTA Inc. The FACT Manager will consider
whether non-compliance by a jurisdiction may have resulted in incomplete, invalid or
inaccurate incoming IFTA Transmittals. If considered material, non-compliant
jurisdictions will be flagged for more detailed review of evidence to support IFTA
Incoming Transmittals.

Management review of month-end IFTA Transmittal Processing exchange rates
applied to IFTA Outgoing Transmittal Worksheets

On a monthly basis, the FACT Team Lead and / or FACT Manager reviews the I[FTA
transmittal processing results for accuracy and specifically inspects that:

- all non-clearing house incoming transmittals have been accurately captured

- incoming transmittals from the IFTA Clearing House have been included and
processed.

- exchange rates used in the monthly transmittal as captured by the IFTA specialist
agree to the rates provided by Provincial Treasury

- monthly exchange rate differences on IFTA payables and receivables have been
correctly calculated and applied.

Management Review of IFTA Funds Netting Process Integrity (Clearing House
Jurisdictions)

On an annual basis the FACT Manager obtains the Service Auditors Report relating to
the Funds Netting System of the IFTA Clearing House. The report is reviewed by the
FACT Manager to note whether the funds netting process controls are appropriate
and adeqguate to achieve control objectives related to the valid, accurate and
complete processing of IFTA Transmittals.

Any potential qualifications or exceptions identified by the Service Auditor are
followed up on and assessed to determine their impact on the IFTA program.

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Registration
Sub-Process Objective Controls provide reasonable assurance that payments to and receipts from IFTA jurisdictions are valid, complete and
accurate.

Sub-Process Risk: Low

Legend

References a control in another RCM that mitigates the identified risk

© 2015 KPMG LLP. All rights reserved

Other COS0 Component

Control
Frequency /
Transaction

Volume

Control

Category Control Owner

X Management D M Annual

Review

FACT Manager

X Management D M Monthly
Review

FACT Manager

X Management D M Annual
Review

FACT Manager
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015

CP-01

Control
Ref #

CP-01-CO1

CP-01-C02

CP-01-C03

Process:

Bus Unit / Loc:

Key

inthe Control

Unauthorized and / or
inappropriate access to add,
or modify "Discovery Plans”.

Audit or Asset Leads
identified are not assigned for
an audit due to a lack of
prioritization and / or
rationalization.

(Y/N)

Appendix A - Risk & Control Matrix

Compliance

Receivables Management Office (RMO)

Control

Restricted access to add or modify Discovery plans

Access to add or change "Discovery plans® or generate leads from a Discovery is
restricted to only Asset Compliance Team Leads, Audit Workload Staff, and
Discovery / Warehouse Developers.

Lead discovery, tracking & disposal

Once Leads are identified, they are tracked and monitored by Audit Workload Staff
who are responsible for deciding how Leads are to be dealt with (i.e., assigned for
audit or discarded).

Leads are identified by:

- using TACS "Discovery Manager" based on a "Discovery Plan" that uses pre-
configured criteria and data sources to produce the Leads, or

- by other staff in the branch on an adhoc basis.

Leads are pushed to Audit Managers on a First-In-First-Out ("FIFQ") basis and auditors
will have leads pushed to them on an as needed basis.

Note: TACS "Query Manager' can be used to examine individual customer files to
create Leads that are managed in "Discovery Manager”.
Reporting and review of lead lifecycles

Audit Team Leads perform a pericdic review of all aspects of Lead activity using Lead
Task Balance Cube including:

1. New Leads
2. Leads leading to audits
3. Closed Leads

Audit Team Leaders are responsible for ensuring that their team members are
sufficiently utilized and lead / audit work moves forward.

Sub-Process: Discovery, Audit, Leads
due to the Province.

Sub-Process Risk: Low

Assertions

Control
Category

X System Access

X Management
Review

Management
Review

© 2015 KPMG LLP. All rights reserved

Control
Frequency /
Transaction

Volume

Recurring

Recurring

Periodic

Sub-Process Objective Controls provide reasonable assurance that the audit process is effective in identifying gaps or errors in tax revenue

Control Owner |

Director CTAB

Director CTAB

Director CTAB
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CP-01
Process:

Bus Unit / Loc:

Key
nthe Control
(Y/N)

Control

Ref #

CP-01-C04 Unauthorized and / or
inappropriate access to add,
modify, update or discard an
audit.

CP-01-C05 Y

Appendix A - Risk & Control Matrix

Compliance

Receivables Management Office (RMO)

Control

WA

Restricted access to add, update or discard an audit

Access to basic add or update functionality for an audit is restricted to only Audit
Staff.

Mote: Basic audit addition or update functions are as follows:

- Add audit

- Work in progress link

- Submit link (must be the Owner of the audit)

- Re-work (audit, working paper or timesheet)

- Discard (only available if an audit has not moved to a work-in-progress state)
- Change filing period and posting period of an audit

- Change program, priority, size, audit period, work date, description

- Working paper (add, change, discard, submit} (restricted to the assigned user of the
working paper)

Segregation of duties between audit preparers and audit reviewers

TACS is configured to prevent owners of audits and audit working papers
from approving the working papers or posting the audit. In addition, ownership of
audits is tracked to prevent the owner from being changed inappropriately.

There is further segregation of duties between audit preparers and audit reviewers as
follows:

- Audits are created by Audit Workload Staff, Audit Staff, Audit Team Leads, Audit
Managers and Audit Directors.

- Audit Team Leads and Managers review the results of the audit. Access to approve
audit working papers is restricted to only Audit Team Leads and Audit Managers.

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 19, 2015
Sub-Process: Discovery, Audit, Leads
Sub-Process Objective Controls provide reasonable assurance that the audit process is effective in identifying gaps or errors in tax revenue
due to the Province.

Sub-Process Risk: Low

Assertions

Other COS0 Component

Control
Frequency /
Transaction

Volume

Control

Category Control Owner

System Access | P Recurring  Director CTAB

X Segregationof P | A Recurring  Director CTAB
Duties
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CP-01
Process:

Bus Unit / Loc:

Key
Control
(Y/N)

Control

Ref # nthe

CP-01-C06 Audit conclusions reached by
audit staff are inappropriate

and [/ or invalid.

CP-01-C0O7 Unauthorized and / or Y
inappropriate access to
approve adjustments and / or
close audits.

CP-01-C08 Leads assigned for audit are Y

not assigned and / or audits
are not reviewed
appropriately.

Appendix A - Risk & Control Matrix

Compliance

Receivables Management Office (RMO)

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 19, 2015
Sub-Process: Discovery, Audit, Leads
Sub-Process Objective Controls provide reasonable assurance that the audit process is effective in identifying gaps or errors in tax revenue
due to the Province.

Sub-Process Risk: Low

Assertions

Control

WA

Management review and approval of audit working papers

Audit working papers and conclusions reached are reviewed and approved by another
audit team member with eqgual or more experience than the owner of the audit prior
to concluding an audit (i.e., Team leaders approve Auditor / Senior Auditor files,
Managers approve Team Leader files etc.).

Once the working papers are approved the auditor submits the file for posting to

someone above the owner of the audit or another higher authority who needs to be
someone other than the owner and this person posts the audit which posts the debt

to the Financials.

Restricted access to post an adjustment or to close an audit X X

Access to post (if the user posting is not the owner of the audit) or to close an Audit
is restricted to only Audit Team Leads, Audit Managers and Audit Directors.

Reporting and review of audit activities and outcomes xoox

Audit Team Leads perform a periodic review of key Audit related reporting cubes and
reports such as the Audit Reporting Cube, Audit Monthly, Audit Yearly and Audit KPIs
that include:

1. New Audits

2. Leads leading to audits
3. Closed Audits

4. Recoveries

5. Time spent on Audits.

Audit Managers review and follow-up on audits that are taking more than 60 days to
complete and also track statistics such as the number of audits, recovery per hour,
hours per audit, number of nil audits, etc.

© 2015 KPMG LLP. All rights reserved

Other COS0 Component

Control
Frequency /
Transaction

Volume

Control

Category Control Owner

Director CTAB

Management
Review

Recurring

System Access | P A Recurring  Director CTAB

x Management D M Periodic Director CTAB

Review
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
. . . March 19, 2015
CP-01 Appendlx A - RISk & Control Matrlx Sub-Process: Discovery, Audit, Leads
Process: comp"ance Sub-Process Objective Controls provide reasonable assurance that the audit process is effective in identifying gaps or errors in tax revenue

due to the Province.

Bus Unit / Loc:|Receivables Management Office (RMO)

Sub-Process Risk: Low

Assertions Other COS0 Component

i Control

Control — Control . B ST Frequency /

ong in the Control ) ) , @ g Category . Control Owner
Ref # _ at, when, w /) 1 ] ) Transaction
(Y/N)
Volume
FI1-02-C03 Inappropriate or incorrect Y Restricted access to approve / reject a "Claim", "Audit" ,"Under $10" or IFTA XX XX X X System Access | P | A Recurring | Executive Director CTPB
adjustments are processed refund

during the audit process.
Access to approve refunds is restricted per refund category, as follows:
- "Claim” refund approval is restricted to only Collection Analysts and Collection
Officers.
- "Audit" refund approval is restricted to only Collection Analysts.
- *Under $10° refund approval is restricted to only Collection Analysts, FACT and
Tobacco section staff.

Access to reject refunds is restricted per refund category as follows:

- "Claim"® refund rejection is restricted to only Collection Analysts, RMO Managers,
Refund Managers and Audit Managers.

- "Audit” refund rejection is restricted to only Collection Analysts, RMO Managers and
Audit Managers.

- *Under $10° refund rejection is restricted to only Collection Analysts and RMO
Managers, FACT and Tobacco section staff.

- IFTA refund rejection is restricted to only the IFTA Specialist and FACT section staff.

Mote 1: From an access perspective, Tobacco section staff, IFTA Specialists and
FACT section users are able to approve their own refunds. However this is prevented
through configuration control FI-02-CO7 and further mitigated by controls FI-02-C08h
and FI-02-C03a.

CP-01-C09 An audit trail is not readily Y Retention of audit logging X X XX X System DA Recurring  TACS Business Manager
available to track audit activity Configuration
within TACS. The TACS "Audit Manager" is used to track, assign, document and retain evidence to

support audit conclusions reached.

Audit logs of all taxpayer refund related input, adjustment and processing is
maintained in TACS indefinitely. Audit logs maintain details such as the date, time,
user and values of tax return fields changed.

Access to delete or change audit logs is not available from within TACS.

Legend
References a control in another RCM that mitigates the identified risk
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
. . . March 19, 2015
CP-02 Appendlx A - Risk & Control Matrix Sub-Process: Collections
Process: comp"ance Sub-Process Objective Controls provide reasonable asswancg t.haL o.utsLa.ndmg tax receivables due to the Ministry are identified, processed

and collected by or on behalf of the Ministry in a timely manner.

Bus Unit / Loc:|Receivables Management Office (RMO)

Sub-Process Risk: High
Assertions Other COS0 Component

Control

trol
! Control ST Frequency /

Control . ¢ i
inthe Control ) - ;o Category

Control Owner |

Ref # . ) (Y/N) ] O ] Transaction

]
Volume

INSOLVENCY

CP-02-C01 Incomplete and/or inaccurate Y Creation of bankruptcy cases X X X Authorization PlA Recurring  Director RMO
identification of insolvent
Taxpayers. To flag a taxpayer as bankrupt a "Bankruptcy Notice" has to be received first. Upon

receipt of a Bankruptcy Motice for a taxpayer, a Collection Analyst or Collection
Officer creates a bankruptey case in TACS with the information necessary to initiate a
claim.

The existence of an active bankruptcy case allows a claim to be added or suspended
based on further Collection activity and the accrual of Penalties and Interest.

CP-02-C02 Y  Claim tracking and staging in TACS X X [ ] [x1T T T | System ‘P A Recurring \Director RMO
Configuration
Bankruptcy claims are added by Collection Analysts or Collection Officers. Claim
details and filing periods are added to claims by selecting filing periods from those
available in the account and associating them with the specific claim. Claim details
‘and filing periods can be revised. | | | I | |
CP-02-C03 Y Monthly review of insolvency processing activity xoOoX X X Management DM Maonthly Director RMO
Review
On a monthly basis, Analyst Supervisors, Collections Supervisors and Collections
Managers are e-mailed an Insolvency Report by TACS for their review and approval.

The Insolvency Report lists the following insclvency-related Key Performance
Indicators (KPI's):

- Case (age, created, closed, status)

- Letters (count, types and validity)

- Claim (date, amount)

- Account (balance, ID, Tax type, Name)

- Collection (balance, stage)

FI-03-C08 |Unauthorized and / or | ¥ |Restricted access to manually execute the penalty and interest engine XX x| x]x] (X Ix[ | System Access [P[Aa] Recurring ITACS Business Manager
inappropriate access to
process manual adjustments Access to manually run the Penalty and Interest Calculation engine is restricted to
to taxpayer Penalties & Collection Analysts, Collection Officers, FACT-Team Leads, Tobacco Team Leads and
Interest. the Tobacco Manager.
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CP-02

Process:

Bus Unit / Loc:

Key
Control
(Y/N)

Control

Ref #

CP-02-C04 Unauthorized and / or Y
inappropriate access to

process manual adjustments

to taxpayer Penalties &

Interest.

CP-02-C05 Taxes, penalties and interest Y
that are ultimately not

recoverable continue to be
assessed against an insolvent

taxpayer.

[Invalid or inaccurate oy
adjustments to taxpayer

Penalties and Interest are
processed for Insolvency

cases

FI-03-C10

Unauthorized and / or Y
inappropriate access to

insolvency processing

functionality

CP-02-C06

Appendix A - Risk & Control Matrix

Compliance

Receivables Management Office (RMO)

Control
then, wh

Restricted access to add a custom insolvency rate and change / cease or
invalidate rates

Access to change / cease or invalidate custom insolvency rates is restricted to only
Senior Collection Analysts and Senior Collection Officers and available only within an
Insolvency Case.

Periods within a Collection are "selected" for inclusion in an Insolvency Case. Only
those periods within the Case are available for the "custom rate” of 0%. Any periods
not included (outside of the insolvency period) are restricted to the prescribed rate
configured in TACS.

Manual flagging of taxpayer accounts for insolvency

Collection Analysts or Collection Officers can apply the “Stop Billing", "Stop Interest”,
"Stop Penalty" and / or "Stop Penalty & Interest” indicator flags to taxpayers accounts
that are undergoing insolvency proceedings to prevent the processing of
unrecoverable taxes, penalties and interest from the effective insolvency date.

|Automated penalty & interest calculation

Penalty and interest calculated by TACS cannot be overridden. Any adjustrents to
penalties and interest need to be processed as a manual appeal adjustment or a
waiver,

The TACS Penalty & Interest calculation engine dynamically (i.e., in real-time)
calculates and posts any Penalty and Interest that should be charged to a taxpayer. In
addition, the Penalty and Interest Calculation Engine is executed at the end of each
billing cycle (23rd of each month) to roll and update newly accrued interest on
outstanding billing itermns.

|Restricted access to insolvency functionality

Access to insolvency functionality (i.e., to change insclvency status, add / change
claims or to add a bankruptcy) is restricted only to Collection Analysts and Collection
Officers .

© 2015 KPMG LLP. All rights reserved

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Collections
Sub-Process Objective Controls provide reasonable assurance that outstanding tax receivables due to the Ministry are identified, processed
and collected by or on behalf of the Ministry in a timely manner.

Sub-Process Risk: High

Assertions

X X
X | x X
X | x| X

Control
Frequency /
Transaction

Volume

Control

Category Control Owner (

System Access A Recurring  Director RMO

X X System P A Recurring  Director RMO
Configuration
x| [X System [P[Aa] Recurring |TACS Business Manager
Configuration
X X | System Access P | A | Recurring Director RMO
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review

. . . March 18, 2015
CP-02 Appendlx A - Risk & Control Matrix Sub-Process: Collections
Process: Compliance Sub-Process Objective Controls provide reasonable assurance that outstanding tax receivables due to the Ministry are identified, processed
) - - and collected by or on behalf of the Ministry in a timely manner.
Bus Unit / Loc:|Receivables Management Office (RMO)

Sub-Process Risk: High

Assertions Other COS0 Component

Control
Control ! Control Control Frequency /
inthe Control ) - ;o Category . Control Owner |
Ref # ) ] 5] Transaction
I) (Y/N) ]
Volume
W < l—E =
CP-02-C0O7 Unauthorized and / or Y Restricted access to add a bankruptcy proposal, CCAA, receivership case, XX X X X System Access | P A Recurring  Director RMO
inappropriate access to Partnership Bankruptcy and Partnership CCAA
insolvency processing
functionality Access to add a Bankruptcy Proposal, Companies’ Creditors Arrangement (CCAA),
Receivership Case, Partnership Bankruptey (including Property) and Partnership
CCAA is restricted only to Senior Collection Officers.
Once accepted, all outstanding amounts follow the Write-off, payment and
adjustments process.
Fl-03-C09 Y  |Restricted access to process Appeal, Penalty and Interest Waiver Adjustments XX x| x]x] (X Ix[ | System Access [P[Aa] Recurring |Executive Director CTPB

Access to add, approve, withdraw, or reject an Appeal Adjustment or a Penalty and
Interest Waiver adjustment is restricted to Senior Collection Analysts, Asset
Compliance Team Leads, FACT- Team Leads, Tobacco Team Leads and the Tobacco
Manager.

COLLECTION CREATION, STAGING AND ASSIGNMENT

CP-02-C08 Taxpayer accounts that are Y Creation of Collections X X X X System P A Recurring  Director RMO
delinquent are not identified, Configuration
assigned and pursued for Collections can either be created automatically or manually as follows:
Collection in a timely manner. Automatic: TACS uses configurable criteria (such as the age of the debt and cycle

activity) to trigger a Collection Case. Collections are "staged" (refer to control CP-02-
C10) at the time of creation based on risk scores (refer to control CP-02-C09).

Manual: if required, Collection Analysts, Collection Officers, Senior Collection
Officers and Collection Supervisors can add designated delinguent returns to a
taxpayer's Collection Case.
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CP-02
Process:

Bus Unit / Loc:

Control !

Ref #

CP-02-C09 Taxpayer accounts that are Y
delinquent are not identified,
assigned and pursued for

Collection in a timely manner.

CP-02-C10 Y
CP-02-C11 Y
CP-02-C12 Y

Appendix A - Risk & Control Matrix

Compliance

Receivables Management Office (RMO)

Control

Automated calculation of risk scores

A Collection's risk score is a point value assigned at the time the Collection is
created. The score is based on configurable criteria and only Collection Analysts,
Senior Collection Analysts, Collection Analyst Supervisor, Collection Officers, Senior
Collection Officers and Collection Supervisors are able to increase or decrease the
total score. Examples of risk factors used in calculating the risk score include:

- number of late returns,

- transactions of a given type,

- number of letters sent, and

- total taxpayer or individual taxpayer account balances.

Automated staging of Collections

Collections go through various pre-configured stages. Staging is used to track where
a particular Collection is at in its lifecycle and, based on configuration, TACS triggers
certain system activity (i.e., triggers the generation of corresponding or automatic
write-off of a prescribed receivable, or printing of reminder letter to the Taxpayers) .

"Staging” also allows for the grouping of a particular set of Collection or Bill ltems and
allows authorized users to advance the staging of grouped Collection or Bill Iltems.

Assignment of Collections

Assignment of Collections identified by the system is performed by Collection
Analysts, Senior Collection Analysts, Collection Officers and Senior Collection
Officers. Collections are assigned one Collection or one Taxpayer at a time, If
additional Collections are created for a taxpayer, they are automatically assigned to
the employee who owns the existing Collections.

Automated tracking of Collection activities

TACS tracks all activities and allows Collection Analysts, Senior Collection Analysts,
Collection Supervisors, Collection Officers, Senior Collection Officers and Collection
Supervisors to record notes about collection activities, including time, contact
information and a description of the activity. All users have read-only access to be
able review Collection activity.

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Collections
Sub-Process Objective Controls provide reasonable assurance that outstanding tax receivables due to the Ministry are identified, processed
and collected by or on behalf of the Ministry in a timely manner.

Sub-Process Risk: High

Assertions

X X System Recurring

Control
Frequency /
Transaction

Volume

Control
Category
( ist)

Control Owner |

Director RMO
Configuration

x x System P A Recurring  Director RMO

Configuration

x x Management P A Recurring  Director RMO
Review
X X System P|A Recurring  Director RMO

Configuration

@ 2015 KPMG LLP. All rights reserved Appendix A - Page 47 / 61

87 of 101



BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
. . . March 19, 2015
CP-02 Appendlx A - Risk & Control Matrix Sub-Process: Collections
Process: comp"ance Sub-Process Objective Controls provide reasonable asswancg t.haL o.utsLa.ndmg tax receivables due to the Ministry are identified, processed

and collected by or on behalf of the Ministry in a timely manner.

Bus Unit / Loc:|Receivables Management Office (RMO)

Sub-Process Risk: High
Assertions Other COS0 Component

Control
Frequency /
Transaction

Volume

Control
Category

Control Control

Ref # e W Control Owner

Taxpayer accounts that are Y Periodic review of Collection processing activity XX X X Management D M Periodic

CP-02-C13 Director RMO
delinguent are not identified, Review
assigned and pursued for On a pericdic basis, Analyst Supervisors, Collections Supervisors and Collections
Collection in a timely manner. Managers are e-mailed Collections Errors, Individual Performance, Collection Officer

Performance Summary Reports as well as Collection Inventory Data and Data Offset
Reporting Cubes for their review and approval.

The reports and cubes list the following Collections-related Key Performance
Indicators (KPI's):

- Collection (created, closed, stages, count, age, owner)

- Letters (count and types)

- Account (balance, ID, Tax type, Name)

- Payments (type, count, amount)

- Case (created, closed, types, count, amount)

- Payment Plans (status, created, closed, count)

CP-02-C14 Unauthorized and / or Y Restricted Access to process or change bill staging X X X X X System Access P A Recurring  Director RMO
inappropriate access to
process or change bill or Access to process or change bill staging is restricted only to Collection Analysts and
collection stages. Collection Officers.

CP-02-C15 Y  Restricted access to change collection type or collection staging XX X X [x1T T T | System Access ‘P A Recurring \Director RMO

Access to change a collection type or collection staging is restricted to only Collection
Analysts and Collection Officers.

PAYMENT PLANS

CP-02-C16 Unauthorized and / or Y Restricted access to add or change payment plans XX X X X System Access | P A Recurring  Director RMO
inappropriate access to add
or change a payment plan. Access to add or change a Payment Plan, Add Letter, Forecast or Reinstate a

Payment Plan is restricted to only Collection Analysts and Collection Officers.

CP-02-C17 |Unauthorized and / or | Y Restricted access to perform a period transfer, transfer credit or forced offset XXX X [x1T T T | System Access ‘P A Recurring \Director RMO
inappropriate access to
perform a period transfer, Access to perform a period transfer, transfer a credit or to force an offset is restricted
transfer credit or Forced to only Collection Analysts, FACT-Processing Team, FACT- Desk Audit and Tobacco
Offset section staff.
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CP-02

Control
Ref #

CP-02-C13

CP-02-C18

CP-02-C13

Appendix A - Risk & Control Matrix

process:| Compliance

Bus Unit / Loc:|Receivables Management Office (RMO)

Payment plans are invalid,
inaccurate or unenforceable
against delinquent taxpayers.

Non-compliance with
Payment Plans is not
identified and remediated in a
timely manner.

Key
Control
(Y/N)

Control
at, when, wh

Y Periodic review of Collection processing activity

On a periodic basis, Analyst Supervisors, Collections Supervisors and Collections
Managers are e-mailed Collections Errors, Individual Performance, Collection Officer
Performance Summary Reports as well as Collection Inventory Data and Data Offset
Reporting Cubes for their review and approval.

The reports and cubes list the following Collections-related Key Performance
Indicators (KPI's):
- Collection (created, closed, stages, count, age, owner)
- Letters (count and types)
- Account (balance, ID, Tax type, Name)
- Payments (type, count, amount)
- Case (created, closed, types, count, amount)
- Payment Plans (status, created, closed, count)
Y Tracking of payment plan compliance

Collection Analysts, Senior Collection Analysts, Collection Analyst Supervisors,
Collection Officers, Senior Collection Officers and Collection Supervisors set up a
Payment Plan in the system when an agreement with a taxpayer to settle an
outstanding debt through a series of scheduled payments is reached.

TACS tracks actual payments made by the taxpayer against the Payment Plan for
compliance with the agreed terms and notifies Collection Analysts, Senior Collection
Analysts, Collection Analyst Supervisors, Collection Officers, Senior Collection
Officers and Collection Supervisors if action is required,

Y Periodic review of Collection processing activity

On a periodic basis, Analyst Supervisors, Collections Supervisors and Collections
Managers are e-mailed Collections Errors, Individual Performance, Collection Officer
Performance Summary Reports as well as Collection Inventory Data and Data Offset
Reporting Cubes for their review and approval.

The reports and cubes list the following Collections-related Key Performance
Indicators (KPI's):

- Collection (created, closed, stages, count, age, owner)

- Letters (count and types)

- Account (balance, ID, Tax type, Name)

- Payments (type, count, amount)

- Case (created, closed, types, count, amount)

- Payment Plans (status, created, closed, count)

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Collections
Sub-Process Objective Controls provide reasonable assurance that outstanding tax receivables due to the Ministry are identified, processed
and collected by or on behalf of the Ministry in a timely manner.

Sub-Process Risk: High

Assertions

X | X
X X X
X X

Control Ll

eI Frequency /
] list] Transaction
’ Volume

Control Owner |

X X Management | D M Periodic Director RMO
Review
X System D A Recurring  Director RMO

Configuration

X X Management |D | M Periodic Director RMO

Review
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
. . . March 18, 2015
CP-02 Appendlx A - Risk & Control Matrix Sub-Process: Collections
Process: Compliance Sub-Process Objective Controls provide reasonable assurancg t.haL o.utsLafndmg tax receivables due to the Ministry are identified, processed

and collected by or on behalf of the Ministry in a timely manner.

Bus Unit / Loc:|Receivables Management Office (RMO)

Sub-Process Risk: High
Assertions Other COS0 Component

Control
Frequency /
Transaction

Volume

Key E Control

Control Control
nthe Control ) Category

Control Owner

Ref # ong

(Y/N)

COLLECTION CLOSE

CP-02-C19 Unauthorized and / or Y Restricted access to close Collections X X X System Access | P A Recurring  Director RMO
inappropriate access to close
a Collection Case. Access to Close a Collection Case is restricted to only Senior Collection Analysts and

Senior Collection Officers. To close collection cases with no balances, this is
restricted to only Collection Analysts and Collection Officers.

CP-02-C20 Taxpayer accounts that are Y Staging controlled closing of Collections X X X System P A Recurring  Director RMO
identified, assigned and Configuration
pursued for Collection are Collection Cases are only closed automatically once the Case has progressed through
prematurely closed. staging and all pre-configuration criteria are met (i.e., once a zero balance is attained

either through successful Collection activity, write-off, extinguishment or a
combination thereof).

CP-02-C21 Y Manual flagging of active Collections x x x System P A Recurring  Director RMO

Configuration
Collection Analysts or Collection Officers can apply the "Stop Collection Close”
indicator flag to a Collection Case that is still active to override closure through the
regular staging process or prevent manual closure by Senior Collection Analysts or
Senior Collection Officers.

CP-02-C22 Y Review and approval to close a Collection xooX X X Authorization DM Recurring  Director RMO

A Senior Collection Analyst or Senior Collection Officer reviews the Collection Errors,
Individual Performance and Collection Officer Summary Reports to determine
whether all requirements have been met in order to authorize a Collection for closure.

CP-02-C13 Taxpayer accounts that are Y Periodic review of Collection processing activity X | X X X Management | D | M Periodic Director RMO
identified, assigned and Review
pursued for Collection are On a periodic basis, Analyst Supervisors, Collections Supervisors and Collections
prematurely closed. Managers are e-mailed Collections Errors, Individual Performance, Collection Officer

Performance Summary Reports as well as Collection Inventory Data and Data Offset
Reporting Cubes for their review and approval.

The reports and cubes list the following Collections-related Key Performance
Indicators (KPI's):

- Collection (created, closed, stages, count, age, owner)

- Letters (count and types)

- Account (balance, ID, Tax type, Name)

- Payments (type, count, amount)

- Case (created, closed, types, count, amount)

- Payment Plans (status, created, closed, count)
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BC Ministry of Finance

TACS RTI Phase 1 R1 Financial Risk Controls Review

. . . March 19, 2015

CP-02 Appendlx A - Risk & Control Matrix Sub-Process: Collections

comp"ance Sub-Process Objective Controls provide reasonable assurance that outstanding tax receivables due to the Ministry are identified, processed
and collected by or on behalf of the Ministry in a timely manner.

Process:

Bus Unit / Loc:|Receivables Management Office (RMO)

Sub-Process Risk: High
Assertions Other COS0 Component

Control
Key L Control
. Control g Frequency /
inthe Control ) - ;o Category .
) o Transaction

I) (Y/N) Volume

Control

Ref # Control Owner |

WRITE-OFFS, EXTINGUISHMENTS AND REMISSIONS

CP-02-C23 Unauthorized and / or Y Access to submit write-off requests (cases) X X System Access | P A Recurring  Director RMO
inappropriate access to
process write-off transactions A write-off request (case) can only be submitted by Collection Analysts or Collection

CP-02-C24 Y Access to approve write-off requests (cases) X X System Access P A Recurring  Director RMO

Access to approve submitted write-off requests (case) can only be performed by a
"Supervisor” {i.e., Client Services Supervisors, Collection Supervisors or RMO
| | Managers) and "Manager" (i.e., RMO Managers). [ [ I I T | |
CP-02-C25 Invalid or inaccurate write-off Y System enforced criteria for write-off transactions X X X System P A Recurring  Director RMO
adjustments are processed. Configuration
Write-off transactions in the system can only be processed against taxpayer accounts
as part of a batch once the entire batch has been approved for processing (refer to
control CP-02-C32).

A write-off adjustment in a batch is either automatically originated by TACS based on
existing staging configuration or including the case of a manual write-off, it must be
associated with an approved write-off request (case) (refer to control CP-02-C29) or
(originate from a Collection Case.

CP-02-C26 |Unauthorized and / or Y Review and authorization of write-off requests (cases) x| X [(x] T T | Management ‘DM Recurring \Director RMO
inappropriate access to Review
process write-off transactions Write-off requests require a two-tiered review and authorization process referred as

Supervisor and Manager approval in order to be approved for further processing.

Supervisor-level (Client Services Supervisor, Collection Supervisar, RMO Managers)
and Manager-level (RMO Managers) users both review evidence (which may include
supporting documentation, actions performed and the nature of the debt) supporting
the write-off request (case).

Once the respective reviewers are satisfied that the write-off request (case) meets
the criteria for write-off the case will be approved.

CP-02-C27 |Unauthorized and / or Y 'Segregation of duties for write-off requests (cases) x| [ ] [(x] T T | System Access ‘P A Recurring \Director RMO
inappropriate approval of
write-off batches. An write-off request (case) can only be submitted by Collection Analysts or Collection

Officers. A submitted write-off request (case) can only be "Supervisor’ approved by
Client Services Supervisors, Collection Supervisors or RMO Managers) and
"Manager" Approved by RMO Managers.
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CP-02
Process:

Bus Unit / Loc:

Key
nthe Control
(Y/N)

Control

Ref #

CP-02-C28 Unauthorized and / or Y
inappropriate approval of

write-off batches.

CP-02-C29 Y
CP-02-C30 Y
CP-02-C31 Unauthorized and / or Y

inappropriate approval of
write-off batches.

CP-02-C32 Invalid or inaccurate Y
extinguishment adjustrments
are processed.

Appendix A - Risk & Control Matrix

Compliance

Receivables Management Office (RMO)

Control

WA

Access to approve write-off batches

A write-off batch can only be approved by BMO Legal & Support.
Review and authorization of write-off batches

An RMO Manager reviews Write-off adjustments which are required to reference to
approved write-off requests (cases).

Once the respective reviewer is satisfied that the write-off adjustments are valid and
accurate, the write-offs adjustments are approved for posting by the system.

Review and authorization of write-off batches

RMO Legal & Support reviews pending write-off adjustment batches. Once they are
satisfied that the entire write-off batch is valid and accurate, the write-off
adjustments are posted in TACS.

Periodic review of Collection write-off, extinguishment & remission activity

On a periodic basis, Analyst Supervisors, Collections Supervisors and Collections
Managers are e-mailed Individual Performance, Collection Officer Performance
Summary Reports as well as write-off batch cubes (which include extinguishments)
for their review and approval.

The reports and cubes list the following Collections-related Key Performance
Indicators (KPI's):

- Collection (created, closed, stages, count, age, owner)

- Letters (count & types)

- Account (balance, ID, Tax type, Name)

- Payments (types, count, amount)

- Case (created, closed, types, count, amount)

- Write Offs (requests, posted, tax type, amount, count, FAA codes)

- Extinguishments {requests, posted, tax type, amount, count)

- Remissions (posted, tax type, amount, count)

System enforced criteria for extinguishment transactions

Before an extinguishment adjustment can be approved (refer to control CP-02-C33)
and processed in the system as an extinguishment transaction, it must be mapped to
a pre-existing and approved supporting extinguishment case (refer to control CP-02-
C34).

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Collections
Sub-Process Objective Controls provide reasonable assurance that outstanding tax receivables due to the Ministry are identified, processed
and collected by or on behalf of the Ministry in a timely manner.

Sub-Process Risk: High

Assertions

X
XX
XX
XX
X

Other COS0 Component

Control
Frequency /
Transaction

Volume

Control

Category Control Owner

X System Access | P A Recurring  Director RMO

X X Management D M Recurring  Director RMO
Review

X X Management D M Recurring  Director RMO
Review

X X Management D M Periodic Director RMO
Review

X X System P A Recurring  Director RMO

Configuration
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
. . . March 18, 2015
CP-02 Appendlx A - Risk & Control Matrix Sub-Process: Collections
comp"ance Sub-Process Objective Controls provide reasonable assuancg t.hal o.usla.ndmg tax receivables due to the Ministry are identified, processed
and collected by or on behalf of the Ministry in a timely manner.

Process:

Bus Unit / Loc:|Receivables Management Office (RMO)

Sub-Process Risk: High
Assertions Other COS0 Component

- 0 G Control
G trol
! Control ? ST Frequency /

Ref # } - LT \ then, wh T o= - : Qateggry Transaction
Volume

Control

Control Owner |
(Y/N)

CP-02-C33 Invalid or inaccurate Y Authorization of extinguishment cases X X Authorization |D M Recurring  Director RMO

extinguishment adjustments

are processed. A Client Services Supervisor, Collection Supervisor or RMO Manager reviews
extinguishment cases which are required to reference to a valid supporting source

document and / or activities undertaken to support the extinguishment case.

Once the respective reviewer is satisfied that the extinguishment case meets the
criteria for extinguishment the case is approved.

CP-02-C34 Y Review and authorization of extinguishment adjustments X X X X Management D M Recurring  Director RMO
Review

An RMO Manager reviews extinguishment adjustments which are required to
reference to approved extinguishment cases.

Once the respective reviewer is satisfied that the extinguishment adjustment is valid
and accurate, extinguishment are approved for posting by TACS,
CP-02-C31 Invalid or inaccurate Y Periodic review of Collection write-off, extinguishment & remission activity X X X X Management | D M Periodic Director RMO

extinguishment adjustments Review

are processed. On a periodic basis, Analyst Supervisors, Collections Supervisors and Collections
Managers are e-mailed Individual Performance, Collection Officer Performance
Summary Reports as well as write-off batch cubes (which include extinguishments)
for their review and approval.

The reports and cubes list the following Collections-related Key Performance
Indicators (KPI's):

- Collection (created, closed, stages, count, age, owner)

- Letters (count & types)

- Account (balance, ID, Tax type, Name)

- Payments (types, count, amount)

- Case (created, closed, types, count, amount)

- Write Offs (requests, posted, tax type, amount, count, FAA codes)

- Extinguishments (requests, posted, tax type, amount, count)

- Remissions (posted, tax type, amount, count)

CP-02-C35 \Unauthorized and for | Y  Restricted access to submit and / or approve extinguishment cases X [ [x] | | | System Access ‘P A Recurring \Director RMO
inappropriate access to
process extinguishment An extinguishment case can only be submitted by Collection Analysts or Collection
transactions Officers. A submitted extinguishment case can only be approved by Client Services
Supervisors, Collection Supervisors or RMO Managers.
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CP-02

Control

nthe Control

Ref #

CP-02-C36 Unauthorized and / or
inappropriate access to
process extinguishment
transactions
CP-02-C37 Unauthorized and / or
inappropriate access to
process remission
transactions

CP-02-C38

CP-02-C31 Invalid or inaccurate
remission adjustments are
processed.

Process: Compliance
Bus Unit / Loc:|Receivables Management Office (RMO)

Appendix A - Risk & Control Matrix

Sub-Process Risk: High

Assertions Other

! Control

WA

(Y/N)

Y Restricted access to approve extinguishment adjustments X

An extinguishment adjustment can only be proposed and submitted by a Collection
Analyst or a Collection Officer and can only be approved by an RMO Manager.

Y Authorization for entering a remissions in TACS x

Remissions can only be entered in TACS once supporting legislation has been
enacted. Each program area is responsible for their own tax remission processing in
TACS as the need to process remissions is identified.
Y Restricted access to add, approve, withdraw or reject a remission adjustment xoOoX X

The ability to add, approve, withdraw or reject a Remission adjustment is restricted
to Collection Analysts, the RMO Manager, FACT-Team Leads and the Tobacco
section Team Lead and Manager.

Y Periodic review of Collection write-off, extinguishment & remission activity X | X X

On a periodic basis, Analyst Supervisors, Collections Supervisors and Collections
Managers are e-mailed Individual Performance, Collection Officer Performance
Summary Reports as well as write-off batch cubes (which include extinguishments)
for their review and approval.

The reports and cubes list the following Collections-related Key Performance
Indicators (KPI's):

- Collection (created, closed, stages, count, age, owner)

- Letters (count & types)

- Account (balance, ID, Tax type, Name)

- Payments (types, count, amount)

- Case (created, closed, types, count, amount)

- Write Offs (requests, posted, tax type, amount, count, FAA codes)

- Extinguishments (requests, posted, tax type, amount, count)

- Remissions (posted, tax type, amount, count)

COS0 Component

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015

Sub-Process: Collections

Sub-Process Objective Controls provide reasonable assurance that outstanding tax receivables due to the Ministry are identified, processed
and collected by or on behalf of the Ministry in a timely manner.

Control
Frequency /
Transaction

Volume

Control

Category Control Owner

System Access A Recurring  Director RMO

Authorization P M Ad hoc

Director RMO

System Access P A Recurring  Executive Director CTPB

Management | D M Periodic Director RMO
Review

CP-02-C39 Unauthorized and / or
inappropriate access to

process Lien transactions

Y Restricted access to basic Lien functionality xooX X x

Access to basic Lien Functionality (add a Lien, add / change debt sources} is
restricted only to Collection Analysts and Collection Officers.

© 2015 KPMG LLP. All rights reserved
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CP-02
Process:

Bus Unit / Loc:

Key
nthe Control
(Y/N)

Control

Ref #

CP-02-C40 Unauthorized and / or Y
inappropriate access to

process Lien transactions

CP-02-Ca1 Lien opportunities are not Y
identified and / or Liens are
not pursued for registration in
a timely manner.

CP-02-Ca2 Liens registered in the Y
system are invalid or
inaccurate
CP-02-C43 Y
CP-02-C44 Y

Appendix A - Risk & Control Matrix

Compliance

Receivables Management Office (RMO)

Control

WA

Restricted access to Lien stages

Access to change Lien stages related to registration of Certificates of Judgments
(COJ's), Land Title Office (LTO) or Writ Authorizations Liens is restricted to only RMO
Legal & Support Users.

Access to change all other Lien stages is restricted only to Collection Analysts and
Collection Officers.
Automated Lien staging and creation of Lien cases

One of the collection stages involves the creation of a Lien case. A Lien case is
created automatically by TACS for Collection Analysts and Collection Officers to
identify and pursue potential Lien sources and register Liens in TACS.

Configuration of Lien stages

Liens stages are configured in TACS based on Lien Stages. Lien stages differentiate
between "pending registration” {when a Lien is added) and "registered"” (when a Lien is
approved after review).

Lien validation configuration

Configuration validation rules built into TACS prevent the processing of Liens against
taxpayer accounts where the Liens are outside configured tolerances.

A Lien is made up of Bill lterns that are chosen (included) by users from those that
are within the Taxpayer Collection period. Users are restricted to the use of only
those available Bill ltems. Manually entered amounts or debt outside the Taxpayer
Collection are not available to be included in a Lien Case.

System enforced matching of Liens to tax periods
Liens are required to be posted against the Bill ltem (which is the which the

underlying outstanding tax receivable relates to) and this in turn has a period
association in TACS.

Sub-Process: Collections

Sub-Process Objective Controls provide reasonable assurance that outstanding tax receivables due to the Ministry are identified, processed

and collected by or on behalf of the Ministry in a timely manner.

Sub-Process Risk: High

Assertions

X
XX
XX X
X

Other COS0 Component

Control
Frequency /
Transaction

Volume

Control
Category

X Systern Access A Recurring

X System DA Recurring
Configuration

System D A Recurring
Configuration

X X System P A Recurring
Configuration

X X System P|A Recurring
Configuration
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015

Control Owner

Director RMO

Director RMO

Director RMO

Director RMO

Director RMO
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CP-02
Process:

Bus Unit / Loc:

Key
inthe Control
il (Y/N)

Control
Ref #

CP-02-C45 Liens registered in the Y
system are invalid or
inaccurate

CP-02-C46 Y

Appendix A - Risk & Control Matrix

Compliance

Receivables Management Office (RMO)

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Collections

Sub-Process Objective Controls provide reasonable assurance that outstanding tax receivables due to the Ministry are identified, processed

and collected by or on behalf of the Ministry in a timely manner.

Sub-Process Risk: High

Assertions

Control

Review and advancement (approval) of registered Lien stages X
Liens are added to TACS by Collection Analysts and Collection Officers.

Certificate of Judgments (COJ's), Land Title Office (LTO) or Writ Authorizations are
reviewed by RMO Legal & Support users prior to being advanced in Lien Staging

(approved as a valid and enforceable Lien).

Any other type of Lien is advanced by Collection Analysts and Collection Officers.

|Periodic review of Lien processing activity Ix x| Ix]|

On a periodic basis, Analyst Supervisors, Collections Supervisors and Collections
Managers are e-mailed Individual Performance, Collection Officer Performance
Summary Reports as well as Collection Inventory Data cube for their review and
approval.

The reports and cubes list the following Lien-related Key Performance Indicators
(KPI's):

- Collection (created, closed, stages, count, age, owner)

- Letters (count, types, valid)

- Account (balance, ID, Tax type, Name)

- Lien Case (created, closed, types, count, amount)

Control
Frequency /

Control

Category Control Owner |

Transaction
Volume

[w] (F

X Management M Recurring  Director RMO
Review

[x1T T T | Management D M| Periodic | Director RMO
Review

CP-02-C47 Unauthorized and / or Y
inappropriate access to
process Demand transactions
CP-02-C4a8 Demand opportunities are not Y

identified and Demands are
not pursued for registration.

Restricted access to Demand functionality X X X X

Access to change Demand Functionality status, Garnish |D, work date, add / change
debt sources or request approval is restricted to only Collection Analysts, and

Collection Officers.

Automated Demand staging and creation of Demand cases X

One of the Collection stages involves the creation of a Demand case. A Demand case
will be created automatically by TACS for Collection Analysts and Collection Officers
to identify and pursue potential debt sources and register Demands in TACS.

© 2015 KPMG LLP. All rights reserved

x System Access P A Recurring  Director RMO

X System DA
Configuration

Recurring  Director RMO

96 of 101

Appendix A - Page 56 / 61



CP-02
Process:

Bus Unit / Loc:

Key
inthe Control
) (Y/N)

Control
Ref #

CP-02-C49 Demands registered in TACS Y

are invalid or inaccurate

CP-02-C50 Y

CP-02-C51 Y

Appendix A - Risk & Control Matrix

Compliance

Receivables Management Office (RMO)

Control

Demand approval workflow

All Demands captured in TACS are subject to tiered approval based on the Dollar-
value of the Demand prior to Demand Letters being issued. Demand Approval
Staging Levels are tiered as follows:

- Level 1 (Demand <= $ 5 000): Can only be approved by Collection Analysts, Senior
Collection Analysts, Collection Analyst Supervisors, Collection Officers, RMO
Managers and the RMO Director.

- Level 2 ($5 000 < Demand <= $25 000): Can only be approved by Collection
Officers, Senior Collection Officers, Collection Supervisors, RMO Managers and the
RMO Director.

- Level 3 ($25 000 < amount <= $50 000}: Can only be approved by Senior Collection
Officers, Collection Supervisor, RMO Managers and the RMO Director.

- Level 4 {$50 000 < amount <= $100 000): Can only be approved by Collection
Supervisors, RMO Managers and the RMO Director.

- Level 5 {amount > $100 000): Can only be approved by RMO Managers and the
RMO Director.

System enforced matching of Demands to tax periods

Demands are required to be posted against Bill Item (which is the which the
underlying outstanding tax receivable relates to) and this in turn has a period
association in TACS.

Periodic review of Demand processing activity

On a periodic basis, Analyst Supervisors, Collections Supervisors and Collections
Managers are e-mailed Individual Performance, Collection Officer Performance
Summary Reports as well as the Collection Inventory Data and Data Offset cubes for
their review and approval.

The reports and cubes list the following Lien-related Key Performance Indicators
(KPI's):

- Collection (created, closed, stages, count, age, owner)

- Letters (count, types, valid)

- Account (balance, ID, Tax type, Name)

- Payments (types, count, amount)

- Demand Case (created, closed, types, count, amount)

BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
March 18, 2015
Sub-Process: Collections
Sub-Process Objective Controls provide reasonable assurance that outstanding tax receivables due to the Ministry are identified, processed
and collected by or on behalf of the Ministry in a timely manner.

Sub-Process Risk: High

Assertions

Control
Frequency /
Transaction

Volume

Control

Category Control Owner |

X System A Recurring  Director RMO

Configuration

x x System P A Recurring  Director RMO
Configuration

X X Management DM Periodic Director RMO
Review

@ 2015 KPMG LLP. All rights reserved Appendix A - Page 57 / 61
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BC Ministry of Finance

TACS RTI Phase 1 R1 Financial Risk Controls Review
. . . March 18, 2015
CP-02 Appendlx A - Risk & Control Matrix Sub-Process: Collections
Process: Compliance

Sub-Process Objective Controls provide reasonable assurance that outstanding tax receivables due to the Ministry are identified, processed
- - and collected by or on behalf of the Ministry in a timely manner.
Bus Unit / Loc:|Receivables Management Office (RMO)

Sub-Process Risk: High

Assertions Other COS0 Component

. 6 : : Control
K ! € : Control
Control o the Conetvrol Control r
Ref # 2 R |

' - eI Frequency /
(Y/N) ' '

. Control Owner
Transaction

Volume

GENERAL

CP-02-C52 An audit trail is not readily Y Retention of Collection activity logging XoOoX XX x System D A Recurring  TACS Business Manager
available to track Collections Configuration
transaction activity within Audit logs of all taxpayer refund related input, adjustment and processing are
TACS. maintained in TACS indefinitely. Audit logs maintain details such as the date, time,
user and values of fields changed.
|Access to delete or change audit logs is not available from within TACS.
Legend
References a control in another RCM that mitigates the identified risk
98 of 101
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FI-04

Control
Ref #

Appendix A - Risk & Control Matrix

Process:| Financial (F|'04)

Bus Unit / Loc:|Receivables Management Office (RMO)

n the

Key
Control
(Y/N)

Control

REVENUE ACCOUNTING & DISTRIBUTION

Fl-04-C0O1

Fl-04-C02

Fl-04-C03

FI-04-C04

Tax revenue transactions
(including associated
expenses, assets and
liabilities) are not correctly
accounted for.

Tax revenue transactions

(including associated
expenses, assets and
liabilities) are accounted for in
the wrong period.

Tax revenue accounting
treatment is incorrectly and /
or inappropriately changed or
changed by an unauthorized
user.

Tax revenue accounting

transactions are not
completely and accurately
processed as an accounting
entry in TACS.

Y Revenue model (transaction posting) configuration

TACS "Revenue Manager" supports revenue accounting and distribution through the
use of Revenue Models. Revenue Models (sets of rules used to determine financial
transactional account postings based on the transaction type) automatically allocate
and post taxpayer financial transactions to revenue accounts based on configuration.

TACS is configured to use the accrual basis of accounting. A single taxpayer
transaction may result in multiple revenue transactions depending on the
configuration of distribution rules.

Y  Defined revenue period in TACS

Financial transactions are posted to accounts in TACS on the day they occur. Each
revenue period in TACS is associated with configured "Revenue" days. The posting of
transactions is associated with the Revenue period in which the "Revenue® day is
configured.

Y Restricted ability to change accounting & revenue period configuration

Changes to the accounting method or revenue period configuration can only be
performed by following the TACS "Change Control® process.

It is not possible to alter TACS accounting and revenue period configuration directly
(within the application.
Y TACS Unhandled Exceptions Report

On a daily basis the TACS Unhandled Exceptions Report is executed and reviewed by
the Financial Management (FM) group to identify any instances of transactions that
exist in TACS that have not been posted as a TACS Journal Entry due to missing or
inaccurate transaction posting configuration.

© 2015 KPMG LLP. All rights reserved

Sub-Process: Revenue (Reconciliations)

BC Ministry of Finance

TACS RTI Phase 1 R1 Financial Risk Controls Review

March 19, 2015

Sub-Process Objective Controls provide reasonable assurance that tax revenue (including associated expenses, assets and liabilities) are

accounted for in a valid, complete and accurate manner.

Sub-Process Risk: High

Assertions

X X | X

X
X
XXX

Control
Category

X System P A
Configuration

[x1T T T | System ‘P A
Configuration

* System P A
Configuration

| X | Exception/Edit D A |
Report

Control

Frequency /
Transaction

Volume

Recurring

Recurring

Recurring

Recurring

TACS Business Manager

Control Owner

SFO / Executive Director Financial Services

SFO / Executive Director Financial Services

|SFO / Executive Director Financial Services

Appendix A - Page 59/ 61
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review

. - . March 19, 2015
FI-04 Appendlx A - RISk & Control Matrlx Sub-Process: Revenue (Reconciliations) e 0

Process:| Financial (F|-04) Sub-Process Objective Controls provide reasonable assurance that tax revenue (including associated expenses, assets and liabilities) are
' accounted for in a valid, complete and accurate manner.

Bus Unit / Loc:|Receivables Management Office (RMO)

Sub-Process Risk: High
Assertions Other COS0 Component

Key . g 3 Control Control

Control ¢ Frequency /

Rof # 1the Control ) o Category " Transaction
g (Y/N)

Volume

Control

Control Owner |

Fl-04-C05 Tax revenue accounting Feedback file received from CAS for transmitted revenue accounting entries

System Daily SFO [ Executive Director Financial Services
transactions are not Configuration
completely and accurately A feedback file is preduced by CAS on a daily basis which is a copy of the input
transferred from TACS to source file generated by TACS with specific fields updated with status, errors and
CAS. error messages as to which transactions have posted or generated an error and did

not post.

The Financial Management (FM) group is alerted by TACS in real-time if a CAS upload
file has errors and FM group are able to use TACS functionality to follow-up,
investigate and correct the errars.

RECONCILIATION
Fl-04-C06 Tax revenue bank accounts Y Daily bank statement to TACS reconciliation XX X X Reconciliation D M Daily SFO / Executive Director Financial Services
do not reconcile to
accounting records., HPAS performs a daily reconciliation of transactions per the Tax Revenue bank
account statements to transactions posted in TACS. Any reconciling items between
the bank statements and TACS are investigated and followed up on.

Unresolved differences are logged and reported to the Ministry of Finance to be
allocated to the appropriate business area (payment, refunds etc.) for further follow-
up and resoclution.
Fl-04-C0O7 Y 'Monthly bank statement to TACS and CAS reconciliation XX X [ ] ‘X | Reconciliation D M| Monthly |SFO / Executive Director Financial Services
HPAS performs a daily reconciliation of transactions per the Tax Revenue bank
account statements to transactions posted in TACS and CAS . Any reconciling items
between the bank statements and TACS or CAS are investigated and fellowed up on.

Unresolved differences are logged and reported to the Revenue Solutions Branch
(RSB) at the Ministry who provide oversight in resolution. HPAS in conjunction with
RSB and appropriate business areas (payment, refunds etc.) take appropriate follow-
up action and resolve the issues.

) 100 of 101
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BC Ministry of Finance
TACS RTI Phase 1 R1 Financial Risk Controls Review
. . . March 19, 2015
FI-04 Appendlx A - Risk & Control Matrix Sub-Process: Revenue (Reconciliations)
Process:| Financial (F|-04) Sub-Process Objective Controls provide reasonable assurance that tax revenue (including associated expenses, assets and liabilities) are
' accounted for in a valid, complete and accurate manner.

Bus Unit / Loc:|Receivables Management Office (RMO)

Sub-Process Risk: High
Assertions Other COS0 Component

Control
Frequency /

Control Key Control : ' Contro)
Rof # 1the Control ) o Category " Transaction
£ (Y/N)

Volume

Control Owner |

Fl-04-C08 The subsidiary ledger (TACS) Revenue and A/R reconciliation of subsidiary ledger (TACS) to General Ledger Reconciliation M Monthly SFO [ Executive Director Financial Services

do not reconcile to the (CAS)

General Ledger [CAS)
On a monthly basis, the Financial Management (FM) group prepares an Accounts
Receivable (A/R) reconciliation between the Subsidiary Ledger (TACS) and the
General Ledger (CAS). The Consumer Taxpayer Branch (CTB) prepare a Revenue
Reconciliation of the various Revenue categories (types of taxes) between TACS and

CAS.
Reconciling items are identified for further follow-up and resolution,
Fl-04-C09 Tax revenue is incorrectly Y Monthly revenue program reconciliations X X Reconciliation D M Monthly SFO / Executive Director Financial Services
allocated to revenue
programs (tax types) On a monthly basis, the Policy Group prepares a reconciliation of TACS Revenue

Accounts (Program Areas) to CAS Revenue Stobs (stobs are a unique sub-section of
the General Ledger).

Reconciling items are identified for further follow-up and resolution.

Fl-04-C10 An audit trail is not readily Y Retention of revenue accounting logging X X XX X System DA Recurring  TACS Business Manager
available to track Collections Configuration
transaction activity within Audit logs of all tax revenue accounting is maintained in TACS indefinitely. Audit logs
TACS. maintain details such as the date, time, user and values of fields changed.

Access to delete or change audit logs is not available from within TACS.

Legend
References a control in another RCM that mitigates the identified risk
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& SERVICE CONTRACT CHECKLIST Page 1 |

FORM USAGE AND ROUTING:

This form must be completed for all service contracts and amendments to service contracts involving an increase to the dollar value. It requires approval from
the contract manager and the ADM (only in certain circumstances) before the contract/amendment is signed. After being signed by both parties, attach the
original contract/amendment to the original Service Contract Checklist and forward to Accounts, Financial Services and Administration, Ministry of Finance.

DESCRIPTION OF CONTRACT - Complete Part 1 for all contracts and amendments.

Legal Contractor Name: GDL Consulting Inc. Req #: Contract # C15REV31360
Contract Type: [J New [] Multi-year [J Renewal [ Amendment Brief Description of Services:
To provide professional audit services for compliance testing of
Term: April 2, 2015-March 31,2016 _|Rate (per hour or day): $95.00/$72.00 p/hr |petroleum and natural gas royaity payors.
. CONTRACT CODING: (if more lines needed attach separate sheet) B fofsﬁg’ét;'a'::;&t oniuy '%qujpmem
: : 2195-Operating Equipment
A|  Amount ClL | Resp. | SN | 510 | project |oFasTOB ODMmmTrry) | - Set®  [2215.0ffce Fumiture & Equip
R L - i 2275-Mainframe HW & Servers
T 120,000.00| 022 | 32925 26255 | 6001 3200000 2281-M/F HW & Servers WIP
2295-PC Hardware
2315-Mainframe Software
1 2321-Mainframe Software WIP
2335-Major Systems Software
2355-PC Software
120,000.00 CONTRACT TOTAL 2395-Tenant Improvements
Commonly Used Contract STOBs: 6101/02 - Advisory - Fees/expenses for contracts with the provision of advisory services to
6001/02 - Operational - Fees/expenses for contracts that provide for a direct provision  the ministry (e.g., management consulting).
of goods or services in the delivery of government programs (e.g., project mgmt.). 6302 - Data Operations Non-WTS - Fees/expenses for contracts that provide for a direct
6003/04 - Regulatory - Fees/expenses for confracts that provide for a direct provision provision of IT related goods/services in the delivery of government programs (e.g., data
of goods or services required by statute or regulation. processing, operating lease rentals).
6020/21 - Education and Training - Fees/expenses for contracts that deliver training to  6309/10 — Data Consulting Non-WTS - Fees/expenses for consulting contracts related to
government employees. information systems.
SELECTION PROCESS - Complete Part 2 for new contracts only. Do not complete for renewals or amendments. Select only one box.
Open Process Direct Process:
[0 Request for Proposal (RFP) (100) RFP # 2014-MOG-02 [0 Three Verbal or Written Bids (300)
Suppliers submit proposals on how, and at what price, they would Only used for contracts less than $25,000. A RFP or ITQ is required for
provide a service. contracts valued at $25,000 or more. Documentation of bids must be kept
[J Invitation to Quote (ITQ) (100) ITQ # on the contract file. Note: Obtaining verbal bids is not recommended but
For priced based services only - you know exactly what you want done if used, the process must be documented in writing and included in the
and are looking for the best price. contract file (e.g., communication between ministry and vendors).
[ Other Open Competitive Process (100) [0 Direct Invitation to Selected Vendors (300)

Identify process used: A competitive solicitation, for contracts $25,000 or more, that is issued to

An open competitive process other than Request for Proposal or a limited list of vendors and not advertised on BC Bid. If vendors are on a

Invitation to Quote is used (e.g., Joint Solution Procu rement, Invitation to pre-qualification list, use category 401 below.

Tender), normally by advertising the opportunity on BC Bid. Note: A RFP or ITQ is required by ministry policy for contracts valued at
____________________________________________________________ $250000rmore. e
Direct Award:

[0 Public Sector Organization (200) [0 Emergency (202)
The contract is negotiated and directly awarded without competitive The contract is negotiated and directly awarded without competitive
process because the contract is with another government organization. process because an unforeseeable emergency exists and the services
O sole Source (201) could not be obtained in time by means of a competitive process.
P The contract is negotiated and directly awarded without competitive [ Confidentiality (204)
A process because the ministry can strictly prove that only one The contract is negotiated and directly awarded without competitive
R contractor is qualified. A NOI is not required. Note: Evidence of how the process where the acquisition is of a confidential or privileged nature and
ministry “proved” sole source must be documented in the contract file. disclosure through an open bidding process could reasonably be
T [0 Sole Source - Notice of Intent (205) expected to compromise government confidentiality, cause economic
The contract is negotiated and directly awarded without competitive disruption or be contrary to the public interest.
2 process (a NOI is not a competitive process) because the ministry [0 No Justification (206)

believes but cannot strictly prove that only one contractor is qualified Where a direct award has been made which is not justified under one of

and a Notice of Intent is posted. A NOI must be posted on BC Bid when the exceptional conditions specified in the Core Policy and Procedures

a contract for services or construction valued at more than $50,000, is to Manual section 6.3.3 a (1) (i.e., 200 — 204), or a Notice of Intent was

be directly awarded on this basis. Note: It is recommended that a NOI required but has not been issued, or it is provided for under another

be posted for opportunities valued at $25,000 or more that are being policy.

awarded on this basis. [J Direct Award - Under $25,000 (207)

[0 security, Order, etc. (203) A direct award has been made for a contract less than $25,000 and

The contract is negotiated and directly awarded without competitive categories 200, 201, 202, 203 and 204 do not apply.

process because a competitive process would interfere with the

Pre-qualification:

[0 selected Vendor From Pre-qualification List (400) [0 Competition Among Vendors on a Pre-qualification List (401)
A contract that is issued to a vendor on a pre-qualification list without A competitive solicitation that is issued to a limited list of vendors selected
undertaking a competitive process. The process must be consistent from a pre-qualification list. The process must be consistent with the
with the rules publicized when the list was established. rules publicized when the list was established.

[J Purchase from a Corporate Supply Arrangement (500) Check appropriate box to indicate which competitive process was used:

A purchase from a pre-established corporate supply arrangement as

identified in the Core Policy Manual section 6.3.2 a (1). LIRFP [11TQ [0 3 Verbal or Written Bids

[ Other (please identify): 1/ of 33




SERVICE CONTRACT CHECKLIST

PageTl

AGREEMENT ON INTERNAL TRADE (AIT) / BRITISH C
Complete Part 3 for new contracts only. Do not complete for renewals/amend|

OLUMBIA - ALBERTA TRADE, INVESTMENT & LABOUR MOBILITY AGREEMENT (TILMA)
ments. Select only one box.

O

O
O

w =HAOWPT

Purchase Subject to AIT/TILMA (100)

The purchase is for services over $75K and is not excluded or exempted
under any other provision of the AIT/TILMA or other category below.
Purchase Not Subject to AIT/TILMA (200)

The purchase is for services $75K or less.

Excluded - Exempted Commodity/Service (300) O

The purchase is for services that are exempted from coverage of AIT/
TILMA or to which the AIT/TILMA does not apply by virtue of its specific
reference in Chapter 5 of the agreement (e.g., health & social services).
Excluded - Emergency (400)

A purchase where an unforeseeable situation of urgency exists and the
services cannot be obtained in time by means of an open procurement.
Excluded - Security, Order, etc. (500)

A purchase where compliance with the open tendering provisions set out
in Ch. 5 of the AIT/TILMA would interfere with the Province's ability to
maintain security or order or to protect human, animal, plant life or health.

[0 Excluded - Product Compatibility/Exclusive Rights (600)

A purchase which must: ensure compatibility with existing products;
recognize exclusive rights, such as exclusive licenses, copyright and
patent rights; or maintain specialized products that must be maintained
by the manufacturer or its representative.

Excluded - Procurement of Prototype (700)

The procurement of a prototype or a first service to be developed in the
course of and for a particular contract for research, experiment, study or
original development, but not for any subsequent purchases.

Excluded - Regional/Economic Development (800)

A purchase which, under exceptional circumstances, may be excluded
by the Province from the application of Chapter 5 of the AIT/TILMA for
regional and economic development purposes.

POLICY COMPLIANCE - NEW CONTRACTS - Complete for new contracts only. Do not complete for renewals/amendments.

YES NO NI/A

1.

-2> T
<2}

i

10.
11.

12.

13.

14.
15.

Before taking steps to find a contractor, a cost benefit justification (CBJ) must be prepared for service contracts over O O O
$100,000. Where appropriate, it should include a cost comparison between contracting out vs. using in-house resources if
Has a CBJ been prepared for inclusion in the contract file? (CPPM 6.3.1.5)
As per the AIT/TILMA, did you advertise on BC Bid for any contract over $75,000 or if a pre-qualification list was used, did
you select the contractor through a competitive process between all suppliers on the list? (CPPM 6.3.2.c)

Executive Financial Officer (EFO) pre-approval is required for all Labour and Citizens’ Services service contracts over
$25,000 that are being directly awarded. Has a briefing note been signed by the EFO for inclusion in the contract file?

If this contract was directly awarded (including the policy exemptions in CPPM 6.3.3.a) have the reasons been clearly
explained and documented for inclusion in the contract file? (CPPM 6.3.3.a)

If this contract is being awarded to a contractor that has been used for similar work in the previous 3 months (3 months
from previous expiry date) the new contract must be approved by an expense authority with authority for the combined total
of the contracts. Has the appropriate expense authority approved the contract? (CPPM 6.3.2.a.11)

Can you confirm this contract does not constitute an employer/employee relationship? (CPPM 6.3.1.6). For more
information, refer to "Employee or Self-Employed" pamphlet at http://www_cra-arc.gc.ca/E/publtg/rca1 10/rc4110-06e.pdf.

If the General Services Agreement was not used, did you obtain Legal Services and Risk Management approval?
Documentation of approval must be kept in the contract file. (CPPM 6.3.3.d)

Does Schedule A clearly identify specific and measurable contract deliverables? (CPPM 6.3.6.c)

Does Schedule A clearly identify the process the ministry will use to monitor the contractor’s performance (e.g., frequency

they were available, contract outcomes, etc.

& format of reporting requirements)? (CPPM 6.3.6.c)

If sub-contractors will be providing any of the services are they identified in Schedule C?
If this is a professional services contract (e.g., IT, accounting, management consulting), have you completed and attached

Schedule D (Insurance) & Schedule F (Additional Terms)?

If Schedule D (Insurance) is attached, is the insurance adequate to cover the risks associated with this contract

http:ﬂgww,ﬂn.gov.bc,cafpt!rmbiformsicoiover.stm’?

If the contractor will be involved with “personal information” as defined in the FOIPPA, have you completed and attached
Schedule E (Privacy Protection - http:/iwww. mser.gov.bc. calprivacyaccess/PPS/minpps.doc)? (CPPM 6.3.3.e.11)

Has the Information Package for Service Contractors been forwarded to the contractor?
Appendix 1 must be attached to all service contracts including travel expenses. Have you attached Appendix 1?

[ O
O o o ad
O o o o

OO O O oo oo o o
O O oo

OO0 O O oo oo o O

CONTRACT AMENDMENTS - Complete Part 5 for contract amendments only.

LD

Reason for amendment:
Extended date and dollars to contract

Previous Contract Total:
Amendment Amount:
New Contract Total:

120,000.00
120,000.00
240,000.00

POLICY COMPLIANCE

YES NO

->7T

8

o,
%]

Does the amendment format comply with the CPPM (CPPM 6.3.3.€.9)?
http:!!gw.ﬂn.gov.bc.ca!camss..‘fsa!Branchr‘FormsfModiﬁcation_Agreement.doc,

_ The amendment amount(s) must be added to the original amount of the contract to determine the new total for approval
requirements. Has the appropriate expense authority approved the amendment?

Have the circumstances that caused this contract to be amended been clearly documented for inclusion in the contract file
(e.g., unforeseen technical problem delayed the project and the details are explained in the file)?

®K 0O
X 0O

® 0O

APPROVALS - Complete Part 6 for all contracts and amendments

Contract Mgr. Name: ,

**ADM Name: Elan Symes

AP/PO Clerk

sl mI/}O'{

o ) it PP 11,2015~

Signature & Date

T4k

Signature & Date’ /

Initials & Date

o =-APrT

** ADM sign-off is only required if the contract was directly award

ed or the answer to any of the questions in Part 4 or 5 was ‘NO".

FIN FSA 022 REV APRIL 2007 This form is available on the FSA web site at htlp:f.-‘www.min,ﬁn.gov.bc.ca!CAMSSfFSNindex.html.
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MODIFICATION AGREEMENT

Contract #: C15REV31360

BETWEEN

HER MAJESTY THE QUEEN IN RIGHT OF THE PROVINCE OF BRITISH COLUMBIA,
represented by

The Minister of Finance
(the "Province", "we", "us", or "our", as applicable)

AND
GDL Consulting Inc.

(the "Contractor” "you" or "your" as applicable)
BACKGROUND

A. The parties entered into an agreement dated April 2, 2014, a copy of which is attached as
Exhibit 1 (the "Agreement").

B. The parties have agreed to madify the Agreement.

AGREEMENT

The parties agree as follows:

(1) That the term of the Agreement is extended from March 31, 2015 up to and including March
31, 2016.

(2) That Schedule B, Fees and Expenses, be amended to add $120,000.00 to Fees for a new
Contract Maximum of $240,000.00.

(3) Increase hourly rate from $95.00 per hour to $96.00 per hour.
(4) In all other respects, the Agreement is confirmed. d\ M&. e (4

The parties have duly executed this modification agreement as of the A L/ day of 2015.

fl fo(ﬁ(/l

SIGNED AND DELIVERED on the 34  day of , 2015 on behalf of the Province by its
duly authori representative:
I ‘./.'
A CANN
(Signature) J

ANOREL RiTel/TA M o6 A

(Print Name)

uﬂ,\
SIGNED AND DELIVERED on the 2“0  day of Ylavch, 2015 by or on behalf of the Contractor
(or by its authorized signatory or signatories if the Contractor is a corporation):

8

(Signature)

Goedon Lea GDL Ca-«i‘u”v'm?In(

(Contractor or Authorized Signatory) 2
Previous Contract Total: $120,000.00
Amendment Amount: $120,000.00
New Contract Total: $240,000.00
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GENERAL SERVICE AGREEMENT

_BRITISH
COLUMBIA

For Administrative Purposes Only

Ministry Contract No.:

Requisition No.:

Solicitation No.(if applicable):
Commodity Code:

Contractor Information

Supplier Name: GDL Consulting Inc.
Supplier No.: 2094308

Telephone No.: 250-658-5879
E-mail Address: $.22
Website:

Financial Information

Client: 22

Responsibility Centre: 32925
Service Line: 26255
STOB: 6001
Project: 3200000

Template version: December 1, 2013
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THIS AGREEMENT is dated for reference the _2 day of __April |, 2014.

BETWEEN:

GDL Consulting Inc. (the “Contractor”) with the following specified address and fax number:
5321 Patricia Bay Hwy, Victoria BC

V8Y 1S9

250-658-5879

AND:

HER MAJESTY THE QUEEN IN RIGHT OF THE PROVINCE OF BRITISH COLUMBIA, as represented
by the Ministry of Finance, Mineral, Oil and Gas Revenue Branch (the “Province”) with the following

specified address and fax number:

O Box 9328, 2nd Floor 1810 Blanshard Street, Victoria BC
V8W 9N3
250-952-0191

The Province wishes to retain the Contractor to provide the services specified in Schedule A and, in consideration
for the remuneration set out in Schedule B, the Contractor has agreed to provide those services, on the terms and
conditions set out in this Agreement.

As a result, the Province and the Contractor agree as follows:

1 DEFINITIONS
General
1.1 In this Agreement, unless the context otherwise requires:

@)
(b)

(©)
(d)

(e)

()
(8)
(h)

“Business Day” means a day, other than a Saturday or Sunday, on which Provincial government
offices are open for normal business in British Columbia;

“Incorporated Material” means any material in existence prior to the start of the Term or
developed independently of this Agreement, and that is incorporated or embedded in the
Produced Material by the Contractor or a Subcontractor;

“Material” means the Produced Material and the Received Material;

“Produced Material” means records, software and other material, whether complete or not, that,
as a result of this Agreement, are produced or provided by the Contractor or a Subcontractor and
includes the Incorporated Material;

“Received Material” means records, software and other material, whether complete or not, that, as
a result of this Agreement, are received by the Contractor or a Subcontractor from the Province or
any other person;

“Services” means the services described in Part 2 of Schedule A;
“Subcontractor” means a person described in paragraph (a) or (b) of section 13.4; and

“Term” means the term of the Agreement described in Part 1 of Schedule A subject to that term
ending earlier in accordance with this Agreement.

Meaning of “record”

1.2 The definition of “record” in the Interpretation Act is incorporated into this Agreement and “records” will
bear a corresponding meaning.

2 SERVICES

Provision of services

2.1 The Contractor must provide the Services in accordance with this Agreement.
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Term

22 Regardless of the date of execution or delivery of this Agreement, the Contractor must provide the
Services during the Term.

Supply of various items

2.3 Unless the parties otherwise agree in writing, the Contractor must supply and pay for all labour,
materials, equipment, tools, facilities, approvals and licenses necessary or advisable to perform the
Contractor’s obligations under this Agreement, including the license under section 6.4.

Standard of care

2.4 Unless otherwise specified in this Agreement, the Contractor must perform the Services to a standard of
care, skill and diligence maintained by persons providing, on a commercial basis, services similar to the
Services.

Standards in relation to persons performing Services

2.5 The Contractor must ensure that all persons employed or retained to perform the Services are qualified
and competent to perform them and are properly trained, instructed and supervised.

Instructions by Province

2.6 The Province may from time to time give the Contractor reasonable instructions (in writing or otherwise)
as to the performance of the Services. The Contractor must comply with those instructions but, unless
otherwise specified in this Agreement, the Contractor may determine the manner in which the
instructions are carried out.

Confirmation of non-written instructions

2.7 If the Province provides an instruction under section 2.6 other than in writing, the Contractor may
request that the instruction be confirmed by the Province in writing, which request the Province must

comply with as soon as it is reasonably practicable to do so.

Effectiveness of non-written instructions

2.8 Requesting written confirmation of an instruction under section 2.7 does not relieve the Contractor from

complying with the instruction at the time the instruction was given.

Applicable laws

29 In the performance of the Contractor’s obligations under this Agreement, the Contractor must comply
with all applicable laws.

3 PAYMENT

Fees and expenses

3.1 If the Contractor complies with this Agreement, then the Province must pay to the Contractor at the times
and on the conditions set out in Schedule B:

(@) the fees described in that Schedule;

() the expenses, if any, described in that Schedule if they are supported, where applicable, by
proper receipts and, in the Province’s opinion, are necessarily incurred by the Contractor in
providing the Services; and

(c) any applicable taxes payable by the Province under law or agreement with the relevant taxation
authorities on the fees and expenses described in paragraphs (a) and (b).

2
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The Province is not obliged to pay to the Contractor more than the “Maximum Amount” specified in
Schedule B on account of fees and expenses.

Statements of accounts

3.2 In order to obtain payment of any fees and expenses under this Agreement, the Contractor must submit
to the Province a written statement of account in a form satisfactory to the Province upon completion of
the Services or at other times described in Schedule B.

Withholding of amounts

3.3 Without limiting section 9.1, the Province may withhold from any payment due to the Contractor an
amount sufficient to indemnify, in whole or in part, the Province and its employees and agents against
any liens or other third-party claims that have arisen or could arise in connection with the provision of
the Services. An amount withheld under this section must be promptly paid by the Province to the
Contractor upon the basis for withholding the amount having been fully resolved to the satisfaction of

the Province.
Appropriation
34 The Province’s obligation to pay money to the Contractor is subject to the Financial Administration Act,

which makes that obligation subject to an approprlahon being available in the fiscal year of the Province
during which payment becomes due.

Currency
3.5 Unless otherwise specified in this Agreement, all references to money are to Canadian dollars.
Non-resident income tax
3.6 If the Contractor is not a resident in Canada, the Contractor acknowledges that the Province may be
required by law to withhold income tax from the fees described in Schedule B and then to remit that tax
to the Receiver General of Canada on the Contractor’s behalf.
Prohibition against committing money
3.7 Without limiting section 13.10(a), the Contractor must not in relation to performing the Contractor’s
obligations under this Agreement commit or purport to commit the Province to pay any money except as
may be expressly provided for in this Agreement.
Refunds of taxes
3.8 The Contractor must:
(a)  apply for, and use reasonable efforts to obtain, any available refund, credit, rebate or remission of
federal, provincial or other tax or duty imposed on the Contractor as a result of this Agreement that
the Province has paid or reimbursed to the Contractor or agreed to pay or reimburse to the

Contractor under this Agreement; and

(b) immediately on receiving, or being credited with, any amount applied for under paragraph (a),
remit that amount to the Province.

4 REPRESENTATIONS AND WARRANTIES

4.1 As at the date this Agreement is executed and delivered by, or on behalf of, the parties, the Contractor
represents and warrants to the Province as follows:

(a)  except to the extent the Contractor has previously disclosed otherwise in writing to the Province,
3
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(i) all information, statements, documents and reports furnished or submitted by the
Contractor to the Province in connection with this Agreement (including as part of any
competitive process resulting in this Agreement being entered into) are in all material
respects true and correct,

(ii) the Contractor has sufficient trained staff, facilities, materials, appropriate equipment and
approved subcontractual or other agreements in place and available to enable the
Contractor to fully perform the Services and to grant any licenses under this Agreement,
and

(iii) the Contractor holds all permits, licenses, approvals and statutory authorities issued by any
government or government agency that are necessary for the performance of the
Contractor’s obligations under this Agreement; and
. (b) if the Contractor is not an individual,

(i) the Contractor has the power and capacity to enter into this Agreement and to observe,
perform and comply with the terms of this Agreement and all necessary corporate or other
proceedings have been taken and done to authorize the execution and delivery of this
Agreement by, or on behalf of, the Contractor, and

(ii) this Agreement has been legally and properly executed by, or on behalf of, the Contractor
and is legally binding upon and enforceable against the Contractor in accordance with its
terms except as enforcement may be limited by bankruptcy, insolvency or other laws
affecting the rights of creditors generally and except that equitable remedies may be
granted only in the discretion of a court of competent jurisdiction.

5 PRIVACY, SECURITY AND CONFIDENTIALITY
Privacy
5.1 The Contractor must comply with the Privacy Protection Schedule attached as Schedule E.

Security

5.2 The Contractor must:

(a) make reasonable security arrangements to protect the Material from unauthorized access,
collection, use, disclosure, alteration or disposal; and

(b) comply with the Security Schedule attached as Schedule G.
Confidentiality

5.3 The Contractor must treat as confidential all information in the Material and all other information
accessed or obtained by the Contractor or a Subcontractor (whether verbally, electronically or otherwise)
as a result of this Agreement, and not permit its disclosure or use without the Province’s prior written
consent except:

(a) as required to perform the Contractor’s obligations under this Agreement or to comply with
applicable laws;
(b) if it is information that is generally known to the public other than as result of a breach of this
Agreement; or
() if it is information in any Incorporated Material.
Public announcements
5.4 Any public announcement relating to this Agreement will be arranged by the Province and, if such

consultation is reasonably practicable, after consultation with the Contractor.

Restrictions on promotion
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5.5 The Contractor must not, without the prior written approval of the Province, refer for promotional
purposes to the Province being a customer of the Contractor or the Province having entered into this
Agreement.

6 MATERIAL AND INTELLECTUAL PROPERTY
Access to Material

6.1 If the Contractor receives a request for access to any of the Material from a person other than the
Province, and this Agreement does not require or authorize the Contractor to provide that access, the
Contractor must promptly advise the person to make the request to the Province.

Ownership and delivery of Material

6.2 The Province exclusively owns all property rights in the Material which are not intellectual property
rights. The Contractor must deliver any Material to the Province immediately upon the Province’s
request.

Matters respecting intellectual property

6.3 The Province exclusively owns all intellectual property rights, including copyright, in:
(a) Received Material that the Contractor receives from the Province; and
(b) Produced Material, other than any Incorporated Material.

Upon the Province’s request, the Contractor must deliver to the Province documents satisfactory to the
Province that irrevocably waive in the Province’s favour any moral rights which the Contractor (or
employees of the Contractor) or a Subcontractor (or employees of a Subcontractor) may have in the
Produced Material and that confirm the vesting in the Province of the copyright in the Produced Material,
other than any Incorporated Material.

Rights in relation to Incorporated Material

6.4 Upon any Incorporated Material being embedded or incorporated in the Produced Material and to the
extent that it remains so embedded or incorporated, the Contractor grants to the Province:

(a) a non-exclusive, perpetual, irrevocable, royalty-free, worldwide license to exercise, in respect of
that Incorporated Material, the rights set out in the Copyright Act (Canada), including the right to
use, reproduce, modify, publish and distribute that Incorporated Material; and

(b) the right to sublicense or assign to third-parties any or all of the rights granted to the Province
under section 6.4(a).

¥ RECORDS AND REPORTS
Work reporting
7l Upon the Province’s request, the Contractor must fully inform the Province of all work done by the

Contractor or a Subcontractor in connection with providing the Services.

12 of 33




Time and expense records

72 If Schedule B provides for the Contractor to be paid fees at a daily or hourly rate or for the Contractor to
be paid or reimbursed for expenses, the Contractor must maintain time records and books of account,
invoices, receipts and vouchers of expenses in support of those payments, in form and content
satisfactory to the Province. Unless otherwise specified in this Agreement, the Contractor must retain
such documents for a period of not less than seven years after this Agreement ends.

8 AUDIT

81 _ In addition to any other rights of inspection the Province may have under statute or otherwise, the
Province may at any reasonable time and on reasonable notice to the Contractor, enter on the Contractor’s
premises to inspect and, at the Province’s discretion, copy any of the Material and the Contractor must
permit, and provide reasonable assistance to, the exercise by the Province of the Province’s rights under

this section.
9 INDEMNITY AND INSURANCE
Indemnity
9.1 The Contractor must indemnify and save harmless the Province and the Province’s employees and agents

from any loss, claim (including any claim of infringement of third-party intellectual property rights),
damage award, action, cause of action, cost or expense that the Province or any of the Province’s
employees or agents may sustain, incur, suffer or be put to at any time, either before or after this
Agreement ends, (each a “Loss”) to the extent the Loss is directly or indirectly caused or contributed to
by:

(a) any act or omission by the Contractor or by any of the Contractor’s agents, employees, officers,
directors or Subcontractors in connection with this Agreement; or

(b) any representation or warranty of the Contractor being or becoming uﬁtrue or incorrect.
Insurance
9.2 The Contractor must comply with the Insurance Schedule attached as Schedule D.
Workers compensation

9.3 Without limiting the generality of section 2.9, the Contractor must comply with, and must ensure that any
Subcontractors comply with, all applicable occupational health and safety laws in relation to the
performance of the Contractor’s obligations under this Agreement, including the Workers Compensation
Act in British Columbia or similar laws in other jurisdictions.

Personal optional protection

9.4 The Contractor must apply for and maintain personal optional protection insurance (consisting of income
replacement and medical care coverage) during the Term at the Contractor’s expense if:

(a) the Contractor is an individual or a partnership of individuals and does not have the benefit of
mandatory workers compensation coverage under the Workers Compensation Act or similar laws in
other jurisdictions; and

(b) such personal optional protection insurance is available for the Contractor from WorkSafeBC or
other sources.

Evidence of coverage

9.5  Within 10 Business Days of being requested to do so by the Province, the Contractor must provide the
Province with evidence of the Contractor’s compliance with sections 9.3 and 9.4.

6
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10  FORCE MAJEURE

Definitions relating to force majeure

10.1 In this section and sections 10.2 and 10.3:

(a)

(b)

“Event of Force Majeure” means one of the following events:

(i)

(ii)
(iii)
(iv)

a natural disaster, fire, flood, storm, epidemic or power failure,

a war (declared and undeclared), insurrection or act of terrorism or piracy,
a strike (including illegal work stoppage or slowdown) or lockout, or

a freight embargo

if the event prevents a party from performing the party’s obligations in accordance with this
Agreement and is beyond the reasonable control of that party; and

“Affected Party” means a party prevented from performing the party’s obligations in accordance
with this Agreement by an Event of Force Majeure.

Consequence of Event of Force Majeure

102 An Affected Party is not liable to the other party for any failure or delay in the performance of the
Affected Party’s obligations under this Agreement resulting from an Event of Force Majeure and any time
periods for the performance of such obligations are automatically extended for the duration of the Event
of Force Majeure provided that the Affected Party complies with the requirements of section 10.3.

Duties of Affected Party

10.3  An Affected Party must promptly notify the other party in writing upon the occurrence of the Event of
Force Majeure and make all reasonable efforts to prevent, control or limit the effect of the Event of Force
Majeure so as to resume compliance with the Affected Party’s obligations under this Agreement as soon
as possible.

11 DEFAULT AND TERMINATION

Definitions relating to default and termination

y i o In this section and sections 11.2 to 11.4:

(a)

(b)

“Event of Default” means any of the following:

(i)
(ii)

(i)

an Insolvency Event,

the Contractor fails to perform any of the Contractor’s obligations under this Agreement,
or

any representation or warranty made by the Contractor in this Agreement is untrue or
incorrect; and

“Insolvency Event” means any of the following:

(@)

(i)
(iif)
(iv)

W)

an order is made, a resolution is passed or a petition is filed, for the Contractor's
liquidation or winding up,

the Contractor commits an act of bankruptcy, makes an assignment for the benefit of the
Contractor’s creditors or otherwise acknowledges the Contractor’s insolvency,

a bankruptcy petition is filed or presented against the Contractor or a proposal under the
Bankruptcy and Insolvency Act (Canada) is made by the Contractor,

a compromise or arrangement is proposed in respect of the Contractor under the
Companies” Creditors Arrangement Act (Canada),

a receiver or receiver-manager is appointed for any of the Contractor’s property, or

7
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(vi) the Contractor ceases, in the Province’s reasonable opinion, to carry on business as a
going concern.

Province’s options on default

112  On the happening of an Event of Default, or at any time thereafter, the Province may, at its option, elect
to do any one or more of the following:

(a) by written notice to the Contractor, require that the Event of Default be remedied within a time
period specified in the notice;

(b) pursue any remedy or take any other action available to it at law or in equity; or

(c) by written notice to the Contractor, terminate this Agreement with immediate effect or on a

future date specified in the notice, subject to the expiration of any time period specified under
section 11.2(a).

Delay not a waiver

11.3  No failure or delay on the part of the Province to exercise its rights in relation to an Event of Default will
constitute a waiver by the Province of such rights.

Province’s right to terminate other than for default

114  In addition to the Province’s right to terminate this Agreement under section 11.2(c) on the happening of
an Event of Default, the Province may terminate this Agreement for any reason by giving at least 10 days’
written notice of termination to the Contractor.

Payment consequences of termination

11.5  Unless Schedule B otherwise provides, if the Province terminates this Agreement under section 11.4:

(a) the Province must, within 30 days of such termination, pay to the Contractor any unpaid portion
of the fees and expenses described in Schedule B which corresponds with the portion of the
Services that was completed to the Province’s satisfaction before termination of this Agreement;
and

(b) the Contractor must, within 30 days of such termination, repay to the Province any paid portion
of the fees and expenses described in Schedule B which corresponds with the portion of the
Services that the Province has notified the Contractor in writing was not completed to the
Province’s satisfaction before termination of this Agreement.

Discharge of liability

11.6  The payment by the Province of the amount described in section 11.5(a) discharges the Province from all
liability to make payments to the Contractor under this Agreement.

Notice in relation to Events of Default

11.7  If the Contractor becomes aware that an Event of Default has occurred or anticipates that an Event of
Default is likely to occur, the Contractor must promptly notify the Province of the particulars of the Event
of Default or anticipated Event of Default. A notice under this section as to the occurrence of an Event of
Default must also specify the steps the Contractor proposes to take to address, or prevent recurrence of,
the Event of Default. A notice under this section as to an anticipated Event of Default must specify the
steps the Contractor proposes to take to prevent the occurrence of the anticipated Event of Default.
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12 DISPUTE RESOLUTION
Dispute resolution process

121 In the event of any dispute between the parties arising out of or in connection with this Agreement, the
following dispute resolution process will apply unless the parties otherwise agree in writing:

(a) the parties must initially attempt to resolve the dispute through collaborative negotiation;

(b) if the dispute is not resolved through collaborative negotiation within 15 Business Days of the
dispute arising, the parties must then attempt to resolve the dispute through mediation under the
rules of the British Columbia Mediator Roster Society; and

() if the dispute is not resolved through mediation within 30 Business Days of the commencement of

mediation, the dispute must be referred to and finally resolved by arbitration under the
Arbitration Act.

Location of arbitration or mediation

122 Unless the parties otherwise agree in writing, an arbitration or mediation under section 12.1 will be held
in Victoria, British Columbia.

Costs of mediation or arbitration

123 Unless the parties otherwise agree in writing or, in the case of an arbitration, the arbitrator otherwise
orders, the parties must share equally the costs of a mediation or arbitration under section 12.1 other than
those costs relating to the production of expert evidence or representation by counsel.

13 MISCELLANEOUS
Delivery of notices

13.1  Any notice contemplated by this Agreement, to be effective, must be in writing and delivered as follows:

(a) by fax to the addressee's fax number specified on the first page of this Agreement, in which case
it will be deemed to be received on the day of transmittal unless transmitted after the normal
business hours of the addressee or on a day that is not a Business Day, in which cases it will be
deemed to be received on the next following Business Day; '

(b) by hand to the addressee's address specified on the first page of this Agreement, in which case it
will be deemed to be received on the day of its delivery; or

(c) by prepaid post to the addressee's address specified on the first page of this Agreement, in which
case if mailed during any period when normal postal services prevail, it will be deemed to be
received on the fifth Business Day after its mailing.

Change of address or fax number

13.2  Either party may from time to time give notice to the other party of a substitute address or fax number,
which from the date such notice is given will supersede for purposes of section 13.1 any previous address
or fax number specified for the party giving the notice.

Assignment

133  The Contractor must not assign any of the Contractor’s rights or obligations under this Agreement
without the Province’s prior written consent. Upon providing written notice to the Contractor, the
Province may assign to any person any of the Province’s rights under this Agreement and may assign to
any “government corporation”, as defined in the Financial Administration Act, any of the Province's
obligations under this Agreement.
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Subcontracting
134  The Contractor must not subcontract any of the Contractor’s obligations under this Agreement to any
person without the Province’s prior written consent, excepting persons listed in the attached Schedule C.

No subcontract, whether consented to or not, relieves the Contractor from any obligations under this
Agreement. The Contractor must ensure that:

(a) any person retained by the Contractor to perform obligations under this Agréement; and
(b) any person retained by a person described in paragraph (a) to perform those obligations
fully complies with this Agreement in performing the subcontracted obligations.

Waiver

135 A waiver of any term or breach of this Agreement is effective only if it is in writing and signed by, or on
behalf of, the waiving party and is not a waiver of any other term or breach.

Modifications

136  No modification of this Agreement is effective unless it is in writing and signed by, or on behalf of, the
parties.

Entire agreement

137  This Agreement (including any modification of it) constitutes the entire agreement between the parties as
to performance of the Services.

Survival of certain provisions

138  Sections 2.9, 3.1 to 34, 3.7, 3.8, 5.1 to 5.5, 6.1 to 6.4, 7.1, 7.2, 8.1, 9.1, 9.2, 9.5, 10.1 to 10.3, 11.2, 11.3, 11.5,
11.6, 12.1 to 12.3, 13.1, 13.2, 13.8, and 13.10, any accrued but unpaid payment obligations, and any other
sections of this Agreement (including schedules) which, by their terms or nature, are intended to survive
the completion of the Services or termination of this Agreement, will continue in force indefinitely subject
to any applicable limitation period prescribed by law, even after this Agreement ends.

Schedules

139  The schedules to this Agreement (including any appendices or other documents attached to, or
incorporated by reference into, those schedules) are part of this Agreement.

Independent contractor

13.10 In relation to the performance of the Contractor’s obligations under this Agreement, the Contractor is an
independent contractor and not:

(a) an employee or partner of the Province; or
(b) an agent of the Province except as may be expressly provided for in this Agreement.
The Contractor must not act or purport to act contrary to this section.

Personnel not to be employees of Province

13.11 The Contractor must not do anything that would result in personnel hired or used by the Contractor or a
Subcontractor in relation to providing the Services being considered employees of the Province.

10
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" Key Personnel

1312 If one or more individuals are specified as “Key Personnel” of the Contractor in Part 4 of Schedule A, the
Contractor must cause those individuals to perform the Services on the Contractor’s behalf, unless the
Province otherwise approves in writing, which approval must not be unreasonably withheld.

Pertinent information

13.13 The Province must make available to the Contractor all information in the Province’s possession which
the Province considers pertinent to the performance of the Services.

Conflict of interest

1314 The Contractor must not provide any services to any person in circumstances which, in the Province’s
reasonable opinion, could give rise to a conflict of interest between the Contractor’s duties to that person
and the Contractor’s duties to the Province under this Agreement.

Time

13.15 Time is of the essence in this Agreement and, without limitation, will remain of the essence after any
modification or extension of this Agreement, whether or not expressly restated in the document effecting
the modification or extension.

Conflicts among provisions

13.16  Conflicts among provisions of this Agreement will be resolved as follows:

(a) a provision in the body of this Agreement will prevail over any conflicting provision in, attached
to or incorporated by reference into a schedule, unless that conflicting provision expressly states
otherwise; and

(b) a provision in a schedule will prevail over any conflicting provision in a document attached to or
incorporated by reference into a schedule, unless the schedule expressly states otherwise.

Agreement not permit nor fetter

13.17 This Agreement does not operate as a permit, license, approval or other statutory authority which the
Contractor may be required to obtain from the Province or any of its agencies in order to provide the
Services. Nothing in this Agreement is to be construed as interfering with, or fettering in any manner, the

exercise by the Province or its agencies of any statutory, prerogative, executive or legislative power or .

duty.

Remainder not affected by invalidity

13.18 - If any provision of this Agreement or the application of it to any person or circumstance is invalid or
unenforceable to any extent, the remainder of this Agreement and the application of such provision to any

other person orcircumstance will not be affected or impaired and will be valid and enforceable to the extent
permitted by law.

Further assurances

13.19 Each party must perform the acts, execute and deliver the writings, and give the assurances as may be
' reasonably necessary to give full effect to this Agreement.

Additional terms

1320 Any additional terms set out in the attached Schedule F apply to this Agreement.
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(a)
(b)

(©
(d)
(e)

®

(8)
(h)

Governing law

1321 This Agreement is governed by, and is to be interpreted and construed in accordance with, the laws
applicable in British Columbia.

14 INTERPRETATION

14.1  Inthis Agreement:

“includes” and “including” are not intended to be limiting;

unless the context otherwise requires, references to sections by number are to sections of this
Agreement;

the Contractor and the Province are referred to as “the parties” and each of them as a “party”;
“attached” means attached to this Agreement when used in relation to a schedule;

unless otherwise specified, a reference to a statute by name means the statute of British Columbia
by that name, as amended or replaced from time to time;

the headings have been inserted for convenience of reference only and are not intended to
describe, enlarge or restrict the scope or meaning of this Agreement or any provision of it;

“person” includes an individual, partnership, corporation or legal entity of any nature; and

unless the context otherwise requires, words expressed in the singular include the plural and vice
versa.

15  EXECUTION AND DELIVERY OF AGREEMENT

15.1  This Agreement may be entered into by a separate copy of this Agreement being executed by, or on
behalf of, each party and that executed copy being delivered to the other party by a method provided for
in section 13.1 or any other method agreed to by the parties.

The parties have executed this Agreement as follows:

3

SIGNED on the djn'\ day of SIGNED onthe _§ _day of

Apr , 2014 by the Contractor A, 2014 on behalf of the
(or, if not an individual, on its behalf by its Province {)y its duly authorized
authorized signatory or signatories): representative:

e«_ﬂh\é

'Qrignature(s) Signature J
Gocdon Lo ANOREW R(Tow F)
Print Name(s) Print Name

AN ;Fej GpL. Gingolme Mok El
P:int Title(s) J _

Print Title
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Schedule A - Services

PART 1. TERM:
1. Subject to section 2 of this Part 1, the term of this Agreement commences on April 2, 2014 and ends on
March 31, 2015.

2. Two (2) additional 1-year options to renew at the sole discretion of the Province.

PART 2. SERVICES:

Outputs

The Contractor must perform Compliance Audits on petroleum and natural gas companies under the Petroleum
and Natural Gas Act, and the Petroleum and Natural Gas Royalty and Freehold Production Tax Regulation, and
the Drilling and Production Tax Regulation. The audits assigned to the Contractor will be delegated by the
Ministry and will focus on various risk factors. Field audits for purposes of this RFP refers to oil and gas head
offices, predominately located in Calgary, Alberta.

Inputs

The Contractor will for each audit:

¢ Prepare an audit plan, identifying audit risks, audit scope and approach and audit timetable, before

initiating an Audit.

Contact the Tax/Royalty Payor and schedule the Audit.

Prepare an Audit report, detailed recommendations and supporting working papers to the Ministry on
the completion of each Audit.

e  Assist the Ministry in ensuring the Tax/Royalty Payor is in compliance with both the Petroleum and
Natural Gas Act and related regulations by conducting Compliance Audits to verify that royalties are
correctly reported to the Ministry.

¢ Be open to working alone on an audit or as part of a team audit.

Outcomes

Through the delivery of the Services the Province wishes to realize the following outcomes and, without limiting
the obligation of the Contractor to comply with other provisions of this Part, the Contractor must use
commercially reasonable efforts to achieve them:

e Prepare audit proposal letters clearly outlining proposed adjustments and relevant facts and
assumptions. The proposed adjustments are to be supported by sufficient appropriate audit evidence.
Acknowledge that the issues and adjustments were reviewed with the Royalty Payor.

Keep Tax/Royalty Payor files and information secure and confidential in accordance with legislation and
Ministry policies. |

e Be available after the Contract has expired to provide background to the audits performed during the

contract period.

e e e e e

The parties acknowledge that the Contractor does not warrant that these outcomes will be achieved.

Reporting requirements

The Contractor must email monthly time progress reports to the Ministry’s Validations/Audit Section Manager.
The reports will be submitted no later than 10 business days after the end of each month, and will include, at a
minimum, the following information:

Activities completed in the reporting period
Activities to be performed in the upcoming period
Issues uncovered

Decisions required

Outstanding Issues

PART 3. RELATED DOCUMENTATION: |
Not applicable I

PART 4. KEY PERSONNEL:

1 The Key Personnel of the Contractor are as follows:
(a) Gordon Lee
(b) Junior Auditor
13
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Schedule B - Fees and Expenses
1. MAXIMUM AMOUNT PAYABLE:

Maximum Amount: Despite sections 2 and 3 of this Schedule, $120,000.00 is the maximum amount which the
Province is obliged to pay to the Contractor for fees and expenses under this Agreement (exclusive of any
applicable taxes described in section 3.1(c) of this Agreement).

2. FEES:

Hourly Rate

Fees: at a rate of $95.00 per hour for Principal Auditor, and $72.00 per hour for Junior Auditor for those hours -

during the Term when the Contractor provides the Services.

3. EXPENSES:

None

4. STATEMENTS OF ACCOUNT:

Statements of Account: In order to obtain payment of any fees under this Agreement for a period from and
including the 1%t day of a month to and including the last day of that month (each a "Billing Period"), the
Contractor must deliver to the Province on a date after the Billing Period (each a "Billing Date"), a written
statement of account in a form satisfactory to the Province containing;:

(a) the Contractor’s legal name and address;
(b) the date of the statement; and the Billing Period to which the statement pertains;

() the Contractor’s calculation of all fees claimed under this Agreement, including a declaration that the
Services for which the Contractor claims fees have been completed;

(d) a chronological listing, in reasonable detail, of any expenses claimed by the Contractor with receipts
attached, if applicable, and, if the Contractor is claiming reimbursement of any GST or other
applicable taxes paid or payable by the Contractor in relation to those expenses, a description of any
credits, rebates, refunds or remissions the Contractor is entitled to from the relevant taxation
authorities in relation to those taxes;

(e) the Contractor’s calculation of all applicable taxes payable by the Province in relation to the Services;
(f) a description of this Agreement to which the statement relates;

(g) a statement number for identification; and

(h) any other billing information reasonably requested by the Province.

5. PAYMENTS DUE:

Payments Due: Within 30 days of the Province’s receipt of the Contractor's written statement of account
delivered in accordance with this Schedule, the Province must pay the Contractor the fees and expenses (plus all
applicable taxes) claimed in the statement if they are in accordance with this Schedule. Statements of account or
contract invoices offering an early payment discount may be paid by the Province as required to obtain the
discount.
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Schedule C - Approved Subcontractor(s)

Not applicable
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Schedule D - Insurance
The Contractor must, without limiting the Contractor’s obligations or liabilities and at the Contractor’s own
expense, purchase and maintain throughout the Term the following insurances with insurers licensed in
Canada in forms and amounts acceptable to the Province:
(a) Commercial General Liability in an amount not less than $2,000,000.00 inclusive per occurrence
against bodily injury, personal injury and property damage and including liability assumed under
this Agreement and this insurance must

(i)  include the Province as an additional insured,

(i) be endorsed to provide the Province with 30 days advance written notice of cancellation or
material change, and

(iii) include a cross liability clause.

All insurance described in section 1 of this Schedule must:

(@) be primary; and

(b)  not require the sharing of any loss by any insurer of the Province.

The Contractor must provide the Province with evidence of all required insurance as follows:

(@) within 10 Business Days of commencement of the Services, the Contractor must provide to the
Province evidence of all required insurance in the form of a completed Province of British Columbia
Certificate of Insurance; :

(b)  if any required insurance policy expires before the end of the Term, the Contractor must provide to
the Province within 10 Business Days of the policy’s expiration, evidence of a new or renewal policy
meeting the requirements of the expired insurance in the form of a completed Province of British

Columbia Certificate of Insurance; and

(c)  despite paragraph (a) or (b) above, if requested by the Province at any time, the Contractor must
provide to the Province certified copies of the required insurance policies.

The Contractor must obtain, maintain and pay for any additional insurance which the Contractor is

required by law to carry, or which the Contractor considers necessary to cover risks not otherwise covered
by insurance specified in this Schedule in the Contractor’s sole discretion.
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Definitions

Schedule E - Privacy Protection Schedule

i In this Schedule,

(@)
(b)
(©)

(d)

Purpose

“access” means disclosure by the provision of access;
“Act” means the Freedom of Information and Protection of Privacy Act (British Columbia);

“contact information” means information to enable an individual at a place of business to be contacted
and includes the name, position name or title, business telephone number, busmess address, business
email or business fax number of the individual;

“personal information” means recorded information about an identifiable individual, other than
contact information, collected or created by the Contractor as a result of the Agreement or any previous
agreement between the Province and the Contractor dealing with the same subject matter as the
Agreement but excluding any such information that, if this Schedule did not apply to it, would not be
under the “control of a public body” within the meaning of the Act.

2. The purpose of this Schedule is to:

(@)

(b)

enable the Province to comply with the Province’s statutory obligations under the Act with respect to
personal information; and

ensure that, as a service provider, the Contractor is aware of and complies with the Contractor’s
statutory obligations under the Act with respect to personal information.

Collection of personal information

3. Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor may
only collect or create personal information that is necessary for the performance of the Contractor’s
obligations, or the exercise of the Contractor’s rights, under the Agreement.

4. Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor must
collect personal information directly from the individual the information is about.

5. Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor must
tell an individual from whom the Contractor collects personal information:

(@)
(b)
(©)

the purpose for collecting it;
the legal authority for collecting it; and

the title, business address and business telephone number of the person designated by the Province to
answer questions about the Contractor’s collection of personal information.

Accuracy of personal information

6. The Contractor must make every reasonable effort to ensure the accuracy and completeness of any personal
information to be used by the Contractor or the Province to make a decision that directly affects the
individual the information is about.

Requests for access to personal information

7 If the Contractor receives a request for access to personal information from a person other than the Province,
the Contractor must promptly advise the person to make the request to the Province unless the Agreement
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expressly requires the Contractor to provide such access and, if the Province has advised the Contractor of the
name or title and contact information of an official of the Province to whom such requests are to be made, the
Contractor must also promptly provide that official’s name or title and contact information to the person
making the request.

Correction of personal information

8.  Within 5 Business Days of receiving a written direction from the Province to correct or annotate any personal
information, the Contractor must correct or annotate the information in accordance with the direction.

9. When issuing a written direction under section 8, the Province must advise the Contractor of the date the
correction request to which the direction relates was received by the Province in order that the Contractor
may comply with section 10.

10.  Within 5 Business Days of correcting or annotating any personal information under section 8, the Contractor
must provide the corrected or annotated information to any party to whom, within one year prior to the date
the correction request was made to the Province, the Contractor disclosed the information being corrected or
annotated.

11.  If the Contractor receives a request for correction of personal information from a person other than the
Province, the Contractor must promptly advise the person to make the request to the Province and, if the
Province has advised the Contractor of the name or title and contact information of an official of the Province
to whom such requests are to be made, the Contractor must also promptly provide that official’s name or title
and contact information to the person making the request.

Protection of personal information

12.  The Contractor must protect personal information by making reasonable security arrangements against such
risks as unauthorized access, collection, use, disclosure or disposal, including any expressly set out in the
Agreement.

Storage and access to personal information

13.  Unless the Province otherwise directs in writing, the Contractor must not store personal information outside
Canada or permit access to personal information from outside Canada.

Retention of personal information

14.  Unless the Agreement otherwise specifies, the Contractor must retain personal information until directed by
the Province in writing to dispose of it or deliver it as specified in the direction.

Use of personal information

15.  Unless the Province otherwise directs in writing, the Contractor may only use personal information if that use
is for the performance of the Contractor’s obligations, or the exercise of the Contractor’s rights, under the
Agreement,

Disclosure of personal information

16.  Unless the Province otherwise directs in writing, the Contractor may only disclose personal information
inside Canada to any person other than the Province if the disclosure is for the performance of the
Contractor’s obligations, or the exercise of the Contractor’s rights, under the Agreement.

17.  Unless the Agreement otherwise specifies or the Province otherwise directs in writing, the Contractor must
not disclose personal information outside Canada.

Notice of foreign demands for disclosure

18. In addition to any obligation the Contractor may have to provide the notification contemplated by section
30.2 of the Act, if in relation to personal information in the custody or under the control of the Contractor, the
Contractor:
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(@)  receives a foreign demand for disclosure;

(b)  receives a request to disclose, produce or provide access that the Contractor knows or has reason to
suspect is for the purpose of responding to a foreign demand for disclosure; or

(c)  hasreason to suspect that an unauthorized disclosure of personal information has occurred in response
to a foreign demand for disclosure

the Contractor must immediately notify the Province and, in so doing, provide the information described in
section 30.2(3) of the Act. In this section, the phrases “foreign demand for disclosure” and “unauthorized
disclosure of personal information” will bear the same meanings as in section 30.2 of the Act.

Notice of unauthorized disclosure

19

In addition to any obligation the Contractor may have to provide the notification contemplated by section
30.5 of the Act, if the Contractor knows that there has been an unauthorized disclosure of personal
information in the custody or under the control of the Contractor, the Contractor must immediately notify the
Province. In this section, the phrase “unauthorized disclosure of personal information” will bear the same
meaning as in section 30.5 of the Act.

Inspection of personal information

20.

In addition to any other rights of inspection the Province may have under the Agreement or under statute, the
Province may, at any reasonable time and on reasonable notice to the Contractor, enter on the Contractor’s
premises to inspect any personal information in the possession of the Contractor or any of the Contractor’s
information management policies or practices relevant to the Contractor's management of personal
information or the Contractor’s compliance with this Schedule, and the Contractor must permit and provide
reasonable assistance to any such inspection.

Compliance with the Act and directions

21.

22.

The Contractor must in relation to personal information comply with:

(a)  the requirements of the Act applicable to the Contractor as a service provider, including any applicable
order of the commissioner under the Act; and

(b)  any direction given by the Province under this Schedule.

The Contractor acknowledges that it is familiar with the requirements of the Act governing personal
information that are applicable to it as a service provider.

Notice of non-compliance

23.

If for any reason the Contractor does not comply, or anticipates that it will be unable to comply, with a
provision in this Schedule in any respect, the Contractor must promptly notify the Province of the particulars
of the non-compliance or anticipated non-compliance and what steps it proposes to take to address, or
prevent recurrence of, the non-compliance or anticipated non-compliance.

Termination of Agreement

24. In addition to any other rights of termination which the Province may have under the Agreement or
otherwise at law, the Province may, subject to any provisions in the Agreement establishing mandatory cure
periods for defaults by the Contractor, terminate the Agreement by giving written notice of such termination
to the Contractor, upon any failure of the Contractor to comply with this Schedule in a material respect.

Interpretation

25.  In this Schedule, references to sections by number are to sections of this Schedule unless otherwise specified

in this Schedule.
19
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26.

27.

28.

29,

30.

Any reference to the “Contractor” in this Schedule includes any subcontractor or agent retained by the
Contractor to perform obligations under the Agreement and the Contractor must ensure that any such
subcontractors and agents comply with this Schedule.

The obligations of the Contractor in this Schedule will survive the termination of the Agreement.
If a provision of the Agreement (including any direction given by the Province under this Schedule) conflicts
with a requirement of the Act or an applicable order of the commissioner under the Act, the conflicting

provision of the Agreement (or direction) will be inoperative to the extent of the conflict.

The Contractor must comply with the provisions of this Schedule despite any conflicting provision of this
Agreement or, subject to section 30, the law of any jurisdiction outside Canada.

Nothing in this Schedule requires the Contractor to contravene the law of any jurisdiction outside Canada
unless such contravention is required to comply with the Act.
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Schedule F — Additional Terms

Not applicable
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Definitions

Schedule G - Security Schedule

1. In this Schedule,

(a)

(b)
(©)

(d)

(e)

®

“Equipment” means any equipment, including interconnected systems or subsystems of equipment,
software and networks, used or to be used by the Contractor to provide the Services;

“Facilities” means any facilities at which the Contractor provides or is to provide the Services;
“Information” means information
(i) in the Material, or

(i) accessed, produced or obtained by the Contractor (whether verbally, electronically or
otherwise) as a result of the Agreement;

“Record” means a “record” as defined in the Interpretation Act;
“Sensitive Information” means

(i)  Information that is “personal information” as defined in the Freedom of Information and
Protection of Privacy Act, or

(i)  any other Information specified as “Sensitive Information” in Appendix G6, if attached; and

“Services Worker” means an individual involved in providing the Services for or on behalf of the
Contractor and, for greater certainty, may include

(i)  the Contractor or a subcontractor if an individual, or

(ii) an employee or volunteer of the Contractor or of a subcontractor.

Schedule contains additional obligations

. The

obligations of the Contractor in this Schedule are in addition to any other obligations in the

Agreement or the schedules attached to it relating to security including, without limitation, the
obligations of the Contractor in the Privacy Protection Schedule, if attached.

Services Worker confidentiality agreements

3. The Contractor must not permit a Services Worker who is an employee or volunteer of the Contractor to
have access to Sensitive Information unless the Services Worker has first entered into a confidentiality
agreement with the Contractor to keep Sensitive Information confidential on substantially similar terms
as those that apply to the Contractor under the Agreement.

Services Worker security screening

4. The Contractor may only permit a Services Worker who is an employee or a volunteer of the Contractor
to have access to Sensitive Information or otherwise be involved in providing the Services if, after having
subjected the Services Worker to the personnel security screening requirements set out in Appendix G1
and any additional requirements the Contractor may consider appropriate, the Contractor is satisfied that
the Services Worker does not constitute an unreasonable security risk. The Contractor must create, obtain
and retain Records documenting the Contractor’s compliance with the security screening requirements
set out in Appendix G1 in accordance with the provisions of that appendix.
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Services Worker activity logging

5.

Subject to section 6, the Contractor must create and maintain detailed Records logging the activities of all
Service Workers in relation to:

(a) their access to Sensitive Information; and
() other matters specified by the Province in writing for the purposes of this section.

The Records described in section 5 must be made and maintained in a manner, and contain information,
specified in Appendix G2, if attached.

Facilities and Equipment protection and access control

7

The Contractor must create, maintain and follow a documented process to:

(a) protect Facilities and Equipment of the Contractor required by the Contractor to provide the
Services from loss, damage or any other occurrence that may result in any of those Facilities and
Equipment being unavailable when required to provide the Services; and

(b) limit access to Facilities and Equipment of the Contractor
(i) being used by the Contractor to provide the Services, or
(ii) that may be used by someone to access Information

to those persons who are authorized to have that access and for the purposes for which they are
authorized, which process must include measures to verify the identity of those persons.

If the Province makes available to the Contractor any Facilities or Equipment of the Province for the use of
the Contractor in providing the Services, the Contractor must comply with any policies and procedures
provided to it by the Province on acceptable use, protection of, and access to, such Facilities or Equipment.

Sensitive Information access control

9.

The Contractor must:
(a) create, maintain and follow a documented process for limiting access to Sensitive Information to
those persons who are authorized to have that access and for the purposes for which they are

authorized, which process must include measures to verify the identity of those persons; and

(b) comply with the information access control requirements set out in Appendix G3, if attached.

Integrity of Information

10.

11

The Contractor must:

a create, maintain and follow a documented process for maintaining the integrity of Information while
g g
pOSSESSEd or accessed by the Contractor; and

(b)  comply with the information integrity requirements set out in Appendix G4, if attached.

For the purposes of section 10, maintaining the integrity of Information means that, except to the extent
expressly authorized by the Agreement or approved in writing by the Province, the Information has:

(a) remained as complete as when it was acquired or accessed by the Contractor; and
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(b)  not been altered in any material respect.
Documentation of changes to processes

12. The Contractor must create and maintain detailed Records logging any changes it makes to the processes
described in sections 7, 9 and 10.

Notice of security breaches
13.  If Contractor becomes aware that:

(@) unauthorized access, collection, use, disclosure, alteration or disposal of Information or Records
containing Information; or

(b) unauthorized access to Facilities or Equipment

has occurred or is likely to occur (whether or not related to a failure by the Contractor to comply with this
Schedule or the Agreement), the Contractor must immediately notify the Province of the particulars of that
occurrence or likely occurrence. If the Contractor provides a notification under this section other than in
writing, that notification must be confirmed in writing to the Province as soon as it is reasonably
practicable for the Contractor to do so.

Review of security breaches

14.  If the Province decides to conduct a review of a matter described in section 13 (whether or not the matter
came to the attention of the Province as a result of a notification under section 13), the Contractor must, on
the request of the Province, participate in the review to the extent that it is reasonably practicable for the
Contractor to do so.

Retention of Records

15. Unless the Agreement otherwise specifies, the Contractor must retain all Records in the Contractor’s
possession that contain Information until directed by the Province in writing to dispose of them or deliver
them as specified in the direction.

Storage of Records

16.  Until disposed of or delivered in accordance with section 15, the Contractor must store any Records in the
Contractor’s possession that contain Information in accordance with the provisions of Appendix G5, if
attached.

Audit

17.  In addition to any other rights of inspection the Province may have under the Agreement or under statute,
the Province may, at any reasonable time and on reasonable notice to the Contractor, enter on the
Contractor’s premises to inspect and, at the Province’s discretion, copy:
(a)  any Records in the possession of the Contractor containing Information; or
(b) any of the Contractor's Information management policies or processes (including the processes

described in sections 7, 9 and 10 and the logs described in sections 5 and 12) relevant to the

Contractor’s compliance with this Schedule

and the Contractor must permit, and provide reasonable assistance to the exercise by the Province of the
Province’s rights under this section.
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" Termination of Agreement

18.

In addition to any other rights of termination which the Province may have under the Agreement or
otherwise at law, the Province may, subject to any provisions in the Agreement establishing mandatory
cure periods for defaults by the Contractor, terminate the Agreement by giving written notice of such
termination to the Contractor, upon any failure of the Contractor to comply with this Schedule in a material
respect.

Interpretation

19.

20.

21.

23,

24.

In this Schedule, unless otherwise specified:

(@)  references to sections are to sections of this Schedule; and

(b)  references to appendices are to the appendices attached to this Schedule.

Any reference to the “Contractor” in this Schedule includes any subcontractor retained by the Contractor to
perform obligations under the Agreement and the Contractor must ensure that any such subcontractors
comply with this Schedule.

The appendices attached to this Schedule are part of this Schedule.

If there is a conflict between a provision in an appendix attached to this Schedule and any other provision
of this Schedule, the provision in the appendix is inoperative to the extent of the conflict unless the
appendix states that it operates despite a conflicting provision of this Schedule.

If there is a conflict between:

(@)  aprovision of the Agreement, this Schedule or an appendix attached to this Schedule; and

(b)  adocumented process required by this Schedule to be created or maintained by the Contractor

the provision of the Agreement, Schedule or appendix will prevail to the extent of the conflict.

The obligations of the Contractor in this Schedule will survive the termination of the Agreement.
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SCHEDULE G - Appendix G1 - Security screening requirements

The personnel security screening requirements set out in this Appendix G1 are for the purpose of assisting the
Contractor determine whether or not a Services Worker constitutes an unreasonable security risk.

Verification of name, date of birth and address

1. The Contractor must verify the name, date of birth and current address of a Services Worker by viewing at
least one piece of “primary identification” of the Services Worker and at least one piece of “secondary
identification” of the Services Worker,* as described in the table following this section. The Contractor
must obtain or create, as applicable, Records of all such verifications and retain a copy of those Records.
For a Services Worker from another province or jurisdiction, reasonably equivalent identification
documents are acceptable.

Primary Identification " | Secondary Identification
Issued by ICBC: e School ID card (student card)
e  Bankcard (only if holder’s name is on card)
e B.C. driver’s licence or learner’s licence (must e  Credit card (only if holder’s name is on card)
have photo) e  Passport
e  B.C.Identification (BCID) card s  Foreign birth certificate (a baptismal certificate is not
acceptable)
Issued by provincial or territorial government: e  Canadian or U.S. driver's licence
e  Naturalization certificate
e  Canadian birth certificate e  Canadian Forces identification
e  Police identification
Issued by Government of Canada: e  Foreign Affairs Canada or consular identification
e  Vehicle registration (only if owner’s signature is
e  Canadian Citizenship Card shown)
e  Permanent Resident Card e  Picture employee ID card
e Canadian Record of Landing/Canadian s  Firearms Acquisition Certificate
Immigration Identification Record e Social Insurance Card (only if has signature strip)

e B.C.CareCard

e  Native Status Card

s  Parole Certificate ID

e  Correctional Service Conditional Release Card

*Tt is not necessary that each piece of identification viewed by the Contractor contains the name, date of
birth and current address of the Services Worker. It is sufficient that, in combination, the identification
viewed contains that information.

Verification of education and professional qualifications

2. The Contractor must verify, by reasonable means, any relevant education and professional qualifications of
a Services Worker, obtain or create, as applicable, Records of all such verifications, and retain a copy of
those Records.

Verification of employment history and reference checks

3.  The Contractor must verify, by reasonable means, any relevant employment history of a Services Worker,
which will generally consist of the Contractor requesting that a Services Worker provide employment
references and the Contractor contacting those references. If a Services Worker has no relevant
employment history, the Contractor must seek to verify the character or other relevant personal
characteristics of the Services Worker by requesting the Services Worker to provide one or more personal
references and contacting those references. The Contractor must obtain or create, as applicable, Records of
all such verifications and retain a copy of those Records.

Security interview

4. The Contractor must allow the Province to conduct a security-focused interview with a Services Worker if
the Province identifies a reasonable security concern and notifies the Contractor it wishes to do so.
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