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ADVICE TO MINISTER
ESTIMATES NOTE
FEBRUARY 18, 2016

ISSUE: SUBSIDIARY CORPORATIONS UNDER THE FREEDOM OF
INFORMATION AND PRIVACcY AcT (FOIPPA)

s.13

CURRENT STATUS:
. .13

KEY FACTS REGARDING THE ISSUE:

On October 20, 2011, the Minister responsible for FOIPPA received a letter from the OIPC
asking the ministry to draft amendments to FOIPPA to ensure coverage of subsidiary
corporations of local public bodies. The Commissioner made this request in response to a 2009
BC Supreme Court decision (Simon Fraser University (SFU) v. British Columbia (Information
and Privacy Commissioner), 2009 BCSC 1481) which held that FOIPPA did not extend to the
records of SFU’s subsidiary corporations.
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The 2010 Special Committee that reviewed FOIPPA made a similar, but slightly broader,
recommendation to expand the definition of “public body” in Schedule 1 to include any

corporation that is created or owned by a public body, including an educational body.
s.13

s.13
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Briefing Document

Page 1

Ministry of Finance

BRIEFING DOCUMENT

To: Honourable Date Requested: Dec 12,2015
Michael de Jong, Q.C.
Minister of Finance
Date Required: Dec 29, 2015
Initiated by: Privacy and Legislation
Branch
Date Prepared: Dec 18, 2015
Ministry Sharon Plater Phone Number: (250) 356-0322
Contact:
Email: Sharon.Plater@gov.bc.ca
CIiff #:
TITLE: Special Committee to Review the Freedom of Information and Protection

of Privacy Act — Status Update

PURPOSE: FOR INFORMATION

COMMENTS: A Special Committee to review the Freedom of Information and
Protection of Privacy Act was struck in May. The Committee is currently accepting
submissions from stakeholders and will be producing a report with recommendations for

changes to FOIPPA in spring 2016.
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BACKGROUND:

The Freedom of Information and Protection of Privacy Act (FOIPPA), British Columbia’s
public sector privacy legislation, was passed in June of 1992 and came into force for
provincial government public bodies in October 1993. FOIPPA applies to all pubic
bodies in BC and governs the collection, use and disclosure of personal information by
the public sector.

Section 80 of FOIPPA states that at least once every six years, a Special Committee of
the Legislative Assembly must be appointed and undertake a comprehensive review of
the Act. The most recent Special Committee was struck on May 27, 2015 and has
received submissions during the current consultation period from government, the
Office of the Information and Privacy Commissioner (OIPC) and other stakeholders.
Once the consultation period has ended, on January 29, the Special Committee will
have until May 27" to submit a report of its review to the Legislative Assembly, which
will include recommendations for changes to the Act.

DISCUSSION:

The OIPC presented to the Special Committee and provided their written submission on
November 18". While the Commissioner made several recommendations both in her
presentation and in the written submission, the following selection is noteworthy, and
may have a significant impact to government:

s.13

As part of the consultations conducted by the Special Committee, stakeholders from the
public and private sector, as well as interested citizens, were invited to present during
four scheduled public hearings, which took place in October and November. In addition,
the Special Committee will continue to accept written submissions up until the January
deadline.

Among the wide range of stakeholders who have participated in the public consultation,

the Special Committee has heard from the BC Freedom of Information and Privacy
Association, the Centre for Law and Democracy, Vancouver Coastal Health Authority
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and members of the media. Though the Special Committee received presentations on a
myriad of topics, covering privacy, access, records management and government
processes, the following issues were discussed in depth:

e The inclusion of subsidiary e The inclusion of a legislated duty
corporations in FOIPPA to document key actions and

e Elimination of access fees decisions

e Data residency e Expansion of the “public interest”

disclosure provision

On November 18", Government Chief Information Officer, Bette-Jo Hughes, also
presented to the Special Committee on behalf of government. This presentation dealt
largely with:

e Data residency e Access through proactive

e Harmonization with global privacy disclosure
standards e Government’s Privacy

e The increasing proliferation of Management and Accountability
records in a digital age Policy

e Availability and impact of e Proposed changes to FOIPPA
metadata

s.13

As stated above, the next milestone in the Special Committee process will be the
culmination of the consultation period on January 29". Once completed, the Special
Committee will prepare their report, including a list of recommendations which are
expected to echo those of the Commissioner. This has been typical of past Special
Committees and is anticipated for this year as well.
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Estimates Note - 2015/16 Confidential — Ministerial Advice
Subsidiary Corporations of Local Public Bodies

KEY MESSAGES
o Ariel 14,1 2 line spacing, bold
e Maximum 2 page

e To be completed by GCPE

KEY POINTS AND BACKGROUND

e On October 20, 2011, the Minister received a letter from the Information and Privacy
Commissioner asking the ministry to draft amendments to the Freedom of Information and
Protection of Privacy Act (FOIPPA) to ensure coverage of subsidiary corporations of local

public bodies.

e The Commissioner made this request in response to a 2009 BC Supreme Court decision
(Simon Fraser University v. British Columbia (Information and Privacy Commissioner), 2009
BCSC 1481) which held that the FOIPPA did not extend to the records of subsidiary
corporations owned by Simon Fraser University.

e The 2010 Special Committee that reviewed FOIPPA made a similar, but slightly broader,
recommendation (#4) to: expand the definition of “public body” in Schedule 1 to include any

corporation that is created or owned by a public body, including an educational body.

e Currently, corporations that are created or owned by “local government bodies” (which include
municipalities and regional districts) are, by definition, already covered by FOIPPA.

e However, this is not the case for corporations created or owned by universities, school boards,
health authorities and other types of “local public bodies”. These corporations are not, by
definition, covered by the Act.

e Government has consulted with public bodies such as universities and school boards to
understand the scope of the issue and the impact of covering these public bodies’

corporations.
Contact: Sharon Plater, Executive Director Phone: (250) 356-0322
Ministry of Technology, Innovation and Citizens’ Services February 3, 2015
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Estimates Note - 2015/16 Confidential — Ministerial Advice
e Consultations have indicated that this is a complex issue due to the divergent types of

corporations that are affiliated with local public bodies. Further review and consideration is

required.

e Government will be identifying and reviewing the options for extending coverage of the
FOIPPA to subsidiary corporations of local public bodies once the scope of the issue and the

impact of adding these corporations is fully understood.

e A question is often asked about the 2006 Ministry of Education commitment that school district
business companies comply with the Freedom of Information and Protection of Privacy Act.
While the ministry made changes to the School Act in 2007, enabling school boards to create
business entities that could generate extra funds for the districts it decided not to add school
district business companies to coverage of FOIPPA and chose instead to achieve the

accountability goals in other ways.

Contact: Sharon Plater, Executive Director Phone: (250) 356-0322
Ministry of Technology, Innovation and Citizens’ Services February 3, 2015
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From: Reed, Matt MTIC:EX

To: Plater, Carmelina MTIC:EX

Cc: Low harmaine MTIC:EX

Subject: subcorps

Date: Thursday, January 14, 2016 8:52:48 AM
Attachments: SubCorps IN.doc

Hi Carm,

Mark mentioned that you were looking for materials on sub corps. Here is a draft on an IN on the
topic.

Let me know if you have any questions.
Thanks,

-m

Matt Reed

Director, Strategic Privacy
250514-8870
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Ministry of Finance

BRIEFING DOCUMENT

To: Honourable Michael de Jong, Q.C. Date Requested:
Minister of Finance Date Required:
Initiated by: Date Prepared:
Ministry Phone Number:
Contact: Email:
Cliff #:
TITLE: Subsidiary corporations under the Freedom of Information and Protection

of Privacy Act (FOIPPA).

PURPOSE:
(X) FOR INFORMATION

DATE PREPARED: December 23rd, 2015
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TITLE: Subsidiary corporations under the Freedom of Information and Protection
of Privacy Act (FOIPPA).

ISSUE: Subsidiary corporations of ministries and most other public bodies are not
subject to FOIPPA, as was recommend by the OIPC.

BACKGROUND:
On October 20, 2011, the Minister responsible for FOIPPA received a letter from
the Office of the Information and Privacy Commissioner (OIPC) asking the
ministry to draft amendments to FOIPPA to ensure coverage of subsidiary
corporations of local public bodies. The Commissioner made this request in
response to a 2009 BC Supreme Court decision (Simon Fraser University (SFU)
v. British Columbia (Information and Privacy Commissioner), 2009 BCSC 1481)
which held that FOIPPA did not extend to the records of SFU'’s subsidiary
corporations.

The 2010 Special Committee that reviewed FOIPPA made a similar, but slightly
broader, recommendation to: expand the definition of “public body” in Schedule 1
to include any corporation that is created or owned by a public body, including an
educational body. The 2015 Special Committee has shown significant and
sustained interest in the issue of subsidiary corporations. Similarly, the OIPC’s
submission to the Special Committee recommended that subsidiary corporations
of all public bodies be subject to FOIPPA, which is an expansion on her earlier
recommendation.

Currently, corporations that are created or owned by “local government bodies”
(which include municipalities and regional districts) are, by definition, already
covered by FOIPPA. However, this is not the case for corporations created or
owned by ministries, crowns, universities, school boards, health authorities, and
other types of “local public bodies”. These corporations are not, by definition,
covered by the Act.

Government has consulted with ministries, crowns, universities and school
boards to understand the scope of the issue and the impact of covering these
public bodies’ corporations. Consultations have indicated that this is a complex
issue due to the divergent types of corporations that are affiliated with local public
bodies.

DISCUSSION:

s.13
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s.13
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2015 OIPC Recommendations to the FOIPPA Special Committee

Recommendation

New / Previously
Recommended by OIPC

Current Position Analysis / Implications

Key OIPC Recommendations

1. Add to Part 2 of FIPPA a duty for public
bodies to document key actions and
decisions based on the definition of
government information” in the Information
Management Act.

Previously recommended

2. Amend FIPPA to move paragraph (n) of
the definition of “local government body”
into the definition of “public body” in
Schedule |, so that entities such as
subsidiaries of educational bodies and the
BCACP fall within the scope of FIPPA.

Previously recommended

s.13
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Recommendation

New / Previously
Recommended by OIPC

Current Position

Analysis / Implications

that Powerex and other such entities would be covered.

3. Add to Part 3 of FIPPA a breach
notification and reporting framework which
includes:

* A definition of a privacy breach: includes
the loss of, unauthorized access to or
unauthorized collection, use, disclosure or
disposal of personal information.

¢ A requirement to notify individuals when
their personal information is affected by a
known or suspected breach, if the breach
could reasonably be expected to cause
significant harm to the individual.

¢ A requirement that a public body report to
the Commissioner any breach involving
personal information under the custody or
control of that public body, if the breach or
suspected breach could reasonably be
expected to cause harm to an individual
and/or involves a large number of
individuals;

¢ A timing requirement that process of
notification and reporting must begin
without unreasonable delay once a breach is
discovered;

¢ Authority for the Commissioner to order
notification to an individual affected by a
breach; and

¢ A requirement that public bodies
document privacy breaches and decisions
about notification and reporting.

Previously recommended

s.13

Page 17 of 147 FIN-2016-61856



Recommendation

New / Previously
Recommended by OIPC

Current Position

Analysis / Implications

4. Amend s. 42 of FIPPA to expand the
Commissioner’s oversight by granting the
Commissioner the jurisdiction to review
matters or allegations of unauthorized
destruction of records.

The Commissioner should have jurisdiction
over the unauthorized destruction of records
as set out in:

¢ any enactment of British Columbia, or

e set out in a bylaw, resolution or other legal
instrument by which a local public body acts
or, if a local public body does not have a
bylaw, resolution or other legal instrument
setting out rules related to the destruction
of records, as authorized by the governing
body of a local public body.

The oversight over unauthorized destruction
should come with complementary offences
and penalties under FIPPA.

New

5. Amend FIPPA to require public bodies to
ensure that the name and type of applicant
is only disclosed to the individual at the
public body that receives an access request
on behalf of that public body, while
providing for limited exceptions where the
applicant is requesting their own personal
information or where the name of the
applicant is necessary to respond to the
request.

Previously recommended

s.13
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Recommendation

New / Previously
Recommended by OIPC

6. Penalties for offences committed by
individuals under FIPPA should be raised to
be up to a maximum of $50,000 for both
general and privacy

offences.

New

7. Add a privacy protection offence to s. 74.1 | New
that makes it an offence to collect, use, or
disclosure personal information in

contravention of Part 3 of FIPPA.

8. Add to s. 29 of FIPPA a requirement that New

public bodies correct personal information
when an individual requests that his or her
personal information be corrected if the
public body is satisfied on reasonable
grounds that the request made should be
implemented.

9. Section 13(1) of FIPPA should be amended
to clarify the following:

* “advice” and “recommendations” are
similar and often interchangeably used
terms, rather than sweeping and separate
concepts;

* “advice” or “recommendations” set out
suggested actions for acceptance or
rejection during a deliberative process;

¢ the “advice” or “recommendations” does
not apply to the facts upon which the advice

Previously recommended

Current Position

s.13

Analysis / Implications
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Recommendation

New / Previously
Recommended by OIPC

or recommendation is based; and

¢ the “advice” or “recommendations” does
not apply to factual, investigative, or
background material, for the assessment or
analysis of such material, or for professional
or technical opinions.

10. Amend ss. 71 and 71.1 of FIPPA to require
the publication of any categories of records
that are established by the head of a public
body or the Minister and made available to
the public without an access request. This list
should include links to relevant information
or records.

New

11. Add an exception to s. 33.1(1) that states
that a public body may disclose personal
information inside or outside of Canada, if the
information is contained in a non-statutory
investigation or fact-finding report
commissioned by a public body, where the
head of the public body concludes the public
interest in disclosure outweighs the privacy

New

Current Position

s.13

Analysis / Implications
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Recommendation

New / Previously
Recommended by OIPC

interests of any person whose personal
information is contained in the report.

12. Add to FIPPA a requirement that public
bodies have a privacy management program
that:

¢ designates one or more individuals to be
responsible for ensuring that

the public body complies with FIPPA;

* is tailored to the structure, scale, volume,
and sensitivity of the personal information
collected by the public body;

¢ includes policies and practices that are
developed and followed so that

the public body can meet its obligations
under FIPPA, and makes

policies publicly available;

¢ includes privacy training for employees of
the public body;

¢ has a process to respond to complaints that
may arise respecting the

application of FIPPA; and

¢ is regularly monitored and updated.

New

13. Add a de-identification requirement to s.

33.2(1) of FIPPA for any personal information

that is disclosed for the purposes of planning
or evaluating a program or activity of a public
body.

New

14. That FIPPA be amended to limit the
exemption in s. 3(J)(e) to Part 2 of FIPPA.

New

Current Position

s.13

Analysis / Implications
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Recommendation

New / Previously
Recommended by OIPC

Current Position

Analysis / Implications

15. Amend the definition for “data-linking” in
Schedule | of FIPPA to define data-linking as
the linking or combining of data sets where
the purpose of linking or combining the
information is different from the original
purpose for which the information in at least
one of the data sets that was originally
obtained or compiled, and any purposes
consistent with that original purpose.

Previously recommended

16. Repeal s. 36.1(2) of FIPPA to remove the
exemption of the health care sector from the
data-linking oversight provisions of the Act.

Previously recommended

17. Amend Part 6 of FIPPA to require
government to list provisions in statutes that
prevail over FIPPA in a schedule to the Act,
and amend s. 80 of FIPPA to include a review
of those provisions as part of the statutory
review of the Act.

New

18. Amend s. 56 of FIPPA to permit the
Commissioner to extend the 90 day time limit
to review requests in a manner that is
consistent with s. 50(8) of PIPA.

Previously recommended

19. Amend parts 4 and 5 of FIPPA to combine
the complaint process and the review and
inquiry process into a unitary process for the
Commissioner to investigate, review,
mediate, inquire into and make orders about
complaints respecting decisions under FIPPA
or other allegations of non compliance with
FIPPA.

Previously recommended

s.13
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20. Government should enact new New s.13
comprehensive health information privacy
legislation at the earliest opportunity.

21. Amend section 80 (1) of FIPPA to change New
the review cycle from 6 years to every 3-4
years.
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From: Reed, Matt MTIC:EX

To: Plater, Sharon MTIC:EX

Cc: Begley, Rhianna MTIC:EX

Subject: BN - FOIPPA Special Committee (2)
Date: Thursday, March 3, 2016 3:30:58 PM
Attachments: BN - FOIPPA Special Committee (2).doc
Hi Sharon,

As requested, here is the BN on the special committee submission recommendations that would
present serious issues. The content around other key issues has been added so that it flows more
intuitively.

Happy to make any changes.

Thanks,

-m
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Page 1

Ministry of Finance

BRIEFING DOCUMENT

To: Date Requested:
Date Required:

Initiated by: Privacy, Compliance and
Training Branch

Date Prepared:

March 1, 2016

Ministry Sharon Plater Phone Number: (250) 356-0322

Contact:
Email: Sharon.Plater@gov.bc.ca
CIiff #:

TITLE: Special Committee to Review the Freedom of Information and Protection

of Privacy Act

PURPOSE: FOR INFORMATION

COMMENTS: A Special Committee to review the Freedom of Information and
Protection of Privacy Act was struck in May 2015. The Committee received submissions
until January 29, 2016. The Committee will produce a report of recommendations by

May 27, 2016.
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BACKGROUND:

The Freedom of Information and Protection of Privacy Act (FOIPPA), British Columbia’s
public sector privacy legislation, was passed in June of 1992 and came into force for
provincial government public bodies in October 1993. FOIPPA applies to all pubic
bodies in BC and governs the collection, use and disclosure of personal information by
the public sector.

Section 80 of FOIPPA states that at least once every six years, a Special Committee of
the Legislative Assembly must be appointed to undertake a comprehensive review of
the Act. The most recent Special Committee was struck on May 27, 2015 and has
received submissions from government, the Office of the Information and Privacy
Commissioner (OIPC) and other stakeholders from the public and private sector, as well
as interested citizens. The consultation period ended on January 29, 2016. The Special
Committee has until May 27, 2016 to submit a report of its review to the Legislative
Assembly, which will include recommendations for changes to the Act.

Among the wide range of stakeholders who have participated in the public consultation,
the Special Committee has heard from the BC Freedom of Information and Privacy
Association, the Centre for Law and Democracy, BC Civil Liberties Association, the
Research Universities Council of British Columbia, a number of the Health Authorities,
TransLink, ICBC and members of the media. Though the Special Committee received
presentations on a myriad of topics, covering privacy, access, records management and
government processes, the following issues received significant attention from a variety
of stakeholders. These issues include:

e Impose penalties on public bodies and/or public servants for contravening
FOIPPA.

e Amend data residency provisions to allow public bodies to leverage technology
solutions where data moves outsides of Canada.

e Address the issue of FOIPPA coverage for subsidiary corporations

e Implement a “duty to document” that would compel government to document key
actions and decisions.

e Inclusion of a mandatory breach reporting requirement

e There are a number of submissions that seek to limit the coverage of various
exemptions to disclosure (section 12, section 13 and section 14). Conversely, a
number of submissions argued for an expansion of coverage (section 13, section
14, section 15, section 17 and section 21).

e A number of stakeholders spoke in favor of the OIPC's recent interpretation of
section 25, which removes the element of temporal urgency when considering
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disclosure in the public interest. In addition, some stakeholders recommended
that this provision be amended to expand its application.

e There were a number of submissions that spoke to the need to make changes to
improve access to information, including; amending provisions related to fees,
timelines and the public body’s duty to assist the applicant.

e The OIPC has called for amendments to section 42 of FOIPPA to expand the
Commissioner’s oversight by granting the Commissioner the jurisdiction to review
matters or allegations of unauthorized destruction of records.

e A small subset of submissions called for an amendment that would allow for the
reporting of abortion statistics (section 22.1)

DISCUSSION:

s.13
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Freedom of Information and Protection of Privacy Act (FOIPP Act)
Special Committee (S.C.) to Review the FOIPP Act (2010)

Disposition of Recommendations

(March 30, 2011)

that for an infringement of the
right to privacy to be lawful, it
must be proportional to the public
interest that is achieved.

Rec. Recommendation Analysis Repeat Repeat Recommendations Alignment with Special Disposition
# Recommendations from from the 8 in 2004 still Committee submission, 3-
the 20 already under consideration year legislative plan and e-
addressed from 2004 government plan

Part 1 — Introductory Provisions:

1 Add a new section 2(3) to s13 Yes — 2004 (#2) 513 Policy — nothing
acknowledge that information Slightly different further has been
technology plays an important wording but same implemented.
role in achieving the dual intent.
purposes of the Act by facilitating
the routine disclosure of general The 2004
information as well as enhancing recommendation was
safeguards for privacy protection. addressed in part

through new Routine
Release Policy.
- - s.13

2 Add a new section 2(4) to require

This document constitutes policy advice.
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Rec. Recommendation Analysis Repeat Repeat Recommendations Alignment with Special Disposition
# Recommendations from from the 8 in 2004 still Committee submission, 3-
the 20 already under consideration year legislative plan and e-
addressed from 2004 government plan
3 Include the British Columbia The SPCA is a not-for-profit society | Yes — 2004 (#3) Not related s:13
Society for the Prevention of that acts in part under the Prevention | A slightly different
Cruelty to Animals by using of Cruelty to Animals Act.The SPCA
definition (b) of public body in majority of its operations and recommendation but
Schedule 1 that makes provision | financial resources are not related to | with the same intent.
for adding an “other body” by these responsibilities, however, the It requested
regulation to Schedule 2; and add | apprehension of animals and related | government to
the proviso that access rights activities are probably the most investigate why the
pertain only to those records that | contentious. SPCA had dual
relate to this Society’s statutory status as a not-for-
powers. profit and a public
body and to consider
whether it should be
covered under the
FOIPP Act.s.13
s.13
4 Expand the definition of “public 13 Not related s.13
body” in Schedule 1 to include
any corporation that is created or
owned by a public body, including
2 This document constitutes policy advice.
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beginning of Part 2 of the Act
requiring public bodies - at least
at the provincial government level
- to adopt schemes approved by
the Information and Privacy
Commissioner for the routine

Addressed in part
through updated
Routine Release
Policy.

Rec. Recommendation Analysis Repeat Repeat Recommendations Alignment with Special Disposition
# Recommendations from from the 8 in 2004 still Committee submission, 3-
the 20 already under consideration year legislative plan and e-
addressed from 2004 government plan
an educational body. s.13

5 Amend Section 3 to clarify that Part 3 of the Act, which are the Yes — 2004 (#4) Not related Addressed in 2011
records created by or in the privacy provisions, already brings the | Being addressed in amendments.
custody of a service-provider records of contractors that relate to a | part through policy
under contract to a public body contract they hold for government
are under the control of the public | under cover of the FOIPP Act. In
body on whose behalf the addition, all contracts that involve
contractor provides services. personal information have access

provisions in place. This would
formalize what is already in place in
most cases.

6 Amend section 3(1)(e) by Minor housekeeping clarification. No Not related Addressed in 2011
replacing “employees” with related issues. amendments.
“faculty members and teaching
support staff” of a post-secondary
educational body.

7 Add a new section at the .13 Yes — 2004 (#5) s.13 Policy — no further

implementation.

3

This document constitutes policy advice.
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Ministry of Finance

BRIEFING DOCUMENT

To: Athana Mentzelopoulos Date Requested: March 22, 2016
Deputy Minister Date Required:
Initiated by: David Curtis Date Prepared: March 22, 2016

ADM, Corporate Information and
Records Management Office

Ministry Phone Number:
Contact: Email:
Cliff #:
TITLE: Deputy Minister Meeting with Information and Privacy Commissioner
PURPOSE:

(X) FOR INFORMATION

COMMENTS:

Optional. Two or three sentences which put the issue into context.

Executive Director approval:
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DATE PREPARED: March 22,2016
TITLE: Deputy Minister Meeting with Information and Privacy Commissioner

ISSUE: March 29, 2016 Meeting with Elizabeth Denham, Information and Privacy
Commissioner

BACKGROUND:

An introductory lunch meeting has been scheduled for March 29, 2016, for Deputy

Minister of Finance, Athana Mentzelopoulos, and Information and Privacy

Commissioner (Commissioner), Elizabeth Denham. Deputy Attorney General, Richard s.13
Fyfe will also be attending.

The Commissioner is an independent officer of the Legislature with responsibility, under
the Freedom of Information and Protection of Privacy Act (FOIPPA), for monitoring how
the Act is administered and ensuring that its freedom of information and protection of
privacy purposes are achieved. An overview of FOIPPA is attached as Appendix 1.

Commissioner Denham is British Columbia’s third Information and Privacy
Commissioner and was appointed in May 2010 for a six year term. Her term is due to
end July 6, 2016 and she will not be seeking reappointment. She confirmed this in a
letter to the Minister of Finance, dated March 22, 2016, where she informed the Minister
that she had accepted the position as the Information Commissioner for the UK.

The Commissioner also has review and oversight responsibility under the Personal
Information Protection Act (PIPA), British Columbia’s private sector privacy legislation.
An overview of PIPA is attached as Appendix 2.

The Commissioner does not have statutory responsibilities under government’s
Document Disposal Act (DDA), or the Information Management Act (IMA) which will
replace the DDA once it is brought into force this Spring. However, as a former archivist
she has a keen interest in records management and has made several
recommendations to government on how it should improve its records management
practices and oversight. The Commissioner was consulted on the development of the
IMA and made, and continues to make, recommendations that would provide her office
with some oversight over the IMA, specifically with respect to the destruction of records.
An overview of the IMA is attached as Appendix 3.

DISCUSSION:
s.13
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Freedom of Information and Protection of Privacy Act (FOIPPA)

There is currently a Special Committee of the Legislature reviewing FOIPPA. In her
submission to the Committee the Commissioner made a number of recommendations
for legislative change.

Duty to Document

Commissioner Denham has recommended that government legislate a “duty to
document” key decisions and actions. While she previously supported the inclusion of a
“duty to document” in the IMA, she is now advocating for its inclusion in FOIPPA due to
its broader scope and independent oversight. s.13

s.13

Subsidiary Corporations

A longstanding issue for the Commissioner, one that she has recommended more than
once is the inclusion of subsidiary corporations of public bodies under FOIPPA. The
current amendment proposed by the Commissioner proposes that the definition of
public body be broadened to include all boards agencies, committees, commissions,
panels and agencies in addition to corporations that are created or owned by a public
body. s.13

s.13

Privacy Breach Notification and Privacy Management Programs

The Commissioner has also proposed amendments to FOIPPA that would make privacy
breach notification and privacy management programs mandatory for all public bodies.
Government currently provides monthly reports to the OIPC about each privacy incident
investigated by government and reports all “serious” privacy breaches directly to the
Commissioner. Government has also recently issued a corporate Privacy Management

Accountability Policy (PMAP).s.13
s.13

Oversight over the Unauthorized Destruction of Records

The Commissioner has recommended that FOIPPA be amended to give her oversight
over unauthorized destruction of records as set out in any enactment in British
Columbia, or any legal instrument that is used by a local public body, as well as the
associated offences and penalties. s-13

s.13 5
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The destruction of records is currently governed by the Document Disposal Act, and
going forward will be covered by the Information Management Act. The CRO is the
statutory officer that has oversight authority over the IMA. Government is expanding its
existing compliance program and implementing strong oversight through policy and
practice improvement. s.13

s.13

.13 For a complete list of the Commissioners recommendations to
the Special Committee please see Appendix 4.

Personal Information Protection Act (PIPA)

On February 17, 2016 the Commissioner wrote to the Deputy Minister of Finance and
the Deputy Attorney General, making an urgent request that the Ministry of Finance
sponsor a provision in a Miscellaneous Statutes Amendment, in the current legislative
session, to repeal a subsection of the Personal Information Protection Act (PIPA).

The Commissioner is concerned that a recent interpretation of PIPA, made by the
federal privacy commissioner will not allow for the generally accepted practice of
‘concurrent jurisdiction” in privacy cases involving inter-provincial commercial activities.

According to the B.C Commissioner, the federal commissioner has sited that a

subsection of PIPA does not allow the federal office to share personal information with

the B.C. Commissioner about cases that involve both the federal and B.C. jurisdictions.
s.13

Attachments
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From: Biggs, lackie FIN:EX

To: Plater, Sharon MTIC:EX

Subject: FW: FOIPPA Special Committee (2)
Date: Monday, April 18, 2016 12:45:06 PM
Attachments: FOIPPA Special Committee.docx

[ guess that would help, sorry about that.

J

From: Plater, Sharon MTIC:EX

Sent: Monday, April 18, 2016 12:36 PM

To: Biggs, Jackie FIN:EX

Subject: Re: FOIPPA Special Committee (2)

Hi Jackie. | have not received the document could you sen it to me.

Thanks
Sent from my iPhone

On Apr 18, 2016, at 12:03 PM, Biggs, Jackie FIN:EX <Jackie.Biggs@gov.bc.ca> wrote:

Sorry....sent to wrong “S”....should have been Sharon originally.

J

From: Mitrou, Shirley MTIC:EX

Sent: Monday, April 18, 2016 12:00 PM

To: Biggs, Jackie FIN:EX; Plater, Sharon MTIC:EX

Subject: RE: FOIPPA Special Committee (2)

Importance: High

Thanks for sending this Jackie, | don’t know yet what changes David wants and
whether its best for Sharon’s area to make them — I’'m fine with making changes but |
also want to be efficient with our time as they have to be finalised today. Do you
know what changes he wants? Is there a version that has his pencil edits etc?
Shirley Mitrou

Ph: 250 415-5402

From: Biggs, Jackie FIN:EX
Sent: Monday, April 18, 2016 11:42 AM
To: Mitrou, Shirley MTIC:EX
Subject: FOIPPA Special Committee (2)

Hi Shirley,

[understand that you have some updates to the attached
note....sending the version from the main Finance site so you are
working off a current copy.

J
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MINISTRY OF FINANCE
CORPORATE INFORMATION & RECORDS MANAGEMENT
ESTIMATES NOTE

ISSUE: Special Committee to Review the Freedom of Information and
Protection of Privacy Act (FOIPPA)

s.13

CURRENT STATUS:
e The deadline for submissions to the Special Committee was January 29, 2016.
e Government did not provide a written submission to the Special Committee.

e Once completed, the Special Committee will prepare their report, including a list of
recommendations which are expected to echo those of the Information and Privacy
Commissioner. This has been typical of past Special Committees and is anticipated for this
year as well.

e The Special Committee’s final report is due by May 27, 2016.

KEY FACTS REGARDING THE ISSUE:

e On November 18" 2015, Government Chief Information Officer presented to the Special
Committee on behalf of government. This presentation dealt largely with:

o Data residency;

Harmonization with global privacy standards;

The increasing proliferation of records in a digital age;

Availability and impact of metadata;

Access through proactive disclosure;

Government’s Privacy Management and Accountability Policy; and
Proposed housekeeping changes to FOIPPA.

e The Information and Privacy Commissioner also presented to the Special Committee and
provided a written submission on November 18™.

o o o o o o

s.13

Contact: David Curtis, ADM Phone: 250 387-8125

Division:  Corporate Information and Records Management Office Page: 1of2
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s.13

e As part of the consultations conducted by the Special Committee, stakeholders from the
public and private sector, as well as interested citizens, were also invited to present during
four scheduled public hearings which took place in October and November 2015.

¢ Among the wide range of stakeholders who have participated in the public consultation, the
Special Committee heard from the BC Freedom of Information and Privacy Association, the
Centre for Law and Democracy, Vancouver Coastal Health Authority and members of the
media.

e Though the Special Committee received presentations on a myriad of topics covering
privacy, access, records management and government processes, the following issues were
discussed in depth:

o The inclusion of subsidiary corporations in FOIPPA;

Elimination of access fees;

Data residency;

The inclusion of a legislated duty to document key actions and decisions; and
Expansion of the “public interest” disclosure provision.

e Vancouver Coastal Health, on behalf of five other Health Authorities, made a submission to
the Special Committee centered on desired changes to section 30.1 of FOIPPA. This section
mandates that a public body must ensure that personal information in its custody or under its
control is stored and accessed only in Canada, unless one of a small set of conditions is
met.

e The Health Authorities have expressed discontent with this provision in the past. Among their
many concerns, the health authorities have stated that, 30.1 impedes the flow of data, places
unreasonable limitations on the use of cutting edge and cost-effective technology and
inhibits remote access and technical support services.

e The Research Universities’ Council of British Columbia has also provided a submission
regarding section 30.1, noting concerns that this provision adversely impacts administrative
efficiency, international engagement and student recruitment, online learning offerings and
academic integrity.

o o o o

Contact:  David Curtis, ADM Phone: 250 387-8125

Division:  Corporate Information and Records Management Office Page: 2of2
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From: Sime, Mark MTIC:EX

To: Edwardson, Jamie GCPE:EX

Cc: Plater, Sharon MTIC:EX

Subject: Government Presentation to FOIPPA Special Committee - Transcript
Date: Friday, January 8, 2016 8:56:42 AM

Attachments: image001.png

Presentation Transcript - FOIPPA Special Committee.pdf

Good morning Jamie,

Sharon Plater has asked me to forward along the transcript of the presentation delivered to the
FOIPPA Special Committee by CIO, Bette-Jo Hughes on November 18th. | have highlighted areas of
the transcript where the .13

.13 . as | understand this is of particular interest. You will find these
highlighted sections on pages 139-143.

Please let me know if you have any questions, or require anything further.

Mark Sime

Senior Legislative and Policy Advisor

Privacy and Legislation Branch

Office of the Government Chief Information Officer
PO Box 9412, Stn Prov Gov, Victoria BC V8W 9V1
Mark.Sime@gov.bc.ca

250 356-0388
cid:image001.png@01D00D5C.C083A670

H
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MINUTES

SPECIAL COMMITTEE TO REVIEW THE ~

FREEDOM OF INFORMATION AND
PROTECTION OF PRIVACY ACT

Wednesday, November 18, 2015
8:30 a.m.
Douglas Fir Committee Room
Parliament Buildings, Victoria, B.C.

PROVINCE OF
RiTIsH coLUNSY

Present: Don McRae, MLA (Chair); Doug Routley, MLA (Deputy Chair); Kathy Corrigan, MLA; David Eby, MLA;

Eric Foster, MLA; Sam Sullivan, MLA; Jackie Tegart, MLA
Unavoidably Absent: John Yap, MLA
1. 'The Chair called the Committee to order at 8:32 a.m.

2. Opening remarks by the Chair.

3. 'The following witnesses appeared before the Committee and answered questions regarding the

Freedom of Information and Protection of Privacy Act:
1) Owen Munro, James Smith

4. The Committee recessed from 9:05 a.m. to 9:09 a.m.
3) Canadian Internet Policy & Public Interest Clinic (CIPPIC) Tamir Israel
4) Rob Wipond

5. The Committee recessed from 10:01 a.m. to 10:06 a.m.
5)  Regional District of Central Kootenay Bronwen Bird

6. The Committee recessed from 10:26 a.m. to 10:30 a.m.

7. 'The following witnesses appeared before the Committee and answered questions regarding the

Freedom of Information and Protection of Privacy Act:
Ministry of Technology, Innovation and Citizens’ Services

+ Bette-Jo Hughes, Government Chief Information Officer and Associate Deputy Minister

« Sharon Plater, Executive Director, Privacy and Legislation Branch
»  Wes Boyd, Assistant Deputy Minister, Logistics and Business Services

Office of the Information and Privacy Commissioner for British Columbia
+ Elizabeth Denham, Information and Privacy Commissioner

» Michael McEvoy, Deputy Commissioner

8. The Committee adjourned to the call of the Chair at 12:33 p.m.

Don McRae, MLA
Chair

Susan Sourial
Committee Clerk
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WEDNESDAY, NOVEMBER 18, 2015
The committee met at 8:32 a.m.
[D. McRae in the chair.]

D. McRae (Chair): Good morning, everyone. My
name is Don McRae. [ am the member for Comox Valley
and Chair of this committee, the Special Committee to
Review the Freedom of Information and Protection of
Privacy Act.

B.Cs Freedom of Information and Protection of
Privacy Act requires that a statutory review be conducted
every six years by a special committee of the Legislative
Assembly. This is the fourth such statutory review of
FIPPA.

Our committee must submit a report to the Legislative
Assembly by May 27, 2016, and may make recommen-
dations to amend FIPPA. Our review is limited to scope.
We are not mandated to implement our recommenda-
tions. Our committee would not be involved in any policy
development or decision-making processes within gov-
ernment that might ensue in response to our recommen-
dations. We are an advisory body only.

FIPPA is an access and privacy law that applies to the
public sector. It gives access rights to British Columbians
by requiring public bodies to disclose information in re-
sponse to access requests and protects the privacy of indi-
viduals through limitations on how public bodies collect,
use and disclose personal information. It also requires
organizations to protect personal information by mak-
ing reasonable security arrangements against the risks of
a privacy breach.

At today’s public hearing, we will hear from individuals
and organizations as well as the Ministry of Technology,
Innovation and Citizens’ Services and the Information
and Privacy Commissioner of British Columbia. Today’s
public hearing is the last one that’s been scheduled, but
written and audio and video submissions will be ac-
cepted by the committee until Friday, January 29, 2016.
To make a submission — [ would like to remind individ-
uals watching at home — or to learn more about the work
of the committee, visit our website, which is at www.leg.
be.ca/cmt/foi.

We have allocated 20 minutes for presentations, to be
followed by an additional ten minutes for questions from
panel members. The proceedings are to be recorded by
our able Hansard people, and a transcript of the entire
meeting will be made available on our website.

Just a full disclosure before we begin. I do not feel well
today, and I will try not to pass my germs on to any of
the committee members and definitely not to any of the
people presenting.

I'll now ask the healthy Deputy Chair, to my left, to
start by introducing himself, and we’ll make sure the
people at home know who'’s here.

117

D. Routley (Deputy Chair): My name is Doug Routley.
I'm the MLA for Nanaimo-North Cowichan and Deputy
Chair of this committee.

K. Corrigan: Kathy Corrigan, MLA for Burnaby-Deer
Lake.

D. Eby: David Eby, MLA for Vancouver—Point Grey.
J. Tegart: Jackie Tegart, MLA for Fraser-Nicola.
E. Foster: Eric Foster, MLA, Vernon-Monashee.

S. Sullivan: Sam Sullivan, MLA, Vancouver-False
Creek.

D. McRae (Chair): If possible, Id like staff to intro-
duce themselves as well.

S. Sourial (Committee Clerk): Susan Sourial, Com-
mittee Clerk.

H. Morrison: Helen Morrison, committee research
analyst.

D. McRae (Chair): Thank you very much. Now, I be-
lieve we are doing our first video conference. Hopefully
you can see us on TV. I think this is our first video pres-
entation of the submission series.

[0835]

I believe I have Owen Munro and James Smith joining
us from Vancouver. I'll turn the floor over to you.

Presentations

O. Munro: Great. My name is Owen Munro, and I'm
with my colleague James Smith. We are journalism stu-
dents at Langara College, and we are here today to present
an argument about why student governments and student
unions should be covered under the British Columbia
Freedom of Information and Protection of Privacy Act.

We believe that student unions should fall under the
same jurisdiction as public institutions, and we intend
to show that the current system is both outdated and
exploitative. It doesn’t hold accountable student unions
who collectively are in possession of millions of dollars
across the country, and these student unions can some-
times overstep their roles within the B.C. Society Act to
their own benefit.

FOI records are an essential tool for students and stu-
dent journalists to hold university and college student
unions to a high degree of accountability. Students are
in a position where, despite having many available re-
sources, they are placed at a disadvantage. Student unions
are treated as a society in the B.C. Society Act and aren’t
transparent in their actions.
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For students wanting to know more about their unions,
from salaries to in-camera meetings to minutes, the most
successful way of doing so is through the B.C. Society Act.
Each student union is a registered society, but they are
not recognized as governmental bodies, as some other
functions would be, despite having many similarities to
those governmental bodies.

They hold committee meetings and elections. They
have control over student fees, which are mandatory.
They use their own accounting systems, and they sign
contracts with service providers, such as food and drink
providers. They make decisions that really just affect stu-
dent opinions and options as a whole, from clubs, activ-
ities, food and drink options and events. They are not
unlike the structure we experience from any other gov-
ernmental bodies.

We have very little influence on the interests of student
unions that have become increasingly secretive and fa-
vourable towards their own benefits. In 2012, the Langara
Students Union successfully eliminated their own mem-
bers from attending in-camera meetings, a symbolic rep-
resentation of their secretive operations toward the very
people that fund them.

While we have the ability to request and to access in-
formation from our public institutions, the fact of the
matter is that student governments are much more se-
cretive, despite running essential services with fees that
are mandatory of every student attending that public
institution. Ironically, the fundamental service that a
student union or government is mandated to provide is
advocacy on behalf of the students.

There are many documented abuses of power by stu-
dent unions and governments dating back to the incep-
tion of FOI laws in British Columbia. Section 19 of the
B.C. College and Institute Act states that institutions
must collect fees on behalf of student unions. This power
is bestowed upon people who do not have the qualifica-
tions or meaningful experience to manage major sums
of public money without being accountable to a certain
standard of high quality.

There needs to be a level of transparency that ensures
that our students’ public money isn’'t being spent in un-
scrupulous ways and that we can trust our student gov-
ernments are representing the best interests of students
and not just their own agendas.

We would like to have something other to lean on
than an exploitable B.C. Society Act. The society branch
doesn’t hold any power in regards to enforcement of the
regulations to student unions. They can only remind
student unions that the Society Act is in effect, but their
power to do more so doesn’t go beyond that.

For students to do anything beyond this, we must use
section 85 of the B.C. Society Act and can request a su-
perior court to remedy irregularities of student unions.
This argument is underscored by the student unions’ view,
especially at Langara, that they cannot be challenged by

students because they are aware of the time and the cost
that it takes to find some form of justice for most students.

I can imagine the difference we would make if we were
able to spot reckless and inefficient spending in our own
student unions, not just at Langara, but other public in-
stitutions. That would be something that not just students
but the general public needs to know.

There’s no reason that we can’t dismiss that culture of
secretive behaviour, and there’s no reason why we can’t
hold these student unions at the highest degree of ac-
countability to ensure that every student receives the
benefit of good, balanced governance.

(0840]

My colleague James Smith will now speak in-depth
on specific occurrences that have happened at Langara
and other public institutions in British Columbia in re-
cent times. There have been many situations where the
secrecy of our own unions have been in contravention of
the B.C. Society Act and the principles which they claim
to stand behind.

We have stood idly by for far too long without trying
to make a profound impact on the systematic secrecy and
unaccountability of the actions of student unions. There
is vital information and data that is being withheld that
urgently needs to be addressed for a transparent system
that holds student unions responsible for their own in-
dividual actions.

I'll pass it over to James Smith now.

J. Smith: It's our position that student societies should
be subject to the Freedom of Information and Protection
of Privacy Act, as student societies are de facto part of
the post-secondary institutions with which they’re as-
sociated. B.C. post-secondary students collectively pay
their unions millions of dollars every semester, yet there
is little to no oversight to ensure that the money is spent
responsibly or that the elected bodies adhere to their own
bylaws or the statutes of the B.C. Society Act.

The union fees collected by the university, college or
institution are mandatory, as is membership with the
existing student society. It's mandatory and automatic.
Anyone seeking a post-secondary education must, by de-
fault, join their institution’s student society, making these
societies as much a part of the school as anything else,
such as classes or the school’s administration.

A post-secondary institution, of course, has no say over
how these student societies run, and rightly so. However,
if a student — i.e., a union member — takes issue with
how the union is being run, thinks the union is in viola-
tion of a bylaw, theres little recourse for them.

As members of a student society, we are guaranteed ac-
cess under the Society Act to financial records, auditor
reports, meeting minutes, etc. However, if we don’t get
access, or if the records are incomplete or unnecessarily
censored, there’s nothing we can do without hiring a law-
yer, which we obviously can't afford to do.
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While I can’t speak directly to the situation at other
post-secondary institutions, I can tell you that Langara
Students Union, which controls the fees that are manda-
torily collected by the college on their behalf, operates
entirely behind closed doors and seems to do everything
in its power to keep it that way.

I know that journalist and Langara alumnus Stanley
Tromp mentioned the LSU briefly in his presentation
before this committee on Monday, November 9. As stu-
dent journalists, it is our duty to keep the public informed
about the issues that affect them — in this case, how mil-
lions of dollars of their money is being spent by a group
of inexperienced people with little to no oversight.

Every year, the LSU council designates a new elected
member to act as their immediate liaison. That person is
our sole point of contact. All other elected members and
paid staff are barred from talking to us under any circum-
stances, citing LSU policies that aren’t available on their
website or anywhere else and that they won’t show us a
written copy of. The media liaison, regardless of who it
is, is often hard to reach and, as often as not, leaves us
without comment before deadline.

Efforts to get the information we want ourselves are
equally frustrating. The LSU bylaws require all mem-
bers, not just those in the media, to give 48 hours notice
to inspect any and all documents to which we're legally
entitled. The bylaws do not specify any specific officer
or adviser or staff member or councillor who must be
present to release these documents.

This fall, the LSU cancelled their annual elections two
days into their four-day polling. When we asked why, we
were refused comment. Eventually a brief release was
posted on the LSU website, saying that the elections had
been cancelled due to “numerous irregularities” No fur-
ther explanation has been given. When the LSU finally
announced new elections two weeks ago, all the previ-
ous candidates were still on the ballot, leading to renewed
questions about what exactly had prompted them to can-
cel the original elections. But once again, no explanation
has been given, nor, at this point, frankly, do we expect
that there will be.

[0845]

When one of our reporters went down to the LSU of-
fice to look over their budget information to determine
how much the cancelled election had cost, he was told
that they couldn’t release those documents to him, de-
spite acknowledging theyd received his request over 48
hours before. When the reporter asked why, they said
that they couldn’t share those documents without the fi-
nancial officer present. I remind you that there is no lan-
guage in the LSU bylaws saying that any specific person
is needed to release documents to members.

I myself encountered a similar situation two weeks ago.
I submitted my request to view financial documents and
meeting minutes to the LSU and was told they would let
me know when the documents were ready. I waited a

week and a half without hearing from them and eventu-
ally went down to see if they were ready.

The budget and auditor’s reports that I asked for were
there, but only because they had been lumped in with an-
other reporter’s request. The regular meeting minutes, the
annual general meeting minutes and list of elected mem-
bers and paid staff, all documents that should by rights
be readily available and public, were not there. When I
asked for the rest of the documents and handed them a
printed copy of my request, I was told that they had never
received it. However, this isn’t possible, as the other repor-
ter hadn’t asked for the auditor’s reports, essentially prov-
ing that they had in fact received my request.

In the end, I was told that they needed more time to
find the documents I'd requested, and I'm still waiting to
hear whether they've located anything.

In the interests of full disclosure, the bylaw pertaining
to inspection of records at the LSU, article XIII, doesn't
give any timeline for compliance with requests by mem-
bers, not even the traditionally ambiguous reference to

“a timely manner”

Of course, when we do get to see the documents we
request, it doesn’t necessarily do us any good. LSU by-
laws require that anyone inspecting any documents be
supervised by staff or an elected member, even when
inspecting something as seemingly benign as regular
council meeting minutes, “to ensure” — I quote directly
from LSU bylaw article XIII — “that records are not re-
produced or noted in any way.”

This policy not only makes it very difficult, if not im-
possible, to ensure accuracy or any kind of in-depth
analysis in our reporting; it also makes it virtually im-
possible for any member to analyze and understand how
the millions of dollars of students’ money is being spent.

Adding to the culture of secrecy at the LSU, all meet-
ings are conducted behind closed doors. The public and
membership are not allowed to attend these meetings,
as per article 5.14, called “Closed council meetings,” of
the LSU bylaws.

In addition, an unknown number of meetings are con-
ducted in camera and off the books, making it impossible
to fully know what the union is doing or how decisions
about the spending of students’ money are being made.

As required by the Society Act and its own bylaws, the
LSU does hold annual general meetings. However, for the
last three years these have been held in late June or July,
always in the middle of the day and midweek when the
majority of the public who fund the LSU throughout the
year are not present and are often not even enrolled. This
past summer, enrolment at Langara was little over half
what it is this fall, just to give a bit of context.

The timing of the meeting, when, as [ said, enrolment
is half what it is during the fall or spring and at a time
when most people are at work, appears to be a further
effort to limit the members’ access to those in power at
the LSUL
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It’s also worth noting that the LSU council only sits be-
tween September and April, according to their own by-
laws. They aren’t even in session when the AGM happens.

The extreme level of secrecy at the LSU allows them to
operate however they want and do whatever they want
with few to no checks and balances. The lack of oversight
for the LSU and other student societies in our province
has led to many instances of malfeasance over the years,
from election irregularities to mismanaged funds and, in
at least one recent extreme case, alleged embezzlement.

Between 2005 and 2011 the Kwantlen Student
Association was embroiled in a series of scandals con-
nected to their one-time director of finance and chair-
person of the board, Aaron Takhar, and the Reduce All
Fees slate of candidates, including mismanaged and miss-
ing funds, election improprieties and more lawsuits than
I can count.

(0850]

PricewaterhouseCoopers was commissioned in 2006
to do a forensic audit of the association. That audit found
nearly $150,000 of student funds had been spent with-
out supporting documents, including $67,000 paid to
Takhar’s consulting firm, AST Ventures. AST are Takhar’s
initials. The society had also given out $620,000 in high-
risk and unsecured loans, plus a $200,000 loan from a
fund that was designated strictly for KSA health and
dental expenses.

Despite the KSA launching a lawsuit against Takhar,
the allegations in the audit were never proven in court.
It's because relatives of Takhar’s were later elected to the
executive board of the KSA. One of them was designated
the board’s sole contact with the legal team and subse-
quently instructed them, with the support of the board,
to drop the suit.

To the best of my knowledge, none of that money was
ever recovered. That's not even the entirety of the KSA
saga. A quick Google search can fill you in on all the
other details.

Of course, issues involving student societies are not
always, or even often, because of malicious intent by its
elected members. These are young people with little to no
experience in politics, finance, law or leadership. Many,
if not most, of them are often in it for a bump to their re-
sumés. For example, a student at Langara who wants to
transfer to UBC has to have extracurricular activities, like
student government, on his or her resumé in order to get
accepted. He or she may have no interest in it otherwise.

Turnover in these organizations is also a factor. In gen-
eral, students are only in post-secondary for two to four
years. While again, I can’t speak to the bylaws and prac-
tices at other student societies, under the LSU’s current
bylaws, elected members aren’t allowed to hold the same
position for more than one term — i.e., year — and may
not serve more than two terms total during their time
at college, virtually guaranteeing a perpetually inexperi-
enced council.

It is our position that if student societies were subject
to FOIPP Act, they could better be held accountable to
their public membership, which mandatorily pays its
fees through public institutions. FOIPPA requests can
be costly, but they're far cheaper than court cases and
more readily available for the public to use — especially
students.

Though it would do nothing to force the LSU’s media
liaison to talk to our reporters more or things like that, it
would give us one more tool in our tool belt by which to
hold them accountable. Perhaps by ensuring a little trans-
parency, they’ll be better able to serve their constituents.

D. McRae (Chair): Thank you very much, James. You
and Owen took up about 18 minutes, which allows us 12
minutes for questions if committee members have such.

K. Corrigan: Thank you, Owen and James. I'm Kathy
Corrigan, MLA for Burnaby-Deer Lake, but I'm also
the Official Opposition spokesperson for Advanced
Education. Not only because of the content as it relates
to what we're doing on this committee; I'm also interested
because of my role as spokesperson.

I'm wondering. We've had submissions suggesting
that subsidiaries at post-secondary institutions or other
government bodies should be FOlIable. Are there other,
comparable types of organizations? I'm thinking of the
Legal Services Society, which is another society, which
is FOlable.

But student unions’ funding comes entirely — or, I
would assume, almost entirely — not from government,
but from the students themselves. 'm wondering if you
see that as a distinction or a reason why we couldn't in-
clude student unions. Have you done any looking at try-
ing to get comparables to what you're suggesting?

O. Munro: I think, mostly, if students specifically are
paying these mandatory fees, we haven't exactly looked
into any sort of comparables. But what we have looked
into is how these student fees relate to what they get in
terms of funding, and that being FOIable, at least to en-
sure some sort of transparency and accountability for
how they end up spending those fees.

[0855]

But no, we haven't looked at many other comparables,
such as the legal society that you brought up.

K. Corrigan: Great, thank you.

D. Eby: I very much appreciate your presentation. 'm
very concerned about the information you presented
about what’s happening at Langara, as an advocate for
open government and transparency at all levels.

One of the challenges I have, though, is the old adage:
“Hard cases make bad law” If all the allegations that you're
making are true, designing the Freedom of Information
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Act to respond to a serious issue at a single college....
Not to say that there haven't been issues at other stu-
dent unions, but there haven’'t been other student unions
that.... I was reading about the 2012 referendum, for ex-
ample, where students at Langara apparently voted in fa-
vour of restricting their own access to meeting minutes
and these kinds of things — a very unusual situation.

Can you tell me about how unique these issues are to
Langara and why it would be that students would actually
vote in favour of restricting their own access to informa-
tion from their student government instead of voting for
what you're suggesting, which was expanding public ac-
cess to those documents?

J. Smith: That was before either of us were at Langara,
so I can’t necessarily speak directly to it. I can say, from
my off-the-record conversations with LSU staff.... They
explained that their concerns were a combination of wor-
ries about being misquoted. We're student journalists,
and they’re students as well. Obviously, both parties are
trying to learn how to negotiate the situation and how
to best do their job.

Student journalists make mistakes. Those mistakes
and alleged misquotes were part of the reason why the
LSU did not want student journalists or students in gen-
eral at the meetings. Another reason is because, basically,
it made them uncomfortable. It made them worry that
they couldn’t openly discuss things and couldn't.... They
were too worried about making a mistake, publicly, to ef-
fectively discuss and make decisions.

D. Eby: I definitely understand why the student gov-
ernment would be in favour of amendments that would
restrict public access and help them control messaging.
We've seen that inclination in various levels of govern-
ment that restrict transparency and restrict access to
documents. What I don't understand is.... It looks like
there was a referendum in 2012 — unfortunately, you
can't speak to that — where the students, as a whole, at
Langara.... Admittedly, there was low voter turnout, but
they voted in favour of restricting access.

It seems like there’s been a bit of a shift, if what you're
telling the committee is accurate. So if I could just get you
to comment on how unique the situation is at Langara
— whether the change made by this committee would
put undue bureaucratic obligations on to a number of
small committees with, admittedly, large amounts of
money at the university level but limited resources to ful-
fil freedom-of-information requests and whether we do
that for the entire province to respond to a single situa-
tion at Langara.

O. Munro: If I can take this one. This isn't necessar-
ily a situation that is unique to Langara. This is a situa-
tion where many other student unions — whether it be
Kwantlen, UBC, Douglas College.... This is happening

all over, not just Langara. So if we could have some sort
of FOlable system where we can at least see the minutes
that these meetings have produced, even if it wasn't an
in-camera meeting, and have some sort of accountabil-
ity that way....

These are elected members that we students have
elected to represent us. They represent the interests and
needs of every student. It's definitely not a situation that
is unique to Langara.

[0900]

J. Smith: Using the example of the Kwantlen Student
Association and that whole situation, the executive board
members and that were a group of friends and relatives of
Takhar. Even when the meeting minutes and that kind of
thing are publicly available, as they are with some student
associations.... They do put their minutes and financial
records and that on line and openly available in their of-
fices. That doesn’t necessarily let us know how a group of
students, like in the KSA example — which, admittedly,
is an extreme example — would coordinate their efforts
outside of the meetings.

FOT access to things like e-mail records and that would
help uncover things like that kind of alleged corruption
and collusion in order to maybe stop the problem before
it gets out of hand.

D. McRae (Chair): Kathy, I believe, has one more
question.

K. Corrigan: It’s similar to my earlier question. And I
would like to echo what Mr. Eby said. I really do appreci-
ate your presentation and the work that you do.

What I'm wrestling with is what we define as gov-
ernment. [ think that FOI legislation is meant to cover
government and government bodies. What I'm trying
to figure out is: is a student union a government body?
Maybe it can be extended to bodies that are funded by
government bodies or to programs that are done for the
purposes of providing public services.

I'm wrestling a bit with that concept of whether or not
a student union is a government-related body. I'm won-
dering if you've got any comments on that.

J. Smith: I believe that the student unions are different
from other societies, such as trade unions, in that there’s
no option about membership. In your career, you can
choose to join a union workplace or a non-union work-
place. Depending on your career, that choice can be very
limited, but it is there. If you want a post-secondary edu-
cation, which you have to have these days, you have to
join these unions. You're not really given a choice in the
matter. As I said, it's mandatory, and it’s automatic.

For us, that makes a student union a de facto part of
the post-secondary institution, even though the post-
secondary institution doesn’t have any say over how not
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just the LSU but the student societies run. In that way, [
think it’s different. It’s kind of a unique situation com-
pared to other societies covered by the Society Act or
the FOI people.

O. Munro: I think, as well, there’s.... You look at some
of the functions that LSU and all student unions have.
They have elections, and that’s one of the major fun-
damentals, I believe, of having a governmental body. I
kind of equate it to, if we can imagine, some other form
of government holding an election and then closing it
because of numerous irregularities and not giving the
people that they represent a chance to have their voice
heard. I feel like that is very much functioning like a gov-
ernmental body.

They make decisions that are based on behalf of stu-
dents. They advocate for students. But again, I go back
to the election thing as something that’s very much like a
governmental body. I think, in that context, they should
be regarded as a governmental body.

J. Smith: Also, the money the LSU manages is com-
ing from students. A good chunk of that money is com-
ing from the government through student loans and
student grants as well. And the LSU.... Sorry, I keep say-
ing the LSU, and I mean to be more general. The student
unions advocate for students and have, often, a seat on
the college or university board, which puts them essen-
tially as an elected member on the governing body of a
public body.

Again, that lends itself to my argument that they are a
de facto part of that public body.

D. McRae (Chair): Perfect. Thank you very much.

It is 9:05. I'm going to ask the committee for a very
short recess while we connect with our next presenter
via teleconference. We'll resume in a couple of minutes.

Thank you very much, Langara.

The committee recessed from 9:05 a.m. to 9:09 a.m.
[D. McRae in the chair.]

D. McRae (Chair): We're going to resume the com-
mittee deliberations. We are joined via teleconference by
Tamir Israel, joining us from Ottawa.

Tamir, you are being joined with five committee mem-
bers right now. By practice of the committee, we would
ask that you do a presentation of approximately 20 min-
utes — less if you need to. Then I will allow the commit-
tee members ten minutes to have a question-and-answer
period with you as well. Are you okay with that?

[0910]

T. Israel: Yes, that’s great. Thank you.

D. McRae (Chair): Perfect. Tamir, it is now, accord-
ing to my watch, 9:10. I will turn the floor over to you, sir.

T. Israel: Thank you. Good morning, Mr. Chairman
and members of the committee. As the Chairman men-
tioned, my name is Tamir Israel, and I'm staff lawyer
with CIPPIC, the Canadian Internet Policy and Public
Interest Clinic, at the University of Ottawa’s faculty of
law. I'm also a member in good standing of the Law
Society of Upper Canada. CIPPIC is grateful for the op-
portunity to provide our input into this committee’s re-
view of the B.C. Freedom of Information and Protection
of Privacy Act.

CIPPIC is a law and technology clinic that works to
advance the public interest in policy debates at the inter-
section of law and technology, which is our core man-
date. We additionally provide pro bono legal assistance
to under-represented organizations and individuals on
law and technology issues and provide legal and public
education on related matters.

CIPPIC’s expertise in this field has evolved through
its myriad public advocacy activities on this front, which
include interventions at various levels of court, involve-
ment in Internet governance-related matters before
various quasi-judicial tribunals and international fora,
the publication of academic and research reports on
Internet-related issues and expert testimony before par-
liamentary committees such as this one.

While CIPPIC has wide-ranging interests in issues re-
lated to privacy, data protection and freedom of infor-
mation, I have been asked today to provide an overview
of potential implications arising from trade agreements
for B.C. FIPPA’s data localization mechanism encoded
in section 30.1.

My comments today will therefore present a change
of pace from testimony heard so far by this committee,
as I'll be restricted to that topic. We do, however, reserve
the option of providing a more comprehensive written
submission within your comment period, and I will also
make available to you my oral comments today in writ-
ing, with some annotations and references, in case you
want to read further.

In my comments today, I'll first provide an overview of
section 30.1 in the foreign intelligence context, followed
by an overview of recent developments in trade agree-
ments, and then I will close with some details on specific
or potential implications of trade agreements for section
30.1 of B.C. FIPPA.

At the outset, I'll address section 30.1 by way of back-
ground. However, the core of my submission will relate
to the trade implications. As the committee is aware, sec-
tion 30.1 was enacted out of concern that outsourcing of
storage of Canadian data, and particularly of health in-
formation, to the United States would subject this data to
an excessive investigative context that places few limits
on state data-gathering activities.
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The passing of the U.S.A. Patriot Act was, at the time,
pointed to as an example of the expansive powers grant-
ed to the United States agencies. However, a less no-
torious yet far more serious United States law, the FISA
Amendments Act of 2008, is the true source of concern
for Canadian data. It provides United States intelligence
agencies — primarily, the National Security Agency —
near limitless powers to access information of foreigners.

While these powers are so broad they incidentally cap-
ture significant amounts of U.S. data, they at least provide
some minimal protection for non-foreigners, in the na-
ture of restrictions on use, further disclosure and iden-
tity suppression. These protections are not available for
data of foreigners.

The NSA has not hesitated to make full use of its ex-
pansive powers, and documents released by former
NSA contractor Edward Snowden demonstrate that the
agency obtains an average of 100 million pieces of data
from United States—based computer networks on an
average day.

A detailed qualitative analysis of NSA’s stored data
obtained by the Washington Post demonstrates the ex-
pansive nature of the resulting data collection programs.
This analysis found that only 10 percent of the 11,000 in-
dividuals whose data was present in the sample were ac-
tual NSA targets, the rest being individuals whose data
was collaterally captured in getting to those 10 percent.

Given the minimal technical and legal constraints on
the NSA, no effort is made to discard files openly ac-
knowledged by the NSA itself to be irrelevant. Regarding
the quality of this collateral impact, the Washington Post
describes it as such: “Many other files, described as use-
less by the analysts but nonetheless retained, have a start-
lingly intimate, even voyeuristic, quality. They tell stories
of love and heartbreak, illicit sexual liaisons, mental
health crises, political and religious conversions, finan-
cial anxieties and disappointed hopes.” The individual
profiles themselves specifically included medical rec-
ords, resumés, children’s academic transcripts and sensi-
tive pictures, described by the Washington Post as risqué.

[0915]

The foreign intelligence framework put in place by the
FISA Amendments Act of 2008, which grants the NSA
carte blanche regarding the privacy of foreigners, is stark-
ly at odds with the interconnected nature of our modern
global digital activity.

Canada, it should be noted, is not immune from this
paradigm, as our own foreign intelligence agency, the
Communications Security Establishment, or CSE, is
granted similar leeway when gathering information of
non-Canadians, as are other foreign intelligence agen-
cies around the world. Collectively, this entire paradigm
creates significant cross-border challenges for those gov-
ernments hoping to provide some measure of privacy for
their citizens while still finding ways to participate in the
global communications infrastructure.

Data localization restrictions, such as that encoded
in B.C. FIPPA’s section 1, 30.1, Nova Scotia’s Personal
Information International Disclosure Protection Act
and Australia’s Personally Controlled Electronic Health
Records Act, provide examples of these attempts.

Territorial restrictions of this nature are not a sil-
ver bullet, however. They fail to directly address the
underlying problem, which is the disregard for privacy
of foreigners that is at the heart of many foreign intel-
ligence frameworks. Even with data localization meas-
ures, foreign intelligence agencies can — and regularly
do — reach into foreign territories and compromise data
centres remotely.

Gaining this type of remote access requires greater
practical effort, has accompanying exposure risks and
lacks the ease associated with compelling a domestically
present company to merely comply with access orders.
Nonetheless, remote access is pervasively employed by
foreign intelligence agencies. Moreover, these agencies
situate themselves at key points in the global communi-
cations infrastructure and capture significant amounts
of data in transit.

On the other hand, territorial restrictions can lead to
greater privacy by increasing the difficulty by which for-
eign intelligence agencies can gain access to such data.
Moreover, they can lead to the adoption of stronger pri-
vacy protections more generally. For example, concern
over foreign intelligence agencies, such as the NSA, has
pushed companies such as Microsoft to develop clouds
based in local data centres in several jurisdictions, in-
cluding Canada, India, Germany and Ireland, as well as to
seek legal recognition of this data segmentation scheme
in U.S. courts.

It has also provided the B.C. government, as you are
likely aware, with the incentive and impetus to negotiate
enhanced protection, such as tokenization schemes, with
a foreign-based cloud computing company and services.

Notably, it has provided the basis for negotiations be-
tween the European Union and the United States, with
the object of securing better protection for EU citizens
within the United States foreign intelligence framework.
These negotiations arose in response to a decision of the
Court of Justice of the European Union invalidating the
ability of private companies to transfer data to the United
States because such companies cannot provide protec-
tion against the NSA’s excessive foreign intelligence re-
gime. These bilateral EU-U.S. negotiations regarding the
need to adopt protections for EU citizen data within the
United States foreign intelligence regime only arose out
of the EU’s data transfer restrictions.

With this general discussion of the potential and limits
of data localization as a means of safeguarding domestic
data against foreign state agencies in mind, I now turn
to a discussion of recent developments in trade frame-
works and their potential implications for this specific
data localization regime.
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Some general background on trade agreements. While
earlier ways of trade agreements have had as their pri-
mary object the reduction of tariffs as a means of trade
liberalization, more recent trade initiatives have begun to
address significant elements of domestic regulation in an
attempt to harmonize and set specific standards.

The result of this shift is that impact of trade agree-
ments is no longer primarily economic in nature, and the
potential of such agreements to undermine the ability of
states to protect their citizens is high.

The trend in question has taken hold in earnest with
respect to domestic intellectual property laws and is be-
ginning to encompass a growing range of the digital eco-
system that primarily falls to provincial control under
Canada’s constitutional scheme. This includes privacy
protection, e-commerce, transactional protections and
neutrality obligations.

The trend poses significant issues for democratic legit-
imacy, as the autonomy granted, to the executive branch
of the federal government in particular, to enter into for-
eign policy commitments in secret and without meaning-
ful consultation with the public is broad.

[0920]

Where this autonomy was historically limited to ne-
gotiating trade quotas and tariffs by practice, the impact
of these processes on domestic regulatory policy was
more limited. However, trade agreements today include
significant and detailed obligations regarding domestic
regulatory regimes, and this trend is only likely to inten-
sify in the future, meaning that the impact on domestic
regulatory regimes, such as B.C. FIPPA, is likely to be an
ongoing process.

The shortcomings of the trade process as an instru-
ment of legitimate democratic policy-making are signifi-
cant. The instruments are negotiated in highly secretive
contexts with substantive texts outside the reach of not
only the public and of freedom-of-information laws but
even of parliamentarians. This creates difficulties in at-
tempts to ensure that the policy outcomes, which are
ultimately encoded in trade agreements, reflect the pub-
lic interests, as the public is effectively locked out of the
policy development stage.

I take an aside to note that this is not necessarily some-
thing that is within your purview to address, but it does
form the basic backdrop of the agreements that you are
dealing with, will have to deal with, now as well as in
the future.

Once a trade agreement is completed, it is presented to
the public as a fait accompli. Increasingly, the obligations
undertaken in trade agreements are detailed and specific,
allowing for minimal latitude in how these are ultimately
encoded in domestic legislation or action. This leaves any
ex post democratic protections an inadequate safeguard
for ensuring balanced public policy.

Even without legislative action, trade commitments
can have direct impact on domestic policy and law. Our

courts will interpret, for example, ambiguities in domes-
tic legislation in a manner that presumes compliance
with international commitments such as trade agree-
ments. Even where commitments undertaken in a trade
agreement do not make their way into domestic legisla-
tion or judicial decisions directly, the ability to enforce
trade commitments can impose heavy consequences for
domestic governments operating regulatory regimes that
do not comply with these.

There are, in essence, two types of enforcement mech-
anisms that have taken root in trade agreements in recent
years. I'll just explain them briefly.

The first and more insidious of the two is the inclusion
of investor-state dispute resolutions, commonly referred
to as ISDS, rights that grant foreign investors the right to
sue domestic governments in international tribunals as
a means of challenging regulatory actions of those gov-
ernments. This is a powerful instrument placed in the
hands of one set of stakeholders, foreign investors, while
ignoring all others.

A second only somewhat less concerning means of
enforcing trade obligations is through the inclusion of
bilateral dispute resolution measures, referred to com-
monly as simply dispute resolution, which allow one state
government to sue another over perceived violations of
rights. The ambiguous nature of trade language has meant
that these dispute resolution mechanisms can sometimes
lead to surprising and unpredictable outcomes.

For example, in 2005, a World Trade Organization ap-
pellate body upheld an Antigua and Barbuda lawsuit that
emerged from a series of United States laws designed to
prevent on-line gambling. This lawsuit succeeded, even
though the United States had not intended to make any
trade commitments relating to the regulation of gam-
bling at all. The remedy granted to Antigua was the right
to violate U.S. intellectual property laws in order to re-
cover its annual losses, estimated at $21 million a year,
until the United States Legislature took steps to address
the repudiated gambling regulation.

Dispute resolution mechanisms can even be used by
foreign governments or investors, as the case may be, to
challenge the results of domestic judicial decisions in-
terpreting laws previously thought to be compliant with
trade obligations in a manner that negatively impacts the
party in question.

For example, pharmaceutical company Eli Lilly re-
cently filed a $500 million lawsuit, under NAFTA’s
investor-state dispute settlement regime, against the
federal Canadian government. The lawsuit arose out of
a Supreme Court of Canada decision that evolved pat-
ent obligations in a manner designed to prevent patent
holders from claiming patent protection over outcomes
that are never realized.

It is notable that the public interest is not only locked
out of the trade commitment development process but
also locked out of the ex post judicial development of
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these commitments. In democracies, lawsuits, class ac-
tions and constitutional challenges can be launched by
individuals and companies alike. Under the trade regime,
however, it is only companies or states that can initiate
such processes.

[0925]

Moreover, whereas in most democracies, constitu-
tional restraints exist as an ultimate limit on the impact
of regulator action, the highest consideration in the ap-
plication of trade commitments becomes the overriding
need to limit barriers to trade.

Currently this creates an atmosphere where it is dif-
ficult for any gold standard to emerge or prevail. There
have already been documented instances in Canada, for
example, where the spectre of trade enforcement was
used to chill certain public policy initiatives that would
have set higher protection standards — primarily in the
environmental protection context.

In this regard, Eli Lilly’s stated justification for challen-
ging Canadian patent law under NAFTA is telling. The
quote here from the Eli Lilly representative is that they
didn't like the result of the Supreme Court decision, but
they also say: “We're afraid it can lead to other countries
attempting to undermine intellectual property in simi-
lar ways.”

The decision was held by other commentators to be
very reasonable and a positive advancement of intellec-
tual property laws and patent laws.

In addition, a country that first adopts a higher stan-
dard may have a harder time justifying the standard in
question in the manner required by many trade agree-
ment prohibitions.

Now, all of this is by way of background, but it does
have specific implications for any potential defence of
section 30.1. So against this backdrop, data localization
rules, such as those of British Columbia, Nova Scotia,
Australia and India, have all been explicitly and increas-
ingly targeted, primarily by United States-based infor-
mation technology industry groups and, as a result, by
the United States trade representative.

This has made data localization a live issue in three ma-
jor regional agreements, which include the recently con-
cluded Trans-Pacific Partnership agreement, referred to
as the TPP; its east coast counterpart, the Transatlantic
Trade and Investment Partnership, the TTIP; and the
global Trade in Services Agreement, referred to as TISA.

Each of these agreements includes similar sets of com-
mitments, modified for the particular regional context
and negotiated outcomes that limit data localization re-
quirements. The commitments adopted in these agree-
ments are co-extensive, meaning that Canada will be
subject to all of these, in addition to its existing commit-
ments under NAFTA, GATT and GATS.

The most salient features of these new agreements is
the electronic commerce chapter. This chapter directly
addresses privacy generally as well as data localization

laws specifically. The Trans-Pacific Partnership agree-
ment’s — from now on in my comments, I'll refer to it as
TPP — e-commerce chapter includes explicit data local-
ization restrictions, as does a leaked draft of the Trade
in Services Agreement, which is still being negotiated.

While the TPP e-commerce chapter was initially re-
ported as imposing limitations on private and public
sectors alike, the final version, as adopted, excludes gov-
ernment procurement and government data collection
from its scope. This effectively immunizes B.C. FIPPA’s
section 30.1. However, the finalized TPP provision is
nonetheless instructive, as it may be applied to state ac-
tion in future agreements.

The provision adopts a general prohibition on state at-
tempts to prevent cross-border transfer of information as
well as from requiring the local presence of computing
facilities. States can depart from these prohibitions but
only if a rigid justification test is met. This test includes
a need to prove that the restriction in question does not
extend further than strictly necessary to achieve a legit-
imate public policy objective.

In the context of section of 30.1, if the public policy ob-
jective is established to be placing barriers on the ability
of foreign intelligence agencies to access personal infor-
mation of Canadians, then the onus will be on the gov-
ernment to demonstrate that the provision does, in fact,
achieve its objective.

The data localization restrictions in TISA’s, which is
the still-being-negotiated counterpart to the TPP, most
recently leaked e-commerce chapter are even more re-
strictive. To begin with, they apply to private and public
sector action alike. Moreover, they adopt a categorical
prohibition to data localization that brooks no limitation.
This may change over time as the text gets negotiated.

(0930]

Both TISAs and TPP’s e-commerce chapters are sub-
ject to enforcement through state-to-state dispute reso-
lution. The TPP also includes an investor-state dispute
resolution chapter, which, in its final iteration, does not
apply to the rights granted in its e-commerce chapter.

As a result, even if TPP’s explicit data localization obli-
gations were applied to the public sector, the Canadian
government would not be subject to direct company-in-
itiated lawsuits over section 30.1 arising from the e-com-
merce chapter. However, the TPP’s investor-state dispute
settlement regime does grant foreign investors the right
to sue governments over any treatment of domestic com-
panies or companies of another country that is more fa-
vourable in like circumstances than that according to its
own company.

I know I'm near the end. Can I just take another half
a minute?

D. McRae (Chair): You can have 30 seconds. It will
take away from our question-and-answer period, but 30
seconds is yours.
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T. Israel: I'll finish it really quickly. The viability of sec-
tion 30.1, under this regime, will largely turn on what is
considered like treatment. This will turn on the govern-
ment’s ability to demonstrate that the distinction drawn
by the provision between Canadian-based and foreign
data storage is based on real differences between the two.

I'll just say very briefly that there has been one trade
decision that has acknowledged that data localization
can be justified under these more generalized types of
obligations. However, it requires a very detailed explan-
ation of why specific countries or the countries that are
being restricted from providing the storage in question
need to specifically be excluded from the procurement
in question.

I'll just finish off there. Thank you for the additional
time.

D. McRae (Chair): Well, thank you very much. [ know
I have two questions.

D. Routley (Deputy Chair): Two things, Mr. Israel.
Thank you very much for your presentation. It was very
helpful.

The first would be.... We heard, at a recent confer-
ence, from Lisa Austin from the University of Toronto,
who pointed out that should B.Cs personal informa-
tion be stored in the United States, we, of course, are not
protected by Fourth Amendment rights as non-resident
foreigners.

She also indicated that we would surrender our
Canadian Charter rights, because any search of that in-
formation from across border — the agency making that
search — would not be required to respect our Charter
rights. That would be the first question. Do you agree
that that would be a consequence of storing informa-
tion in the U.S.?

Then secondly, provinces have made different reserva-
tions under TPP. Alberta has reserved their Legislative
Assembly as well as all officers of the Legislative Assembly,
and Nova Scotia has reserved their chief information
officer as well as their health chief information officer,
whereas B.C. has only reserved the Legislative Assembly.
Could you share with us what you think the implications
of those reservation choices are?

T. Israel: Sure. To the first issue, the foreign intelli-
gence paradigm that, particularly, the NSA but also other
agencies operate under has as its underlying presumption
the mistaken, in my view and increasingly in the view of
international law, but strongly held assumption that pri-
vacy essentially ends at your territorial borders. Again,
this is not limited to the U.S. Canada applies the same
standard to non-Canadians.

The result of this is the unfortunate reality that yes,
a Canadian whose data is being accessed by an agency
in the U.S. and who is not in the U.S. at the time, even

though their data is, cannot assert any constitutional pri-
vacy right at all, which is a real gap when you consider
how globally integrated our communications are. So the
answer to the first question is yes. The moment the data
is being accessed from the United States through the
aegis of a U.S. company who has control over that data,
there is no privacy right that the Canadian affected can
really assert.
[0935]

Now, this does apply, as well, if the U.S. agency hacks
into, say, a Canadian-based data centre holding the same
data. Arguably, though, there are other issues there that
could violate Canadian criminal law, for example, or
other types of laws in Canada that could, in theory, be
raised against the agency in a way that couldn’t happen,
necessarily, if the data was only stored in the U.S. I hope
that answers question 1.

To question 2....

D. Routley (Deputy Chair): Just before you go there,
could international treaty-making that would extend a
person’s citizenship rights along with their data across
borders — is that a reasonable solution under agreements
that we now are subject to?

T. Israel: The problem there is the international human
rights instruments, which are universally the broadest
adopted and ratified instruments on the planet, do not
have the powerful enforcement mechanisms that come
in the trade context. So my argument would....

The U.N. High Commissioner for Human Rights has
said that privacy should be treated as applying extraterri-
torially and should be respected even with respect to for-
eigners, but governments like the United States — and
Canada, in its own practices — do not accede to that, and
there’s no way to compel them to by going to an inter-
national tribunal in the way that an obligation in a trade
agreement can be enforced.

So the answer is yes and no. Yes, technically, but there’s
no way to impose that practice onto U.S. agencies. What's
happening now between the E.U. and the U.S. as a re-
sult of the.... Data has been cut off from flowing to the
United States, but the Court of Justice in the European
Union has said that there are not sufficient guarantees for
European citizens' data. So now this forces the United
States to negotiate with the U.S.-specific protections for
European citizens’ data.

There’s no other.... It’s very difficult to get there from
a practical perspective. It’s really the challenge on that.
Data localization limits are one of the few ways that you
can negotiate those types of protections, just as they are
a key impetus for negotiating additional privacy protec-
tions, such as tokenization with specific service providers.

Very quickly, to the second question. Yes, reservations
can play a role. Under TPP and with the specific con-
text of the e-commerce chapter.... I think the answer
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is: definitely it would have been, probably, better to get
a broader set of reservations that would have provided
more latitude for this type of activity, for the B.C. gov-
ernment more broadly. But as it stands, the reservations
won't help under TPP. They may under future agreements,
if that is undertaken.

D. McRae (Chair): Thank you very much. In the re-
flection of brevity, we are down to about two minutes.
So I wonder, Kathy, if you could ask a quick question,
and hopefully Tamir could answer a quick answer. We'll
see if we have time to squeeze in David Eby’s question
at the end.

K. Corrigan: Thank you very much. I share your con-
cern about the impact of trade agreements, particularly
on subnational governments that have not been involved
in negotiating those trade agreements and yet are subject
to them as well.

I just wanted to clarify, though. You were saying that
the TPP has excluded government. So that would reflect
the safety of 30.1 as far as we're concerned. You're talking
about like treatment. But as long as we have the exclusion,
then we are not being subjected to the like treatment. It’s
simply an excluded area, so we're, so far, protected. Is
that correct?

T. Israel: Yes. Sorry, I think I rushed through the end
there. There is an explicit prohibition on data localization
that does not apply, but there is a more general like-treat-
ment requirement of general application that could apply.
It's not designed for this type of thing, but it could apply.

It's hard to predict what a trade tribunal will do, un-
fortunately. But creating a more concrete record for why
the restriction is there is a prophylactic against that type
of thing.

D. McRae (Chair): We have time for a quick question
and a quick answer, from David Eby.

D. Eby: Maybe just a request that Mr. Israel.... [ have a
lot of questions but, unfortunately, no time. I would hope
that you would follow this up with a written submission
with specific recommendations for this committee in
relation to our job here, which is to make recommen-
dations related to the amendment of B.C’s Freedom of
Information and Protection of Privacy Act.

[0940]

A lot of interesting international trade questions you've
raised. Very difficult for this committee to incorporate
amendments to TPP or other international trade agree-
ments. So specific to B.C., if you have a list of recommen-
dations for this committee, I'd love to hear them, because
I share your concerns. I'm just not sure of the extent of
our committee’s work at that level.

T. Israel: If I could respond really briefly, I think I
wanted to provide some assurance that you're probably
under no immediate trade obligation to change section
30.1. We will try to provide more detailed comments on
that as well as on some other elements of the law, as it is
something that were interested in.

D. McRae (Chair): Tamir, thank you very much for
your presentation. Adding to what David Eby was just
saying, we can take a written submission up to January
29, 2016. Thank you very much for your oral presenta-
tion, and if you wish to submit one in writing, it would
be much appreciated by committee members. Thank you
for joining us today.

T. Israel: Thanks for having me.

D. McRae (Chair): I would ask Rob Wipond to come
join us, please.

Rob, I know you've been here for the last several pres-
entations. We try to keep the actual oral presentation to
20 minutes and then ten minutes for questions and an-
swers. Since you're actually here in person, I will maybe
give you a hand signal if you get close to your 20 min-
utes and you're going strong. I just open the floor to you.

R. Wipond: Yes, I'm going to monitor my time here,
too, and maybe just cut some things out if I feel like I'm
going a little too quickly.

Good morning. I'm a freelance investigative journal-
ist based in Victoria, and I've been using information
access law for two decades. One of the topic areas that I
research and write about is surveillance and privacy. I'm
going to review some examples that show why we need
more information access and privacy monitoring, en-
forcement and penalties, and then I'm going to focus on
avery specific recommendation for an addition to sched-
ule 2 of FIPPA.

Laws covering information and privacy have become
some of the most important laws of our time. Issues of
surveillance, privacy and citizens’ rights to know what
their governments are doing are central to democracy.
The role you are playing right now in reviewing FIPPA
is arguably one of the most important tasks facing our
government.

FIPPA is valuable legislation. It has, unfortunately,
been steadily weakened while it desperately needs to be
strengthened. For example, the government received ex-
cellent feedback from a public committee that it organ-
ized to provide input about the B.C. Services Card. Their
report is valuable reading, and I found it inspiring to see
how much a diverse group of ordinary citizens, through
the process, came to truly understand and care about
protecting privacy and about the dangers of surveillance.

As far as I have seen, the government has, by and large,
ignored their input and has significantly weakened pri-
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vacy law in this province to facilitate the B.C. Services
Card and related interlinked data-tracking systems, with
no clear or persuasive rationale. Where is that leading?

In Britain today, there are systems that integrate
data from social services, health, policing and schools.
Children and families cannot exist outside the control
of a virtually all-seeing government. Is that the kind of
society that you want to help create?

Just imagine a government that is slightly nastier or
more ideologically driven by ideas about race or class or
crime or mental health or welfare or rebellious tenden-
cies. Once in place, how will that kind of system be used
by such a government? Do the purported future benefits
really outweigh the risks? Not according to the govern-
ment’s own citizens committee.

What should we do? I'll start by comparing this prov-
ince’s situation to one that is in utter collapse: Canada’s
federal information and privacy laws. These examples are
doubly relevant because British Columbia seems to be
gradually moving towards the federal model.

Essentially, the Office of the Privacy Commissioner of
Canada and the Office of the Information Commissioner
of Canada have investigative powers but little in the way
of meaningful enforcement powers. So there’s an ever-
expanding list of cases where the OPC and the OIC have
found that information and privacy laws are being broken,
and they haven't been able to do anything about it.

Not long ago, for example, the federal Information
Commissioner went public with her complaints that the
RCMP is regularly breaking information access laws, in-
cluding simply ignoring access requests for years on end
and destroying information. Health Canada is notorious
for stonewalling requests for years. In both cases, access
requests of my own were involved.

[0945]

Similarly, the Privacy Commissioner has publicly
identified programs at federal agencies that are in breach
of privacy law but has not been able to prevent or stop
them.

Here in B.C., we have many of the same problems. I've
had tiny information requests take years. However, un-
like those federal offices, the OIPC also has some actual
order-making powers. The commissioner can, in some
circumstances, force an agency into compliance with the
law. Even when that power is not used, it helps signifi-
cantly that it is there as a caution and a warning.

My main frustration is that we too often aren’t even
enforcing the laws we have now, which at least are better
than the federal ones. In my opinion, FIPPA would be
much better if it provided broader powers to proactively
monitor, enforce and administer penalties. I'll give some
examples.

A couple of years ago, I discovered that many public
schools in the Western Communities just west of Victoria
had installed surveillance cameras outside and inside the
schools. The school board had even authorized the use of

cameras in children’s washrooms, and they would allow
access to the saved video feeds. I started asking questions.

The last I heard, the school board had at least begun
communicating with the OIPC about coming into com-
pliance with the law. But it’s an apt illustration of how
these kinds of things are just happening around the prov-
ince without oversight. We need proactive monitoring of
what’s going on out there. Incidentally, the B.C. govern-
ment has passed legislation specifically giving schools
more ways to bypass FIPPA.,

Another example. I discovered that the city of
Vancouver’s downtown surveillance cameras and saved
video feeds were routinely being used in contravention
of the city’s own publicly stated policies, and it had been
going on that way for years.

Another example. B.C. municipal police boards are
supposed to provide a level of open citizen oversight on
the police. Police boards are, therefore, required by law to
give reasons for going in camera at meetings and to pro-
vide the uncensored minutes to the Ministry of Justice
in confidence. The Justice Ministry has refused to answer
my questions as to whether anyone actually ever reviews
those reasons and determines whether they are reason-
able or not. Are B.C. police boards routinely breaking
the law? We don’t know. We need proactive monitoring
and enforcement.

Another example. Not long ago, B.C. police were build-
ing a program of mass surveillance called automatic li-
cence plate recognition, modelled after similar programs
in the U.S. and UK., where a mix of stationary and police
car-mounted cameras constantly snap photos of every
single car on the roads and store information about the
licence plate, the date and time and the precise location
of every vehicle. Over time, this builds an astonishing
database of information about every driver’s whereabouts
at all times.

I, a technology expert and a privacy expert investigat-
ed this and discovered that the system was operating in
contravention of B.C. law, plain and simple. It was an il-
legal surveillance program gathering information on the
activities of innocent citizens and being run by our own
police forces. We presented evidence to the OIPC. They
decided to investigate, and sure enough, the OIPC found
that the program was illegal.

Notably, we also learned that both federal and B.C. com-
missioners had reviewed and expressed concerns about
that program in the planning stages, but neither had the
legal authority to prevent the program. We need to pro-
actively monitor and enforce the laws that are on the books.

Another example. The buying and selling of infor-
mation about people and their activities is a multi-bil-
lion-dollar industry in North America, and it's growing
rapidly. Privacy data breaches and identity theft are be-
coming more common, and they can and do destroy
people’s lives. There needs to be more proactive monitor-
ing in that area as well.
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Subsidiaries. This issue has been brought up to you
repeatedly, so I won't go into it here, but 'm certainly in
agreement that subsidiaries of public institutions should
be held accountable under FIPPA.

Erasing history. We clearly need a law more strongly
outlining a duty to document in the public service and
penalties for breaking FIPPA. I'm sure you've heard a
great deal on that issue. I, too, have seen many cases of
government workers deliberately not keeping or illegally
erasing or conveniently not finding important informa-
tion that was subject to an access request. I've read e-mails
where senior bureaucrats were instructing others to de-
lete important e-mails. You can see examples of these sit-
ting on the B.C. government’s Open Information website.

To be clear, I'm not saying that it’s the common prac-
tice of average public employees. On the contrary, in my
experience, most average public employees are proud of
their work and want their work properly recorded, filed
and known about by the public.

[0950]

From what I've seen, the directives to not keep records,
to miss records and to delete records are usually politic-
ally motivated, and they emerge from the most senior
personnel within the public service that are working the
most closely with elected politicians. That'’s why I was not
surprised to see the recent revelations about those kinds
of actions happening in the Office of the Premier.

If you feel any inclination at all to defend such prac-
tices, I ask you again: please, just imagine a situation
where we have a government in power that you person-
ally are less sympathetic to. How would you feel about it
then? Are you sure this is the kind of society you want
to help create?

Now [ want to spend the rest of my time on an issue
about which I am particularly knowledgable. It is a re-
quest for a very specific, small, but extremely import-
ant change to FIPPA. In an April 2014 letter to the B.C.
government, Information and Privacy Commissioner
Elizabeth Denham recommended that the British
Columbia Association of Chiefs of Police and the British
Columbia Association of Municipal Chiefs of Police be
declared to be public bodies and be added to schedule 2 of
FIPPA by an act of legislation “at the earliest opportunity.”

Are you aware of this? Why hasn’t it happened? Perhaps
in our question-and-answer session, some of you will
comment on this. I am also curious to know if anyone
representing B.C’s municipal police chiefs has presented
to this committee. During past reviews, someone has al-
ways come to make arguments about ways in which B.C,
municipal police should not be subject to FIPPA.

What's interesting, though, is that the police chiefs
do not do it themselves — most likely because it's not
something that most police boards would authorize
their chiefs to do. As representatives of the public inter-
est, most police boards, I think, would not want to be
publicly seen as setting out to make their police depart-

ments vastly more secretive. So someone else often does
the presentations to this committee.

Who? Well, that’s an interesting question. Let’s go to
the Hansard record to find out. On January 21, 2004, a
man named Volker Helmuth presented to the commit-
tee reviewing FIPPA. He began: “I'm the information and
privacy coordinator for the Vancouver police department,
but I'm appearing today on behalf of and as representa-
tive of the British Columbia Association of Municipal
Chiefs of Police” He spent most of his time arguing why
municipal police shouldn’t be subject to FIPPA.

During the Q and A, MLA Joy MacPhail said to Mr.
Helmuth: “I will start by saying that I'm taken aback
completely by your presentation. First of all, could you
tell me why this letterhead is of Jamie Graham, the chief
constable?” — of the Vancouver police department — “Is
he the head of the association or something? I'm sorry,
Idon't...”

The confusion that Ms. MacPhail is experiencing is im-
portant and telling. She is wondering why a staff member
of a municipal police department is giving arguments to a
legislative committee about what municipal police depart-
ments supposedly want, while he is actually representing
a private lobby group, but then is providing these argu-
ments on official municipal police department letterhead.

Ms. MacPhail is wondering who exactly this person is
speaking for. Who is paying him? She never gets a clear
answer.

I've been writing about these two associations, the
B.C. Association of Municipal Chiefs of Police and the
B.C. Association of Chiefs of Police, for several years.
After my long information-access battle to get copies of
at least some of the minutes of their meetings through a
roundabout route, I immediately started to express my
concerns and provide evidence to the OIPC.

A number of other organizations, like B.C. Civil
Liberties, the B.C. Freedom of Information and Privacy
Association and Pivot Legal, have reviewed the evidence
and expressed their concerns to the OIPC as well. That
is what led to the OIPC looking into the issue. Ultimately,
the commissioner made her recommendation to govern-
ment that the associations should be declared to be public
bodies and added to schedule 2.

That’s partly because, 11 years later, today, that same
confusion that Ms. MacPhail was experiencing still exists,
and the commissioner’s recommendation is an attempt to
clear up the confusion. No one really knows what these
associations really are or who they really represent.

However, they are extremely important and influential
in matters of public policing in B.C. What I can tell you
is that they both claim to be private groups not subject
to FIPPA. Yet what I can also tell you is that both asso-
ciations often claim to officially represent public police
forces in this province.

They make many policing governance decisions; help
craft legislation for the provincial government; share
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highly confidential policing information that often trav-
els overseas; appoint policing representatives to import-
ant public agencies; and along with senior B.C. policing
and security personnel, include among their members
official representatives from the B.C. Ministry of Justice,
CSIS, Canada Border Services, the U.S. Secret Service
and the U.S. Drug Enforcement agency.

It does sound like a collaboration of public bodies,
doesn’t it? But their meetings and decisions are not sub-
ject to FIPPA?

[0955]

Meanwhile, both associations also claim to be simply
comprised of private citizens in a private group. One of
them includes members who represent private sector
companies, and they engage in activities like fundraising
for their group, lobbying, and public relations activities
on controversial matters of public policy, like federal sur-
veillance legislation and changes to FIPPA.

The upshot of this confusion that Ms. MacPhail
was intuitively wondering about is, for example, that
the police officer members of the B.C. Association of
Chiefs of Police take money from the Canadian Bankers
Association to further the goals of their private group.
And at the very same meetings, they make decisions
about how to improve official police responses to crimes
at banks.

Stay with that. Yes, that'’s me cutting a cheque to sup-
port your bowling team and you, during that same meet-
ing, committing to support legislation that creates new
grants for freelance journalists like me. That’s about as
blatant an example of inappropriate conflict of interest in
public servants as could be dreamed of. Most police agen-
cies have policies forbidding such practices, but these
organizations are not transparent to the public, and they
function without accountability to the public.

Both the B.C. Association of Chiefs of Police and the
Association of Municipal Chiefs of Police need to be
added, via legislation, to schedule 2 of FIPPA and made
appropriately subject to FIPPA, as our public police de-
partments and police boards are. This is necessary so that
you as our elected politicians, B.C. police boards and B.C,
citizens at least have a window into how our police are
being governed in this province.

It is vital, too, for the Ministry of Justice to draft legis-
lation to ensure that the governance of policing in B.C.
is properly under the control of government and not
under the control of two private groups. But if the Justice
Ministry is going to continue to avoid doing the right
thing, then hopefully at least being exposed through the
window of FIPPA will help push these public employees
to do what’s right.

You can do what’s right. Add these police chiefassocia-
tions to schedule 2 of FIPPA.

D. McRae (Chair): Thank you very much. We have up
to 13 minutes for questions.

D. Eby: Thank you, Mr. Wipond, for coming. It’s nice
to put a face to the name.

Can you advise what the context was for the commis-
sioner’s recommendation around these two associations
that you're recommending be added to the schedule for
the act? Why was the commissioner engaged with that?
What was the context for that recommendation?

R. Wipond: Largely, for some of these things I'm
pointing out to you, we had gone through a process of
trying to find out.... I was trying to find out what these
associations were up to. They declared themselves to be
private groups not subject to FIPPA. Mediation occurred,
and all sorts of evidence started to gather. I just basically
started passing information to the commissioner’s office,
saying: “I think you should look into this, because what
we're talking about here is what looks to me like a public
body operating outside the auspices of FIPPA”

It was within her jurisdiction to look at it. She looked
at it, and she invited submissions from anyone. Both the
associations submitted. I submitted. Some of the private,
non-profit groups I mentioned submitted. And then she
made a recommendation.

In her letter, which is on her website and available to
all of you to see, she not only makes her recommenda-
tions but includes all of our submissions as well. It’s a very
educational document. You see that the associations do
not resist the idea of becoming subject to FIPPA, but nei-
ther do they endorse it. I don’t know why it hasn’t hap-
pened. No one actually said they shouldn’t be, but it still
hasn’t happened.

D. Eby: I can advise you.... 'm not aware that we have
had any presentations from the chiefs of police or from
any municipal police departments, but it may be useful
for us to hear from them on this point.

The second question I have is in relation to the B.C.
Services Card input that you mentioned. What, specific-
ally, coming out of that B.C. Services Card input would
you recommend that this committee focus on in terms
of our potential amendments recommended to the
Legislature?

R. Wipond: Oh, gosh. I'd just say you've got to read
it. Really, 'm not an expert on that particular thing. B.C.
Civil Liberties, I think, has been looking at that a lot and
would provide great input on that. But I just found that it
really, most importantly, impressed upon the government
the significance of what was happening and the import-
ance of getting it under control. I had some concern that
that didn’t seem to be followed.

[1000]

K. Corrigan: Thank you for your presentation. I notice
that with regard to the automatic licence plate recogni-
tion program, you say: “We also learned that both feder-
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al and B.C. commissioners had reviewed and expressed
concerns about that program in its planning stages, but
neither had legal authority to prevent the program.”

Was that an opinion that was expressed by the commis-
sioner — that there is no authority to proactively take a
look at actions of government until there is a complaint
afterwards?

R. Wipond: That’s not an opinion they've given. As
far as I know, that’s the way it is. That’s the law. They just
simply try to coerce and pressure and suggest. They go
into public venues and express their concerns — some-
times later, if the thing keeps continuing. Essentially, they
don't have that authority. I found documented evidence,
at length, of them expressing some of the same concerns
that we ultimately had and that were ultimately proven
to be illegal.

D. McRae (Chair): Are there other questions from
the committee?

Thank you very much for your presentation, sir. Like
it was said earlier, your presentation, obviously, goes into
Hansard on record, but if you wish to add a written sub-
mission, we'll take that up to January 29 of 2016.

If I could ask the committee to take a short recess
for two minutes, and we will resume. We're going to be
joined by the regional district of Central Kootenay via
video conference. We'll recess for two minutes.

The committee recessed from 10:01 a.m. to 10:06 a.m.
[D. McRae in the chair.]

D. McRae (Chair): We are now being joined via video
conference by Bronwen Bird from the regional district of
Central Kootenay.

Bronwen, we haven’t used this technology a lot, but
we've done it a couple of times. Hopefully, you will be able
to see and hear us. We can see and hear you. By practice
of the committee, we'd ask for a 20-minute presentation,
if that’s what you have. Then that would allow commit-
tee members ten minutes to have questions and answers
for further follow-up if necessary.

I'm a little congested today, but I will do my best to
run a meeting on time. According to my watch here, it is
10:07, and [ will turn the floor over to you.

B. Bird: Good morning. Thank you for this opportun-
ity to speak. My name is Bronwen Bird. I'm the records
and information management analyst for the regional
district of Central Kootenay.

Our head office is located here in Nelson, B.C. The
RDCK is responsible for providing services such as
building inspection, land use planning, waste and recyc-
ling, recreation services and many other services to the
Central Kootenay region. In my role, I'm responsible for

implementing a records management program for the
RDCK as well as processing the freedom-of-information
requests that we receive.

I'm going to begin with what I view as the most press-
ing issue regarding freedom of information in B.C,,
which is the duty to assist. Section 6 of the act states: “The
head of a public body must make every reasonable effort
to assist applicants and to respond without delay to each
applicant openly, accurately and completely.” This section
is very clear, and in my opinion, it captures the spirit of
the act, which is to make public bodies transparent and
accountable and to provide information to the public
without unnecessary delay.

However, this duty to assist is not always upheld. I'm
going to briefly describe an experience that the RDCK
had earlier this year with a provincial ministry. The
RDCK made a request for records on February 25 of
this year, and this ministry responded the next day to
acknowledge our request and to inform us that the
30-business-day time limit was April 10. It was a fairly
large request. So I was prepared that the ministry might
require a time extension to respond.

A month later we received a fee estimate, which we
paid. Another month later, on April 29, we received
another fee estimate, which we also paid. At this point,
we requested an update on the timeline for the request,
since they had exceeded the 30-business-day time limit
and they had not informed us of taking a time extension
under section 10. We received no response to this request
for an update.

Another month later, on May 21, we requested again
for an update on the timeline. The response that we re-
ceived from the ministry was that they went past the
due date because of an administrative error. We made
a complaint to this ministry the next day, requesting an
explanation of this administrative error, and once again
we requested details on an expected time frame for the
release of records.

Another month later, on June 22, we had to remind the
ministry that we were expecting a response to our com-
plaint. The ministry informed us that the administrative
error was that they did not take an extension under sec-
tion 10 and that they hoped to send records to us soon.
As well, they would waive the remainder of the fee.

[1010]

This is now four months since we submitted our re-
quest. We had paid two fees, and we still had no records.
At this point, we made a complaint to the Office of the
Information and Privacy Commissioner.

The OIPC office told us that the ministry would send
us records by July 3 at the latest. We did not receive a re-
sponse by this date, so our file was transferred to an in-
vestigator. We finally received the records we requested
on July 6.

Once we received the records, our OIPC file was closed,
because the only issue with our complaint was the min-
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istry’s failure to respond to our request. Since the ministry
eventually responded to our request, albeit 59 business
days late, the OIPC considered the issue to be resolved,
and there was no reason to continue the investigation.

As I'm sure you can imagine, this situation was very
frustrating for us. It was frustrating to witness the min-
istry’s blatant disregard of their duty to assist and to in-
form us of the time limit extension. But what was most
frustrating was that even though the ministry was 59
business days late in disclosing the records to us and we
had paid two fees, our complaint file was closed once we
received the records, and there was no consequence to
the ministry.

There needs to be a consequence for breaching the
act. I'm sure the RDCK’s experience with this ministry
is not unique, and if public bodies are allowed to take
unwarranted extensions and fail in their duty to assist, it
completely undermines the act and the concepts of trans-
parency and accountability.

In the 2010 report of the special committee, several
submissions had brought up this issue about public bod-
ies making a reasonable effort to assist, and those submis-
sions proposed penalties. Despite these submissions, the
special committee did not recommend imposing penal-
ties, but rather, it felt that it is more important to waive
fees to provide some kind of incentive for heads of public
bodies who breach the duty to assist.

I feel that this decision should be reconsidered and
that a recommendation for penalties be implemented if
a public body does not make every reasonable effort to
assist applicants. Waiving fees is not an adequate incen-
tive for public bodies to not breach the duty to assist. In
fact, I believe that by only waiving fees, there really is no
incentive at all for public bodies to not breach the duty to
assist. What about requests that do not incur a fee, such
as requests for an individual’s own personal information
or a request where the fee is small? Where is the incen-
tive to respond to those requests?

Penalties against public bodies for breaching freedom-
of-information legislation is not an uncommon thing.
This is seen in the freedom-of-information legislation of
several countries around the world — for example, Serbia,
Slovenia and Croatia, to name only three. The legisla-
tion of these countries and others imposes fines against
public bodies for a misdemeanor, such as failing to com-
municate accurate and complete information, failing to
provide the public information requested within the pre-
scribed time limit, as well as destroying or concealing
records with the intention of making such information
inaccessible to the public.

B.C. should follow the example of these countries
and the many others that have penalties for breaching
freedom-of-information legislation. There could be set
fines, or there could be a fine for each day beyond the
day that the request should have been responded to, not
exceeding a determined amount. Penalties such as this

would be a much stronger incentive for public bodies,
including provincial ministries, to respond to requests
without delay and to uphold the act. I urge the commit-
tee to seriously consider penalties because it is clear that
merely waiving fees isn't working.

My second point regards the time limit for responding.
The 30-business-day time frame should not be changed.
I can see how some people will view the 30 business
days as a long response time, especially if there are fur-
ther time extensions. However, for some cases, this time
frame is perfectly adequate, especially for large and com-
plex requests. I have processed requests where there are
several hundred pages of responsive records. It takes
time to read through those pages and make decisions on
whether information needs to be severed.

Speaking from my own experience, there are also
times when you are processing multiple FOI requests at
the same time. For some requests, they can be processed
very quickly — in a day or two, maybe a week — but this
is not the case with all requests.

Furthermore, if there is information that could be
harmful to personal privacy or third-party interests, the
affected parties need to be notified, which takes addi-
tional time.

I feel like it comes down to public bodies making in-
ternal policies and procedures about responding to FOI
requests and having adequate training and resources to
ensure timely responses as opposed to changing the re-
sponse time in the act. So long as public bodies are abid-
ing by their duty to assist, then timely responses shouldn’t
be a problem.

[1015]

Problems with time limits arise when public bodies fail
to make a reasonable effort to assist applicants of FOI re-
quests. It is this lack of reasonable assistance which is the
problem that really needs to be fixed.

A possible solution is what I mentioned before, which
is penalties for public bodies. Without adequate conse-
quences, it feels like public bodies are sometimes able to
get away with it, when it comes to taking extensions and
disregarding time limits.

My third point speaks to the relationship between re-
cords management and freedom of information. Timely
responses to freedom-of-information requests are de-
pendent on good records management. Proper records
management can help with locating and retrieving rec-
ords, reducing fees and allowing public bodies to process
the requests quicker rather than wasting time trying to
locate a record.

I've experienced this myself, in which the bad records
management practices of 20, 30, even 40 years ago have
affected my ability to respond quickly to an FOI request.
I've had to spend several hours going through poorly or-
ganized microfiche slides from 30 to 40 years ago, and
I've had to search through several boxes of poorly labelled
files from 20 years ago trying to find a responsive record.
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You can imagine my excitement when I found the re-
cords I was looking for — but not without much diffi-
culty. It's because of these difficulties that I'm very glad
to be implementing much better records management
practices here at the RDCK. Just like other public bod-
ies, we do still have a ways to go, but we're implementing
changes that will benefit us as well as the public now and
into the future.

However, based on reports such as the recent OIPC
report on the deletion of e-mails in the provincial gov-
ernment and the lack of documentation, it is clear that
records management practices need to be improved sig-
nificantly.

This includes documenting business activities, organ-
izing and filing records according to a clear and usable
filing system, and retaining records according to an ap-
proved retention schedule, only deleting or destroying re-
cords that have reached their final disposition and there
are no further actions, including being responsive to an
FOI request, that require those records to be kept.

The act should require public bodies to properly main-
tain their records, cataloguing and indexing them in such
a way that it facilitates the right of access to information.

I agree with the B.C. Freedom of Information and
Privacy Association, who presented in Vancouver last
month, that there should be a duty to document and re-
tain records. This point was also brought up by Laura
Millar, who presented in Vancouver last week. She used
the example of the State Records Act of the government
of New South Wales in Australia, which requires govern-
ments to create accurate records and retain those records
as long as required.

Recordkeeping requirements are also seen in the
freedom-of-information legislation of other countries,
such as India, Antigua and Barbuda, for example. B.C.
would do well to follow their example.

My final point speaks to proactive disclosure. The
benefits of proactive disclosure are plentiful. It promotes
accountability and openness. It provides the public with
access to information that allows them to participate in
the decision-making of public bodies. It also encourages
public bodies to manage their records and information
more effectively and helps with reducing the amount of
requests for information by routinely providing informa-
tion that can be easily provided without a formal request.

According to section 71 of the act, “the head of a pub-
lic body must establish categories of records that are in
the custody or under the control of the public body and
are available to the public without a request for access
under this Act”

However, without a minimum standard of what these
categories of records are, the standards for proactive dis-
closure will vary widely across public bodies. Some pub-
lic bodies will be very thorough in establishing categories
of records, whereas others may only establish a few. There
should be a minimum standard established which details

the classes of information that should be proactively dis-
closed by public bodies.

This could include policies, descriptions of services
offered to the public, budget and other financial infor-
mation, information on public procurement process-
es, publications and information about open meetings.
Furthermore, this information should be easily access-
ible on the websites of public bodies.

The RDCK currently puts information such as finan-
cial reports, bylaws, open meeting minutes and other
documents on our website, and we will continue to work
on proactively disclosing records. But there would be a
great benefit to having a list of records and information
prescribed by the act that must be proactively disclosed
by all public bodies and be organized in a meaningful
way.

[1020]

Additionally, there should be requirements in the act
for public bodies to proactively disclose accurate and
complete information, unless information can be with-
held under the act. This information should also be regu-
larly updated within a reasonable amount of time to
remain accurate and valuable to the public.

In conclusion, I feel like B.C. still has a ways to go to
ensure that the ideas of transparency, accountability and
open government are not just words but the reality of
how our public bodies operate. I feel like many citizens
make FOI requests already thinking that they’re going to
face delays and will receive records with half the words
blacked out, if any records at all.

If you look at the freedom-of-information audit from
this year that was prepared for Newspapers Canada, you
can understand why this sentiment exists. The audit
shows that at all levels of government across Canada,
several public bodies received poor or failing grades for
the release of information and the timeliness of response.
Furthermore, this sentiment isn’t helped by recent media
stories, such as the OIPC’s report on the deletion of e-
mails in the provincial government, particularly e-mails
that responded to a request about the Highway of Tears.

Overall, I do believe the act is strong and sound. The
problem is mainly with the failure of public bodies to
follow the act and the failure to uphold the spirit of the
act. Public bodies should not be allowed to take unneces-
sary extensions and charge exorbitant fees. Public bodies
should not disregard their duty to assist and should face
penalties if they do so.

My hope is that the special committee will make strong
recommendations that will address the many issues that
have been brought up today, as well as in the past meet-
ings regarding the act, and that these recommendations
will result in meaningful changes. As well, I hope that
B.C. will become a standard of excellence for freedom of
information, both in Canada and internationally.

To summarize my recommendations to the special
committee, first, the act should be amended to include
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penalties against the head of a public body for breaching
the duty to assist. Second, the time limit for responding
should remain at 30 business days. Third, the act should
be amended to include recordkeeping requirements, in-
cluding the duty to document and retain records. Finally,
the act should be amended to include a list of classes of
information that should be proactively disclosed by pub-
lic bodies. Proactively disclosed information should be
complete and accurate, organized in a meaningful way
and regularly updated.
Thank you very much for listening.

D. McRae (Chair): Thank you, Bronwen. I'm sure we
have some questions.

K. Corrigan: Thank you so much for your presenta-
tion. [ only have one short question, but I want to make a
comment first. It’s really heartening to see a public body
talking about the responsibilities under the act and ac-
knowledging and supporting the fact that there are re-
sponsibilities and that government should take those
responsibilities seriously. They should follow the act and
stand up for the ability of citizens to be able to access in-
formation. It was great to see that we had a regional dis-
trict making this kind of presentation,

Now, it’s interesting that you're not only subject to the
act, but you also use the act as well. Your concern was
partially based on the fact that you didn’t have access
or you had difficulties with the request — those kinds
of timeline difficulties and some of the other difficulties
that you expressed. I'm sure you're aware that those are
the same kinds of difficulties that we've heard repeatedly
in presentations before this committee.

I'd also point out that you might be heartened to know
that the submission that we're receiving today from the
Information and Privacy Commissioner makes many of
the same recommendations that you are making. So there
you go. You and the Privacy Commissioner — or the of-
fice — agree on that.

Finally, my very, very short question was: do you mind
sharing which ministry it was that you had the difhicul-
ties with?

B. Bird: It was the Ministry of Environment.

K. Corrigan: Great. Thanks for the presentation. It
was very helpful.

D. McRae (Chair): That was a short question.
K. Corrigan: A long preamble, short question.
D. McRae (Chair): And a great answer.

D. Eby: The recommendation around proactive disclo-
sure — in it, you include a short list. You say this could

include policies, budget and other financial information,
public procurement information, publications and infor-
mation about open meetings.

Is there anything that’s not in that list that you think
this committee should consider in terms of requiring
proactive disclosure? And then is there anything on that
list that you would say absolutely should be on and is not
currently regularly being posted?

[1025]

Many of the things on the list, I would say, most cities
and ministries would be proactively disclosing already.
Is there anything on the list that stands out for you that
they’re not doing and anything that’s not on the list that
we should think about?

B. Bird: Not exactly. I can definitely go back and com-
pile a more detailed list and provide that to you later.

Mostly, it’s information about how the public body is
operating. The one thing that most public bodies prob-
ably don’t include is the documents or the information
that they compile in order to make a decision. They’ll
post.... In the open meetings, you'll have the decision,
but there won't be the records that were created or used
in order to come up with that decision in the decision-
making process — any reports that are submitted or any
other information of that nature.

D. Eby: If you could provide that list, that would be
helpful to us in our deliberations.

B. Bird: Definitely. I believe I have until January to
submit information. Is that correct?

D. McRae (Chair): January 29, 2016. We have your
submission already, but if you wish to add to it, by all
means, we would like to take that information.

Are there other questions from the panel members?

Bronwen, thank you very much for joining us via tele-
conference. Enjoy your time in Nelson.

D. McRae (Chair): We are moving fast and furi-
ous. I notice that staff from the Ministry of Technology,
Innovation and Citizens’ Services have joined us. I know
we're a little bit ahead of schedule, but if they're willing,
we can start early.

I'll take a recess for maybe one minute to allow them to
get organized and for everybody else to stretch their legs.

The committee recessed from 10:26 a.m. to 10:30 a.m.

[D. McRae in the chair.]

D. McRae (Chair): Ladies and gentlemen in the audi-
ence and at home, we are being joined by the Ministry of

Technology, Innovation and Citizens’ Services for their
second visit to the committee.
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Before we begin, though, I would like to just address
one issue. About three weeks ago, if my memory is clear,
I received a letter from Minister Virk regarding some
recommendations. As Chair of that committee, I then
shared that letter with all members of the committee and
the Clerk’s office. We have it in our files. However, we take
it as part of the submission from the ministry.

At this stage, if it's possible, I would like to invite Bette-
Jo to introduce yourself and the staff who are joining you,
although we've met you before. Also, I'll just remind every-
body that we have scheduled 30 minutes for this presen-
tation and 30 minutes for questions and answers, if they
so happen afterwards. Again, welcome to the committee.

Full disclosure. I get tired of saying it, but I am ill. 'm
going to stay as far away from as many people as I pos-
sibly can, except for poor Susan, who has to sit beside
me the entire time.

B. Hughes: Well, thank you, Mr. Chair. Unfortunately,
I'm probably sharing the same bug. I apologize if I passed
it on to you at the privacy conference last week.

Thank you, Mr. Chair, Deputy Chair and all members
of the committee. I'd like to thank the committee for the
opportunity to present to you today. As the Chair men-
tioned, my name Bette-Jo Hughes, and I am the govern-
ment chief information officer and an associate deputy
minister with the Ministry of Technology, Innovation
and Citizens’ Services.

With me today are two of my colleagues. To my right
is Sharon Plater, who is the executive director of our pri-
vacy and legislation branch and a recognized subject mat-
ter expert on the Freedom of Information and Protection
of Privacy Act. To my left here is Wes Boyd, the assistant
deputy minister who is responsible for information ac-
cess operations.

I'm particularly honoured to have been selected as the
spokesperson to present government’s views on how the
Freedom of Information and Protection of Privacy Act
is working and, perhaps more importantly, where we see
opportunities for improvement.

Government is excited to contribute to this valuable
process and looks forward to hearing the views of the
committee, as well as other interested stakeholders, on
how we can continue to build and enhance this legisla-
tion, given the solid foundation we have set thus far.

In preparation for its submission, government under-
took consultations with all ministries and Crown cor-
porations. The views I will be presenting today are the
result of government’s analysis of that input, along with
its determination and assessment of the key challenges,
opportunities and priorities that exist.

I'll just take a brief moment to outline what we plan to
discuss on the agenda here today. Before I do that, how-
ever, I would like to advise the committee that govern-
ment will be providing a formal written submission in
addition to the presentation I am providing today.

One of our goals today is to set the stage and context
for the committee with respect to what our current en-
vironment looks like and the impacts and influences on
information and privacy. I will be touching on data resi-
dency. We know this is of key interest to many public
bodies, including the broader public sector, who con-
tinue to grapple with perceived limitations stemming
from the privacy act provisions.

Our goal here will be to highlight a new optimism in
terms of B.C’s place in the global and international pri-
vacy community. I will be providing an update to our
access-to-information environment, and by doing so, we
hope to provide some insight into how this landscape in-
fluences our understanding of what access really means
in today’s digital age, particularly as we look to the avail-
ability of metadata.

Government is committed to maintaining and enhan-
cing privacy standards to address some of the issues pre-
sented by these new challenges and has ideas for ways
that balance can be achieved by increasing mechanisms
that will allow for greater proactive disclosure.

Next on the agenda, we are going to cover privacy in
greater detail and, in particular, government’s current
vision on how privacy can be strengthened. We are par-
ticularly proud and excited about the launch of the pri-
vacy management accountability program or PMARP, as
we refer to it. We feel that this policy, along with some
key legislative amendments, will go a long way to getting
us closer to where we need to be.

Finally, I will cover some much-needed housekeeping
changes to the legislation.

As we have heard time and again — and as, I'm certain,
others who have already presented or will be presenting
or submitting to the committee can attest — FOIPPA re-
mains an essential piece of legislation that underpins our
democratic rights and freedoms.

[1035]

Government plays an important role with respect to
ensuring the legislation works effectively and achieves
the right balance between providing seamless and time-
ly access to government records and information while
securing and protecting personal privacy.

Finding this balance is becoming increasingly diffi-
cult in today’s technological environment, with the vast-
ness of data and information available to us, the speed at
which it is created and challenges faced in securing and
protecting data as it goes through necessary information-
sharing channels.

Government has the willingness and knowledge and
is eager to build on the tools it has at its disposal, as well
as seeking out new frontiers to meet this challenge and
achieve this balance. We have the ability to look to our
international partners, both in industry and government,
for best practices. New international standards around
information, privacy and security are setting increas-
ingly high bars for data protection, while at the same
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time, leading technology firms are implementing meas-
ures that go beyond what any government is able to do.

It is my sincere hope that today’s presentation will give
the committee some understanding of the key challenges
we face and provide you with some insightful suggestions
that you can take away and carefully consider as you pre-
pare your final recommendations.

Speaking to data residency. In 2001, the United States
enacted the U.S.A. Patriot Act, allowing the FBI to con-
duct electronic surveillance and oblige American com-
panies with offices in countries like Canada to provide
access to sensitive personal information. Obviously, this
generated quite a stir in the privacy community, as it
meant that any entity using American data services be-
came vulnerable to these new authorities.

In response to these concerns, FOIPPA was amend-
ed in 2004 to include a robust set of data residency re-
quirements, with the aim to ensure that B.C’s personal
information remains outside the grasp of foreign law en-
forcement. As many of you are aware, these requirements
establish that a public body must ensure that personal in-
formation in its custody and under its control can only
be stored, accessed or disclosed within Canada unless
specific conditions are met, as outlined in the act. These
data residency provisions help to ensure that the Patriot
Act and any similar legislation do not negatively impact
the privacy of British Columbians.

Many within ministries and the broader public sector,
however, have noted that it is at times challenging to take
advantage of new and emerging technology available out-
side of Canada. As public bodies are required to ensure
data remains within our borders, FOIPPA-compliant ser-
vices that meet the unique needs of some public bodies
can be scarce.

I am often challenged, both by public and private sec-
tor colleagues, regarding what some see as the overly
restrictive data residency obligations in B.C's FOIPP
Act. I do not believe that we need to reduce our legal re-
quirement to protect the personal information of British
Columbians in order to take advantage of advances in
technology and cloud-based services, as long as the ap-
propriate safeguards are in place.

As a matter of fact, Canada is witnessing an increase
in the number of corporate entities who are willing to
accommodate our data residency provisions in order to
do business.

Maintaining the data residency provisions will assist
B.C. in remaining an attractive business partner to other
jurisdictions by ensuring our privacy standards continue
to meet those of our peers, such as the European Union,
whose data protection directive has set the bar for pri-
vacy internationally.

This year, the safe harbour agreement, which allowed
U.S. companies working in Europe to self-certify their
compliance with the EU data protection directive, was
ruled invalid by the EU Court of Justice. This ruling is

likely to have a significant impact on thousands of U.S.-
based companies who relied on this agreement to do
business in Europe.

The court’s dismissal of the safe harbour agreement is
a strong signal to the rest of the world that the EU is ser-
ious about upholding their data protection standards at
all costs. In that light, B.C. must ensure that our FOIPP
Act remains on par with global privacy leaders to remain
a viable partner in business and trade.

Government remains assured that B.Cs current data
residency provisions provide an effective level of data
protection in a continually evolving technological en-
vironment. These provisions not only align with the EU’s
public sector data protection directive but also match —
and in many aspects, exceed — current standards, such
as ISO 27018, which set the bar for the private sector in
the realm of cloud computing.

[1040]

Moving on to access to information, it cannot be de-
nied that B.Cs population is active when it comes to
exercising its access rights. We think this is positive in
that it greatly contributes to ensuring that the legisla-
tion remains relevant to the citizens of British Columbia.

The B.C. government receives between 8,000 and
10,000 freedom-of-information requests per year. The
total cost of processing an FOI request is approximately
$2,300 per request. The number of general requests has
increased more than twofold since 2008-2009, when gov-
ernment centralized its freedom-of-information services.

In 2013-14, we fulfilled more freedom-of-information
requests than all of the prairie provinces combined in
that same year. We received 30 times more requests than
the Newfoundland and Labrador government minis-
tries. Compared to a larger province like Ontario, the
B.C. government receives twice as many requests per
capita. These statistics are particularly significant when
set against the digital environment and landscape I men-
tioned earlier.

All large organizations, including governments, man-
age the steady increase of information with compre-
hensive I'T systems. From e-mail to case management
software, these systems help government run as effi-
ciently as possible.

As a by-product of the many data functions these sys-
tems perform, a massive amount of metadata is produced.
Metadata is data that describes other data and is used to
summarize basic information, such as the author, the
date and time an item is created or modified or the loca-
tion of a file or folder. While this metadata is very useful
for system evaluation and maintenance, its availability
in large quantities poses a new problem for government.

Though once considered benign to many, metadata
found in government e-mail and server logs is begin-
ning to generate interest from knowledgable freedom-
of-information applicants who file requests for these
logs spanning large time frames. A responsive records
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package for one of these requests can include millions of
lines of data, which public bodies must process and pre-
pare for disclosure.

More concerning is the prospect of freedom-of-
information applicants using this data in combination with
other data that is readily available through social media
and other sources to undertake surveillance of the habits
of government employees. This is referred to as the mo-
saic effect, which a former commissioner’s order described
as when seemingly innocuous information is linked with
other already available information, thus yielding infor-
mation that is not innocuous and, in the access-to-infor-
mation context, is excepted from disclosure under the act.

In the March 2015 investigation report into the use of
employee monitoring software by the district of Saanich,
the commissioner states that “employees do not check
their privacy rights at the office door” and that these
rights “must be respected by public bodies as they con-
sider what security controls are necessary to protect in-
formation in government networks.”

What is the solution, and how can we ensure that deli-
cate balance between privacy and access is maintained?
As with any piece of legislation that has been in exist-
ence for some time, I think the first step is acknowledg-
ing that perhaps, in its original crafting, the legislation
never contemplated the technologies and data available
today, such as metadata.

We need to modernize and update the legislation to ad-
dress the issues posed by metadata. Doing so will maxi-
mize public trust, transparency and accountability while
at the same time balance the privacy rights of the indi-
viduals whose information is contained in this metadata.

Having said this, government also sees opportunities
for promoting greater transparency by utilizing current
mechanisms afforded within the legislation that allow for
proactive disclosure. Specifically, more records could be
made available via section 77.1 of the legislation, which
speaks to records made available under mandatory cat-
egories of release.

Currently this provision lends itself only to those re-
cords that would otherwise be available for full release
and therefore would not require redaction due to the fact
that they may contain sensitive personal information. A
minor amendment to this section would enable govern-
ment ministries to consider the potential for proactively
releasing other categories of records if they had the abil-
ity to remove otherwise sensitive personal information
beforehand.

[1045]

Along these lines, section 25 speaks to the mandatory
requirement for ministries to proactively release infor-
mation which is clearly in the public interest. It is ap-
plicable only and appropriately reserved for proactive
disclosures of a serious nature — for example, environ-
mental or health crises which directly impact the public.
The reason for this is that section 25 overrides all other

exceptions to disclosure, including the exception that
protects personal information.

Newfoundland and Labrador has adopted a more
measured approach to the release of information that
is in the public interest. This approach also requires the
proactive release of information, but the information that
must be released is measured against and commensur-
ate with the nature of the exception being overridden. In
particular, the bar for releasing personal information is
higher than that for other types of information.

Taking a similar approach here in B.C. may provide a
means of protecting privacy while still releasing infor-
mation when it is clearly in the public’s interest to do so.

Another improvement to access will be the inclusion
of the B.C. Association of Chiefs of Police to FOIPPA.
The commissioner has recommended that the B.C.
Association of Chiefs of Police and the B.C. Association
of Municipal Chiefs of Police be added as public bodies
to schedule 2 of FOIPPA.

The B.C. Association of Municipal Chiefs of Police is
not a registered society and, by extension, not a legal en-
tity. Therefore, it cannot be covered by legislation. With
regard to the B.C. Association of Chiefs of Police, gov-
ernment is drafting an amendment that will change the
definition of a “local public body” to include a police as-
sociation. This change will cover the B.C. Association of
Chiefs of Police as soon as the amendment is passed and
will allow the B.C. Association of Municipal Chiefs of
Police to be covered once it is a legal entity.

Moving on to strengthening privacy. As I mentioned
at the outset, FOIPPA provides us with a solid founda-
tion from which we can build and continue to enhance
current privacy practices. Over the last year, government
has been working diligently on a comprehensive privacy
policy aimed at strengthening privacy practices across
government ministries and which can be leveraged by
the broader public sector to help guide and encourage
them to adopt similar frameworks and processes.

We are very proud to say we are finally going to see
the fruits of this hard work with the up-and-coming
launch of the privacy management and accountability
policy. This comprehensive policy was developed with
consideration of materials produced internationally and
also by the B.C. Information and Privacy Commissioner.

The PMAP will enshrine in policy the requirement
for all ministries to have a ministry privacy officer, and
I'm pleased to report that most ministries have already
appointed a ministry privacy officer in anticipation of
the policy. They will be responsible for implementing
the PMAP throughout every ministry. They will also be
responsible for a number of tasks, which include docu-
menting the ministries’ personal information through a
personal information inventory; reviewing privacy im-
pact assessments, information-sharing agreements and
research agreements; and developing ministry-specific
privacy training.

Page 63 of 147 FIN-2016-61856



FREEDOM OF INFORMATION AND

138 PROTECTION OF PRIVACY ACT REVIEW

WEDNESDAY, NOVEMBER 18, 2015

Ministries will also be required to conduct privacy
audits and ensure that staff who handle personal infor-
mation receive annual refresher training on top of the
mandatory initial privacy training required of all staff.
Most importantly, the PMAP enhances ministry ac-
countability and will make it easier for ministries to com-
ply with mandatory assessment tools, agreements, and
breach reporting and auditing requirements.

Having said this, there are nevertheless a number of
key legislative amendment items that have been identi-
fied that can also further strengthen privacy practices.
These include revision of the data-linking provisions,
updating and clarifying the existing privacy impact as-
sessment provisions, incorporating mandatory breach
notification requirements, and streamlining and ex-
panding the commissioner’s powers and processes. I'll
go through each of those in turn.

Revision of the data-linking provisions has been on
both the commissioner’s and government’s radar for
some time. Following amendments made to the legisla-
tion in 2011, the commissioner expressed concern that
the provisions as currently written were not achieving
their intended policy outcomes. Simply stated, it was felt
that the definition of what constituted a data-linking in-
itiative was too narrow and failed to capture the types of
activities that should be subject to the commissioner’s
oversight.

Government embarked on extensive consultations
with the commissioner’s office and has developed a new
legislative scheme that will meet the needs of all stake-
holders.

With regard to conducting privacy impact assessments,
or PIAs, these continue to be an internationally accepted
best practice for evaluating and mitigating risks at the de-
velopment stage of any public program, initiative or sys-
tem. In 2011, we expanded and enhanced existing PIA
requirements to include all public bodies and oversight
by the commissioner.

[1050]

Nevertheless, over the course of time, a few clarifica-
tion issues have come to light. These include a lack of
explicit authority for the minister responsible for the act
to direct ministries to carry out and submit PIAs; a lack
of clarity that ministries must do PIAs on current enact-
ments, systems, projects, programs and activities, where
directed by the minister, and all changes to these initia-
tives, including expansions of data-linking initiatives;
a lack of clarity that ministries must inform the minis-
ter responsible for the act of new, or changes to existing,
information-sharing agreements and personal informa-
tion banks for the purpose of inclusion in the personal
information directory; and also, a lack of clarification
that only one PIA need be done if several public bod-
ies are involved in data linking. Government is ready to
propose changes to the legislation that will effectively ad-
dress these issues.

Moving on to mandatory breach notification require-
ments. A number of high-profile privacy breaches re-
ported within government over the years have placed
a spotlight on the issue of privacy breach management.
While it can be acknowledged that information incidents
can, ultimately, never be eliminated entirely anywhere
where the potential for human error exists, strength-
ening proactive measures that mitigate the potential for
such incidents to occur in the first place is the best way
to tackle this issue.

As you may be aware, both the 2008 and 2015 spe-
cial committees that reviewed the Personal Information
Protection Act, or PIPA, B.Cs private sector privacy
legislation, recommended that mandatory privacy breach
notifications be incorporated into PIPA. The commis-
sioner is supportive of this recommendation and has
asked government to enshrine mandatory breach notifi-
cations within FOIPPA as well.

Government already provides monthly reports to the
Office of the Information and Privacy Commissioner
about each privacy incident investigated by the office of
the chief information officer. When we become aware of an
incident that is considered a serious privacy breach, gov-
ernment continues to report directly to the commissioner.

Obviously, the biggest impact with such a requirement
will be felt by the broader public sector bodies, which
may not have the same reporting practices and infra-
structure. Government has committed to addressing
the mandatory breach notifications within PIPA at the
next available legislative opportunity and welcomes any
similar recommendations in this regard with respect to
FOIPPA as a means of maintaining harmony between
both pieces of legislation and meeting international pri-
vacy best practices.

Moving on to the commissioner’s powers and process-
es. Both the 2004 and 2010 special committees to review
FOIPPA recommended that the commissioner’s process-
es be unified and streamlined in order to provide great-
er clarity and accessibility for the public as well as allow
for operational efficiencies for the commissioner’s office.
The commissioner has expressed support for a revamping
of the act’s provisions respecting these processes and, in
particular, has called for harmony and consistency with
PIPA with respect to these provisions.

The proposed changes aim to resolve ambiguities stem-
ming from terminology for dealing with complaints, re-
views and investigations where these respective terms
appear to be interchangeable, overlapping and incon-
sistent. In addition, while the commissioner can require
public bodies and organizations to stop collecting per-
sonal information or fine ministries for violating data
residency provisions in FOIPPA, the commissioner can-
not impose a temporary or definitive ban on the process-
ing of personal information by a body, which is a power
that many of her counterparts hold in other jurisdictions
such as the European Union.
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Amendments to the legislation would resolve these
issues by clarifying and consolidating the commissioner’s
processes for investigating complaints and conducting
reviews, and the terminology used to describe those pro-
cesses; provide greater flexibility with respect to apply-
ing dispute resolution methods best suited to the issues
at hand; and expand the commissioner’s oversight with
regard to personal data-processing compliance issues,
which will serve to better align FOIPPA with other lead-
ing global privacy legislation.

Moving on to some housekeeping changes. As with any
large and complex piece of legislation such as FOIPPA,
and particularly one that has undergone a number of
changes, it is only natural that over the course of time,
minor adjustments are required to rectify ambiguities
and inconsistencies in terminology and language that
only become evident upon close examination and appli-
cation of the act. We have accumulated a number of such
housekeeping changes, the majority of which have been
identified by government solicitors. These amendments
are too numerous and minor in nature to go through in
great detail here with you today.

(1055]

However, we will propose to provide you with a listing
of these changes that we will append to our formal writ-
ten submission. To give you an example, they can include
rectifying inconsistencies respecting the interchangeable
use of terms and language, such as the use of the term

“public body” versus “the head of a public body” and the
seemingly interchangeable use of the terms “provide ac-
cess,” “make available,” “publish,” “release” or “produce”

Finally, with regard to the commissioner’s recently re-
leased investigation report, F15-03. As you know, gov-
ernment has hired David Loukidelis, former B.C. Privacy
Commissioner and former Deputy Attorney General, to
assist government in making sure that all of the recom-
mendations the commissioner has made are properly,
thoroughly and professionally acted upon across gov-
ernment.

We look forward to his review and recommendations
and may provide additional information to the committee
following his report, which is expected in mid-December.

Thank you for your attention to the information I've
provided to you today. We are pleased to answer any
questions that the committee may have.

D. McRae (Chair): Thank you very much.
What a surprise. We have some questions.

D. Eby: Thank you to the staff of the ministry for
presenting today. First, a short question of clarification.
Will you be providing a table of all of your proposed
legislative amendments? There were a number under
“Strengthening privacy,” for example, that you talked
about, as well as the miscellaneous amendments. So we’ll
get full table of those? Thank you very much.

I was surprised not to hear specific recommendations
from you today in relation to three of the issues identi-
fied by the minister in his October 22 letter. There’s the
duty-to-document provision and your thoughts about
the expansiveness of such a duty, the content of such
of a duty, the implementation of such of a duty — any-
thing in relation to the recommendation of maintaining
deleted electronic records available for a response to
access requests.

There was an additional issue around legislative over-
sight of information management requirements — name-
ly, document destruction. I didn’t hear anything in
your presentation related to those. I do know that Mr.
Loukidelis is doing this report, but will this committee
not see anything from you on these issues?

B. Hughes: We have covered a number of those issues
when the Information Management Act was brought in,
in the spring, specifically around duty to document and
oversight provisions. We have provided all of that infor-
mation to Mr. Loukidelis as part of the review that he is
conducting. As I mentioned, after his review is completed
in mid-December, we're happy to come back to the com-
mittee to discuss those issues.

D. Eby: If I am to understand, then, your submis-
sion is that existing legislation adequately addresses the
issues in the minster’s letter and, I presume, in the com-
missioner’s report, short of any recommendations from
Mr. Loukidelis.

B. Hughes: I'm sorry. What was the question?

D. Eby: Are you saying the existing laws are enough?

B. Hughes: That is part of what Mr. Loukidelis will be
looking at — if there are amendments that are required to
FOIPPA or to the Information Management Act address-
ing the specific issues that were brought up in the report.

D. Eby: Obviously, of concern to the commissioner
and concern to me was that act removed any penalties
for document destruction, for example. I hope that Mr.
Loukidelis does address those, and I encourage the min-
istry to consider addressing some of those issues as well.

In the commissioner’s recent report, she starts off her
message by saying: “Access to information rights can only
exist when public bodies create the conditions for those
rights to be exercised. Government must promote a cul-
ture of access, from executive leadership to front-line
employees” I agree with her 100 percent. We can pass
whatever legislative amendments we wish, but without
that culture, it’s very difficult.

Is there a way for us, through our legislative amend-
ments, to address this problem? I believe it is a problem.
You don't have to agree with me. But is there a way for us
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to address culture so that people aren't, for example, as
we've seen in the Ministry of International Trade, start-
ing off all their e-mails with “this is transitory and confi-
dential and a cabinet document”?

How do we address that culture? Can we address that
culture through legislative amendment? If so, do you
have any recommendations about how we can do that?

B. Hughes: I agree with you that culture is a big part
of what we need to be focusing on. We have very strong
legislation. We have very strong policy.

[1100]

Again, looking at the Freedom of Information
and Protection of Privacy Act and the Information
Management Act, what we are trying to do is to take a
look at the entire life cycle of information management,
from the creation of documents to the management —
providing good access, providing security of personal
information and, ultimately, ensuring that those records
are disposed of.

What we are focusing on is looking at how we pull
those different pieces together so that public servants
understand how all those things relate to each other and
the importance and awareness of what government in-
formation is, how those records need to be stored, how
we can ensure that we provide a duty to assist applicants
who are looking for information and ensure that their
personal information is protected.

I do believe that we have some very good individual
training and awareness vehicles to assist public servants.
I think we recognize that there’s an opportunity to take a
more coordinated approach to all of those to ensure that
people have an understanding, not just at the back end
when an FOI request is coming in but at the front end
when those documents are created, of what is considered
government information and what the appropriate way
is to maintain those records.

D. Eby: With respect, I think we've seen a massive
failure of training. I don’t think this.... I don’t know.
Maybe the folks on the other side might disagree with
this, but the commissioner’s report shows that for three
ministries she audited, there were systemic and serious
issues with non-compliance, and other FOI requests
from other ministries show similar issues. So there’s a
very serious training issue here. I don't agree, with re-
spect, with your assessment, based on the evidence that
this committee has.

You don't have to agree with me, again, but is there an
opportunity for this committee to recommend legislative
amendments with respect to training and with respect
to perhaps an oath or some other process that would be
administered to public servants who are appointed and
brought in that they understand the seriousness of not
destroying records, of their duty to assist applicants —
their duty as public servants?

I'm looking for some kind of recognition, at least, that
there might be some opportunity for us to do that. But
if we don't even acknowledge there’s a training problem,
then maybe we won't be able to do that here today.

B. Hughes: As you may know, we do have a manda-
tory requirement for privacy training. I think expanding
those training requirements appropriately to cover the
other parts of information management is certainly
something that could be looked at.

K. Corrigan: First, an observation. Well, actually, I'll
start with a question. Do we have a hard date for the re-
port from Mr. Loukidelis? I think we do, don't we? When
is that report due?

B. Hughes: Mid-December.

K. Corrigan: Will the government be then doing any
further submission or written submission after that re-
port is available in order to incorporate any recommen-
dations or government response to recommendations
that may be relevant to our deliberations?

B. Hughes: Absolutely. Once we see the recommenda-
tions from Mr. Loukidelis’s review, we anticipate that we
may be coming back with further information.

K. Corrigan: Okay. So when you talked about doing
the written report, that written report is expected to in-
clude whatever comes out of Mr. Loukidelis’s report?

B. Hughes: We are happy to take your guidance on
that. We can do the first written submission based on
the presentation today and do a subsequent one, if that’s
more helpful to your deliberations. Or we can wait and
do one after the review is completed.

K. Corrigan: Either one would be fine, and they may
be separate. That’s fine with me. But I just think it would
be really helpful to this committee if we could get a re-
sponse insofar as it’s relevant to this committee.

I wanted to ask about something that was related to the
report that was done — it's a minor but, I think, import-
ant point — the commissioner’s report on the three areas.
Would it not have been possible for government and, spe-
cifically, your ministry to be flagging inconsistencies and
acting proactively when it was seen through the process,
before the report was done — inconsistencies in the re-
sponses that were happening from two different minis-
tries or two different parts of a ministry?

In other words, one of the things that was pointed out in
that report was that when there was a request made to two
different individuals or bodies or ministries, one side of
it would come out and say, “There are no responsive rec-
ords,” and the other one would say: “There are 128 records”
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What is your role and responsibility to flag those kinds
of inconsistencies and do something proactively to ad-
dress them?

[1105]

B. Hughes: I'll start, and then I'll ask Wes to comment
on the process specifically. Having an inconsistency be-
tween the records between two individuals is not an un-
usual thing. In terms of who is the person who is required
to keep.... First of all, does the record need to be kept?
Then secondly, who is the appropriate person to keep that
record? In making those determinations, you would have
different records between two individuals.

When there are questions about responsive records
that come back, Wes can speak to the process that his
staff undertakes.

W. Boyd: My staff are busy processing many, many
records of requests for information, of course, and they
do their best to reconcile or compare requests that have
come in previously to new requests that come in. If a re-
quest comes in that’s very similar to a previously submit-
ted request, we'll point the applicant to that area. Perhaps
it could even be posted on Open Information.

It becomes very difficult to compare in detail a new re-
quest and records that have come in to a previous request.
Basically, our staff are processing the records that come
in, applying the legislation, the redaction, and working
with the public body where those records came from to
understand what the harms are.

We're not comparing, necessarily, two sets of requests
on an ongoing basis. That would be very time-consuming.

K. Corrigan: Could I have a quick follow-up on that?
don’t have it up on my screen right now, but the report ex-
pressed concern about the fact that the responses were so
inconsistent. It didn’t seem to suggest, in my recollection,
that this could be attributed to the fact that some people
might have a different role or it might be a different re-
sponsibility about who collected. The report pointed to
the fact — at least, assumed — that the two individuals
both should have records. One did, and one didn't.

What you're saying is that there’s nothing in govern-
ment that in any way proactively monitors or flags times
when there is such inconsistency.

W. Boyd: I wouldn't say there’s nothing in place. We
do our best to identify where there might be similarities.
But we just work with the public body to process those
requests, those records that come in.

K. Corrigan: Okay, so there’s no requirement to iden-
tify whether there should be records or whatever. It's just
whatever the public body provides back.

Can I just also say that I would have found it helpful...?
I don’t know about other members of the committee,

but I would have liked to have had the full submission
— apart from anything that might come up with Mr.
Loukidelis.

I would have loved to have been able to do an in-depth
comparison of what the commissioner is presenting to-
day, which is a very in-depth and robust presentation,
with what the government was comparing. I appreciate
the overview and the verbal overview, but it would have
been nice, because we're not going to have another pub-
lic opportunity to discuss it.

D. Routley (Deputy Chair): Thanks to the ministry
staff and officials. I have, essentially, two questions.

One of the issues that’s come before previous commit-
tees and has been frequently brought to the attention of
this committee is the issue of subsidiary corporations of
public bodies. It has been an ongoing recommendation,
which hasn’t yet been answered with legislative change,
that subsidiary bodies be included, particularly educa-
tional public bodies.

The former Education Minister, Shirley Bond, did ac-
knowledge that it was a gap in the legislation and indicated
that it would be addressed, but it has never been addressed.
I understand that there are challenges in achieving that.
Could you describe what those challenges are?

[1110]

Then the second question is around archiving. We've
heard from one presenter — and I think it was a good
suggestion — that more efficient archiving could stream-
line this process and make for more consistent responses.
In other words, a consistent archiving process that would
allow the anonymization of documents more expediently,
rather than, perhaps, slowing down the process. The ref-
erencing of documents might be more consistent if there
were more efficient archiving.

Are there any efforts being made in the ministry to
achieve those efficiencies?

B. Hughes: I'll answer your last question first. With
regard to having digital information that’s more read-
ily available, both for access and for archives, that is
the intention of the implementation of the Information
Management Act, which we hope to be bringing into
force early next year.

Having all of the documents digital will allow us to use
technologies to be able to find information and, if neces-
sary, anonymize it for broader access as well as ensuring
that we have a digital archive available, too, for those
3 percent of documents that need to go into archive —
moving them into there.

Yes, that is part of the intention, and we are in the pro-
cess of doing a request for proposals for technologies and
companies that can assist us in those tools to do that.

With regard to your question around the complex-
ities that we've heard with regard to subsidiary corpora-
tions.... Sharon, if I could ask you to speak to that.
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S. Plater: We went out and spoke with the broader
public sector. We didn't just speak with universities; we
spoke with health authorities and other broader public
sector entities.

We discovered that when you think of a corporation,
you think of something fairly straightforward and sim-
ple; at least, we did. But what we found is you can have
one single corporation that includes that university, other
universities not necessarily within B.C., the municipal
government, the provincial government, the federal gov-
ernment, non-profits and other corporations that are pri-
vate companies — all within one single entity.

It's become difficult to figure out how you separate that
out in order to cover the portions of it that relate to public
sector entities under FOIPPA when you've got all these
other players in that single corporation. There are also
entities that have business opportunities that have been
bequeathed to them. Do you require them to be covered
under FOIPPA when the majority of private business en-
tities would be covered under PIPA? Then you've got an
unlevel playing ground.

It’s been very difficult to come up with criteria for what
we would mean by a corporation and what would be the
basis of what they would be covered on. Do you have so
many of their people appointed to a board? Well, when
you're looking at one that’s got all those entities, you may
not have any appointed to a board or you could have a
few appointed to a board, but you're still bringing in all
of these other parties.

There are a lot of complexities in there that we've been
trying to sort through and think through, but we haven't
come up with a magical solution yet that satisfies that.
Any help would be beneficial in trying to set criteria for
what and who would be covered.

D. Routley (Deputy Chair): Supplemental to that,
previous recommendations have indicated that their
recommendation would be to include subsidiary bodies
wholly owned or controlled by a public body.

Do you imagine that thresholds could be established,
like a percentage of ownership or number of persons
appointed to a board, that could qualify a corporation
under FOIPPA?

S. Plater: You could. What we've been trying to do
is look at different criteria. We've asked universities, for
example, for ideas around criteria. We've been trying
to apply those across the different examples we've been
given. We'e still working through that. We still haven't
come up with, as I said, a magical set of criteria that’s go-
ing to be useful for coverage.

D. Routley (Deputy Chair): Would it be helpful for
this committee to suggest such?

S. Plater: Yes, it would be.

D. McRae (Chair): Actually, I was going to ask a ques-
tion as well, but I'll also make a comment.
[1115]
It might be seen with a little skepticism if universities
were to make some suggestions how to better deal with
third-party business ventures, since at this committee
weve had a number of presentations by individuals and
groups saying they have concerns over that area. That
being said, best practice would be, I hope, recognized as
best practice and something we could embrace.

S. Plater: Can I respond? One of the reasons we went
to universities and asked that question is that the people
who practice in the universities in the area of privacy
have come from multiple different entities, including the
commissioner’s office, other types of the broader public
sector, municipalities that are already covered for their
corporations, etc. We thought they may have a wealth of
ideas that we could take and at least throw into the hop-
per and think about.

D. McRae (Chair): Fair enough. My one question,
though. We've had some presentations — in fact, we
just had one this morning from Nelson — talking about
proactive disclosure. I think you mentioned earlier there
could be 8,000 to 10,000 FOI requests a year, and at some
cost. Now, some are very simple. Will there be recom-
mendations, from your final report, as to what areas we
could actually address in proactive disclosure and make
it a little easier for the ministries to deal with the more
robust FOI requests?

B. Hughes: I did mention, in my speaking notes, one
area where if we could change legislation to allow us to
redact personal information from documents before we
proactively disclose them, that is something that we think
would be helpful.

D. McRae (Chair): Thank you very much. We'll keep
going, then.

D. Eby: In follow-up on this wholly-owned-subsidi-
ary issue, I'm surprised that you're seeking advice from
this committee about how to implement this. I note in
the Privacy Commissioner’s submission — which we're
going to be seeing following yours, and I recommend it
to you — she notes: “In June 2014 and October 2011, I
wrote to the relevant ministers to ask that an amendment
be drafted to FIPPA to ensure that these entities were all
public bodies that were covered by FIPPA”

Since October 2011, or perhaps since June 2014, you
haven’t been able to figure out a way to get wholly-
owned subsidiaries under the Freedom of Information
Act, any way to draft legislation to bring them under-
neath? If you haven't, if that’s the case, have you ad-
vised the commissioner of your difficulty around this
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and asked for suggestions about how to implement her
recommendation?

It seems to me that this has been going on for a long
time. This committee has heard from six or seven wit-
nesses that this is a serious issue. We're going to hear from
the commissioner, it seems, on it as well. [ find it surpris-
ing that there are no records on this request.

B. Hughes: I'm not sure I understand your last com-
ment that there are no records.

D. Eby: How can it be that since October 2011 this has
been an issue — a huge issue for the public — in front of
this committee for multiple years, yet this ministry has
no idea about how to implement that recommendation
and is, in fact, seeking recommendations from elected
officials about how to do that?

B. Hughes: Yes, you're correct that this has been some-
thing that has been on our to-do list for a number of years.
There have been conversations with the different entities,
as Sharon mentioned. It is a very complex issue, and it
is one of the many, many things that we are working on.
Yes, we do have ongoing conversation with the commis-
sioner’s office. We know that this is something people are
interested in. It is something on our minds.

D. Eby: I guess, maybe more pointedly, what I'm ask-
ing is: if we respond to the many recommendations
we've heard from the public to recommend to you that
wholly-owned subsidiaries be included under FOIPPA,
how does this committee ensure that the response from
the ministry isn’t: “Well, this is quite complicated. We
don’t understand how to do it, so we're not going to do
it”? Clearly, this is a significant concern of the public, and
it’s certainly a concern of mine on the committee. I don’t
know whether it’s shared by other committee members.
But it would be my hope that if we recommended that,
you would be able to do that.

B. Hughes: Well, as with all the recommendations, we
will take them under advisement and look at how we can
action them.

K. Corrigan: I wanted to ask a question that I'm also
going to ask of the Privacy Commissioner with regard to
the submission that we've received from that office.

(1120]

I believe you were talking — certainly, the category
was in there — about mandatory notifications when
there’s a breach. The recommendation made by the
Privacy Commissioner is that if there is a data breach,
they need to be notified of that and that if there are in-
dividuals that could be involved in a negative way, they
should also be informed. But I'm wondering whether or
not there is agreement that, in the public interest, there

need to be requirements that there be public information
about those kinds of data breaches. I'm just wondering if
you have any comment on that.

Maybe I'll just add my last question, which was with
regard to the drafting of amendments with regard to data
linking. Just confirm that it is intended that there will be
legislation and an amendment which will provide that
the data-linking provisions which are too narrow will
mean that if there is either one of the two groups in-
volved.... It'll fix that loophole, basically. You know the
loophole I'm talking about. Is that what you're saying?

B. Hughes: Yes. On the draft amendment to the data-
linking provision, we have worked with the commission-
er’s office to come up with language and process that will
address that issue.

With regard to the privacy breaches, generally, Sharon,
if I can have you speak to the details around that.

S. Plater: The majority of privacy breaches that gov-
ernment gets or investigates are administrative. You have
a very high percentage that are double-stuffed envelopes
or a fax that’s gone missing or a letter that’s been sent to
an address that’s no longer in play. I think it would be
important to think about whether those are in the pub-
lic interest to notify the public about.

The other thing that we get as a percentage of the re-
maining breaches.... A fairly significant proportion of
those relate to individuals. So you would have.... It's a
child-in-care file, or it may be somebody in an adoption
record. It could be somebody in a criminal file.

It’s very much related to their particular circumstances,
so again youd really have to consider the privacy issues
related to that when you consider public notification. I
think there are a number of factors that youd have to
look at there and weigh as to whether it would benefit
the public with such notification.

D. McRae (Chair): Just a reminder: we have about
eight minutes to go. So, hoping that everybody gets their
questions and we keep them brief.

D. Routley (Deputy Chair): I have two concerns
about the failure to meet the test of the act on the part of
a number of public bodies, ministries and the Premier’s
office. The commissioner’s report points to the failure to
meet the “duty to assist” requirement under the act and,
in fact, describes it as a negligence under the act, in the
Premier’s office and other examinations the commis-
sioner has made.

Since that has a very serious overtone to it, what steps
are being taken by the ministry to ensure that ministries
and public bodies are in fact meeting their requirement
under a duty to assist applicants?

Then, also on the privacy-breach side of it, we saw the
massive privacy breach — an unencrypted hard drive
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that was lost. It was such an obvious failure to meet the
test of privacy protection, any basic expectation. It’s al-
most impossible to believe that that much personal in-
formation of British Columbians could be stored in such
an irresponsible way.

What can the ministry do to encourage people work-
ing within the bureaucracy to recognize their responsibil-
ity to adequately protect privacy? I don’t know where to
start, even.

[1125]

B. Hughes: With regard to the duty to assist, I would
add that both in the overall FOIPPA training that we do,
as well as the specific training that’s done by the infor-
mation access operations, we have increased the training
material and discussion around a duty to assist.

Wes didn’t mention it in his last response, but where
we.... There are a couple of things. When a request comes
in and we don’t believe the applicant is asking the right
office for the records that they are looking for, we will
work with the applicant to ensure that we help them fig-
ure out where the records may be that are responsive to
the request.

Also, when we do receive a response back that there
are no responsive records, staff do follow back up with
the public body to ensure that.... They may not have rec-
ords themselves, but do they know of other people within
their organization that may have those records? So it’s en-
couraging them to ensure that they have done a broader
scan within the organization or other organizations that
may have those records. And we will refer those requests.

So there is work being done to ensure people under-
stand clearly their duty to assist in terms of responding
to applicants’ requests and that they think about it more
broadly than just the request coming to their own office
or them individually as to whether or not there are rec-
ords that may be responsive somewhere else.

With regard to the privacy breach with the Ministry
of Education, there is an investigation that is current-
ly underway, both by my office and the Office of the
Information and Privacy Commissioner, looking at how
that occurred. But not waiting for the results of that in-
vestigation, we have increased our connection with the
ministries to ensure that those ministry privacy officers
and those ministry security officers are ensuring that staff
within their ministries understand the policies that are
in place, which do not allow for the storage of personal
information on unencrypted devices.

That particular hard drive — it was 2011 when that in-
formation was put on there. There has been a significant
amount of work since then to ensure that staff under-
stand their obligations and ensure that they are using the
appropriate technologies to store personal information,

The privacy management and accountability policy
that I spoke to earlier and this community of practice that
is in place — again, raising the awareness and also the

understanding of the policies around protection of per-
sonal information. We have also hired Deloitte to assist
us, particularly around the practices in the Ministry of
Education with regard to the security of personal infor-
mation, as well as working with us to develop a compli-
ance review process that we will be carrying out in every
ministry to be able to do a review to ensure that minis-
tries are aware and are complying with our security and
privacy policies.

D. Eby: I did want to ask a question. We had a couple
of witnesses here on section 30.1 on storing data abroad
as opposed to here in Canada. I'm certainly relieved to
hear your interest in maintaining the critical aspects
of that.

What I was curious about was the stuff that seems to
have been caught that's more on the periphery. For ex-
ample, we heard from — I think it was — Coastal Health
about an employee satisfaction survey that they couldn’t
run through SurveyMonkey. We heard about the re-
search universities having trouble with managing inter-
national student records or with their overseas campuses
and so on. Has there been any discussion about how we
maintain the critical piece of 30.1, which is making sure
that U.S. intelligence doesn’t get to just leaf through B.C.
resident information but make sure that innocuous data
potentially...? I don’t know. Is there a way to address the
potentially innocuous data without throwing the baby
out with the bathwater here?

B. Hughes: We work with not just core ministries but
the broader public sector when they are challenged by
those provisions of the act in terms of meeting their busi-
ness requirements.

(1130]

What we help them do is identify other options that
may be available to them and also identify what they can
do to see if they are able to utilize those technologies,
either through development of their privacy impact as-
sessments, making sure that they understand what those
threats are and what might be in place in order to assist
them with using the technology — things like tokeniza-
tion — to be able to do that. So we do help ministries
and the broader public sector to see if there are avenues
to be able to take advantage of the technology while still
being within FOIPPA.

Sharon, you probably have some more specific ex-
amples, because the folks are usually calling your office.

S. Plater: I just wanted to mention that because we
work with all ministries and the broader public sector,
we are aware of some tweaks that need to be made to the
legislation in that area.

For example, you can get ministries where the only in-
formation that’s leaving the country would be the name
of the employee, where they’re working — the physical
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address — and their phone number. That’s it. But because
it’s not being used to contact them — it may be being
used for some other reason within the system develop-
ment — that can’t go outside of the country.

We're aware of pieces like that that make no sense
whatsoever. Like you said, it’s not sensitive data. They
need to be addressed in legislative amendments. So we
do have those on our radar.

Some organizations — if they have a very small, tar-
geted change — could approach government about the
possibility of a ministerial order. That’s another option
that’s available within the legislation.

Oftentimes what will happen is an organization will
come forward and say: “We want all of our material ex-
empt. We want our e-mail, our SharePoint, all of our sys-
tems exempt” Well, that’s not an appropriate move. There
are many choices they could make — such as getting con-
sent from individuals in order to share their information
across borders, etc. — that are available already in the
legislation. But if there is a small, targeted change that
they can’t accomplish any other way, then there is that
option of a ministerial order.

D. McRae (Chair): Thank you very much for coming
and joining us today. Thank you, Bette-Jo, Sharon and
Wes. We appreciate it. We appreciate the presentation.
We look forward to your report.

I'd like to welcome the Office of the Information
and Privacy Commissioner of British Columbia today.
Obviously, I'll let them introduce themselves, but we
know them all.

Before they say anything, I'd like to say thank you
very much. Deputy Chair Routley and myself were able
to attend the conference. Your staff worked very hard, 1
know, last week. It was an amazing group of academics,
private sector, lawyers, individuals with great expertise,
including former Premiers, who came and shared their
thoughts about privacy and freedom of information. So
thank you, again, for doing that, not just for ourselves
who attended but for all the attendees and for British
Columbia, for coming together there.

[1135]

Most of all, my daughter Chloe wanted to say thank
you for the little leather giveaway book at the end of it.
She quickly took that from me when I got home and has
been doodling in it ever since. She’s six, and her pictures
are outstanding.

That being said, could I turn the proceedings over to
yourselves. Like we just had, we'll do a half-hour pres-
entation and then a half hour for questions. The floor
is yours.

E. Denham: Thank you very much. Thank you for your
kind words about our conference last week. I hope that
we are not the cause of the privacy bug that seems to have
invaded you and Bette-Jo.

Hon. Chair, vice-Chair and members of the commit-
tee, 'm very pleased to be here today. With me is Michael
McEvoy, who is our deputy commissioner, and my col-
leagues who have joined us, behind us.

You will have received a detailed written submission
from my office. In that submission, we make 20 recom-
mendations for legislative change, including a duty to
document, including oversight and sanctions for de-
struction of records, mandatory breach notification
and stronger privacy management requirements that
will raise the bar for personal information protection in
British Columbia.

I'd like to spend about the next 25 minutes talking
about these key recommendations and then be prepared
to answer any questions put to me by the committee.

My slide deck is quite simple, so there are no cartoons.
There are no illustrations, but it might help guide you
through my presentation.

Having reviewed the written submissions and follow-
ing the transcripts of individuals who have appeared as
witnesses before the committee in the past few weeks,
I'm really heartened by the level of public engagement in
the work of this committee. It’s clear to me that British
Columbians take a real interest in their information
rights.

I'd like to start by talking about those information
rights and, in particular, the duty to document. As com-
mittee members will know, on October 22, 2015, I re-
leased an investigation report called Access Denied. In it,
I examined FOI responses within the B.C. government
and made a number of recommendations for change.

Two of my recommendations have been referred to the
committee for study by the minister responsible. The first
is a duty to document, which is a positive duty for public
servants to create full and accurate records.

The second area for study is oversight of records de-
struction and penalties for non-compliance. I thought it
would be helpful to talk about why I think these legisla-
tive changes are needed and what they would look like
in practice.

One of the main messages in my recent investigation
report and in previous reports by my office is that access-
to-information rights can only exist when public bodies
create and keep records of the key actions they take and
decisions they make.

I believe the duty to document is a critical element of
good records management, which in turn, supports good
government. This is especially the case in a world dom-
inated by digital communications.

Some documentation is obviously taking place now.
But if one were to take a snapshot today, it would be an
incomplete picture of the what and the why of govern-
ment decision-making.

The government’s new Information Management Act
defines and sets out the mechanisms for retaining gov-
ernment information, but it leaves unaddressed the need
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to create that information in the first instance. Citizens
might wonder how it is that any government can oper-
ate without creating information about its major actions
and decisions.

How would an auditor come to understand the under-
lying basis or rationale for financial transactions if there
is no written documentation? How would a lawyer, de-
fending or initiating legal action on behalf of government,
find the relevant evidence? In a democracy, how does the
public hold its government accountable if citizens have
no way of knowing how decisions were reached?

[1140]

Yet, increasingly, access-to-information requests are
met with replies of “no responsive records,” a phenom-
enon reflective of oral government, where some public
officials do not write anything down.

A recent review into the firings at the Ministry of
Health was hampered by what the lawyer conducting
the review called a “dearth of documents,” meaning that
the records that would normally be available in a situa-
tion where discipline is being contemplated simply did
not appear to exist.

A duty to document would ensure that there is a lasting
record. The reality is that people’s memories aren’t perfect.
Civil servants retire, or they move on to new opportun-
ities. The bits and bites of information that aren’t being
documented are essential to understanding and follow-
ing through on the important decisions being made.

After the release of my most recent report, there’s been
considerable public discussion about the duty to docu-
ment. And there’s some spirited debate about whether
such a duty would be helpful or whether it would be
harmful.

Those who oppose a duty to document typically cite
two concerns. The first is that it would be just too cum-
bersome, forcing government officials to document every
idea, every discussion, every meeting regardless of its im-
port. But this isn’t what my definition of a duty to docu-
ment entails.

A duty to document does not necessarily require the
production of more records. Rather, it requires the delib-
erate production and retention of records about specific
mandated activities. In jurisdictions such as Queensland,
Australia, where the duty to document is legislated, pub-
lic bodies determine what functions and what activities
they are responsible for and, therefore, what records they
should create. Records that are created are those that sup-
port a public body’s purpose, its operational needs, its
statutory responsibilities. This brings clarity to the pro-
cess of determining when a record needs to be created or
should otherwise exist.

The second concern about a duty to document is that
the disclosure of government’s inner workings will chill
the decision-making processes that are so vital to good
government. Public servants, it’s been argued, will be less
willing to express frank views, including difficult truths

that politicians may not want to hear, for fear they will
be misunderstood if these views are publicly exposed.

However, our existing access-to-information law al-
ready takes into account this concern in the advice and
recommendations exception under FIPPA. Certain kinds
of behind-the-scenes discussions are not subject to dis-
closure, thus allowing for frank discussions. It does not
follow that a duty to document will result in a duty to
disclose.

What does a duty to document look like in practice? In
thinking specifically about the B.C. context, I believe the
duty should encompass three requirements.

First, it should be expressly written into FIPPA. This
would ensure that the duty exists to all public bod-
ies, not just core government, as is the case under the
Information Management Act. This would also ensure
that my office has oversight responsibility for the duty.
I don't think that a duty to document in policy will suf-
fice. I believe that recent events have made it evident that
there needs to be a clear and unequivocal duty in law.

Second, the duty to document should be flexible
enough to work for public bodies of different sizes and
which are in different lines of business to establish prac-
tical and meaningful categories of records that need to be
created. Consideration has to be given to business needs,
accountability requirements and community expectations.

[1145]

For example, if a public body is making a decision to
embark on a new program, staff would be required to
document or record the decision and the basis of the
decision to implement the new program. A social ser-
vices agency would be required to document a decision
around granting a benefit to an individual. A contract
manager would need to document how a contractor’s
qualifications and services were scored in case they were
challenged.

Third, there needs to be robust and independent over-
sight of the duty to document. Another issue explored
in my investigation report and referred to this commit-
tee for study is oversight over the destruction of records.

This is an issue of public concern in British Columbia
and elsewhere in Canada. We have an oversight gap in
our laws. FIPPA provides very minimal oversight of the
destruction of records and only in cases where a person
obstructs a public body’s response to an access request by
destroying records. It’s a very narrow piece.

The Information Management Act determines a sched-
ule for the destruction of records by core government but
not for the broader public sector. This means that if docu-
ments are improperly disposed of outside of the FOI pro-
cess, there is no mechanism for investigation or review.

In Alberta, the Information and Privacy Commissioner
has the power to investigate compliance with rules in
provincial statutes or of local public bodies on the de-
struction of records. The Alberta statute establishes the
unauthorized destruction of records as an offence.
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My recommendation brings the Alberta model to B.C.,
with my office having the power to investigate allega-
tions around the destruction of records under any B.C.
statute and oversight over records destruction that’s in
contravention of rules or bylaws of local public bodies.
This oversight should also be supported by new, comple-
mentary offences and penalties under the act. I'm going
to speak more about penalties and sanctions later in the
presentation.

I would like to turn now to some of the key recommen-
dations that I'm making specific to the protection of pri-
vacy. My recommendations, if adopted, will raise the bar
to ensure that public bodies properly manage personal
information of British Columbians in an accountable way.

I know we've already talked about this, but I'd like to
start with my recommendation for mandatory breach
reporting.

We trust public bodies with our most sensitive per-
sonal information — health records, tax records, finan-
cial information, and the list goes on — and turning over
much of this information to government is not optional.
We need health care. We enrol our children in school.

When we need the services of government, we have no
choice but to hand over our sensitive personal informa-
tion. But it seems that every week the public learns about
a new data breach involving lost or stolen laptops or mo-
bile devices; misdirected e-mails containing sensitive
data; or employees snooping in electronic health records.

Privacy breaches carry a human cost. They put indi-
viduals at risk of identity theft, serious reputational harm

— not to mention the loss of confidence of the public in
government agencies.

Breach reporting in British Columbia is currently vol-
untary. My office only receives reports in 1 percent of
cases of data breaches. A voluntary regime means that
there’s no clear threshold for reporting to my office, no
consistency in when breaches are reported to affected in-
dividuals. Therefore, it’s incomplete.

Mandatory breach notification would give citizens an
opportunity to be made aware of these significant breach-
es and take steps to mitigate them. There should also be
a legal requirement to report significant breaches to my
office so that our staff can assist public bodies to address
the breach, address its root cause and help to prevent fu-
ture occurrences.

[1150]

B.C. would not be charting new waters with such a
provision. Newfoundland and Labrador and the territory
of Nunavut have such provisions in place, and seven of
Canada’s provinces have mandatory breach reporting re-
quirements in their health information statutes. The feder-
al government addresses breach reporting through policy.

In November of last year, I made a presentation to
the special committee reviewing PIPA, the Personal
Information Protection Act. As part of those consulta-
tions, I outlined why mandatory breach reporting would

be an important addition to the private sector legislation.
The committee agreed and recommended in their final
report that PIPA be amended to require organizations to
notify the commissioner and affected individuals in the
case of a significant breach. There should not be a lower
standard for the protection of privacy in the public sector.

Privacy breach reporting is only one part of an over-
all privacy management program. Just as public bodies
must have sound financial management practices and
frameworks, they must also take a comprehensive ap-
proach to privacy.

Canada’s privacy commissioners have issued detailed,
scalable, practical guidance that provides private and
public sector organizations with a road map to imple-
menting sound privacy management. This committee
has an opportunity to take this work to its next logical
step: an express legal requirement spelling out what pub-
lic bodies need to do in order to effectively protect the
privacy of individuals.

The special committee reviewing PIPA made this
recommendation for the private sector. While there are
some differences, in my view, the obligation should be
harmonized between these two laws to provide for the
same legal privacy requirements, including appointing
somebody to be in charge of privacy within a public body,
staff training — not required right now; it should be in
law — privacy policies and privacy breach response plans.

Privacy management programs do not prevent every
breach, but they go a long way to providing proactive
tools to mitigate privacy incidents and also, really im-
portantly, build trust with citizens. We've begun to see
privacy management implemented on a policy basis.
We heard that the government of British Columbia has
implemented a policy control privacy management pro-
gram. But the broader public sector — education bodies,
health authorities, municipal governments, universities
and Crowns — should also be implementing controls to
effectively protect personal information.

Of course, all of the recommendations that I've been
talking about here and in my written submission require
robust and independent oversight in order to be effective.

Before I move on to our Q and A, I received two writ-
ten questions from the committee that I would like to
respond to.

The first concerns health information and how it
should be dealt with in this review. Unlike most other
provinces, British Columbia does not have sector-specif-
ic, stand-alone health information legislation. Depending
on the provider of the health service, personal health
information may be subject to FIPPA, it may be subject
to PIPA, or it may be subject to the E-Health legislation.

I've long said that I believe British Columbians would
be better served with a single set of rules that facilitates
the flow of information between the public and the pri-
vate health providers — also to ensure robust protection
for patient information and also, really importantly, to
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establish a framework for vital public interest research.
It's not expected that B.C. will adopt a stand-alone law
for personal health information any time soon.

While this committee is tasked with reviewing FIPPA,
there are a number of recommendations that 'm making
that are particularly important for strengthening the pro-
tection of personal health information. I believe breach
notification requirements proposed would be of great im-
portance to the health sector. Much of the information
in the health sector is stored in electronic form in large
databases. That means that the risks and the potential
harms of privacy breaches are greater than they were in
the days of paper-based records.

[1155]

Similarly, I believe that my recommendation around
data linking is also important to the health sector.
Currently there is a carve-out for data-linking rules for
the health sector. I believe the rules should be applied to
personal health information, which would make them
subject to transparency and review, and my recommen-
dation for new offences and higher penalties will match
those in other Canadian jurisdictions.

There have also been numerous reports of employ-
ees snooping in electronic health records in B.C. and in
Canada in the last year. While this is not a problem that’s
exclusive to health information, it has proven to be a par-
ticular problem in that sector.

Finally, I would like to answer a question I received
from the committee about a framework for sanctions and
penalties. FIPPA currently authorizes penalties for two
types of offences. General offences carry penalties for in-
dividuals up to $5,000, while privacy protection offences
for individuals carry penalties of up to $2,000.

These penalties are among the lowest in the country.
Other provinces have penalties ranging from $10,000 up
to $50,000 per oftence. Ontario has passed a bill that will
increase penalties to $100,000 for individuals. I think B.C.
needs to come in line with these other jurisdictions and
deter would-be offenders, so I'm recommending penal-
ties for general and privacy offences committed by indi-
viduals under FIPPA to be raised to $50,000.

I'also recommend two new offences: the unauthorized
and wilful destruction of records and for unauthorized
access and use of personal information — in other words,
the snooping offence.

I just want to leave you with a quick postscript. While
this is not written in my submission, I believe the
Legislature should review FIPPA more frequently than
every six years. Given the fast pace of technological change
and the myriad of access and privacy issues that continue
to wash ashore in British Columbia, I believe that a review
every three to four years would allow legislators to ensure
that information rights are protected on an ongoing basis.
I leave that for the committee’s consideration.

Thank you very much for your attention this morning,
and I am pleased to take any questions.

D. McRae (Chair): Perfect. Thank you very much. 'm
sure we will have some questions.

K. Corrigan: I want to thank your office for the work
that you do on an ongoing basis, including the report
that you referenced from a few months ago. I wanted to
try to home in a little bit more on where the line is on
what types of documents should be preserved. One of
the questions is....

On page 6 of your report, talking about the Information
Management Act requirements, it says that information
that should be kept, essentially, is: “(b) information that
documents a decision by a government body respecting
a course of action that directly affects a person or the
operations of the government...” and then, in addition
to, “(¢) information that documents or supports the gov-
ernment body’s organization, policies, procedures, trans-
actions or operations.”

I know that when we were raising issues in the House
about the report that was done — Access Denied — one of
the responses of government that came back fairly regu-
larly was: “Well, we don’t have to preserve drafts. We just
have to preserve the decision, and we did that”

Where is the line? Often it turns out that some of the
damning information deals not with the decision or even
the points up to it but, for example, e-mails that we find
that go to the credibility of individuals or of govern-
ment. It doesn’t really have to do with the decision but
rather credibility and other issues about the character
of government.

Can you give me a bit of an outline of where you think
that line is — of what should be preserved and what
doesn’t need to be preserved? It’s very complicated, and
I'm asking you to make very general comments, but....

(1200]

E. Denham: I think there’s a lot of expertise in the re-
cords management field that can help answer those ques-
tions. Certainly, the definitions that I am quoting in my
report from the Information Management Act are a start.
They’re a start to get us thinking about what records, in
relation to the context of a specific program or a specif-
ic decision-maker in a public body, need to be retained.

You know, I look to the expertise of someone like Laura
Millar, who presented to the committee. Her point was
that once you figure out what evidence needs to be pre-
served, depending on the mandate of the public body....
Obviously, B.C. Ferries is not going to be creating the
same kind of evidence of its decision-making as the
Ministry of Children and Family. These are different busi-
ness lines. But once you figure out what kinds of records
actually matter to your function and your business line,
then the transitory question is less troubling. That's one
way of thinking about it.

I do think that what is needed here is a culture of prop-
er creation and proper retention of important records.
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Training is really critical. Leadership and the culture of
leadership is really important.

Then you asked me a question about drafts. I'm go-
ing to say it depends. There are policies and guidelines
around what is a record and what is a transitory record
in terms of drafts.

I would say that a draft of a cabinet submission is a re-
cord because it’s going to change along the way. I would
say that the draft of legislation is a record and not transi-
tory because the changes that were made along the way
are reflective of decision-making. A draft of a briefing
note that one of my staff writes to me may not be a rec-
ord and may indeed be transitory.

It's contextual. It needs clear direction. It needs train-
ing. But I think we already have a lot of tools that we
can use from various jurisdictions to be able to clarify
this issue.

D. Routley (Deputy Chair): I have quite a number of
questions. I'll just stick to....

D. McRae (Chair): How about you do a couple. Then
we'll keep moving around, and I'll come back to you.

D. Routley (Deputy Chair): I'll do a couple, and we’ll
see what happens.

Thank you for the presentation, of course. In your re-
port, you referred to an indication that the practices you
identified as problematic were probably systemic, but
your investigation was not broad enough to make that
assertion directly. What would it take in order to review
government to the point where you could satisfy yourself
that it is or is not systemic?

E. Denham: You're correct that the statement that I
made in my report is this was not an audit of govern-
ment’s duty to assist. We had three complaints, and we
followed those complaints. We did not go in and look
at various files that the government had on “no respon-
sive records” or problems in duty to assist. We did not
do that.

Committee members may be interested to know that I
am doing such an audit of the city of Vancouver in terms
of their duty to assist applicants. In that review, I would
say that’s going to be more of a systemic, broad review of
their practices. We don’t have the resources in our office
to do a broad, systematic review of duty to assist within
the provincial government.

I'm hopeful that with the government’s commitments
to adopt and accept the recommendations in my report,
with the expert advice of David Loukidelis on things like
training and policy.... By the way, I don’t think that his
terms of reference cover making recommendations on
legislative reform. I think that’s up to this committee. But
I look forward to his report to the government.

[1205]

Then instead of doing a timeliness report, which I have
done with regards to FOI in previous years, I will con-
sider going back and doing some spot audits in minis-
tries where we see some patterns of problems. That’s the
extent that our resources will allow.

D. Routley (Deputy Chair): We've heard from several
public bodies and organizations, companies, in fact, that
have come forward and recommended that we relax the
protections under section 30.1 that prohibit storage of
personal information outside of Canada. I'm very con-
cerned about that, particularly since the convention that
we attended, the Chair and I, last week that you hosted.

It was really an eye-opener when Lisa Austin from
the University of Toronto shared her work. She said that,
in fact, if we share our information in the United States,
we are not protected, as non-resident aliens, under the
Fourth Amendment of the constitution.

In any case, Charter protections in Canada of privacy
are more stringent and strong, but we would also lose
those protections, because any search would be a search
for information outside of Canada, so a Canadian au-
thority would not be bound by our Charter rights. That’s
a huge concern.

We've heard today from a contributor to this commit-
tee that perhaps our right to maintain section 30.1 is not
threatened by trade agreements, TPP in particular. But
if we were to relax it, I would suggest that it would be
very difficult to turn back and increase again, given the
restrictions that are there. Can you give this committee
any recommendation as to what we should do in terms
of these petitions?

E. Denham: I was hoping I wouldn’t get the difficult
30.1 question. But like you, I was listening intently at
the panel on data localization and data sovereignty last
week in Vancouver and Lisa Austin’s work, which basic-
ally says jurisdiction still matters. So data localization is
an important tool. The Maple Leaf constitutional protec-
tion does not follow our data when it leaves the country,
whether it goes to the U.S. and it’s in the hands of a cloud
provider or elsewhere.

Essentially, the concerns that led the Legislature to
make the data localization provisions remain unchanged.
When I talk to British Columbians, they tell me that their
privacy is really important to them and that they don't
want their sensitive personal information to be com-
pelled to be produced under a foreign law. They want the
protection of our Canadian constitution. They want the
protection of our privacy laws, which they lose once the
data crosses the border.

When I talk to British Columbians, they don’t know a
lot about the details of their privacy protection under our
FIPPA or under our PIPA. But what they do know about
the Freedom of Information and Protection of Privacy Act
is that their data can’t be transferred outside of Canada ex-
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cept in those circumstances where they give their consent.
British Columbians do know this about our law.

To take that away, to repeal that requirement, I think
the legislators would have to think about what to put in
place to protect data in the long term. I don’t know what
that is, especially.... As we heard from my government
colleagues, the invalidation of the safe harbour agree-
ment, the European Court of Justice, means that there
are questions around the bulk collection of data and the
lack of protection for foreign nationals, for their infor-
mation in the U.S.

[ don't see those concerns abating. I don’t see any kind
of a rollback of those provisions where information can
be collected in secret under the Freedom Act, which
amended the Patriot Act. I don’t see any changes there.

[1210]

That said, we also meet with the education sector, the
health sector. We hear their concerns and the difficul-
ties and frustrations that they may feel. However, I think
the landscape has changed. I think you can see players
like Microsoft and Adobe that are setting up Canadian
solutions.

We have surveyed companies in Canada that public
bodies could use. So I see some easing of those difficul-
ties. Are they going to go away completely? No, but we
do have amendments in our law that allow for consensual
disclosure, that allow for a ministerial order when some-
thing is in the public interest and needs to be shipped
across the border.

I'm not hearing anything that convinces me that we
need to roll back those provisions. You will have noticed
that I didn’t make a recommendation for change in my
submission.

D. Routley (Deputy Chair): I just want to express
my agreement with that and my concern that British
Columbians will answer at a very high percentage that
personal privacy protection is a highly salient issue for
them but not really understand the architecture of what
the law is or what mechanisms are there to protect them.

I think it puts an even higher onus on members of this
committee and on government to be responsible gate-
keepers of that privacy, even though people might, with-
out much concern, click “Taccept” on a Facebook privacy
notification. We have a much higher duty, and I'm con-
cerned that this push for expediency around 30.1 will be
undermining all of that.

I thank you for your submission.

S. Sullivan: I listened to you about the duty to docu-
ment. [ think about my own situation. Every couple of
years I make this goal as a new year’s resolution that 'm
going to document things that I do, and I never do it. Or
sometimes I do, but I write very incompletely, and when
Ilook back, I say: “That really doesn’t represent what hap-
pened.” But it's my attempt.

So I do worry about old guys like me — you know, try-
ing to get us to document everything we do, especially
if we feel that whatever we write, we'll be judged on. If
they’re not complete, youd really.... If you think there’s
going to be a court case or something about this, then
you certainly want to make it complete. There are certain
people that just like doing things and not writing things
up. It’s kind of a personality issue.

I just wonder about the training that would be required
and how effective training could be for some people if it’s
just not a habit for them to write everything down.

E. Denham: Just to be clear, 'm not suggesting that
a duty to document means that everything needs to be
written down. Again, it’s selective. If there’s an import-
ant decision that’s made at a meeting, then it needs to
be recorded — after the meeting, as a note to file, in the
minutes of a meeting. If it's important and it’s related to a
mandate, then I think there needs to be a record.

In the olden days before digital communications, there
would probably be a stenographer that was making a re-
cord. That person would go and file that, and that deci-
sion would be available. But now everybody is a records
manager, and everybody is creating or not creating rec-
ords and filing them who knows where.

We've got a records management challenge that’s not
just unique to B.C,; it’s a challenge everywhere. So we
have to come to terms with the new technologies, and we
have to train people on what’s important to write down
and who's going to be the office of record, to keep that re-
cord so that it’s available for just good practice and good
government. It’s not all about FOL

I'm just saying there needs to be training. There needs
to be expertise, and there are some experts within gov-
ernment. They're in a centralized unit. Maybe what
needs to happen is have those records officers available
throughout the various public bodies. But it can be done.

[1215]

D. Eby: With respect to your recommendations
around penalties in the hypothetical situation of a sen-
ior public servant destroying records and instructing
subordinates to destroy records inappropriately, would
the fine be levied against that individual or against the
ministry? Is there a possibility that a department, for ex-
ample, could be fined?

E. Denham: Our recommendations around penalties
and sanctions for the unauthorized destruction of records
are to the individual. Again, I think if individuals were
not trained, were not made aware of policies, etc., then
it could be an issue for the ministry or the public body.

But once people have been made aware of what their
obligations are under statute and policy and an individ-
ual decides to destroy records, that’s an illegal act and it
should be a penalty against an individual.
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I have some reservations about fining public bodies
under the Freedom of Information and Protection of
Privacy Act, because really, at the end of the day, you're
hitting the taxpayer. I don't know how workable fining
public bodies for the action of an individual is when that
individual was warned, trained and aware of policies. So
these are fines against individuals.

There have been fines and sanctions and penalties
against individuals in other jurisdictions for improperly
accessing personal information and destroying records.

D. Eby: We heard from the ministry that the issue of
wholly owned subsidiaries is a very difficult one and, in
fact, for years they've struggled with it and still have no
idea how to deal with this. In fact, they asked this com-
mittee for help. As enthusiastic as I am to help, I don’t
feel qualified to do it.

Can you provide this committee with some assistance
in understanding the legislative provision that would be
needed to bring wholly owned subsidiaries — for ex-
ample, in the case of school boards’ own incorporations,
universities or so on — under the provisions of FOIPPA?
We heard from a number of witnesses that this was a sig-
nificant priority.

E. Denham: I do think it’s a significant issue. We've
certainly written to ministers over time and talked about
this in other FIPPA reviews. The bottom line is when
public resources are used to operate a subsidiary corpora-
tion, then that subsidiary corporation should be subject
to the accountability and transparency requirements in
FOI and also follow privacy rules.

I was aware that there were stakeholder consultations
going on, that the ministry was talking to various pub-
lic bodies and third parties. But I was not aware of the
difficulties that they were having until I heard this pres-
entation today.

Without giving prescriptive, legislative language as to
what the fix is, 'm certainly able and willing to work with
government to come up with that wording. I have made a
suggestion in my submission, but I also understand that
there’s a lot of dialogue going on about the percentage of
ownership, etc. The other thing that I would do is look to
other jurisdictions for how they’ve solved this problem.

D. Eby: My fear is that we'll make a recommendation
and it won't be implemented because of concerns that it’s
too difficult, so any assistance you could provide in that
regard would be very welcome.

The last question for this round. Mr. Loukidelis has
been asked to do a report to assist the ministry in imple-
menting your recommendations. Can you advise this
committee what role, if any, you have in Mr. Loukidelis’s
report? Will you be consulted? Should we seek to get a
written submission or to get you to appear again after
that report is out to help us get your feedback, or can

we assume that your feedback is incorporated in that in
some way?

E. Denham: I have not been approached by the gov-
ernment as to how I will be involved in Mr. Loukidelis’s
work. However, I would assume that I would be able to
have access to his report before it's made public because
the purpose of his review is to comply with the recom-
mendations that we issued in this report.

I think it's important that our office feels that the work
that he has done will assist the government in meeting
the spirit and the letter of the recommendations. I would
be interested in appearing before this committee again
once that work is complete. Also, if there’s anything else
that our office can do as follow-up work from submis-
sions that you receive at the end of January, we can pro-
vide comments or review opinions, if that’s helpful.

(1220]

K. Corrigan: It's sort of off the main topics that you've
been talking about. Page 31 of your submission says that
FIPPA should set out a clear threshold at which a public
body is required to correct personal information and that
that threshold should be harmonized with the reasonable
grounds threshold set out in PIPA.

I was wondering about whether you have in the past....
Maybe you've done a report on this, and I've missed
it. Have you looked into...? I think you have, actually,
looked into PRIME-BC before.

My concern is that there is something like.... T can’t re-
member the last count. It was about 4% million records of
personal information about British Columbians in there

— some of it duplicates, some of it old. We've certainly,
as MLAs.... I know many of us have had people come
and complain about the fact that it’s affecting their abil-
ity to get work when you get a report from PRIME. This
is a police database — inability to cross borders without
really knowing why and so on.

Maybe you could just comment a little bit more about
that and how this recommendation affects that.

E. Denham: There is a relationship. I'm going to ask
Michael McEvoy to address it. We have looked at police
information checks in the past. I think that's what you're
remembering.

K. Corrigan: Yes.

M. McEvoy: Some of the concerns that you've raised
we've heard directly with our office too.

The challenge with the legislation as it is now is it ac-
tually doesn’t set out when public bodies are required to
correct personal information. Ultimately, the remedy in
the circumstance may only be that the record is annotat-
ed, even where it may clearly be that the information is
incorrect. There’s no obligation to do that.
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The proposal, the recommendation, that we're making
to the committee would at least set a threshold whereby
the information would actually be corrected. It would
set a standard whereby some of those very concerns that
your constituents have raised and some of those concerns
that have been raised with our office, I think, can be dealt
with, we would say, in a more satisfactory way.

K. Corrigan: I have another question, another quick
one. I wanted to ask a question about something that I
asked of the ministry as well. It has to do with mandatory
reporting of data breaches.

Your recommendation — and I think government
agreed with it — is that yes, there should be a framework
for mandatory circumstances when reporting of data
breaches is mandatory; that if individuals are affected,
they should be made aware; and, also, that there should
be reporting to your office if a large number of individ-
uals, perhaps, are affected.

My question before and my question to you as well
is: have you thought about the importance of publicly
reporting when it is fairly significant — adding a pub-
lic reporting? Or would you think that it would be suf-
ficient to simply say that it would be up to the Office of
the Information and Privacy Commissioner to decide at
what point a data breach was significant enough that it
should be publicly reported?

I do understand the issues of privacy and mentioning
names. I'm not suggesting that at all. I just think the very
fact that there have been significant privacy breaches
would be in the public interest, probably.

E. Denham: There are some jurisdictions, particularly
in the United States, where significant data breaches must
by publicly reported. I think of the state of California, for
example. There is a requirement for at least private sector
organizations to make public significant data breaches
that reach a certain threshold.

In this model, if a large number of individuals are af-
fected by a significant data breach and that report comes
to our office, it’s very likely that we would do a public re-
port when it’s a significant breach, such as the one that we
were talking about with the Ministry of Education. The
other point is that when there is mandatory notification
to affected individuals, it’s very likely that those affected
individuals are going to make it public.

I'm not sure if the publication of significant privacy
breaches is necessary to meet the policy intent of my
recommendation, which is to focus more resources on
proper data security.

[1225]

At the end of the day, what this is about is not “gotcha”
It's not announcing it in the headline that there’s been a
breach. It’s to focus attention and good care of our person-
al information. Knowing that breaches have to be reported
to individuals and to the commissioner is really important.

D. McRae (Chair): Doug, you had withdrawn your
question, or was it dealt with?

D. Routley (Deputy Chair): Actually, I will ask a ques-
tion. Thank you, Chair.

The definition of a transitory document. There was
work done around the time the original act was passed.
Rob Botterell presented to the committee and brought
that to my attention. Do you feel as though the defin-
ition adopted at that time, if you're familiar with it, is
satisfactory today?

E. Denham: [ think the definition could be tweaked. I
think there’s some work that needs to be done.

I think a more significant issue was the one that I was
talking about earlier. Given that we have all these new
forms of communication, we need to think about this.
We need to train people and remind them about how the
world is changing. What's government information that
needs to be retained as evidence of decision-making? The
rest of it — “Do you want to meet for lunch?” or “I've got
to change the meeting to two oclock” — is going to be a
transitory record.

D. Routley (Deputy Chair): The act, being essentially
technologically neutral, already accommodates every-
thing we need to establish such a definition. We just need
people to better understand the principles.

E. Denham: That’s correct.

D. McRae (Chair): The next question goes to Sam, and
then the final question will be to David.

S. Sullivan: We had a couple of presenters. One was
on the high school yearbook, where their information
couldn’t be sent to the U.S. to get printing because it had
the information about what they liked to do when they
were in school or something like that. Also, some of the
restrictions on sending the data out made the groups not
able to access the latest technology for software and data
manipulation.

I'm just wondering. Is there a certain test as to what
risk the data really has by letting it out? The issue of the
school yearbook was a good one. Maybe there’s not a lot
of risk of someone having something bad happen with
that data out, since it’s listed in public anyways.

E. Denham: I think the solution to the yearbook ques-
tion is consent. Consent is a tool that can take care of that.
If you think about the number of consent forms that par-
ents have to sign for their kids in the context of attending
school, I don’t see why that can't be a solution. There are
other solutions, such as ministerial orders. The minister
could say that it’s in the public interest that this informa-
tion be disclosed outside of Canada.
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Our provision is not risk-based. It says that person-
al information has to be stored and accessed within
Canada, except consent, ministerial order, use of so-
cial media.

There are tools. Again, I haven’t been persuaded that
there aren’t solutions to some of the challenges that pub-
lic bodies are facing. I understand it’s frustrating, but I
think the whole world is grappling with this problem. I
haven't heard that British Columbia’s solution is out of
date, specifically in the context of the European decision
about safe harbour.

M. McEvoy: If I could just briefly add to that. The com-
missioner has said, myself and a number of other people
who are actually behind me, on the task of engaging,
particularly with the K-to-12 sector, where.... There are
many opportunities to use some of the latest and great-
est in technology to engage kids in learning, to look for
solutions that allow for the use of that technology while
still complying with section 30.1.

In a number of circumstances, | think, we've found a
way to do that — not in all. It’s not a completely magic
bullet. We recognize some of those challenges and work
carefully and methodically with members — again, as an
example, with the K-to-12 community — to find some
of those solutions and to allow kids to take advantage of
some of the technology.

[1230]

D. Eby: The issue of resources of the OIPC has come
up a couple of times. I note in particular that in your re-
port Access Denied, there was a significant level of re-
sources expended in technological expertise related to
the metadata and so on.

Do you, under our existing legislation, feel that you
have the tools necessary to access additional resources
when you need them for major investigations, without
compromising your existing obligations under the act?

Then the second is: I was hoping you could just provide
a little clarification around “significant breach.” What is
a significant breach? For me, my data being breached
would be significant. But is that what you mean — one
person’s data and so on?

E. Denham: I'm going to start with your second ques-
tion. It was: what do you mean by a significant breach?
There’s a whole body of policy work and commentary
and research around what a significant breach is. Forty-
seven states in the U.S. have mandatory breach reporting

laws; the European Union’s new regulation — mandatory
breach; the UK., etc.

Really, it’s a risk-based or a harm-based test. Is the
disclosure of data reasonably expected to cause harm to
the individual? That harm is not based on just financial
harm. It could be reputational harm, etc. That would be
a requirement to notify the individual and to report to
our office, either where there is significant harm to the
individual — expected significant harm — or to a large
group of individuals.

There’s a lot of research and policy around the deter-
mination of what a significant breach is. I can certainly
provide more detail on that to the committee.

How could I forget about the resource question? I'm
talking to some of your colleagues tomorrow. I'm making
a presentation to the Finance and Government Services
Committee with my ask for the budget next year.

I will tell you that we had to expend about $50,000 to
bring in some expert resources and have legal counsel to
assist us with the investigation in Access Denied. So we
had forensic examination of metadata, etc. That was an
extraordinary expense.

However, I'm finding that more and more of our inves-
tigations require the use of a forensic lab. We are looking
more and more at digital technologies and investigating
on the privacy side and on the access side.

The short answer to your question is: no, I don’t have
significant resources. The other problem we have is a
large backlog of access-to-information appeals. Most
files that come into our office have to sit in a queue for
six months before they’re assigned to an investigator, be-
cause we don't have enough resources to assign to those
files. I can’t give an investigator more than 35 files on their
desk. There is a long wait for our services. I believe that’s
unacceptable to British Columbians.

D. McRae (Chair): Thank you very much. I'd like
to thank the Office of the Information and Privacy
Commissioner and all of the presenters today for their
well-thought-out presentations, whether they were in
person or via technology.

I'd also like to remind the people presenting today,
those in the gallery and those watching at home that if
they wish to make a submission in writing, they can do
so up to January 29, 2016. I thank the committee mem-
bers for their efforts today — and those who presented.

Thank you, and I adjourn this meeting.

The committee adjourned at 12:33 p.m.
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COMMENTS:

The Deputy Minister will receive a legal briefing on FOIPPA and other
related information management legislation on April 8, 2016 from Kerri
Sinclair, Legal Services Branch solicitor and an accompanying policy
briefing from Sharon Plater, Executive Director of the Privacy Compliance
and Training Branch (PCTB).

Executive Director approval: ADM approval:
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DATE PREPARED: March 23, 2016

TITLE: Preparation for Deputy Minister’s legal briefing on FOIPPA and other
information management legislation.

ISSUE: Deputy Minister to receive a legal briefing on FOIPPA and other information
management legislation on April 8, 2016

BACKGROUND:

A legal briefing is scheduled to take place on April 8, 2016 for Deputy Minister of
Finance, Athana Mentzelopoulos on the Freedom of Information and Protection of
Privacy Act (FOIPPA), which was placed under the purview of the Minister of Finance in
December 2015.

FOIPPA, British Columbia’s public sector privacy legislation, was passed in June of
1992 and came into force for provincial government ministries in October 1993.
FOIPPA governs the collection, use and disclosure of personal information by the public
sector and applies to over 2,900 public bodies including ministries, local governments,
schools, Crown corporations, hospitals, and municipal police forces.

As the Minister responsible for FOIPPA, the Minister of Finance has a number of duties
and responsibilities under the Act. Many of these duties and obligations are delegated
to the Privacy, Compliance and Training Branch, including: review of all ministries’
privacy impact assessments, publication of the Personal Information Directory and
development of directions respecting information sharing agreements and privacy
impact assessments. There are, however, some duties which may fall to the Deputy
Minister. These responsibilities include:
e receiving reports of foreign demands for disclosure of personal information;
e issuing ministerial orders to establish common or integrated programs or
activities under the Act; and
e establishing cateqgories of records that are to be made available to the public
without a request for access.

- An overview of FOIPPA is attached as Appendix 1.

The Office of the Information and Privacy Commissioner (OIPC) provides independent
oversight and enforcement of FOIPPA, as well as the Personal Information Protection
Act (PIPA), British Columbia’s private sector privacy legislation, which applies to over
380,000 private sector organizations including businesses, charities, associations, trade
unions and trusts. An overview of PIPA is attached as Appendix 2.

Commissioner Elizabeth Denham is British Columbia’s third Information and Privacy

Commissioner and was appointed in May 2010 for a six year term. Her term is due to
end on July 6, 2016 and she will not be seeking reappointment. Ms. Denham confirmed

Page 82 of 147 FIN-2016-61856



this in a letter to the Minister of Finance, dated March 22, 2016, where she informed the
Minister that she has accepted the position as the Information Commissioner for the
United Kingdom.

Along with FOIPPA and PIPA, the new Information Management Act (IMA) is also under
the purview of the Minister of Finance. The IMA, which will be brought into force this
spring, replaces the Document Disposal Act as government’s primary information
management statute. An overview of the IMA is attached as Appendix 3.

DISCUSSION:

Section 80 of FOIPPA states that at least once every six years, a Special Committee of
the Legislative Assembly must be appointed to undertake a comprehensive review of
the Act. The most recent Special Committee was struck on May 27, 2015 and has
received submissions during its public consultation period from government, the OIPC
and other stakeholders. The Special Committee has until May 27, 2016 to submit a
report of its review to the Legislative Assembly, which will include recommendations for
changes to the Act.

As government awaits the Special Committee’s report on FOIPPA, it is anticipated that
recommendations will be made regarding the following issues, which were discussed by
the Commissioner at length, during her submission:

Duty to Document

Commissioner Denham has recommended that government legislate a “duty to
document” key decisions and actions. Though the Commissioner previously supported
the inclusion of a “duty to document” in the IMA, she is now advocating for its addition to
Part 2 of FOIPPA. The rationale for this shift is due in large part to the broader scope of
FOIPPA (2900 public bodies) and its independent oversight provisions, which give the

Commissioner her powers and authority. s.13
s.13

Subsidiary Corporations

A longstanding issue, which the 2010 Special Committee recommended be addressed,
is the inclusion of subsidiary corporations of public bodies under FOIPPA. Corporations
created or owned by ministries, Crowns, universities, school boards, health authorities,
and other types of “local public bodies” are not currently under the scope of FOIPPA.
The Commissioner has proposed that the definition of public body be broadened to
include all boards, agencies, committees, commissions, panels and agencies in addition

to corporations that are created or owned by a public body. s13
s.13
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Privacy Breach Notification and Privacy Management Programs

The Commissioner has also proposed amendments to FOIPPA that would make privacy
breach notification and privacy management programs mandatory for all public bodies.
Government currently provides monthly reports to the OIPC about each privacy incident
investigated by government and reports all “serious” privacy breaches directly to the
Commissioner. Government has also recently issued a corporate Privacy Management

and Accountability Policy (PMAP). 's-13
s.13

Oversight over the Unauthorized Destruction of Records

The Commissioner has recommended that FOIPPA be amended to give her office
oversight over the unauthorized destruction of records as set out in any enactment in
British Columbia, or any legal instrument that is used by a local public body, as well as

the associated offences and penalties. s-13
s.13

s.13 The destruction of records is currehtly governéd by the Document Disposal Act
and going forward will be covered by the Information Management Act.

For a complete list of the Commissioners recommendations to the Special Committee
please see Appendix 4.

Attachments
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Questions and Answers

Ministry of Finance - FOIPPA Special Committee

DATA RESIDENCY

Q: Submissions from several stakeholder groups highlighted the limitations
that the current data residency provisions in FOIPPA, specifically section
30.1, place on their operations. Does government plan to amend FOIPPA
to address these concerns?

e Government will continue to monitor changes to privacy laws in other
jurisdictions within Canada as well as abroad.

e The European Union is moving to bolster its data-residency provisions,
with its proposed Data Protection Regulation, which will strictly
regulate businesses who hold data within Europe as well as those
outside of Europe who hold the personal information of EU citizens.

e While government is taking the recommendations provided by
stakeholders under careful consideration, we must remain mindful of
privacy trends in other jurisdictions. Shifting out of alignment with our
international peers could have negative implications for BC in regards
to trade.

SUBSIDIARY CORPORATIONS

Q: The issue of Subsidiary Corporations remains unaddressed by
government. Submissions received by this Special Committee as well as
past Committees have called for change. We would like to know if
government has given any more consideration on this matter.

e Currently, corporations that are created or owned by “local
government bodies” (which include municipalities and regional
districts) are, by definition, already covered by FOIPPA.

e This is not the case however for corporations created or owned by
ministries, crowns, universities, school boards, health authorities, and
other types of “local public bodies”. These corporations are not, by
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definition, covered by the Act, nor are corporations that are partially

owned or owned by more than one body.
s.13

“PUBLIC INTEREST” DISCLOSURE PROVISION
Q: How will government respond to the OIPC’s new interpretation of the
“public interest” provision? Will government amend section 25?

e Intheir July 2015 report regarding the review of the Mount Polley
tailings pond failure, the OIPC found that section 25(1)(b) should not
be interpreted to require an element of temporal urgency in order to
require the disclosure of information that is clearly in the public
interest.

e The ministry is currently working to determine how the OIPC’s new
interpretation of 25(1)(b) should be applied to records.

e The Commissioner has exercised her powers in adapting interpretation
of this subsection and as such, no legislative change is required.
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e Government will continue to bolster its training and awareness around
the issue of section 25 compliance.

e Government has issued a guidance document, which was distributed
through executive- and staff-level communication channels, and has
emphasized section 25-specific content in regular FOIPPA training
sessions.

¢ |n moving towards making more proactive releases of information,
section 25 is one mechanism that government will be looking at in
order to make information available to the public.

e |n addition to section 25, which is generally a broader notification to
the public, limited public disclosure provisions under the disclosure
provisions in section 33. This more limited disclosure provision is often
used in instances such as a violent offender being released into a small
community.

ACCESS FEES

Q: Fees for access requests was an issue raised by some of the
stakeholders who presented to the Committee. Does government have a
response to concerns that fees are levied too often?

e Section 5 of the Act dictates that a request must provide sufficient
detail to enable an experienced employee of the public body, with a
reasonable effort, to identify the records sought.

e As the number of over-broad requests continues to increase, which
directly correlates to the issuance of fees, government recognizes that
applicants may need more clarity regarding the kind of information
that needs to be provided to allow government to conduct a
meaningful and timely search for the requested records.

e As per FOIPPA’s fee schedule, the first 3 hours of search for records
are free. Government charges applicants for search time above the 3
hours; for time spent preparing records for disclosure, i.e. scanning
and photo copying; and for any disks or storage devices required to

Page 3 of 9

Page 87 of 147 FIN-2016-61856



get the records to the applicant. Government does not charge
applicants for the time spent severing a record.
e Last fiscal, IAO recovered approximately $80,000 from FOI fees.

FOI COSTS
Q: What are the costs to government for processing FOI requests?

¢ |n their most recent calculations (FY1314), Information Access
Operations estimated that the average cost of processing an FOI
request was $2,015. This figure is derived from budget numbers and
the number of closed requests.

e This places the estimated total cost to government at nearly $20
million.

e |AO estimates that since centralization in 2009 the cost to respond to
an FOI request has dropped by more than half. This is a credit to the
ongoing efforts by public body and IAO staff to streamline FOI
processes.

FREQUENCY OF SPECIAL COMMITTEE
Q: As part of their submission, the OIPC has recommended that section 80
(1) of FIPPA be amended to change the review cycle from 6 years to every

3-4 years. Will government consider such an amendment?
s.13
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DATA LINKING
Q: We understand that data linking has been an issue of contention
between public bodies and the OIPC. Has government found a solution?
e During the development of the data linking regulations in 2012, the
OIPC expressed concern that the data linking definitions in FOIPPA
were too narrow to encompass the range of activities that should be
subject to OIPC oversight and to the applicable regulations.
e Government has since worked with the OIPC to develop broader
definitions which cover an appropriate range of activities.
e Government’s plans in this area were discussed by Bette-Jo Hughes in
government’s previous submission to the Special Committee.

MANDATORY BREACH NOTIFICATION

Q: The OIPC has recommended amendments to FOIPPA to include a
mandatory requirement for notification in the event of privacy breach. As
the issue of privacy breaches in government has taken centre stage of late,
will government act on this recommendation?

e The Special Committees that reviewed PIPA, B.C.’s private sector
privacy legislation, in 2008 and 2015, recommended that a mandatory
requirement for privacy breach notifications be incorporated into the
Act.

e The OIPC has been supportive of this recommendation and, as you
have stated, has asked government to enshrine mandatory breach
notifications within FOIPPA as well.

e Currently, government provides monthly reports to the OIPC about
each privacy incident investigated by the Privacy, Compliance and
Training Branch and continues to report “serious” privacy breaches to
the OIPC within a few days of occurrence.

e Moving forward, government has committed to addressing the 2008
and 2015 Special Committee recommendation for mandatory breach
notification within PIPA at the next available legislative opportunity
and welcomes any similar recommendations for FOIPPA.
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ABORTION SERVICES PROVISION

Q: The Special Committee received several submissions calling for changes
to section 22.1 of FOIPPA. Will government consider these
recommendations?

e Before considering any change to a mandatory exception of this
nature, we would first need to go back and analyze the rationale for
implementing this provision in the first place.

e Protecting the privacy of BC citizens is government’s top priority.

SECTION 13 - POLICY ADVICE OR RECOMMENDATIONS

Q: There is considerable interest in amending section 13. Advocacy groups,
the OIPC and some committee members were all in favour of a narrower
definition of “policy advice”. Does government plan to act on these
recommendations?

e This issue has come up during past Special Committee reviews. In
2010, the Commissioner made a recommendation that section 13 be
narrowed, but the Special Committee declined to make a
recommendation in this regard.

e A 2014 Ontario Supreme Court decision supports BC’s section 13 as it
is currently written. In this decision, the Supreme Court states that
Ontario’s section 13, which is very similar to BC’s provision, accords
with the balance struck by the legislature between the goal of
preserving an effective public service capable of producing full, free
and frank advice and the goal of providing a meaningful right of
access.

e BC’s discretionary exception relating to advice and recommendations
aligns closely with most jurisdictions in Canada and is markedly similar
to that of the Yukon, Newfoundland and Labrador, Ontario and the
federal access to information legislation.
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RESTRICTIONS ON PUBLISHING REPORTS

Q: The Commissioner has raised the issue of the restrictions placed on
publishing investigatory reports. Does government plan to address this
issue for the sake of transparency?

e This issue relates to section 30.1 of FOIPPA, which states that public
bodies are required to store and access personal information only
within Canada.

e Publishing these types of investigatory reports online is effectively a
disclosure outside of Canada and as the bulk of these reports include
personal information, this would represent a contravention of the Act.

e Government remains mindful of the need for openness and
transparency, and recognizes that the contents of these reports are
often of interest to the pubilic.

e The Commissioner has posed a solution to this issue, which
government has considered and supports.

EMPLOYEE ETHICS
Q: How do we know that government employees take their information
management obligations seriously?

e The Appropriate Use of Government Information and Information
Technology Policy clearly lays out the requirements for employees
who collect, use, disclose and dispose of government information.

e Employees are made aware of their obligation to handle information
in a manner that meets the requirements of FOIPPA, the DDA, and —
when in force — the IMA.

e Employees who fail to comply with these standards are subject to
disciplinary action up to and including dismissal. This includes
employees who wilfully destroy government information that should
not be destroyed (whether or not it is the subject of an FOI request).

e This policy is supported by the Standards of Conduct, which requires
employees to conduct themselves in a manner that will instill
confidence and trust and not bring the B.C. Public Service into
disrepute.

e Government expects employees to act in an ethical manner, and the
recent Workplace Environment Survey indicates that employees are
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aware of and complying with this expectation. Specifically, the survey
polled employees on whether they feel that they are clear on what
ethical values are expected when performing their work, and whether
they feel supported in carrying out their work in an ethical manner.
Nearly 80% of employees agreed with both of these statements, while
less than 10% disagreed.

COMMISSIONER OVERSIGHT OF IMA
Q. Why do you not support independent oversight of the information
management Act and other information management requirements by the

Commissioner similar to Alberta?

Other than Alberta, no other jurisdiction in Canada provides their
Commissioner with this type of oversight.

In most cases, this type of oversight exists within the relevant records
management legislation in most other Canadian jurisdictions.

TRANSITORY RECORDS

Q. The Commissioner and David Loukidelis have, in their respective recent
reports, identified the need for greater clarity for government employees
respecting what constitutes a transitory record. What is government
doing about this?

Transitory records have temporary usefulness, and are only needed
for a limited period of time in order to complete a routine action or
prepare a final record, such as meeting arrangements, copies created
for the convenience of an employee, or drafts.

Transitory records are not required for any government financial,
legal, audit or statutory purpose, and are not required to be filed and
kept in government recordkeeping systems.

Currently, government employees are provided with training and an
online guide which explains what are and are not transitory records.
The Province is developing expanded transitory records guidance and
training for all employees. The new training program, which is
currently under development, will enhance government employees’
knowledge so they are better able to distinguish between records that
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must be retained and records that are transitory, regardless of format
(i.e., including email).

e Government is in the process of reviewing its management of all
records including transitory records as well as those that government
needs to keep for business, legal or historical/archival reasons.

SAVING OF E-MAILS
Q. What is Government doing to ensure that employees do not

inappropriately delete e-mails, and what impact could this have on
Freedom of Information requests?

e On December 16, 2015, Premier Clark announced that the practice of
“triple-deleting” e-mails is prohibited in Government, and that
ministers and political staff are to continue to retain all their sent e-
mails until further notice.

e The same day, John Dyble, Head of the Public Service, provided
interim guidance to public employees, including information relating
to both e-mail and transitory records.

e The Premier’s original direction to ministers and political staff to retain
sent e-mail was issued on October 23, 2015.

e Further, Government is developing new guidance and training
material, which will clarify what records are transitory and other
information that is important to the appropriate management of e-
mail. This training will be delivered to all employees beginning in April
and concluding by the end of the fiscal year.
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Issue |Brief Description

0IPC

Subsidiary Corporations The OIPC and several other stakeholders have recommended that FOIPPA be
amended to bring subsidiaries of public bodies under FOIPPA.

Specifically, the OIPC has recommended moving paragraph (n) of the definition
of “local government body” into the definition of “public body” in Schedule |, so
that entities such as subsidiaries of educational bodies and the BCACP fall within
the scope of FIPPA.

Mandatory Breach Reporting The Commissioner's office has recommended to the Special Committee that
FOIPPA be amended to include a mandatory requirement for government to
report all privacy breaches to the OIPC as well as to the impacted individuals if
the breach or suspected breach could reasonably be expected to cause harm to
an individual and/or involves a large number of individuals;

Duty to Document A recommendation has been made by the OIPC to add to Part 2 of FIPPA a duty
for public bodies to document key actions and decisions based on the definition
of “government information” in the Information Management Act.

Expand Commissioner Oversight The OIPC has called for amendments to section 42 of FOIPPA to expand the
Commissioner’s oversight by granting the Commissioner the jurisdiction to
review matters or allegations of unauthorized destruction of records.

Other Stakeholders

Access Fees Several stakeholders, including the Center for Law and Democracy have called
for a reduction or elimination of fees for access requests.

Data Residency Submissions from several stakeholder groups, including BC health authorities
and the College for Registered Nurses have highlighted the limitations that the
current data residency provisions in FOIPPA, specifically section 30.1, place on
their operations. These stakeholders are calling for an expansion to the list of
exceptions to this provision, which states that personal information must be
stored and accessed in Canada only.

"Public Interest" Disclosure Provision A number of stakeholders spoke in favor of the OIPC's recent interpretation of
section 25, which removes the element of temporal urgency when considering
disclosure in the public interest. In addition, some stakeholders recommended
that this provision be amended to expand its application.
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Subsidiary Corporations
recommendation

Recommendation (#3):

The OIPC recommended: Amend FIPPA to move paragraph (n) of the definition of “local government
body” into the definition of “public body” in Schedule 1, so that entities such as subsidiaries of
educational bodies and the BCACP fall within the scope of FIPPA.

Rationale:

The Commissioner has stated that “Corporations or other organizations set up by public bodies are
conducting public business. As such they should be subjected to FIPPA and held accountable for their
use of public resources. This will improve accountability and transparency for the public and create
consistency with the requirements for local government bodies.”

Effect:
s.13
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Summary of OIPC Recommendations and Status of

Government’s Response

Document

OIPC Recommendation

OIPC current
appraisal
and concerns

Government’s
Response

DATA-LINKING

An error in the drafting of the definition for data
linking has resulted in very few initiatives being
subject to OIPC oversight. The definition should be
broadened to include the type of initiatives that
were originally intended to be covered by the 2011
FOIPPA amendments.

As acknowledged by Deputy Minister Kim
Henderson in her April 11, 2013 letter to the
Commissioner, the data linking provisions as
currently drafted do not achieve their intended
policy objectives and this matter should addressed
at the earliest opportunity.

s.12

INVESTIGATION REPORTS

F11-02 — BC FERRIES (MAY
2011)

Minimum delay of 24 hours between the applicant’s
receipt of the response and the time the response is
publicly posted.

This report was re BC
Ferries, but
government
instituted a 72-hour
delay.

Government acted on this
recommendation in a manner
favourable to applicants by
implementing a longer delay
between when the applicant
received their response and when
the response was publicly posted.

F13-01 - INCREASE IN NO
RESPONSIVE RECORDS
(MARCH 2013)

IAO communicate to an applicant when it is aware
that the records the applicant is seeking exist within
a different ministry than from where the applicant
has originally requested the records.

Accepted by
government.

Government has implemented
this recommendation.

IAO should be reasonably confident that before
narrowing a request, the result will not deprive

Accepted by
government.

Government has implemented
this recommendation.
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Summary of OIPC Recommendations and Status of
Government’s Response

applicants of records they would otherwise receive,
unless IAO informs the applicant that this may be
the case.

IAO ensure that it interprets requests broadly
enough to assist the applicants in obtaining the
records he or she is seeking.

Accepted by
government.

Government has implemented
this recommendation.

Where government does not have records
responsive to an access request, |AO provide an
explanation to the applicant as to why this is the
case.

Accepted by
government. We still
see instances where
this is not done. Same
recommendation
made in 2014
timeliness report.

IAO works closely with program
areas to provide details to
applicants on no records
responses wherever possible.

IAO develop a classification system that more
accurately reflects where an individual who has
made the same request to multiple ministries
ultimately receives the records they were seeking,
irrespective of how many ministries respond that
they do not have records.

Accepted by
government.

Government has implemented
this recommendation by creating
a new disposition to note where
records requested were located in
another ministry.

Government create a legislative duty to document
key decisions as a clear indication that it does not
endorse “oral government” and that it is committed
to be accountable to citizens by creating an accurate
record of its actions.

No position taken to
date.
Recommendation
also made in various
letters to Minister
and within consult on
draft Information
Management Act.

Government has taken this
recommendation under

consideration. s.13
s.13

F13-03: Evaluating the

Government of BC’s Open
Government Initiative (July

25" 2013)

e All ministries should implement s. 71 of FOIPPA
without further delay and establish categories of
records for disclosure on a proactive basis.
These obligations should be made part of letters

Accepted. No action
taken.

Consultation with ministries to
design a standardized approach
across government has been
conducted. MTICS is currently
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Government’s Response

Summary of OIPC Recommendations and Status of

of expectation for ministers and deputy
ministers.

exploring options for
implementation and potential
additional consultation if
required. Government will be
proactively releasing purchasing
card data for all ministries as open
data at the end of January, which
establishes a new category.

The minister responsible for FOIPPA should
direct ministries to proactively disclose the
travel and hospitality expenses of ministers,
deputy ministers and assistant deputy ministers
or their equivalent by purpose or event. The
disclosed information should include the date of
the event, destination, and expenses relating to
flight, other transportation, accommodations,
meals and incidentals, and the total amount
spent for that particular purpose or event. This
information should be published and searchable
in an open data format.

No position taken.

No action taken.

MTICS is assessing additional
categories of information that can
be proactively released and will
be putting options forward for
decision.

The minister responsible for FOIPPA should
direct ministries to proactively disclose calendar
information of ministers, deputy ministers and
senior executives or equivalent. This release
should contain the names of participants, the
subject and date of external meetings and be
published, at minimum, on a monthly basis.

No position taken.

No action taken.

Government is continuing to
consider the benefits of proactive
release for calendars given that
there is currently only one
applicant requesting this
information. Government must
also consider the security
implications that may occur from
broader release.

The minister responsible for FOIPPA should
direct ministries to proactively disclose

No position taken.

No action taken.

MTICS is assessing additional
categories of information that can
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Government’s Response

Summary of OIPC Recommendations and Status of

information relating to its contracts that are
worth more than $10,000 on (at minimum) a
quarterly basis. Contract information should
include with whom the government is
contracting, the purpose, value and duration of
that contract, and information about the
procurement process for the award of the
contract.

be proactively released and will
be putting options forward for
decision.

The minister responsible for FOIPPA should
direct ministries to proactively disclose any final
report or audit on the performance or efficiency
of their policies, programs or activities.

No position taken.
No action taken.

MTICS is assessing additional
categories of information that can
be proactively released and will
be putting options forward for
decision.

The minister responsible for FOIPPA should
direct ministries to proactively disclose the
records enumerated in s. 13(2) of FIPPA on a
routine basis within a set timeline.

No position taken.
No action taken.

MTICS is assessing additional
categories of information that can
be proactively released and will
be putting options forward for
decision.

The Open Information website should be used
as an online library to make information that
must be disclosed across government more
easily accessible by providing links to that
information or a search function.

Under consideration
by government. Last
update was that
government was
pursuing this
recommendation.
Require update on
implementation.

Government launched a
comprehensive web consolidation
project in October 2013 through
which ministries will migrate all of
the content and documents to a
shared web publishing platform.
The will significantly improve the
findability and accessibility of all
government information
published online.

Government should create a separate category
for records that are not published on the

Accepted.
Government said they

IAO is currently transitioning to
new FOI software and will create
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Government’s Response

Summary of OIPC Recommendations and Status of

disclosure log due to concerns about copyright.

would create this
category and it would
be included in the
next revision of
policy. We would like
to see it.

a new category within that system
to identify records that are not
published due to copyright
concerns.

Government should review its policy regarding
the disclosure of copyright material to
determine whether it is permissible to publish
copyright material in response to an access
request. Where it is determined that records
may not be published due to copyright,
government should publish a severed version of
the record.

Accepted by
government. We
would like an updated
on implementation.

MTICS is examining updates to
the Open Information and Open
Data Policy to ensure it stays up-
to-date with evolving needs of
government and citizens. Any
additional work undertaken at
IAO to re-sever access requests
must be balanced with meeting
legislated timelines on current
open requests.

Government should include information on the
Open Information website and in the annual
report of the Minister of Technology, Innovation
and Citizens’ Services regarding responses to
general access requests where there have been
no responsive records.

Accepted by
government. We
would like an update
on implementation.

Information about the number of
no-records responses is included
in the annual report on the FOIPP
Act. Data on all requests,
including no records responses is
posted quarterly to DataBC.

Government should improve the ability to
search the disclosure log to allow users to find
specific content more easily.

Accepted by
government. We
would like an update
on implementation.

Improvements have been made
to the ability to search for content
on Open Information, as well as
other websites under the
gov.bc.ca model.

Government should identify high value data sets
for publication, particularly those that will
increase the transparency and accountability of

Tentative acceptance
by government.
DataBC Council

Government is engaging business
and industry to help determine
high-value data. Work is also
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Government’s Response

Summary of OIPC Recommendations and Status of

government and work towards releasing all
identified high value data sets as soon as
practicable.

agreed to make
changes that
government believed
would address this.
We would like an
update on
implementation.

underway to design a
comprehensive approach to
cataloguing government data
assets.

Government should commit to signing and
implementing the G8 Open Data Charter as a
sub-national.

Tentative acceptance
by government. We
would like an update
on implementation.

The categories of data listed in
the G8 Open data Charter are
being considered for use in
developing the catalogue of
government data assets.

Government should develop a single de-
identification approach for ministries that
includes procedures on de-identifying datasets
and assessing the risk of re-identification in the
context of open data.

Government should also develop policies for
reviewing data released as open data on a
regular basis to assess the risk of re-
identification.

Tentative acceptance
by government.
DataBC Council
agreed to make
changes that
government believed
would address this.
We would like an
update on
implementation.

The Privacy and Legislation
Branch is researching de-
identification processes.

As part of the Open Information
and Open Data Policy, data sets
that have the potential to include
personal information must be
vetted by the Privacy and
Legislation Branch prior to being
posted.

Government should continue to collaborate with
stakeholders to increase data literacy and data
literacy should be considered a measure of
success for the open data program.

Tentative acceptance
by government.
DataBC Council
agreed to make
changes that
government believed
would address this.
We would like an

Collaboration efforts inside and
outside government emphasize
data literacy and the power of
data to support decision making.
This work includes direct ministry
outreach on data literacy, as well
as public facing work via the
DataBC blog highlighting
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Summary of OIPC Recommendations and Status of
Government’s Response

update on
implementation.

important data oriented work.

Government should incorporate access by
design principles into its information
management practices.

Tentative acceptance
by government. We
would like an update
on implementation.

The Privacy and Legislation
Branch is developing an access-
by-design assessment to include
in the initial review that all
project, programs, systems and
legislation are required to
undergo.

Government should establish an external
advisory board on open government comprised
of users of open information and open data, as
well as, data and privacy experts to inform
future developments in open government.

Under consideration.
We would like an
update on
implementation.

The DataBC program is exploring
options to engage business and
industry to understand their views
on access, use and value of data.
It is anticipated this will include
key players in the open data
community.

The Document Disposal Act should be replaced
with a modern archives and records
management statute.

The government also should act now to develop
an archiving policy for its Open Information
website, to enable citizens to continue to access
records that have been removed from the active
site. Indices of archives and the policy should be
posted on the Open Information website.

Accepted by
government.

Accepted by
government. We
would like an update
on implementation.

This is being addressed by the
proposed new Information
Management Act.

Government has changed its
archiving policy and no longer
requires a two year limitation on
information posted to Open
Information.

F13-04 — Sharing of

Personal Information as

part of the Draft

Multicultural Strategic

Government should provide training for its
employees regarding the use of personal email
accounts.

Accepted.
We would like an
update on
implementation.

Addressed through the
implementation of the
“Appropriate Use” policy.
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Summary of OIPC Recommendations and Status of

Government’s Response

Outreach Plan (August
2013)

e Government should ensure that copies of all
records created by its employees that relate to
government business are located in
government-controlled information
management systems

Accepted.
We would like an
update on
implementation.

Addressed through the
implementation of the new
“Appropriate Use” policy

e Government should provide its employees with
sufficient technical resources to ensure that
they do not have a reason to use personal email
accounts in the performance of their
government duties.

Accepted.
We would like an
update on
implementation.

Addressed through the
implementation of the
“Appropriate Use” policy.

e Government should ensure that employees with
roles that are closely tied to the governing party
participate in mandatory training sessions
regarding the need to keep personal information
obtained in their government role separate from
personal information obtained in any role they
might have with the political party.

Accepted.
We would like an
update on
implementation.

Addressed through the
implementation of the
“Appropriate Use” policy. Training
on this policy has taken place in
2014 and will continue to be
offered to all government
employees.

In addition, on-going, in person
training on records management
and access is delivered to new
government employees on an as
and when needed basis.

Investigation Report F13-
05: Pubic Body Disclosure
of Information Under
Section 25 of the Freedom
of Information and
Protection of Privacy Act

Public bodies should develop policies that provide
guidance to employees and officers about the public
body’s obligations under s. 25 of FIPPA.

No position taken.
Has any action been
taken?

OCIO has developed and
distributed a guidance document
with respect to s.25.
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Summary of OIPC Recommendations and Status of

Government’s Response

(Dec. 2, 2013)

Public bodies should ensure that its employees and
officers understand the public body’s obligations
under s. 25 of FIPPA and are provided with adequate
training to ensure compliance with these obligations

No position taken.
Has any action been
taken?

OCIO has developed and
distributed a guidance document
with respect to .25 and has
increased the discussion of 5.25 in
all the general FOIPPA training
sessions.

Government should amend s. 25(1)(b) of FOIPPA to
remove the requirement of temporal urgency so
that there is a mandatory obligation for public
bodies to disclose all information that is clearly in
the public interest to disclose.

No position taken.
Does government
have a position on
this

recommendation?

The implications of this change
require further investigation.

F14-01: Use of Police
Information Checks in
British Columbia (Apr. 15,
2014)

¢ Government and municipal police boards should
immediately mandate that police apprehensions
collected under the authority of s. 28 of the
Mental Health Act should never be included in a
police information check.

To support the province’s police
agencies in providing a common
and consistent approach to record
checks, the Ministry of Justice
developed model policy
guidelines that detail what
information should and should
not be released for those working
with the vulnerable sector and
those seeking employment that
do not work directly with the
vulnerable sector. The BC
Association of Chiefs of Police has
endorsed the policy. The model
policy guidelines state that s. 28
information should not be
disclosed.

e Government should legislatively mandate that

To support the province’s police
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Government’s Response

Summary of OIPC Recommendations and Status of

non-conviction information cannot be used in
record checks outside of the vulnerable sector.

agencies in providing a common
and consistent approach to record
checks, the Ministry of Justice
developed model policy
guidelines that detail what
information should and should
not be released for those working
with the vulnerable sector and
those seeking employment that
do not work directly with the
vulnerable sector. The BC
Association of Chiefs of Police has
endorsed this policy. The model
policy guidelines state that non-
conviction information should not
be disclosed outside of the
vulnerable sector.

At the direction of government and municipal
police boards, police agencies should implement
a model for conducting record checks that will
allow individuals to request only relevant
conviction information for record checks for
positions outside of the vulnerable sector.

Federal Canadian Police
Information Centre (CPIC) policy
does not allow for the partial
disclosure of an individual’s
criminal record. This
recommendation cannot be

Government should legislatively mandate that
the centralized office in place under the CRRA
should conduct all vulnerable sector checks in
British Columbia. The current process for
mandatory checks under the CRRA for
provincially-funded employers would remain the
same. Where an employer or volunteer agency

actioned at this time.
s.13

10
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Summary of OIPC Recommendations and Status of
Government’s Response

that is not currently subject to the CRRA chooses
to require a prospective employee or volunteer
in the vulnerable sector to undergo a record
check, it would be conducted in the same
manner as set out by the CRRA.

e Government and municipal police boards should To support the province’s police
direct municipal police departments to agencies in providing a common
immediately stop releasing non-conviction and consistent approach to record
information for police information checks not checks, the Ministry of Justice
involving the vulnerable sector. developed model policy

guidelines that detail what
information should and should
not be released for those working
with the vulnerable sector and
those seeking employment that
do not work directly with the
vulnerable sector. The BC
Association of Chiefs of Police has
endorsed this policy. The model
policy guidelines state that non-
conviction information should not
be disclosed outside of the
vulnerable sector.

F15-02 Review of the e | recommend that the Ministry of Energy and Pending The Ministry is currently working
Mount Polley Mine Tailings Mines and the Ministry of Environment to understand the new
Pond Failure and Public promptly assess what information in relation to interpretation of section 25(1)(b),
Interest Disclosure by the failure of the Mount Polley tailings pond and determining how this new
Public Bodies dam, if any, must be disclosed pursuant to s. interpretation should be applied
25(1)(b) as being clearly in the public interest. to records relating to Mount
Polley.
11
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Summary of OIPC Recommendations and Status of

Government’s Response

¢ | recommend that all public bodies diligently and
promptly assess what information, if any, must
be disclosed pursuant to s. 25(1)(b) as being
clearly in the public interest.

Pending

Government has taken this
recommendation under
consideration.

e All public bodies must develop policies that
provide guidance to employees and officers
about the public body’s obligations under s. 25
of FIPPA, and update existing policies to reflect
the revised interpretation of s. 25(1)(b)
described in the investigation report.

“I conclude that public bodies must disclose
information pursuant to s. 25(1)(b) where a
disinterested and reasonable observer, knowing
what the information is and knowing all of the
circumstances, would conclude that disclosure is
plainly and obviously in the public interest.

Section 25(1)(b) will no longer be interpreted to
require an element of temporal urgency in order to
require the disclosure of information that is clearly in
the public interest pursuant to s. 25(1)(b).”

Pending

The implications of this change in
interpretation require further
investigation.

F15-03 Access Denied:
Record Retention and
Disposal Practices of the
Government of British
Columbia

e The Ministry of Transportation and
Infrastructure should release the 36 pages of
records initially identified as responsive to the
applicant’s access request, with severing as
allowed under FIPPA, made on November 19,
2014 for:

o “..all government records that make
reference to the issue of missing women
along Highway 16 / the Highway of
Tears and specifically including records

Pending

Government has engaged David
Loukidelis, former Information
and Privacy Commissioner and
former Deputy Attorney General
to assist government in ensuring a
commeon application of the rules
under FOIPPA and that staff
across government are properly
trained in application of these
rules. We look forward to

12

Page 107 of 147 FIN-2016-61856



Summary of OIPC Recommendations and Status of
Government’s Response

related to meetings held by the ministry recommendations Mr. Loukidelis
on this issue. The time frame for my will make in this regard.

request is May 15 to November 19,
2014

e Government should develop a policy for all As above Pending
future data migrations that requires at a
minimum:

1. Hourly, daily and monthly backup of
data;

2. Written directions to government'’s
service provider with respect to these
backups; and

3. Government monitoring of the
directions to ensure their compliance.

e The Ministry of Advanced Education should As above Pending
release the approximately 20 email records
identified as responsive to the applicant’s access
request, with severing as allowed under FIPPA,
made on July 21, 2014 for:

o “Any emails sent by Nick Facey, Chief of
Staff to Minister Amrik Virk. Timeframe
is February 1, 2014 to July 16, 2014.”

o The Investigations and Forensics Unit
will retrieve the emails and provide
them to the Ministry.

e The Executive Branch of the Office of the As above Pending
Premier should change its access to information
processes to ensure that requests for records
are communicated by email in a timely manner
and properly documented.

e Government should clarify access requests with | As above Pending

13
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Summary of OIPC Recommendations and Status of
Government’s Response

applicants where necessary to ensure it does not
interpret the request too narrowly and to
maximize the likelihood of producing records
that are responsive to the applicant’s request.

¢ Government should create clear guidance for As above Pending
employees on how to conduct a thorough
search for potentially responsive records to an
access request. This guidance should be
incorporated into government’s access to
information training and should specifically
include that employees should conduct searches
from their desktop or laptop and not from
mobile devices.

e Government should provide mandatory records | As above Pending
management training to all employees, that
includes the identification of transitory and non-
transitory records and the process for retaining
and destroying records. This training should
describe employees’ responsibilities for records
management and provide the basis for
understanding an office’s record keeping
system.

e Government should legislate independent As above Pending
oversight of information management
requirements, such as the destruction of
records, including sanctions when those
requirements are not met.

e Government should configure the settings in As above Pending
Microsoft Outlook to prevent employees from
removing items from the Recover Deleted Items
folder.

14

Page 109 of 147 FIN-2016-61856



Summary of OIPC Recommendations and Status of
Government’s Response

Government should configure the settings in
Microsoft Outlook so that it preserves items in
the Recover Deleted Items folder for just over
one month. This would ensure all government
emails are captured in monthly backups.

As above

Pending

Government should create a legislative duty to
document within FIPPA as a clear indication that
it does not endorse “oral government” and that
it is committed to be accountable to citizens by
creating an accurate record of its key decisions
and actions.

As above

Pending

Special Reports

A Failure to Archive -
Recommendations to
Modernize Government
Records Management
(July 22, 2014)

Government should repatriate the BC Archives
into government and fund it on the same basis
as other valuable public programs.
Alternatively, government should develop a
policy or legislative framework where the fees to
archive records are set on a basis that is
acceptable to both government and the Royal
British Columbia Museum rather than the
current unilateral process set by the Museum.
Ministries should then be provided with
sufficient resources to enable the transfer of
records to the BC Archives.

To address the backlog of 33,000 boxes of
recards, government should provide funding to
the Royal British Columbia Museum from the
2014/15 Estimates — Contingencies in an
amount to be determined.

No position taken
The proposed
Information
Management Act
creates a bifurcated
archive system.
While it proposes a
Digital archive going
forward, the museum
has paper records and
a backlog.

The creation of a government
digital archive, in the proposed
Information Management Act,
partially addresses the
recommendation to bring the
Archives back into Government.
The Royal BC Museum and the
Government (MTICS/CSCD) have
set up a joint committee which is
actively identifying feasible
options for the transfer of backlog
and future records to archival
custody.

The Minister of Technology, Innovation and
Citizens’ Services should initiate the creation or

Accepted by
government.

Met through the proposed
Information Management Act.

15
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Government’s Response

Summary of OIPC Recommendations and Status of

procurement of an electronic records archiving
infrastructure to ensure the management and
archival preservation of government’s electronic
records.

The repository for the electronic archives should
be within the Ministry and should be publically
funded.

Provision exists in the
Information
Management Act

Recognizing changes in information
management in the last decade, Government
should replace the Document Disposal Act of
1936 with a modern statutory framework to
address the needs and realities of the digital
age.

Met through the proposed
Information Management Act

Provincial archivist should play a prominent role
in decisions around the creation of electronic
records as well as the approval of retention
schedules.

No position taken.
Not addressed in the
Information
Management Act.

Addressed through the proposed
Information Management Act.
The IMA establishes a Chief
Records Officer who has
responsibility for approving
information retention schedules
and has authority to issue
directions to government bodies
regarding the digitization of
information. The CRO’s role is
equivalent to the role assigned to
a provincial archivist in other
legislation.

Process for approval of records schedules should
be more efficient and should not require the
approval of the Legislature of the Public
Accounts Committee.

No position taken.
The draft Information
Management Act
attempts to address

Addressed through the proposed
Information Management Act.
This Act will eliminate the need
for approval of the legislature by
the Public Documents Committee.

16
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Summary of OIPC Recommendations and Status of

Government’s Response

Approval processes will be
streamlined and accomplished
through the creation of a Chief
Records Officer.

Should provide for oversight of information
management requirements and for sanctions
when those requirements are not met.

A Step Backwards: Report
Card on Government’s
Access to Information
Responses April 1,2013 -
March 31, 2014 (Sept. 23,
2014)

Government should define and implement steps
to eliminate the backlog of access to
information requests and, in the forthcoming
budget cycle, should give priority to providing
more resources to dealing with the greatly
increased volume of access requests.

No position taken. We
would like an update
on government’s
position and any
steps being taken.

IAQ is taking steps to reduce the
overdue backlog while continuing
to provide timely responses to
current requests. Resources have
been reallocated within the
current budget envelope to
address areas of high volume.
Timeliness is up overall this year
from 74% to 80%.

As recommended in my report entitled A Failure
to Archive: Recommendations to Modernize
Government Information Management,
government should adopt a modern statutory
framewaork to address the needs and realities of
the digital age, recognizing the importance for
government to effectively track records from

Accepted by
government. IMA
largely accomplishes
this.

Met through the proposed
Information Management Act
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Government’s Response

Summary of OIPC Recommendations and Status of

their creation through to their archiving.

After discussion and agreement between
government and the political parties currently
making calendar requests, the minister
responsible for FOIPPA should develop a system
to proactively disclose calendar information of
ministers, deputy ministers, assistant deputy
ministers, as well as, certain other staff whose
calendars are routinely the subject of access to
information requests. This release should, at a
minimum, contain the names of participants,
the subject and date of meetings and be
published on a monthly basis.

No position taken.
Would appreciate an
update.

Government is continuing to
consider the benefits of proactive
release for calendars given that
there is currently only one
applicant requesting this
information. Government must
also consider the security
implications that may occur from
broader release.

The Ministry of Children and Family
Development should give attention on a priority
basis to its statutory obligation under FOIPPA to
respond to access to information requests
within legal timelines. Planned actions should
include addressing elements such as printing
and retrieving difficulties regarding the ICM
system, staff levels related to access to
information and providing effective ongoing
training to ICM users.

MCFD is moving forward with the
final phase of ICM, which includes
systems enhancement to facilitate
access. MCFD will also be
providing training to
approximately 2,700 employees
on the latest changes.

Government should ensure it builds access and
privacy into any new information management
system at the design stage in order to ensure
the system operates from a records
management perspective, as well as, from a
program perspective.

No position taken.
Forward-looking.

Government'’s current privacy
impact assessment process looks
to ensure that privacy is built into
any new system or program
during the development phase.
PIA completion continues to climb

18
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Summary of OIPC Recommendations and Status of

Government’s Response

across government.

A Data and Access Assessment is
currently under development to
help ensure that program areas
turn their attention to how data
will be made open and accessible
in any new system or program.

Where government does not have records
responsive to an access to information request, IAO
should provide a brief explanation to the applicant
as to why this is the case.

No position taken.
Forward-looking but
would like an update.

This recommendation was also
made in the “Increase in No
Responsive Records” investigation
report and has been adopted by
IAQ.

Government should implement the Capstone or a
similar email management system with respect to
senior government officials to document its key
decisions. This system should also be adopted by
the Office of the Premier and Ministerial offices.

No position taken.
Not included in draft
IMA.

Government is currently
considering tools (e.g., auto-
classification pilot) to facilitate
effective e-mail management.
The existing Executive Records
Schedule resembles the Capstone
approach with respect to ADMs
and above.

An Examination of The
Government of BC'S
Privacy Breach
Management (January
2015)

Government establish an ongoing privacy
compliance monitoring function within the OCIO
that:

a.) Reviews processes, policies & training
government-wide, to ensure that breaches are
promptly reported to the OCIO and that affected
individuals are notified without delay;

b.) Conducts regular follow-up with ministries to
ensure full implementation of prevention strategies
and recommendations provided through the breach

Accepted (in
conversation rather
than letter).

We will need to
follow-up re
implementation and
may need clarification
on their position.

Accepted in principle. A corporate
Privacy Management and
Accountability Policy has been
developed and is being gradually
implemented. A compliance
monitoring plan which is a key
component of this policy is
expected to be implemented late
2015.
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Government’s Response

Summary of OIPC Recommendations and Status of

investigation process;

c.) Reviews privacy and security safeguards within
ministries and service providers;

d.) Conducts regular cross-government analysis of
the causes and potential solutions to privacy
breaches; and

e.) Publicly reports detailed information relating to
breaches, bodies, responsibilities, types and causes,
and preventative measures annually.

In addition, government is
undertaking a business
requirements analysis for a new
information management system
that will improve data collection,
analytics and reporting.

Further opportunities for public
reporting are under
consideration.

Government adopt the following interim breach
reporting requirements:

a.) Document risk evaluation processes and
decisions regarding notification of affected
individuals and reporting to the OIPC; and

b.) Report all suspected breaches to the OIPC if the
suspected breach:

- Involves personal information; and

- Could reasonably be expected to cause injury or
harm to the individual and/or involves a large
number of individuals.

Under consideration.
Government is
considering resource
implications.

Government needs to conduct a
further review of this
recommendation along with
further discussions with the
Commissioner’s office. The goal is
to add value to the process within
the current resource allocations
that are available.

The OCIO to:

a.) Review and amend breach categories and
category definitions;

b.) Ensure fulsome and accurate collection and
documentation of privacy breach incidents;

c.) Ensure ministry tracking of the OCIO file number;
and

d.) Ensure OCIO tracking of the OIPC file number.

Under consideration.

Government is
considering resource
implications.

Government needs to conduct a
further review of this
recommendation along with
further discussions with the
Commissioner’s office. The goal is
to add value to the process within
the current resource allocations
that are available.

The OCIO to:
a.) Review and amend policy documents relating to

Accepted (in
conversation rather

Government accepts in principle.
Refinements and changes to the
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Government’s Response

Summary of OIPC Recommendations and Status of

privacy breach management; and

b.) Provide basic guidance or training for privacy
breach investigative staff as well as ministry
information and security staff relating to
amendments made.

than letter).

We will need to
follow-up re
implementation and
may need clarification
on their position.

centralized privacy breach
management practices are now
being incorporated into a new
policy document which will
establish an updated governance
framework for the operations of
the privacy breach management
unit. Once the policy is updated,
basic training about the changes
will be provided to the privacy
breach investigative unit and
ministry staff.

Government to:

a.) Provide ongoing training and awareness of the
importance of protecting personal information and
breach management processes; and

b.) Increase staff (and service provider, if applicable)
participation rates in this training.

Accepted (in
conversation rather
than letter).

We will need to
follow-up re
implementation and
may need clarification
on their position.

Government accepts in principle.
As of January 2015, more than
72.8 per cent of all government
employees (including 86.7 per
cent of all government
executives) completed
government’s mandatory privacy
breach training course.
Government continues efforts to
increase completion rates.

In addition, the OCIO is
developing an online privacy
training course for government
contractors and service providers
which should be fully
implemented this Spring.
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Summary of OIPC Recommendations and Status of
Government’s Response

OTHER

Subsidiary Corporations
(various letters, including
June 11, 2014)

We have asked that government amend FIPPA to
ensure that subsidiary corporations of local public
bodies are covered.

Under consideration
Response from
Minister Wilkinson at
end of July 2014
saying government
continues to consult
with stakeholders.
We would appreciate
an update.

Consultations have indicated that
this is a complex issue due to the
divergent types of corporations
that are affiliated with local public
bodies. Further review and
consideration is required.

Adding PRIMECorp to We asked for PRIMECorp to be added Accepted. Completed.

Schedule 2 (2012) Added in 2013. Was added to Schedule 2 in 2013.
BC Services Card (Feb. We recommended public consultation about the Adopted. Government completed public
2013) implementation of BC Services Card. Completed. consultation on the initial

implementation of the BC Services
Card.

Statement from BC Privacy
Commissioner regarding
the results of
government’s public
consultation on the BC
Services Card (Apr 1, 2014)

The need for public consultation on the BC Services
Card is not over. Future public consultations are
required as the system is architected and new
services are contemplated.

Open Letter to Minister
Wilkinson regarding the
designation of police
associations as public

bodies under FOIPPA. (Apr.

2, 2014)

Recommend that the BC Association of Chiefs of
Police and the BC Association of Municipal Chiefs of
Police be added as public bodies under FOIPPA.

Under consideration.
Is there any update
on this?

A stakeholder engagement
strategy and approach document
is currently under development
and will be completed by April 15,
2015.

s.12,5.13
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s.13
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Bert_;lund, Lara FIN:EX

From: Reed, Matt MTIC:EX

Sent: Thursday, March 3, 2016 2:05 PM

To: Sime, Mark MTIC:EX

Cc: Plater, Sharon MTIC:EX

Subject: Fwd: Feedback from Cheryl on Special Committee Submission Outline

Mark - can you action this right away please?
Sharon - no need to review what we have sent you already but Mark will have some questions on the new content we

need to
-m

Sent fro

provide

m my phone

Begin forwarded message:

S.

From: "Lowe, Charmaine MTIC:EX" <charmaine.lowe@gov.bc.ca>

Date: March 3, 2016 at 1:37:03 PM PST

To: "Reed, Matt MTIC:EX" <Matt.Reed@gov.bc.ca>, "Sexsmith, Melissa M MTIC:EX"
<Melissa.M.Sexsmith@gov.bc.ca>, "Rice, Colleen A MTIC:EX" <Colleen.Rice@gov.bc.ca>, "Plater,
Carmelina MTIC:EX" <Carmelina.Plater@gov.bc.ca>

Subject: Feedback from Cheryl on Special Committee Submission Outline

13

Page 119 of 147 FIN-2016-61856



Matt, For your pieces in particular, | did mention that | wasn’t sure how much of this you had already
and that we may not be able to gather all of this additional material in the short term. If that is the case,
you might want to let Sharon know who can convey that to Cheryl.

Thanks everyone.
Charmaine

Page 120 of 147 FIN-2016-61856



From: Macdonald, Scott

To: Reed, Matt MTIC;EX

Subject: RE: special committee content

Date: Thursday, January 21, 2016 3:43:11 PM
Attachments: image001.jpg

Thank you, Matt. This is very helpful and | would appreciate hearing about any briefing
developments that you are at liberty to share.
SM

From: Reed, Matt MTIC:EX [mailto:Matt.Reed@gov.bc.ca]

Sent: 2016, January 21 2:15 PM

To: Macdonald, Scott

Subject: special committee content

Hi Scott,

As promised, here are the references that were made to the Special Committee on subsidiary
corporations:

From the transcripts of the in-person consultations:

From Rob Wipond (page 129):

Subsidiaries. This issue has been brought up to you repeatedly, so | won’t go into it here, but I'm
certainly in agreement that subsidiaries of public institutions should be held accountable under
FIPPA.

From Commissioner Denham (page 151):

I do think it’s a significant issue. We’ve certainly written to ministers over time and talked about this
in other FIPPA reviews. The bottom line is when public resources are used to operate a subsidiary
corporation, then that subsidiary corporation should be subject to the accountability and
transparency requirements in FOI and also follow privacy rules.

I think the most substance you will find on this issue is in the OIPC’s written submission, which
contains discussion of the issue, and the recommendation she made, which | have included
below.

From the OIPC written submission (page 13):

There is no sound policy reason as to why corporations or other agencies created by public
bodies should not fall under FIPPA

From the OIPC written submission (page 14):

Recommendation 3:

Amend FIPPA to move paragraph (n) of the definition of “local government body” into the
definition of “public body” in

Schedule 1, so that entities such as subsidiaries of educational bodies and the BCACP fall
within the scope of FIPPA.

Let me know if you have any questions.

Thanks,

-m

Matt Reed

Director, Strategic Privacy

Privacy, Compliance and Training Branch,

Ministry of Finance
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250514-8870
BC logo for sig

This email and its attachments are intended solely for the personal use of the
individual or entity named above. Any use of this communication by an unintended
recipient is strictly prohibited. If you have received this email in error, any publication,
use, reproduction, disclosure or dissemination of its contents is strictly prohibited.
Please immediately delete this message and its attachments from your computer and
servers. We would also appreciate if you would contact us by a collect call or return
email to notify us of this error. Thank you for your cooperation.
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From: Plater, Carmelina MTIC:EX

To: Reed, Matt MTIC;EX

Subject: sub corps

Date: Wednesday, January 27, 2016 9:40:10 AM
Attachments: 2015 OIPC Special Committee Recommendations.xlsx

Here is one more doc that mentions sub corps...lays out some recent analysis and
implications on the IPCs recommendation this year-....

Carmelina Plater
Sr.Legislation and Policy Advisor
Strategic Policy and Projects
Ministry of Finance
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TAB: D16
MINISTRY OF FINANCE
CORPORATE INFORMATION & RECORDS MANAGEMENT
ESTIMATES NOTE

ISSUE: Subsidiary Corporations under the Freedom of Information and
Privacy Act (FOIPPA)

CU1F§RENT STATUS:

KEY FACTS REGARDING THE ISSUE:

e On October 20, 2011, the Minister responsible for FOIPPA received a letter from the OIPC
asking the ministry to draft amendments to FOIPPA to ensure coverage of subsidiary
corporations of local public bodies.

e The Commissioner made this request in response to a 2009 B.C. Supreme Court decision

Contact: David Curtis, ADM Phone: 250 387-8125

Division:  Corporate Information and Records Management Office Page: 1of2
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(Simon Fraser University (SFU) v. British Columbia (Information and Privacy Commissioner),
2009 B.C.SC 1481) which held that FOIPPA did not extend to the records of SFU’s
subsidiary corporations.

e The 2010 Special Committee that reviewed FOIPPA made a similar, but slightly broader,
recommendation to expand the definition of “public body” in Schedule 1 to include any

corporation that is created or owned by a public body, including an educational body.
s.13

s.13

s.13

Contact:  David Curtis, ADM Phone: 250 387-8125

Division:  Corporate Information and Records Management Office Page: 2of2
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2015 OIPC Recommendations to the FOIPPA Special Committee

:.5.13

1. Add to Part 2 of FIPPA a duty for public Previously
hodies to document key actions and recommended
decisions based on the definition of
government information” in the Information
Management Act.

2. Amend FIPPA to move paragraph (n)of | Previously

‘the definition of “local governinent body” | recommended -
into the definition of “public body”in R
Schedule I, so that entities such as. .
subsidiaries of educational bodies and the

| BCACP fall within the scope of FIPPA.
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3. Add to Part 3 of FIPPA a breach
notification and reporting framework which
includes:

« A definition of a privacy breach: includes
the loss of, unauthorized access to or
unautharized collection, use, disclosure or
disposal of personal information,

* A requirement to notify individuals when
thelr personal information is affected by a
known or suspected breach, if the breach
could reasonably be expected to cause
significant harm to the individuat.

= A requirement that a public body report to
the Commissioner any breach involving
personal informatian under the custody or
control of that public body, if the breach or
suspected breach could reasonably be
expected to cause harm te an individual
and/or involves a large number of
individuals;

» A timing requirement that process of
notification and reporting must begin
without unreasonable delay once a breach is
discovered;

* Authority for the Commissioner to order
notification to an individual affected by a
breach; and

* A requirement that public bodies
document privacy breaches and decisions
about notification and reporting.

Previously
recommended
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4. Amend s. 42 of FIPPA to expand the
Commissioner’s oversnght by granting the
Commissioner the jurlsdtctlun to rev:ew
matters of allegatnons of unauthorlzed
destructlon of records '

: The Commlssmner should have jurlsdlctmn
over the unauthorlzed destructlon of records
as set out i : :

. > any enactment of British Cotumbia, or

‘New

« set gut in a bylaw, resolution or other fegal |~

mstrument by which a Iocal public bodv acts
or, |f a local public hody does not have a .
: bviaw resolution or other legal ;nstrument

'settmg out rules related to the destructlon

of records, as authorized by the govermng N

_ bodv of a local publtc body

The oversught over unauthonzed destructmn 1

should come. w1th complementar\f offences . |

'_and penaltles under FIPPA. RN

5 Amend FIPPA to requ:re pubhc hodles to
ensure that the name and type of applicant
is only disclosed ta the individual at the
public body that receives an access request
on behalf of that public body, while
providing for limited exceptions where the
applicant is requesting their own personal
information or where the name of the
applicant is necessary to respond to the
request.

Previously
recommended

18.13
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6. Penalties for offences committed by
individuals under FIPPA shouid be raised to
be up to a maximum of $50,000 for both
general and privacy

offences. -

New .13

7. Add a privacy protection offence to s. 74.1
that makes it an offence to collect, use, or
disclosure personai information in
contravention of Part 3 of FIPPA.

New

8. Add to s. 29 of FIPPA a requirement that
public bodies correct personal information
when an individual regquests that his or her
personal information be corrected if the
public body is satisfied on reasonable
grounds that the request made should be
implemented.

New

9. Section 13{1) of FIPPA should be amended
to ctarify the following:

* “advice” and “recommendations” are
stmilar and often interchangeably used
terms, rather than sweeping and separate
concepts;

» “advice” or “recommendations” set out
suggested actions far acceptance or
rejection during a deliberative process;

* the “advice” or “recommendations” does
not apply to the facts upon which the advice
or recommendation is based; and

+ the “advice” or “recommendations” does
not apply to factual, investigative, or

Previously
recommended
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hackground material, for the assessient or
analysis of such material, or for professional
or technical opinions.

s.13
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"10. Amend ss. 71 and 71.1 of FIPPA to require the pUth&thliﬁ of anﬂé c'a-tegorles\bf' records that are es'téblushed
by the head of a public body or the:Minister and made available to the public wzthout an access request, This list
shoutd include links to relevant |nf0rmat|0n Qr records, : :

11. Add an exception to s. 33.1{1)} that states that a public body may disclose personal information inside or
outside of Canada, if the informaticn is contained in a2 non-statutory investigation or fact-finding report
commissioned by a public body, where the head of the public body concludes the public interest in disclosure
outweighs the privacy interests of any person whose personal information is contained in the report.

12. Add to FIPPA a reguirement that public bodies have a privacy management program that:
* designates one or more individuals ta be resp0n5|ble for ensuring that

the pubiic body complies with FIPPA; :

+ is tailored to the structure, scale, volume, and sensitivity of the personal information collected by the public
body;

» includes policies and practices that are developed and followed so that-

the public body can meet its obligations under FIPPA, and makes

policies publicly available;

* includes privacy training for employees of the public body;

» has a process {o respond to complaints that may arise respecting the

application of FIPPA; and

+ is regularly monitored and updated.

13. Add a de-identification requirement to s. 33.2(1) of FIPPA for any personat information that is disclosed for
the purposes of planning or evaluating a program or activity of a public body.

14. That FIPPA be amended to limit the exemption in s. 3()}{e) to Part 2 of FIPPA.

[#2]

Page 138 of 147 FIN-2016-6185



15. Amend the definition for “data-linking” in Schedule | of FIPPA to define data-linking as the linking or
combining of data sets where the purpose of linking or combining the information is different from the original
purpose for which the infermaticen in at least one of the data sets that was originally ¢biained or compiled, and
any purposes consistent with that ariginal purpose.

16. Repeal s. 36.1{2) of FIPPA to remove the exemption of the health care sector from the data Imk;ng oversrght )

_-provusrons of the Act

17. Amend Part 6 of FIPPA to require government to list provisions in statutes that prevail over FIPPA in a
schedule to the Act, and amend s. 80 of FIPPA to include a review of those provisions as part of the statutory
review of the Act.

18. Amend s. 56 of FIPPA to permit the Commlssmner to extend the 90 day tlme I|m|t to rewew requests ina -
-manner that is consustent w1th 5. 50(8) of PIPA : : R : : .

19. Amend parts 4 and 5 of FIPPA o combine the camplaint process and the review and inquiry process into a
unitary process for the Commissioner to investigate, review, mediate, inquire into and make orders about
complaints respecting decisions under FIPPA or other aliegations of non compliance with FIPPA,

20. Government should enact new comprehenswe health mformat:on prwacv Ieglslatlen at the earllest
' opportunlty ' : : : S : '

21. Amend section 80 {1) of FIPPA to change the review cycle from 6 years to every 3-4 years.

és.13
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Attachment 5 - Past Recommendcnons of the
Special Committee

2004 01 Chqnge the sensmvz’ry rcn‘lngs process Used in government's Resolved through policy
corporate request fracking system so that complexity becomes the sole

critericn for classifying access requests, and so that the new complexity

ratings process protects applicants’ lden’n’rfes and treats them equolly

"2004 05 Amend the FOIPP Act fo require provincial public bodies to adopt  Resolved in part through legislation
schemes approved by the Information and Privacy Commissioner
___(_C_omr__n's;igngr)_:_fq__r the ﬂne di _closure of electroni

2004 - 07 Amend the FOIF’P Ac’r s access requesT response ﬂme!mes by Resolved through legisiation
giving the Commissioner the authority to grant extensions for rare or
unexpected avents where the Commissioner considers it fair and

_ reosonoble to do SO.

""2004 09 Amend ’rhe FOIPP Ac’r ’ro ouihorlze publrc bod:es To fransfer access  Resolved through legislation
requests to any public sector entity that is subject to a federal, provincial or
territonal access-to-information statute.
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2004 - 11 Amend the advice and recommendation exception to indicate - - Resolved In partthrough policy. -~ - -~
“these are similar term: hcl‘r set. ouf suggested actionsfor acceptance or L R T
_re}echon duri ihg the deliberative-process, and to fimitthe: mformatlon a

‘public body can conseder}"ro be advice or: rec:ommendahons o '_: T

2004 - 13 Amend the FOIPP Act so that it would not apply to records Resoived through legislation

avdailable for purchase by the public and, as a consequence, repeai ihe

access exceplion for information availoble for purchase by the public. _ _ _ _

2004 - 14 Amend the FOIPP Act so that it would not bie an unteasonable. - Resolved through legisiation.
“invasion.of privacy to chsc:lase The personc[ mformaﬁon of a person who hels S e
‘beendead20vears: . 0 T
2004 - 15 Amend the FOIF’P Acf ‘ro encouroge pubhc bod|es o mcorporcn‘e Resolved in part through policy

the use of privacy-enhancing technologies, approved by the Commissioner,

into their privacy policies and practices. _ _ _ _
200416 Amiend the disclosure provisions 1o permit o school boardio.- - ~Resclved throughtegislation . - - -
_."dlsciose personqi mformchon for crchwcl o_r hrsfonccnt purposes Thzs would S e e

“school memarabilia, SR | ST e e
2004 - 18 Amend the Comm|55|oner s powers To permﬁ hlm ’ro requwe Resolved through legislation
applicants first to attempt to resolve their complaints and requests for review

with the public bodies in @ manner that the Commissioner directs.

/2004 - 19 Amend the 90 doy feview: period s0. that it does. no’r mc;lude ony . Resolved through legislation: .~ . -
time 1aken for refening a matier back to' the. pu}::l[c: body. : T gr_ PR TR
2004 - 21 Eliminate the reference to the | nqguiry Actin the FOIPP Acf c:nd Resolved through legistation

instead provide the Commissioner with express powers to order the

production of records or things and the aftendance of individuals in

connection with any investigation, audit or inquiry. S N o )

2004 22 Aenid e FOIPP Act fo brotect the Commissionst and i‘hose ‘ E -_"'g."Re_SQI{/e'dZ through legislation =~
“acting foror undar e'dlrechon of fhe Cammzsmonerfrom 1‘eshmomai R TA
‘compulsion. . o el
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Special Committee

2004 - 23 Provide the Commissioner with the power to order a public body Resolved through legislation
1o perform its duty 1o sever excepted information and to disclose the
___remolnder of the reques’red records.

:'2004 4 Amend 'rhe scope .of the FOIPP Act fo indicate specifically that
records created by or in the custody of a service provider under contract to
a publlc body are under The confroi of ’rhe pubhc body_ S

| 2010 02 Add c::new sechon 2(4} To require .?hc’r for an mfnngemen’r of the
right to privacy to be lawful, it must be proportional to the public interest
thatis achieved.

.'2010 05 Amend'Sechon 3 ‘ro cionfy ’rhof records crecﬁed by orin the Resolved "'rhrough legislation
custody of a service-provider under contract to a public body are under the

control of the public body on whose behalf the contractor provides

servi '
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2010 - 07 Add a new section at the beginning of Part 2 of the Act requiring Rescived through fegislation

public bodies - at least at the provincial government level - 1o adopt

schemes approved by the Information and Privacy Commissioner for the

routine proactive disclosure of electronic receords, and to have them

operational within a reasonable pericd of time. _ _ o o
2010~ 08 Arnend section 13{2). to reduire the head of a publzc bc;-dy to. '3:“.'Re’sglved;Thr_qug'h_'_poticy.-'-."'. S
reledse ona toutine cmd ’rlmety b051s The _ f-armz:men Iisfed in- paragrophs ( ) oo
Ho.(n) tothe public. .« :'-.:- LT e
2010 - 09 Amend secﬂon 9{2) of ’rhe Ac’r ‘ro requwe Thcf pubhc bod|es Resolved through legislation

provide electronic copies of records to applicants, where the recerds can

reasenably be reproduced in electronic form.

2019-10 Amend section 4(1) to establish that.an Gpp{thnt who makes a' ReSdN_e';d'_fhrcu_g_h; poficy. . L e
':formdi Gccess requesf has ’rhe rlghf to: canonymrfy *hroughouT ?he eﬂ’f!re ' LT e e
-_-process o Co

2010-11 Amend sec’nons 5 cmd 9 +o ollow opphcom‘s a rughf of access fo Resolved through legislation

original records if reasonable.

2010-12 Amend secﬂon'-i'} ::-10 reduce ’rhé‘-hme-fa]lowed for flle ‘frctnsfers 10 }5'13

den busmess days. - T
2010 - 13 Make sechon 14 Cl mandofor\/ excep’rlon by chcmging "moy Not addressed, nor under consideration
refuse” to “must refuse” except when the public body is the client and can  [Commissioner objected)
choose to waive privilege, or, if the client is a third party, the client agrees to
waive priviege. _ _ N

"-_2010 =14 Amend: Set:’]‘loﬂ 4 of fhe Act, 14:: -.sfcs’re ’rha‘r demmons on the o U Notaddressed; nor under conwderahon-_ R
' [ - ade i ' red. __:ﬁ'_ Commlss:cmer objected) L

o ’rhe Suprem;e Courf, of Brmsh Columblc: SHERES - R P A
2010 - 15 Amend section 20{3) to provide for mmedto’re relec:se of G|| ResoIved ’rhrough 1eg|slo’non
requested records if 20 days have elapsed since receiving the applicant’s
request; and to provide that an access request may be refused if the
information will be published according to a stafutory schedule.
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2010 - 17 Amend sechon 22(8] (h s follows: “The dlsciosure could Resclved through legislation
reasonably be expected to revecal the substance of a personal

recommenddation, or evaluafion, character reference, or personnel

evaluaiion, that was supplied in confidence by a third party, or, fo reveal

the identity of the third party who supplied the reference in confidence.” A

_Correspondmg G_mendmen’r wou[d be reqmred ’ro repea sec’non 22(5}__._

| 2010 19 Revzew sec’rlon 25{ 1) m th’r of ?he Supreme'Cour’r of Cc:nodo | Assessed, no orﬁendméms neces;c:ry
decision, Grant v. Tors‘rar Corp_ .

. Resolved through legislation .+

20 O A Amend ’fhe Ac’r to lnciude Ic:mguc:ge confirming o broader Resolved in part through legislation
approach 1o research so that applied research into issues, facts, trends, ete

for the purpose of program planning and/or evaluation can be undertaken,

provided that only de-identified data are used
12010 23 Apboint: o Govemmen’r Chief Privacy. @ﬁ‘rcer g . R
2010 - 25 Add a requirement in the Act that privacy impact ossessmems Resolved through legistation
must be completed at the conceptual, design and implementation phases

of an electronic record project. Th!S requ;remen’r should apply 1o health

outhont sas ‘

;'?.persana.in _orma Ion.-._-_.--f' : A
2010 - 27 Re-examing the profocols regordmg shonng hec:l’fh mformahon Resolved through policy
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with immedicate family members.

2010 - 28 Amend section 35 of the ‘Act 1o permit.o ‘hedltfi.care bcdy fo
_jdisclase de-ldenhf‘ ed personal hec:Hh im‘ormahon wffhou’r the mdmduat s
“consent for legitimate reseéarch purposss. . T

2010 - 29 Amend section 42 to explicitly glve ’rhe Commtssnoner ’rhe power ’ro Resolved through policy

require public bodies to submit statistical and ofher information related 1o

their processing of freedom-of-information requests, in & form and manner

‘that the Commissioner considers appropriate. S _ _ )
2010:- 32 Amend section 59(2) and ddd a new section 59(3} to inhibit. abuse Res_o_lv_ét_:i through legisiation .
of the judicial review process: by ‘n-me hmmng fhe czuiomcﬂc s’rc:y of the Lo e e T
‘Commissioner'sorder. .. T G e e
2010 - 33 Amend section 66 of The Ac’r 10 mchde Iocai govemmem bodles Resolved through legisiation

in order that local governments have the option of appointing the Chair of

the Board or the Mayor of the municipality as the head of the public body

‘with the ability to delegate the duties, power or function to staff. _ S S
'320:1:0_ 34 Amend sect;gﬁ:?]'m reqguite public bodies 1o make available 1o Resoived through legislation . = 0 o
_‘ _ personal informationfiee of charge and wﬁhc:ui I B '
“an eccess request, but subject toany docess exceptions under the Act =77 00 T e
2010 - 35 Review the Schedule of Maximum Fees with an emphasis on Resolved through regulaiion
meeting the original objectives of the legislation and use the criterion of
reasonableneass throughout the whole process.
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| No’r Addressed

2004 -10 Develop formal information- shdnng dgreemenfs with urlsdlc’rtons in  Under Consideration
Canada with the statutory authority to transfer requests to B.C. and

encourage other jurisdictions lacking such authority to provide for reciprocal

_agreements,

:2004 -17 Amend the FOIPE Act so that the Commissioner can requ1re pubhc Under Consideration
bodies ‘r submlt s d’nsﬂc:dl dnd ofher mformdhon reld’red ’ro access reques’rs

'.2004 25 lerT fhe s‘rdy of a Commlssroner y order thdw‘ s under JUdICldI review Under Cons;derd’non
to &0 days, after which a court may abridge or extend, orimpose conditions
on the stay ofthe order. ~ ~
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2010 - 04 Expand the definition of "public body" in Schedule 1 1o include Under consideration

any corporation that is created or owned by a public body, including an

educational body. _

2070+ 22 Consider holding public consultafions on'data shaiing initiafives  “Under Consideration -~
2010 - 24 Amend the Act to require that data sharing projects for the Under consideration

purpose of research must be subject to ethics review by an arm’s length

stewardship com mtﬂee N
'}_32010 30 Cambm afhé complcamf process and: ‘rhe rewew andi inqwry :

""”_;;':-_':Accepfed omend at nexT Iegls d‘rwe_, U
'- .i._'_oppor’runlty : :

’forders c:bou’r complcnn?s respec‘nng ec:5|en: 'hder ; 'ACf.'cnd o’rher
- ailegations of non-compliance with the Act. R IR

2010 - 31 Amend section 56 to permit the Commnssuoner to ex‘rend the 90- s.125.13

day time limit to review access requests in ¢ manner that is consistent with

section 50(8) of the Personal Information Protection Act. o
28 Update the EQIPP Regulation 16 make it consistent with the equ:vciem UAccepted, omend at nexaL Iegrslcrhver__ji'_'"'.-

provisions in The Personal Iformation Prc:atec:hon ACt ReguIGhOns . c _opporiunity
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