OCIO Engagement Session
Cloud Strategy

July 2016

,_// e
” :

o~
>

~
"
e

ﬂb
COLUMBIA

)

Page 1 of 37 FIN-2016-64161



Agenda

Engagement approach 15 minutes
Cloud strategies, priority & roadmap 15 minutes
Types of Cloud Services 45 minutes
Privacy, security & policy 25 minutes
Networking / coffee break 20 minutes
Financial considerations 15 minutes
Cloud procurement 15 minutes
Sector priorities 20 minutes
Your IT services in the Cloud 15 minutes
Cloud survey walk-through 10 minutes

Wrap-up & feedback 10 minutes
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Engagement approach

(Placeholder only — Specific slide info expected
from business area/speaker)

3
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Core Government Cloud Strategy
people efficiency innovation
Enabling our employees Ability for the public Connectingour B.C.
and citizens to accessand  sector toutilize a modern  technology sector with the

adapt to new and evolving  platform of businessand  public service to create and
IT sector roles. technology services. deploy new, agile solutions.

Establishment of e L : .
. Utilization of Province capacity and . .
data sovereign cloud resOUrces Access to public cloud services
services in B.C.
Security and privacy as the building blocks
vendor partnerships B.C. public sector cloud
enablement and adoption public cloud services
Estaﬁlisg Elouctljl?_c Marketplace Develop HR plans for skills Quallifydsupplliers of prl]Jb“C
or the B.C. public sector development and new IT jobs cloud services to the
CloudBC Marketplace

Leverage Pan-Canadian Establish new business capability
collaboration for procurement to design and deploy 'aaS'

ENABLERS
SH3119VNA4

Develop terms and conditions
with CCIO for

Issue policies and guidelines to
ministries for procurement and
use of public cloud services

A coordinated program to lead government to the cloud

of large-scale cloud services products and services

Develop the enterprise Develop and deploy the Educate and engage Establish the

business architecture workload classification stakeholders and clients CloudBC Marketplace
for cloud services framework for cloud throughout adoption
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The Cloud Reference Architecture —
Gold Standard

NIST* -- Cloud Reference Architecture

Cloud Service ;
Managemen_t, 1.0 R — T

PaaS
; Resource Abstraction

. and Control Layer

———4 || Physieal Resourt-:e
- Privacy ! Layer .
Impact Audit |l ; . Arbitrage

‘Performance |
i Aud it )

Service

<~ ==Scoo0ouv

* NIST — National Institute of Standards and Technology, US Dept. Comm.
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Provincial Cloud Consumer Reference Architecture

V1.5

Cloud Vendors

Cloud Carrier

Provincial Cloud Standards (common) - Security, Privacy, Governance, Policy, Audit, Identity, Guidance

CloudBC - Marketplace

Internal Organizational Policies - Security, Identity, Management ...

Internal Organizational Services - Directory, Security, Identity, Management ...

Line-of-Business Services / Applications 1 Enterprise Services / Applications

Saa$ (Software as a Service) Saas (Software as a Service)

Paas (Platform as a Service) Paas$ (Platform as a Service)

1aas (Infrastructure as a Service) 12a$ (Infrastructure as a Service)

A 4 $ & ¥ $ &

Cloud Consumers
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What is DevOps? Continuous

Improvement
* Agile Methodology Ability to deploy new
* DevOps features as small
development tested increments of

+ Continuous integration functionality to users
every day, week,
month

e Containers at runtime
* Immutable servers

7
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What is DevOps?

Automation
Use machines to make the machines: Tool chain

Continuous Automated Managed Compliant
Integration Testing Use of Operational
Internet Code
(automated (unit, Resources
compile, application, (containers
test, build) web, (libraries, running the
mobile, security, product/serv
server) legal) ice)

Developers Source
Laptop/Desktop Code Mgmt

(with (version,
containers) change
control)

docker

devOps Engineers

Jenkins
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What is DevOps?

eoe® 3 OpenShift Web Console x

L C' £ nttps://console.pathfinder.gov.bc.ca:8443/console/project/pw/create

OPENSHIFT ENTE

Peter

Peter Watkins Dev Work » Add to Project

Select Image or Template

Choose from web frameworks, databases, and other components to add content to your

project.
ter by keyword Browse v
Instant Apps See all
cakephp-example
cakephp-mysql-example
dancer-example
dancer-mysgl-example
PHP
php:5.5
| php:5.6
i_‘-“ fi r_umh;rn-n..a‘ Ean i eate

= Builder Image

om source code in a Git repository.

¥ Template

xPaas

.ﬁs-j:a\..ra-c:nperjshift:j 0
f.is‘k.a.raf:-.openshi.‘LII:I‘I:_O_ »
J:.bos.sl-dec.isior‘wsf‘:r\fe.ra%fjp_eTf;hifm 2

amq62-basic
Version: 1.2.0

amg62-persistent
Version: 1.2.0

See all
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What is DevOps?

"’ Rancher
€« C' [ b#ps://rancher.v2 firstvoices.com/eny,

INFRASTRUCTURE
= @ = & B () Default v
HOSTS CONTAIMNERS STORAGE POOLS CERTIFICATES REGISTRIES Erwiroament
Hosts: Add Host

1 4 Ay

Custom Amazon EC2 exoscale pad'(ﬁt rackspace ' Sl .

W s
-+

1 Start up a Linux machine somewhere and install the latest version of Docker oniit.

2 Make sure any security groups or firewalls allow traffic:
o From and To all other hostson UDP ports a2 and 25ee (for IPsec networking)

3 Optional: Add labels to be applied to the host.

(P Add Label

4  Optional: Specify the public IP that should be used for this host. This is required if you're trying to add the host the
~ver container is on.

10
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Bottom line

Position to use it all!

Apply it to maximize business value and
service improvement

Puts a premium on increasing skilled
personnel

We need a strong developer community to
master the churn of tech stacks, services,
cloud providers

11
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Why an Enterprise SalesForce Strategy?

e Key part of Government’s overall Cloud
Strategy

* Position ourselves to take advantage of
SalesForce as a solution option

* Provide guidance to business owners
considering investment in SalesForce

* Bring clarity and certainty to the procurement
process

 Measure Data Centre against our privacy and
security requirements

12
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Pillar 2: MSA 2016 Negotiations

Marketing ‘ AppExchange

-

Data.com

Applications

Chatter I Work.com

- Finance
Communities

e B
Data Model AppExchange
Apps
v Public or Private
Multi-Tenant Infrastructure §

- Any App

R

Apps

13
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SalesForce Strategy Framework

e e e e e ———————— B
|
|
|
|

r——=71 |

| Scope: | |

| SalesForce | > |

Strat
: RF{ngy : Archi Master Service Enterprise Privacy and
rchitecture
[P Agreement Securty

S S S S |

14
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Service Anywhere
— Software as a Service

k }*‘Y’K’ |
»ﬁﬁe - o

Saas s

— is it faster, easier, cheaper... better?

15
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Saa$

— is it faster, easier, cheaper... better?

Maybe...

16
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Service Management Tools & Processes
... 3+ Years ...

1 * SAW & UCMDB

* Incident March 2016
Management

* Vendor Ticket )T 5
Exchange ’

/ ]
2 * Agile Problem | Ee;:.TeSt ‘
Management I uirimen
| 1 | * Change 2018

,' | * Knowledge Nov.2016 / y

/ Management _ !/ ar.lagement
\ g 4 , * Business
\ ~ .

- bt ’ ~-7 | A R Intelligence

f v i - u, v

* Single Pointof | ~! E
3 * Configuration Entry 3 . .
L= ¥

1
|
1
|
Management | |+ njtial Request
I
!

o On-Boarding Fulfilment 2017/ .Hem%
2016 / 2017 \ / & Change 2018 & ‘ 3

L ”~

—

-

. R T _

Management
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Challenges —)

Shifting to the cloud

 Canadian data
sovereignty

* Loss of control over
upgrade cycle

 Loss of direct data

dCCessS
— Reporting challenges

Opportunities

I~

v' Canadian Data Centre

v’ Forces product
currency

v' Reduces
inappropriate data
access & duplication

- looking at Bl

18
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Lessons from the Trenches

 Change Management
- go at a pace that works for you

* Ensure you appreciate:

— OOTB vs Business process re-engineering
objectives

— System integrations

— Data conversion, cleanup, cleanup (&
more cleanup)

19
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Lessons from the Trenches

 SAW is evolving

— Release cadence is faster than “government
speed”

— Features are regularly added or improving
—Testing & training are ongoing

e support challenge

20
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Privacy, security & policy

Cloud Privacy Requirements:

1.

All customer data containing personal information
resides in Canada™ (i.e. Canadian datacentres)

Service Provider access to customer data is
controlled by Province (e.g. through technical and/or
procedural measures)

Contractual provisions support FOIPPA compliance
(e.g. jurisdiction, corporate governance, etc.)

Appropriate security provisions are in place

*unless an exception applies 21
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Privacy, security & policy
Cloud Privacy Protection Use Cases:

1. Remote-access technical maintenance
2. Foreign demand for information

3. Notification procedure in the event of a
breach

22

Page 22 of 37 FIN-2016-64161



Privacy, security & policy

Cloud Security Requirements:

1. provider is compliant with an established cloud
security standard that is acceptable to government

2. provider can demonstrate annual compliance with
cloud security framework via third party attestation
and government maintains right to audit
components

3. provider assists with security investigations and legal
discovery

23
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Privacy, security & policy
Cloud Security Standards:
 NIST 800-53 (FedRAMP is based on)

e |SO 27017 (November, 2015)

* Cloud Security Alliance (CSA) Cloud Controls
Matrix (CCM)

24
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Azure Compliance - August 2015 "y

cloud ’@\
CSA security Iso
a4

alllance®

IS0 27018  Content Deliveryand

IS0 27001 SOC1 SOC2 PCIDSS STAR Level 1
Type 2 Type 2 Level 1 Security Association
* & 2
[/ 2 BN\
- EDA T <
FedRAMP r Wl
 SEIT NG
FedRAMP HIPAA/  FIPS140-2  21CFR CJIs Section
JAB P-ATO HITECH Part 11 508 VPAT
o"'l'"o * 7 f—)
B @ U F I - E
=2 GOV.UK YT ) —
European  EUSafe United China Multi Layer China China Singapore  Australian  New Zealand Japan Financial
Union Harbor Kingdom  Protection GB CCCPPF MTCS Level 3 Signals GCIO Services
Model Clauses G-Cloud Scheme 18030 Directorate
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Financial considerations

27
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Financial considerations

=

Is it a capital lease
under CPPM 1.9?
See also PSG-2

Is it a capital asset
under CPPM I.17?
See also PS 3150

(IM/IT Project

)C Operating >

28
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Financial considerations

Key considerations:

Do not assume operating because it is “Cloud”

Work with ministry CFOs to determine the
financial nature of the project

Consider the terms of the contract

Remember, it is easier to pull a project from the
capital intake process than trying to add one in
late in the cycle

29
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Cloud procurement

(Placeholder only — Specific slide info expected
from business area/speaker)

30
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Sector priorities

e Service plan
 Mandate letter
* Business priorities

e Business information
— Capital IM/IT investments
— Critical systems
— Application health check
— Consumption of IT services

31
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Common themes

Modernize
Reduce red-tape

— Simplify processes
— Increase convenience

— Improve accessibility

Open & transparent information
Cross-government partnerships
Talent & skills development

32
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Common challenges

Privacy
Security
Flexibility

Change management — culture, processes,

etc.
Constrained resources

33
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Your IT services in the Cloud context

(Placeholder only — Specific slide info expected
from business area/speaker)

34
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Cloud survey walk-through

(Placeholder only — Specific slide info expected
from business area/speaker)

35
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Your feedback

* Does this type of engagement work?
 What worked well?

— length of session
— mix of attendees
— location

— other...

e Considerations for next engagement session?

36
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Contact us

OCIO.TechnologySolutions@gov.bc.ca
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