Kortum, Alex FIN:EX

From: Mclean, Kenneth FIN:EX

Sent: Monday, May 29, 2017 4:59 FM

To: Prosser, Ken A MTIC:EX; Chrisgian, Ourania PSACEX; Kortum, Alex FIN:EX; Avery, Ainslie
FIN:EX

Subject: FW: Materials for May 31 DM Meeting

Attachments: May 31 DM Meeting WG Presentatian.pptx; Investigation Protocal (May.10 2017).docex;

Standard on Investigation Tiers '(May 29).dacx; Standard on Executive Accountabilities
in the Investigative Pracess (May...docx; Ombudsperson Recommendations and Actions
Taken {May 15)-WG.DOCX

Here are the materials for Wednesday's meeting which I've now asked fo be distributed. 've also included the version
of the deck with speaking notes -~ | didn’t include this in the maierials to be distributed.

've also asked for print copies to be available at the meeting in case anyone wants/needs. Cheers.

Ken McLean
604-807-4575

Government confidentiality and privilege requirements apply to this message and any attachments. If vou are not the
intended recipient, you are hereby notified that any review, retransmission, conversion to hard.copy, copying, circulation
or other use is strictly prohibited. If you are not the intended recipient, please notify the sender immediately, and deiete
this message and ony attachments from both your inbox and defeted items folder. Thank You.

From:; Mclean, Kenneth FIN:EX

Sent: Monday, May 29, 2017 4:54 PM

To: Obee, Sarah F FIN:EX

Subject: Materials for May 31 DM Meeting

Hi Sarah,

Could [ please ask you to distribute the attached materials, which are for Wednesday afternoon’s DMs meeting related
to the Internal {investigations Worlking Group. These should be sent to all attendees.

Thanks very much Sarah, please let me know if you have any questions.

Ken Mclean

Senior Director, Investigations and Audits

Privacy, Compliance, and Training Branch

Corporate Information and Records Management Cffice
Ministry of Finance '
kenn.mclean@gov.be.ca

604-807-4575

Government confidentiality and privilege requirements apply to this message and any attachments. If you are not the
intended recipient, you are hereby notified that any review, retransmission, coenversion to hard copy, copying, circulation
or otfier use is strictly prohibited. If you are not the intended recipient, please notify the sender immediately, and delete
this message ond any attachments from both your inbox and deleted items folder. Thank You.
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* QObjective
« Approach
« [nvestigations Protocol

- Investigative Standards
- Common Tiers
— Executive Accountabilities -

Next stéps
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Objective

At last executive meeting, the Working G__rou-:p‘ wa as-kéd: t‘é

Review of th_e'_-_?-ln\iésti_ga ns
considerations
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Approach

- Have developed an Action Plan regarding te mbud
Recommendations of common releva_npg_.

. Have revised the Investigations Protocol docu

* Are developing common |_nterﬂa investigatr

o Are each revxewmg and updatl

« In the interim, the umtséa're ak
~ consulting Iegal sen
outcomes'-
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Legislation

Corporate Policy

Defined Roles,
Responsibilities
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Investigation Protocol
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Development of Standards

- Collaborative development and agreement

Having to navigate th rough_-}i.n'Sté”h : es
units are different -
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of an incident

Page 9 of 53 FIN-2017-72816



For a sense of magnitude, the units provide the _f.oII_oWi
breakdown of incidents by fier.
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Standard: Executive Accountabilitie

For Tier 4 and 5 incidents only.
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Working Group priorities for 2017

To meet monthly going forward and foc‘us.o_n.:"
e

Finalization of standards:
— Tiers | .
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Standard on Investigative Tiers

Date: May 29, 2017

Purpose
The purpose of this standard is to autline a hierarchy, or tiers, of incidents that are commaon across government’s
internally focused investigative units {1Us).

Scope
This standard applies to the |Us of the BC Public Service Agency (BC PSA), the Office of the Camptroller General {OCG),
the Privacy, Compliance and Training Branch (PCT), and the Office of the Chief information Officer {(OCIO).

Investigative Tiers

Tiers are intended to build upon each other, such that a 2 includes those considerations described for Tier1 incidents,
plus the content listed in Tier 2, etc. As such, 1 is the lowest tier and invoives the most minor incidents, whereas Tier 5 is
at the highest end of the spectrum.

Commeon Investigative Tiers are as follows:

‘Minor incidents
which require
foilow up. . Responsible U not conducting a formal investigation
. IUs engaged ta provide advice/support and oversight to ministry as necessary to ensure

appropriate outcome
«  Minimal/negligible potential for harm to governmant
o Regarding privacy, low patential for notification to impacted party(s}
»  Minor incidents, typically closed quickly

Commaon considerations:

e Response 1o Commeon considerations:
incidents
involvingalow | «  Respansible 1U not conducting a formal investigation
potential for » Us engaged to provide advica/support and oversight as necessary to ensure appropriate
harm, finangial outcame
loss or » - 5ome legal interpretation may be required
penalties to »  Singular focus {e.g. conduct or financial or privacy/informational}
involved s Single-ministry/program area
individuals or

the Province.

PCT investigator
assigned to provide
incident response
guidance ta ministry
responsible.

Lonsiderations;

e  Moderately
complex
administrative
incidents

»  Notification may
be warranted

Ministry
investigation in
consultation with
PSA HR Advisor.

Considerations:

o  Breachesof
policies or
procedures {i.e.
repeated
tardiness,
offensive
language,
insubardination
, misuse of govt
property

QLG investigator
assigned to provide
incident response
guidance to ministry
responsible.

Consideratigns:

. Minor, non-
wilfui breaches
of financial
palicies or
procedures or
financial loss

-assigned to

QQI0 investigator

provide incident
response guidance
tQ ministry or
organization
responsible.

U led
investigations
into incidents
involving a

Common considerations:
+  Potential jeopardy to invoived individuals (e.g. criminal, repulatory and/ar

administrative)

s Situation calls for formal actions/outcames for individuals and/or ministries
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moderate
potential far
harm, financial
loss ar
penalties to
involved
individuals or
the Pravince.

o Multifaceted (e g. conduct and/or financial and/or privacy/informational) investigations

Multi-ministry/agency investigations

Investigations likely involving formal investig

ative interviews

Invastigation led by
PCT with
ministryfather co-
invastigatar as
appropriate

Considerations:

Files involving the.
expasure of
sensitive
confidentiai or
personal
information
Concerns
reparding wilful
inappropriate
access/disclosure
Complaints

investigation led by
BC PSA with
ministry/other co-
investigator as
appropriate

Considerations:

= Possible
breaches of
policies or
procedires. {i.e.
bullying,
harassrnent,
misuse of
supervisory
authaority,
significant
misuse of govt
propeity,
privacy
breaches,
serious
allegations of
theft, criminat
investigations)

Investigatiaon led by
0CG with
ministry/other co-
investigator as
appropriate

Considerations:

Minor instances
of financiai
imprapriety,
finarncial loss; or
fraud

Risk of financial
loss isolated

Investigatians led
by OCIO with
ministry/other co-
invastigatar as
appropriate

Considerations:

s Situations
where an
employee
may be
intentionally
engaging in
the
inappropriate
use of a
gavernment
system or
computer
{separate
froman
information
incident)

investigated ar
led by an
external party
due to
potential
conflict af
interest, U
capacity, or
other reasons.

investigate or lead an investigation. An appropriate accountahility/ govérnance structure
needs to be established,

Considerations:
Situations where an lU or |U executive is conflicted,

Situations where public could perceive a conflict of interest if government investigates

itself.

Instances where the scale and/or complexity of the incident is beyond the capacity of the

.

Reviews of an investigation, including reviews of [U practices (i.e, there is a complaint

about how an.investigation was handled).

4 IU led Commaon considerations:
investigations. = Significant potential jeopardy to invalved individuals (e.g. criminal, regulatory and/or
into incidents administrative)
involving major, 1 e May impact public.confidence in ministry/ government
complex, .
andfor high PCT led investigation BC PSA led 0CG led ocClo
profile investigation investigation
fncidents. Consideratians: Considerations:

*  Majar, complex, Considerations: Considerations: » Major, comiplex
and/or high- «  Major,complex | v Major, compicx, and/or high
profile and/or high and/or high- prafile incidents
information profile profile financial that affect
incidents breaches of impragriety, critical IT

»  Involve extremely nolicies or financiat loss, or infrastructure
confidential proceduras fraud instances {e.g.
povernment o Outcome tmay = Significant risk cyberattack,
infarmation or be termination af systamatic malicious | T
potential for financial loss sacurity breach).
serious harm + Supports T4

e Impactalarge investigations
numbar of led by OCG, PSA,
individuals or and/for PCT.
involve significant
systemic issues

s Sitwations to be | Responsible central agency and/ar appropriate decision-maker selects an external party to
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Situations of such sensitivity where involved persans may not be willing to speak to a
government investigator,
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Investigation Protocol

Purpose:

This protoco! contains guidelines for coordinating investigations between the
government investigations units (IU or “the parties”) identified below. The protocol's
objectives are to enstre in situations of overlapping mandates, that:

¢ investigations are complete, confidential, effective, efficient, fair, impartial,
objective, reliabie, repeatable, and timely;

» the mandaie of each investigation unit is met; and

» investigations are co-ordinated in a manner that avoids duplication or
interference with another unit's investigation.

This protocol does not prevent additionat efforts of collaboration and co-ordination
between the parties.

Investigation Units:

The following investigation units (“IU”) are included in this protocol agreement:

e BC Public Service Agency, Ministry of Finance (PSA) — conducts investigations
regarding employee conduct related to collective agreements, human rights
legislation and other government policy/legislation for both included and excluded
employees.

s Corporate Information and Records Management Office, Ministry of Finance
{CIRMO) Privacy, Compliance and Training Branch Investigations Unit -
coordinates, investigates and resolves any actuai or suspected information
incidents, including unauthorized collection, use, disclosure, access, disposal or
storage of government information.

o Office of the Chief Information Officer, Ministry of Technology, Innovation and
Citizens’ Services Security Investigation and Forensics Unit — coordinates,
investigates and resolves any actual or suspected information technology securily
and cyber security incidents and provides evidentiary support and analysis of digital
evidence and expert advice to other investigative units. _

» Office of the Comptroller General, Ministry of Finance (OCG) Investigation and
Forensic Unit - addresses allegations of fraud or financial improprieties reported to
the Comptroller General.

Contacts for the Investigation Units:

* PSA: Director, Employee Relations, 604-788-9476
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« CIRMO Privacy, Compliance and Training Branch Investigations Unit: Senior
Director, Investigations and Audits, 604-807-4575

¢ QOCIO Security Investigations and Forensics Unit: Director Cybersecurity
Intelligence and Investigations, 2560-744-0855

s OCG Investigation and Forensics Unit: Executive Director, Investigation and
Forensic Unit, 250-216-5145

Contacts will also include a delegate or deputy of the named contact.

General:

1. The contact for an IU is to immediately noﬁfy’ another party of reported incidents
and/or of information obtained that is relevant to the mandate of that specific unit.
The contacts of each U will discuss and co-ordinate efforts, as appropriate.

2. Any collection, use, storage or disclosure of personal information by an IU must
comply with the Freedom of Information and Protection of Privacy Act.

3. The contact for each 1U will ensure that their investigators are aware and understand
this protocol.

4. The expectation is that each {U will fulfil its mandate while ensuring that their
investigations do not impair the mandate or investigations of any other party.

5. Ministries, agencies and their 1Us will work collaboratively and share information and
records in @ manner that is compliant with the FOIPPA.

6. All parties are ta be cognizant and respectful of the other IUs’ roles, mandates and
professional standards.

7. All parties and investigatars are expected to follow the principles of administrative
fairmess to respect the rights of individuals in the conduct of investigations.

8. Incidents requiring investigation may involve circumstances that require procedural
timeliness and flexibility in regards to the process outlined in this protocol.

9. Each U is responsible for determining the scope of electronic evidence or data
required for an investigation. The IU is to consult and wark collaboratively with the
OCIO Security Investigations and Forensics Unit to procure only the relevant .
electronic evidence required to complete the investigation.
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10. Parties will not disclose or share informationfevidence if it is not necessary to the
work performed by another [U.

11. During the course of an investigation, all parties will work collaboratively with the
public body that has responsibility for an investigation by providing guidance,

direction and recommendations as necessary.

12. All parties will collaborate to resolve issues involving an 1U in circumstances where

the relevant U cannot or should not act (e.g. conflict of interest, investigating senior

officials of the same Ministry or Agency). All parties will collaborate to resclve the
issue.

13.The [Us agree to follow common standards intended to ensure internal government
investigations are conducted in accordance with recognized best practices.
Standards are to be developed collaboratively and agreed to by the parties.

14.The [Us agree to implement and maintain robust quality assurance mechanisms to
ensure investigative practices are consistent with common standards as well as
individual IU legislative, policy and procedural requirements.

Notification and Communications

1. An U must immediately notify the contact for any other IU when an incident or
information obtained during an investigation is relevant to the mandate of the other
[U. An initial meeting will forthwith be scheduled between the IUs involved to:

i. Share information about the subject incident/information.
ii. Confirm the IUs that have a role in the event;
iii. 1dentify the IU that should lead the investigation;
iv. Develop a plan and timeline for the investigation;
v. ldentify any roles for other [Us; and
vi. ldentify information that needs to be gathered and questions to be
asked.

2. The parties acknowledge that the commitment to share relevant information with
other 1Us is an ongoing obligation to be met in accordance with any applicable
statutes, policies and professional standards, as well as the exercise of sound
professional judgement.
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3. An U contact will advise any other IU contact involved when a joint investigation
requires notification to, or interaction with, Law Enforcement and/or Government
Communications and Public Engagement (GCPE).

Dispute Resolution

4. If a dispute arises in respect of this protocol, the issue(s) will be referred immediately
for joint resolution to the Government Chief Information Officer, the Government
Chief Records Officer, the Comptrolier General, and the Assistant Deputy Minister of

PSA.

5. The Deputy Ministers of the Ministry of Finance, the Ministry of Technology,
Innovation and Citizens’ Services and the BC Public Service Agency will be notified
with a request for direction by a contact if the Comptroller General, the Government
Chief Information Officer, the Government Chief Records Officer, or the Assistant
Deputy Minister of the Employee Relations Division of the Public Service Agency, is

the subject of an investigation.

Amendment

6. This agreement can be mutually amended from time to time in writing by the parties.

Carl Fisher Date Bette-Jo Hughes Date
A/Comptroller Associate Deputy
General Minister and Government
Ministry of Finance Chief Information Officer

Ministry of Technology,

Innovation and Citizens'

Services
John Davison Date Cheryl Wenezenki- Date
Assistant Deputy Yolland

Minister

Employee Relations

& Workplace Health
BC Public Service
Agency

Assaciate Deputy
Minister and Government
Chief Records Officer
Ministry of Finance
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Ombudsperson’s Recommendations and Actions Taken

This document describes the strategies and actions to be taken collectively by the Internal Investigations Working Group (WG} in response to the
Ombudsperson’s Misfire report recommendations. The WG includes the investigative units ([Us) of the BC Public Service Agency, the Office of
the Comptroller General, the Privacy, Compliance and Training Branch, and the Office of the Chief Information Officer.

This document does not describe additional responses/actions to be taken by an individual IU that has sole responsibitity for an Ombuds
recommendation,

Related Strategies/Action

17

By March 31, 2018 the PSA develop and implement a policy framework for
assessing situations to determine whether a real or perceived confiict of interest
exists. The framewark should:

a.

Require employees to disclose circumstances that may give rise to a real or
perceived conflict of interest, including any outside remunerative work.
Specifically require issues of canflict of interest to be addressed at the outset
of employment and on an angoing basis where the employee’s job function
or less than full-time empicyment necessarily contemplates external
remunerative work or external affiliation.

" Where a disclosure is made by an employee under paragraph (a), the

employer shall identify the: specific work duties of the employee and the

underlying government interests that are relevant to the circumstances.

t. tdentify the specific persanal interests of the employee that are refevant fa
the circumstances.

fi. Analyze whether those interests conflict, or could be perceived to conflict,
in a way that impairs the employee’s ability to act in the public
interest, undermines the public’s confidence in the employee’s
ability to discharge work responsibilities, or undermines the public’s
trust in the public service.

iii.Decide whether the circumstances give rise te a perceived or actual
conflict of interest, and, if they do, consider whether there are steps
that government or the employee must take to address or mitigate

WG to participate, as a group of
stakeholders, in the
develcpment of this policy.

« P5A leading the
development of policy
framework in response
to this
recommendation,
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the conflict such that it does not pose an unacceptable risk to
government or the public interest. :

iv.Document, on the employee’s personnel file, and elsewhere as is required
in the circumstances, the reasons for the conclusion reached and the
directions, if any, to be followed. A copy of the reasons should be
provided to the employee.

v. To the extent reasanable and necessary, be transparent within the
organization about how the conflict of interest has been addressed
so that misunderstandings are minimized.

By March 3 1,3b18, the PSA revise its existing Accountability Framework for
Human Resource Management to ensure a clear allocation of responsibifity
among senigr executives of PSA and of line ministries responsible for ensuring

that any internal human resource investigations occurring under their leadership:

WG to participate, as a group ofw

stakehoiders, in the
development of this policy.
Developing common standards

PSA leading the

Tevision process.

WG has prepared a
draft standard on

19 | a. Are conducted in accordance with the principles of administrative fairness, for administrative fairness and executive

b. Have a clearly articulated scope and focus, both of which are reassessed on a executive accountabilities in accountabilities.
regular basis, and internal investigative processes. WG to develop

c. Have appropriate lines of reporting. standard on

administrative fairness.

By March 31, 2018, the Public Service Agency undertake, and publish the results Each IU to consider results of PSA leading the

20 | of, an independent compliance review of its investigatory policies established in independent compliance review compliance review
_response to the McNeil review. _ of PSA investigatory policies. process.

By September 30, 2017, to ensure that the principles of administrative fairness: Develop commen standards for WG has prepared a

are appropriately exercised by the {OCG) Investigation and Forensic Unit (IU): administrative fairness and draft standard on.

a. The U implement a program of ongoing professional development on executive accountabilities in executive
administrative and procedural fairness for its investigators and any internal investigative processes. accountabilities
employees leading an investigation. WG to prepare a draft

21 b. The 1U revise its draft policies and procedures manual to adequately standard on

integrate the principles of administrative fairness into its investigative
approach.

¢. The Comptroller General review each investigation plan developed by the {U
to ensure that the plan’s scope is appropriate, and within jurisdiction, and
the office can adequately resource the investigation as set out in the plan.

d. The Comptroller General reassess the investigative plan on a regular basis, in

administrative fairness.
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consultation with the [U, and authorize adjustments to investigative scope or
resSoUrces as necessary.

B‘y September 30, 2017, the Ministry of Finance provide a report to the Auditor
General on the progress of implementing each recommendation of the KPMG

Each |U to consider KPMG
recommendations

In progress.

22 report. Such reporting is to continue quarterly or on such other schedule and for
as long as specified by the Auditor General.
By March 31, 2018, the Ministry of Justice Develop: WG to participate, as a group of JAG leading the i
a. For approval by the Head of the Public Service, a new procedure regarding stakehoiders, in the procedural
reporting employee misconduct in non-emergency situations to the police, development of this policy. development process.
b. Andimplement training for public service investigators who, as part of their WG to also ensure individual (U WG has engaged with
93 duties, report potential crimes to the police. This training should focus on: training plans deal with potentiat JAG on this item.
i. The factors to consider in determining whether to report a potential crime referrals that arise in the course
to the policy, and : of investigative protesses.
ii. What information is appropriately shared with the police, particularly in
i the absence of a legal requirement to do so.
|
By December 31, 2017, following consultation with the Information and Privacy WG to participate, as a group of Initial meeting with
Commissioner, the Ministry of Health create new guidelines for making decisions stakehclders, in the HLTH scheduled to -
about suspending access to administrative health data. The guidelines should development of these discuss approach,
address the flaws in ministry practice that we identified in this report including guidelines.
better defining the threshold for data suspensions in cases where there in only WG to consider the
an unconfirmed suspicion of a data kreach. development of corporate
24 focused procedures regarding
suspension of access to
government data, as
appropriate.
PCT to support HLTH on this
given the branch’s role as liaison
_ to the OIPC.
By March 31, 2018, the Head of the Public Service establish written protocols WG to participate, as a group of WG has engaged in
that address: stakeholders, in the initial discussions with
31 ! a. Who has the authority to decide that government will not follow risk-based deveiopment of these protacols. LSB regarding this item
legal advice; WG to clarify the roie of counsel LSB will be meeting
b. The process to be used when ministries decide to act contrary to legal advice, and the circumstances when individuatly with each
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including how decisions in such situations are to be escalated, disputes
resolved and outcomes documented; and

c. The process to be followed when limited legal advice is obtained, including
who needs to be advised that the scope of the advice is limited.

counsel is to be consulied
throughout the investigatory
process.

iU within the next two
weeks.

| 32

By Mareh 31, 2018, government introduce, for consideration by the Legislative
Assembly, public interest disclosure legislation that provides for the reporting,
assessment, fair investigation, resolution and independent oversight of

allegations about wrangful conduct within the government of British Columbia.

WG to provide input into the
development of this legislation.

WG has advised LSB of
its interest in providing.
input

LSB has not yet
assigned this item.
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Executive Accountabilities in Tier 4 and
5 [nvestigations

Date: May 15, 2017

Purpose _
The purpose of this standard is to outline the accountabilities of executive in Tier 4 and 5 investigations’.

Scape

This standard applies to the investigative units {IUs) of the BC Public Service Agency {BC PSA), the Office
of the Comptrolier General {OCG}, the Privacy, Compliance and Training Branch (PCT), and the Office of
the Chief Information Officer (OCIO).

Investigative process
The investigative process has been broken down into phases, which are separated by a waypaint or
milestone.

P1: Preliminary Assessmeant P2: Evidence Gathering N\, P3 Investigative Inlerviews. analysis Investigation
<> NS concluded
Caina go Gofno go for conducting @ —_—
0 degision formal interviews Ruperting
i ! :
i | o
Obiecti Agsess crediblity of issue, wheiher | Gather and assess evidence perinvesligaticn | Cenduct inlerviews according fo plan, gather

jectives wilhin ! jurisdiction, whelher I plan, establish whelher grounds exist to move | addilional evidence as needed, assess evidence, [
evidence is availabe o wareant forward with inlefvigws i develcp inal report, underge QA and |
investigate i 1 validate as approprate |

Executive accountabilities
For Tier 4 and 5 investigations, executive members are to be consulted at each waypoint, or milestone,
and have the following accountabilities:

* Waypoint

Executive or Key decisian: go/no go for Key decision: go/na | Key decision: accept/not
delegate full investigation. go for investigativé findings of investigation and
accountabilities interviews., report.

1. Review ToR, Investigative 1. Receive briefing 1. Review final report {in case

Plan- and ask questions | of PCT and OCG)

| 2. Receive briefing and ask of lU/co- 2. Receive briefing and ask
questions of [U/co- investigatars to questions. of lU/co-investigators
investigators to understand understand to understand items listed

! See Standard on Investigative Tiers for information an what constitutes a Tier 4 or 5 investigation,
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situation, plan, and how interview plan, and | below and whether fairness

fairness will be incorporated . how fairness will satisfactorily addressed

into process be incorporated 3. Review specialist advice (e.g.

3. Review specialist advice into process from LSB) as appropriate

{e.e. from LSB) as 2. Review specialist | 4. Accept report or provide

appropriate advice {e.g. from additional direction to IU/co-

4. Determine whether an LSB) as appropriate investigators as appropriate

external fairness ohserveris | 3. Approve go_/ho

needed go for investigative

5. Approve go/no go for interviews

investigation, including sign

offonToR

fU activities to | 1. Prepare materials for 1. Prepare 1. Establish findings
support executive review, including interview plan, 2. Key messages for executive
executive ToR, Investigative Plan, and fairness checklist, 3. Ancillary issues

specialist advice and specialist 4, Recommendations (in case of

2. Bold executive briefing advice as PCT and OCG, as appropriate —
appropriate PSA recommendations are
2. Hold executive: deliverad at a later phase that
briefing does not apply to OCGand PCT)

:_ o 5. Briefexecutive

Considerations:
1. “Executive” includes:

a. An executive member [ADM or higher) or delegate for the IU{s) which have jurisdiction
over the incident; and
b. A ministry representative (ADM or higher).

2. Where an investigation encounters an ancillary issue [an issue —e.g. of misconduct, a breach,
etc ~ not contemplated within the original ToR), an executive briefing will be held to determine
whether:

a. The issue should be investigated separately; ar _
b. The scope/ToR should be amended to incorporate the ancillary issue inta the

investigation.

3. Toensure appropriate outcomes, each {U is to develop and maintain robust procedures,
including quality assurance mechanisms, and IU Executive Directors/Directors are accountable
for ensuring investigations conducted appropriately.
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Kortum, Alex FIN:EX

From: Mclean, Kenneth FIN:EX

Sent: Tuesday, June 13, 2017 1:36 PM

To: Kortum, Alex FIN:EX; Chrisgian, Ourania PSAEX; Avery, Ainslie FIN:EX; Prosser, Ken A
MTICEX

Subject: ) Working Group - follow up to yesterday

Hello,

lunderstand that yesterday’s briefing was well received. For instance, | understand that Athana was seeing the meeting
as her briefing. At this point | don’t expect any feedbatk on the standards. I'll share if | do receive any, otherwise my
view is that we are clear to proceed as planned.

As mentioned, Ainslie and | will work on the training stuff, and we’il look forward to getting together with everyone for
our July meeting.

The only item we didn’t fully resolve yesterday was the signatures on the investigations protocol. My office is fine with
us reframing for signature at our level. Let me know if you think yours are as well and we can simply just sign off on it.

Cheers.

Ken Mclean

Senior Director, investigations and Audits

Privacy, Compliance, and Training Branch

Corporate Information and Records Management Office
Ministry of Finance

kenn.mclean@gov.bc.ca

604-807-4575.

Government confidentiality and privilege requirements apply to this message and any attdchments. If yau are not the
intended recipient, you are hereby notified that any review, retransmission, conversion to hard copy, copying, circulation
or other use is strictly prohibited. If you are not the intended recipient, please notify the sender immediately, and delete
this message and any attachments from both your inbox and defeted jtems folder. Thank You.
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Kortum, Alex FIN:EX

From:. Mciean, Kenneth FIN:EX

Sent: Monday, May 15, 2017 11:33 AM

To: Prosser, Ken A MTIC:EX; Chrisgian, Ourania PSAEX; Kortum, Alex FIN:EX; Avery, Ainslie
FIN:EX

Subject: FW: WG - draft materials for DM meeting

Attachments: Interpal Investigations Working Group - Terms of Reference - signed {(May....pdf;

Investigation Protocol {(May.10 2017).docx; Standards v procedures graphic - options
(May 15).dacx; Standard on Investigation Tiers (May 15).docx; Standard on Executive
Accountabilities in the Investigative Process (May...docx; Ombudsperson
Recommendations and Actions Taken (May 15)-WG.DOCX

Re-sending to include the listing of the WG actions being taken collectively in response to Ombuds Misfire.

Ken Mclean
604-807-4575

Government confidentiality and privilege requirements apply to this message and any attachments. If you are not the
intended recipient, you are hereby notified that.any review, retransrnission, canversion to hard copy, copying, circulation
or other use js strictly prohibited. If you are not the intended recipient, please notify the sender immediately, and delete
this message and any attachments from both your inbox and deleted items folder. Thank You.

From: Mclean, Kenneth FIN:EX

Sent: Monday, May 15, 2017 10:13 AM

To: Prosser, Ken A MTIC:EX; Chrisgian, Ourania PSA:EX; Kertum, Alex FIN:EX; Avery, Ainslie FIN:EX
Subject: WG - draft materials for DM meeting

Morning,
Here are the draft materials we worked on at last week's meeting for your review:

The signed ToR
The revised Investigations Protocal — which now just focuses on how we'll work together going forward
Standards v tU procedures graphic
Common Standard on Investigative Tiers
Common Standard on Executive Accountabilities
; Ombuds recommendation - U action.plan

.

Cauple comments:

e Alex has kindly helped us beautify the standards versus procedures graphic and there are some options — | don’t
have a strong preference but for the sake of choosing would go with option 2

e Let me know if you're comfortable with the farm of the Exec Accountability standard. | started trying to draft a
graphic, but it just sort of turned into a standard. , orif you think it If it needs to be pared down, [ could use
some assistance clarifying what to keep and what to drop for the purpose of the graphic.

While we work to refine the attached materials in prep for the upcoming DM meeting, I'm also trying to get in to brief
Cheryl on these items this week — as we had discussed that i’d go first (e.g. on willingness to sign protocal in advance of
DM meeting}. I'll let you know how this goes by end of week. Cheers,

1
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Ken McLean

Senior Director, [nvestigations and Audits

Privacy, Compliance, and Training Branch

Corporate infarmation and Recards Management Office
Ministry of Finance

kenn.mclean@gov.be.ca

604-807-4575

Government confidentiality and privilege requirements apply to this message and any ottochments. if you are not the
intended recipient, you are hereby notified that any review, retransmission, conversion to hard copy, copying, circufation
or ather use is strictly prohibited. If you are not the intended recipient, please notify the sender immediately, and delete
this message and any.attachments from both your inbox and deleted jters folder. Thank You.
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INTERNAL INVESTIGATION WORKING GROUP
TERMS OF REFERENCE

PURPOSE AND GBIECTIVE OF WORKING GROUP

The purpose of the Internal Investigation Working Group (working group) is to ensure that government’s internal
investigation units (IUs), identified below, establish and maintain consistent approaches to internal investigations
through ongoing communication and by developing shared standards that will form the foundation of each investigative
prograim. The working group’s objective is to develop common standards and strategic approaches ta internal
investigations hetween the IUs, leveraging professional standards and hest practices.

WORKING GROUP COMPOSITION AND TERMS

The working group is planned as an informal way for the member parties to address meeting the objectives under the
Investigations Pratocol that was originally approved in December 2015 by the Comptraller General, Ministry of Finance,
the Assistant Deputy Minister, Employee Relations Division, Public Service Agency, Ministry of Finance and the Associate
Deputy Minister and Goverament Chief Inférmation Officer, Ministry of Technology, Innovation and Citizen’s Services,
and which will be updated in 2017. Those objectives are to ensure investigations are efficient, effective and
appropriately co-ordinated.

This Terms of Reference does not prevent additional effarts of collabaration and co-ordination between the identified
parties.

The following 1Us are included in this working group:

« BC Public Service Agency, Ministry of Finance (PSA) — conducts investigations regarding emgployee conduct
related to collective agreements, human rights legislation and other government policy/legislation far both
included and excluded employees.

e Corporate Information and Records Management Office, Ministry of Finance (CIRMQ) Privacy, Compliance
and Training Branch Investigations Unit - coordinates, investigates and resolves any actual or suspected
information incidents, including unauthorized collection, use, disclosure, access, dispasal or storage of
government infarmation.

» Office of the Chief Information Officer, Ministry of Technology, Innovation and Citizen's Services Security
investigation and Forensics Unit — coordinates, investigates and resolves any actual or suspected information
technology security and cyber security incidents and provides evidentiary support and analysis of digital
evidence and expert advice to other investigative units,

s Office of the Comptroller General, Ministry of Finance (OCG) investigation and Forensic Unit — addresses
allegations of fraud ar financial improprieties reported to the Comptroller General.

Contacts for the Investigation Units:

= PSA: Ourania Chrisgian, Director, Employee Relations, 604-788-9476, curania.chrisgian@gov.bc.ca:
* CIRMO Privacy, Compliance and Training Branch Investigations Unit: Ken MclLean, Senior Director,
Investigations and Audits, 6(4-807-4575, kenn.mdlean@gov.bc.ca
¢  QOCIQ Security Investigations and Forensics Unit: Ken Prosser, Director Cybersecurity Intelligence and
" [nvestigations, 250-744-0955, ken.prosser@gov.be ca ‘
e OCG Investigation and Forensic Unit: Alex Kortum, Executive Director, Investigation and Forensic Unit, 250-216-
5145, Alex.Kortum@agv. b ca
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INTERNAL INVESTIGATION WORKING GROUP
TERMS OF REFERENCE
Contacts will also include delegates of the named contacts.

WORKING GROUP MEETINGS

The working group will meet regularly {at least monthly) to identify and agree on the nature and timing of key initiatives
/ deliverables initially, and on an as needed basis thereafter. The working.group may meet in person, by telephone
conférence call, e-mail, or video link. Members may invite others to attend for specific knowledge as required. Meeting
agendas will be circulated one week in advance of the meeting.

COMUNICATIONS PROTOCOLS

in order to support their ahility to provide well-informed advice, members may receive and discuss information that is
confidential in nature. Members agree that they shall not disclose any confidential information received through
participation on.the working group.

Participanis acknowledge that conversations and records from meetings, telephone discussions, e-mail exchanges orin

another form are to be treated as private and confidential.

A
AMENDMENT -
i e
_ /fhis‘j'erms Qf Ref ’Etjé:,c'an be amended as requirad with the consent of the signing members or designates
/’ - / ‘o P
py / . /,;;f’ v e / /
W e "ﬁ v/ nﬂ f/z %!f / iy (g g $/0 S 2007
L,éur/ma Chrlsgran \ Date g Ken Prosser Date
D ez:tor Employee - Directar, Security Investigations
R a‘hqn‘__,,f ) and Forensics Unit
BC Public Service Agency Office of the Chief Information
Offleer
Ministry of Technology, .~
Innovation and Citizens*Services
7 ' < 4 A
i W ¥ > R
Ken Mclean Daté Alex Kortum Date
Senior Director, Executive Director
investigations and Audits Investigations and Forensics Unit
Corporate information ~ Office of the Comptroller General
and Records Ministry of Finance
Management Office

Ministry of Finance
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Standard on Investigative Tiers

Date: May 15, 2017

Purpose
The purpose of this standard is to outline a hierarchy, or tiers, of incidents that are common across government’s
internally focused investigative units (IUs}.

Scope .
This standard applies to the |Us of the BC Public Service Agency {BC PSA), the Office of the Comptroller General {0CG),
the Privacy, Compliance and Training Branch {PCT), and the Office of the Chief information Officer {OCIO).

Investigative Tiers

Tiers are intended to build upon each other, such that a 2 includes those considerations described for Tierl incidents,
plus the content listed in Tier 2, etc. As such, 1 is the lowest tier-and involves the most minor incidents, whereas Tier 5 is
at the highest end of the spectrum.

Common Investigative Tiers are as follows;

Situations to be | Responsible central agency and/or appropriate decision-maker selects an external party to
investigated or | investigate or lead an investigation. An appropriate accountability/ governance structure

A led by an needs ta be established.

| external party

| dueto Considerations:
potential *  Situations where an tJ or 1U executive is conflicted.
conflict of »  Situations where public could perceive a cenflict of interest if government investigates
interest, 1 itself.
capacity, or * Instances where the scale and/or complexity of the incident is beyand the capacity of the
other reasons. U.

»  Reviews of an investigation, including reviews of U practices (i.e. there is a complaint
about how an investigation was handigd}.

= Situations of such sensitivity where involved persons may not be willing to speak to a
government investigator.

IU led " Commaon considerations:
investigations *  Significant potential jecpardy to involved individuals {g.g. criminal, regulatory and/or
into incidents administrative}
involving major, | «  aay impact public confidence in ministry/ government
corplex,
and/or high PCT led investigation BC PSA led 0CG led At this level, OCIO
profile investigation investigation activities would be
incidents. Cansiderations: in support of one
*«  Major, complex, Considerations: Considerations: or multiple of
and/or high- i« DMajor, complex |«  Major,.complex, | OCG, PSA, and/or
profile and/or high and/or high- PCT jed
information profile profile financial | investigations.
incidents breaches of impropriety or
»  Meets serious policies or fraud instances
privacy breach procedures = Significant risk
standard and/or s Qutcome may of systematic
involves a real risk be termination financial loss
B B of significant harm
1 I led Common cansiderations:
‘| investigations s  Potential jeapardy to invoilved individuals {e.g, criminal, regufatary-andfor
;| into incidents administrative)
/| involving a »  Situation calls for formal actions/outcomes for individuals and/or ministries
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moderate
potential for
harm or
penalties to
invalved
individuals.

Multi-faceted (e.g. conduct and/or financial and/or privacy/informatianal) investigations
Multi-ministry/agency investigations
Imvestigations likely involving formal investigative interviews

Investigation lad by
PCT with
ministryfother co-
investigator as
appropriate

Considerations:

Files involving the
axposure of
sensitive
personal/confiden
tial information
Concerns
regarding wilful
inappropriate
access/disclosure
Privacy complaints

Investigation led by
BC PSA with
ministry/other ca-
investigator as
appropriate

Considerations:

i s Possible

breaches of
policies or
pracedures fi.e.
builying,
harassment,
misuse of
supervisory
autharity,
significant
misuse of govt
praperty,
privacy '
breaches,
serious
allegations of
theft, criminal
investigations)

Investigation led By_
0CG with
ministry/other co-
investigator as

‘apprapriate

Consideratians:

] Minar instances
of financial
impropriety or
fraud

»  Risk of financial
loss isclated

Invastigations led
by OCIOQ with
ministry/other co-
investigator as
appropriate

Considerations:

*»  Situations
where an
employee
may he
intentionally
engaging in
the
inappropriate
use of a
gavernment
system or
computer
{separate
froman
information
incident}

Response to
incidents
involving a fow
potential far

- | harmor

penalties to
involved
individuals,

Common considerations:

Responsible {U not conducting a formal investigation
IUs engaged to provide advice/support and oversight as necessary ta ensure apprapriate

autcame

Some legal interpretation may he required
Singular facus {e.g. canduct or financial or privacy/finfarmational)
Single-ministry/program area

PCT investigator
assigned to provide
incident response
guidance to ministry
responsible.

Censiderations:

Maderately
complex
administrative
incidents

invoives privacy
breach that maets.
"interim reporting
standard”
Notification may

be warranted

Ministry
Investigation in
cansultation with
PSA HR Adwisor. .

Considerations:

*  Breaches of
policies ar
procedures (i.e.
repeated
tardiness,
offensive
language,
insubordination

, misuse of govt:

praperty

QCG investigatar
assigned to provide
incident respanse
guidance to ministry
responsible.

Considerations:

L] Minor, non-
wilful breaches
of financial
paolicies ar
procedures

QCI0 investigator
assigned to
provide incident
response guidance
to ministry
responsibie.

Minar incidents

| which require

fallow up.

Cammon considerations:

Responsible U not canducting a formal investigation
IUs engaged to provide advice/support and oversight (o ministry s necessary to ensure

appropriate outcome

Minimal/negligible patential for harm to government
©  Regarding privacy, low potential for notification to impacted party(s}
Minor incidents, typically closed quickly
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Option 1

Option 2

Cption 3
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Option 4
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Kortum, Alex FIN:EX -

From: Kortum, Alex FIN:EX

Sent: Monday, May 29, 2017 10:39 AM

To: Mclean, Kenneth FIN:EX

Subject: RE: Slide deck for DM meeting

Attachments: May 31 DM Meeting WG Presentation - May26 Draft AK comments.pptx:

Comments attached.

From' Mciean, Kenneth FIN EX

Sent: Friday, May 26, 2017 1:48 PM

To: Chrisgian, Ourania PSA:EX; Kortum, Alex FIN:EX; Prosser, Ken A MTIC:EX; Avery, Ainslie FIN: EX Watson, Roy
MTIC:EX

Subject: RE: Slide deck for DM meeting

Thanks to you both. Sounds goad. i've received some feedback on the slide deck, see updated version attached. Only
notable change is that David has suggested a replacement graphic for slide 5. | actually like this graphic better as | think
it does 2 better job of contextualizing all the pieces and how they come together, Thoughts?

Executive accountability slide graphic has also been updated.

Ken Mclean
604-B07-4575

Government confidentiality and privilege requirements apply to this message and any attachments. If you are not the
intended recipient, you are hereby notified that any review, retransmission, conversion to hard copy, copying, circulation
or other use fs strictly prohibited. If you are not the intended recipient, please notify the sender immediately, and delete
this message and any attachments from- both your inbox and deleted items folder. Thank You.

From Chrisgian, Ouranla PSA EX

Sent: Friday, May 26, 2017 8:19 AM

To: Kortum, Alex FIN:EX; Mclean, Kenneth FIN:EX; Prosser, Ken A MTIC:EX; Avery, Ainslie FIN:EX; Watson, Roy
MTIC:EX

Subject: Re: Slide deck for DM meeting

Good Morning,

I am getting our figures hopefully today if not then on Monday. There is no doubt that the figures will show .
differences. 1t was one of the reasons | was resistant to a one size fits all approach for executive sign off. |
agree that the breakdown is important Alex. Talk soon.

0.

Sent from y BlackBerry 10 smartphone on the Rogers network

From Kortum Alex FIN:EX

Sent: Friday, May 26, 2017 8:06 AM

To: Mclean, Kenneth FIN:EX; Chrisgian, Ourania PSA: EX Prosser, Keén A MTIC:EX; Avery, Ainslie FIN:EX; Watson, Roy
MTIC:EX

Subject: RE: Slide deck for DM meeting
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Re the figures/volume of incidents reported. I might recant my initiat comment about maybe just showing the total
incidents for all units instead of individual unit reporting

After looking at our own estimated figures and comparing them to PCT - besides the volume difference, it's alse
apparent that our-spread of work is different (and PSA and QCiOs is likely too), which may be an important
characteristic that we want to remind folls of i.e. we are not all the same...

Either way is fine with me.

| have assumed 30 incidents/allegations reported annually.

Tier | PSA | QCG | PCT | OCIO
1 60% | 42
2 <1% | 35
3 28% | 20
4 10% 2
5 <1% | <1

Fraom: Mclean, Kenneth FIN:EX

Sent: Thursday, May 25, 2017 5:55 PM

To: Chrisgian, Qurania PSA:EX; Kortum, Alex FIN:EX; Prosser, Ken A MTIC:EX; Avery, Ainslie FIN:EX; Watson, Roy
MTIC:EX

Subject: Slide deck for DM meeting

Further to my earlier email, please see the attached slide deck for your review and consideration.

{ didn’t want to be presumptuous in putting this together, and I'm open to feedback/change based on your comments,
ete, but | wanted to give us something to work frem in the interests of time.

I've inserted draft speaking notes for most slides and ['ve assigned slides {see initials in the bottom left corner of each
stide). F didn’t have a real rhyme or reason to who has which slide, other than to try and even distribute the content {not
in number of skides, but in terms of material}. I'm happy to switch it up as needed or based on preference.

Ch — FYl that Alex and | discussed that it may be preferable to offer only one astimated value for the breakdown of
incidents into tiers across units (instead of giving an individual percentage for each unit}. Let me know if the %s below
for PCT are roughly close to the breakdown for your unit.

Give me a call if anyone would like to discuss or reply with your feedback. We can further work through this as a group
on Monday, or perhaps sooner if anyone has any strong reactions. Cheers.

Ken Mclean
604-807-4575

Government confidentiality ond privilege requirements apply to this message and any attachments. If you are not the
intended recipient, you are hereby notified that ony review, retransmission, conversion to hard copy, copying, circulation
or other use is strictly prohibited, If you are not the intended recipient, please notify the sender immediately, and delete
this message and-any attachments from both your inbax and deleted items folder, Thank You.

From: Mclean, Kenneth FIN:EX

Sent: Thursday, May 25, 2017 2:26 PM

To: Chrisgian, Qurania PSAEX; Kortum, Alex FIN:EX; Prosser, Ken A MTIC:EX; Avery, Ainslie FIN:EX; Watson, Roy
MTIC:EX

Subject: DM meeting - %s for tiers
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I've been asked that we include a.rough, order of magnitude, breakdown of the volume of our incidents that are likely
to fall into each tier. | know we figured we wouldn’t need to put together a slide deck, but I'm compifing ene as it'll be

easier to ensure the flow we want through the materials.
Could | please ask you ta reply with the following information for inclusion in the slide deck
A, Total number of incidents your unit investigates annually:

¢ PCT (figure from 2016/17 fiscal): 1,361

* PSA:
» OCG:
« OCIC:

B. The rough % breakdown of your volume into the tiers:

We can only provide anecdotal guesstimates for PCT so Ill be sure to he clear in the deck about this)

Tier | PSA | OCG | PCT | OCIO
1 42
2 35
3 20
4 2
5 <1
Thanks.
Ken Mclean

Senjor Director, Investigations and Audits
Privacy, Compliance, 2nd Training Branch
Corporate Information and Records Management Cffice

Ministry of Finance

_ kenn.mclean@gov.bhe.ca

604-807-4575

Government confidentiolity and privilege requirements apply to this message and any attachments. If you are not the
intended recipient, you are hereby notified that any review, retransmission, conversion to hard copy, copying, circulation
or other use s strictly prohibited. If you are not the intended recipient, please notify the sender immediately, and delete

this message and ony attachments from both your inbox and deleted items folder, Thank You.
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Internal Investigations Wo
Executive Briefing

1
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Ob}ejctfve
Approach

Investigations Protocol - °

Investigative Standdrds
~ Gommon Tiers:

2

Page 41 of 53 FIN-2017-72816



Objective

At Iast executive meeting, the Working Gfddri was asked'to

» Review the receni_méndatiqhsand ontents ofith
report Ve

3
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Approach

» Have developed an Action Plan regar:dir_]_gf hié:Ombuds
Recommendations of cormon releva

« Have revised the Investigationis Bro

- Are developing common

We have held a number of meetings since our last executive meeting, which have
been very productive, engagingand collaborative

We reviewed both recommendaticns and contents of the Ombuds Misfire report
and have had open discussions about the gaps and issues identified within the
Misfire report

Our action plan focuses on actions to be taken collectively by the Working Group to
respond to Ombuds recommendations

We have not included thase recommendations that OCG or PSA are individually
responsible for

We have also heen developing common standards and wiil be focusing quite a bit of
today’s meeting discussing two of the standards, which we’ll turn to shortly

Each of us has also begun to review, and where appropriate, update our own
palicies and procedures to incorporate guidance fraom the Ombuds misfire report

ltems of individual relévance will be worked into our palicies and procedures,

An example in PCT’s context was where the Ombuds report suggested government
should develop guidelines regarding the threshold for gavernment employees to
report “potential” or “suspected” information incidents '

4
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| hX
‘Conceptual framework — how the pie:
come together o

Legistation

Corporate Policy. -

With the approach we’ve taken, there are a number of pieces that come together
This graph represents our effort to describe those relationships

Talk through graphic, reinforcing that the investigations Protocol and Standards wil!
inform We each have our own policies and procedures, which will be informed by
the commeon standards we’re in the process of developing

This framework is underpinned by our core authorities established by legistation
and/or government core policy

This framework is also supported by protocols we may establish coliectively, such as
the Investigations Protocol, or that cur units may establish individually

We have been working to establish this framework, and identify which pieces get
resolved where

As an example, one of the standards we'll be discussing today is the standard on
executive accountabilities, this standard focused on the high-level and common
items of interest to us all

Each our own policies and procedures would further flush out executive
accountabilities in our own individual contexts
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nvestigation Proto_c_;o;l_

« Driginal Protocol Agreementsigned_Decerﬁﬁ 2015

» Originally deveioped to ensure effei;_t_!: T

communication between units on incidents that

Revised to focus simply-o ho

We'll now begin to work through individual materials that were supplied
in advance of today’s meeting, the first of which is the updated
investigations Protocol

This protocol is largely as it was presented to you in our previous
executive meeting, however per the approach we’ve taken we have
removed the Quality Assurance Framework, which we will later develop
into a standard

The protocol now simply focuses on how we work together and
communications between the units,

The main adjustments since the December 2015 version are listed on
the slide, and bullets 13 and 14 have been revised since the version we
presented to you when we met in early April

~ These bullets now reinforce that we have existing robust quality

assurance mechanisms, and that we agree to work together to develop
common standards

We are ultimately hoping that the document can be signed off today,
but we're also happy to discuss if anyone has any questions or concerns

6
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Development of Standards

Collaborative developmentand a reei

Having to navigate th i
units are different

As part of our meetings we have spent considerable
effort on the development of common standards

Again these are to be focused on high-level principles of
common interest

The goal is for each of us to be able to say that our own
practices adhere to robust standards, which should help
promote maturity and consistency across the units

As we developed the standards we had to be mindful of
instances where there truly are differences in our
requirements or processes

While our goal has been to establish standards that each
of us is able to fully adhere to, we have also had to
navigate some differences that have impacted our

7
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drafting of the standards

The most notable example of this is that following the
investigation phase, the PSA has a separate “decision-
making” stage where the PSA’s investigation report goes
to a decision-maker receives and decisions are made
regarding sanctions to individuals

This phase doesn’t exist for the other units,

Once we complete our investigation, we need to have
fully addressed all matters, such as validation of our
findings with impacted individuals, whereas the PSA has
this later stage which plays into how it addresses
administrative fairness

We highlighted this not to focus on that item specifically,
but rather to call your attention to the fact there are in
certain cases differences between the units that need to
be incorporated into our approach

Lastly on this slide, I'll mention that we have prioritized
the development of standards, we're about to review
the first two with you, and at the end will touch on other
standards that have been identified as priorities for us to
focus on this year

7
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Standard: Investigative

now turn to our standard on investigative tiers...

. ers
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breakdown of incidents by tier.

{9 breakeown by Tier

Tier PSA [olelc] PCT

1 a2

2 35

2 20

A 2

5 <
Typ‘i::;u-"‘;:wﬂl 1,361

9
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Standard: Executive Account_abilitiés

For Tier 4 and § incidents only.

T4 and T5 incidents calt for an execu
comprised of: o :
- Anexeculive or dalagats for &

investigations, etc) - .-
— Arepresentative

11
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Standard: Executive Accountabilities

Discussion. of documen

12
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Working Group priorities for 2017

To meet monthly going forward and focus;.pn

- Actions to support fesponse to-Ombuds. Misfire recommendati

+ Finalization of standard :

13
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