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Executive Summary

The Office of the Auditor General {OAG) received allegations late March 2012 regarding: (1)
inappropriate data access arrangements and intellectual property infringements, (2) irregular
procurement, contracting and research grant practices, and (3) Standards of Conduct Policy
conflicts and preferential treatment in employee-contractor relations in the Pharmaceutical
Services Division (PSD).

An internal investigation was launched into these allegations. A team of representatives from
the government Chief information Office, the Public Service Agency {PSA), and the Ministry of
Health’s Financial Services Division and Health Sector information Ménagement and Technology
Division were tasked with conducting this investigation. The mvestlgatzve aCtNIties included,

but were not limited to: >

Review of eiectronic communications of relevant parties, _

Review of related project documents, :

Interviews with relevant parties,

Assessment of identified individuals’ data access use and disciosure and related

agreements, o

Review of identified individuals’ data shar;ng and dlsciosure activities,

* Review of procurement practices, grant awards and contracting,

» Assessment of intellectual property rights for empioyees and contractors identified
through the course of this mve::’“_ig'ation

* & &

s.22

Mounted Pol
OCG has sinc
RCMP is awaiting't
investigation.

s of this and the OCG's investigation to commence any formal

The key findings of this investigation led to a number of lessons learned on what needs to be
accomplished to improve the policies and processes for empioyee, researcher uind contractor
data access to improve data security and privacy protections, as well as, recommendations to
further develop protocols for the contracts and grants awarded by the Ministry. The
recommendations found herein strive to supplement the recommendations to improve the
Ministry’s data security and privacy protections already provided in the reports issued in June
2013 by Office of the Information and Privacy Commissioner for British Columbia and the
consulting firm Deloitte.
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Introduction

Background

The Office of the Auditor General {OAG) contacted the Assistant Deputy Minister (ADM) of
Financial and Corporate Services, Ministry of Health {hereafter referred to as “the Ministry”) on
March 28, 2012 to advise that an allegation had been received by their office concerning
inappropriate procurement, contracting irregularities and research grant practices in the
Research and Evidence Development section of the Ministry’s Pharmaceutical Services Division

(PSD).

sgdrrangements,

Additional concerns were also alleged regarding inappropriate.dat
intellectual property infringement, and code of conduct conflict:
relationships including preferential treatment. At that time
review. As a result of the preliminary review, Ministry dete
was warranted and decided to undertake a more detailed r

Project Teom

@@aith Sector
|th congducting this

investigation.

Key Work Elements
The purpose of this review was:

e To provide findings related to’ allegations;

* To determine sf Government $ contractmg and research grant practices, standards of
conduct, data access arrangements.and approval processes are being followed by the
identified staff and contractors, and i

s To 1dent|fy opportunities and make recommendations to improve contracting, granting,
and data access practices acmss the Ministry.

The investigatibn was had two phéﬁsés — Phase | focused on the activities of ministry employees
and the efforts to support the resulting litigation and arbitration; Phase il focused on the
activities of contractors utlhzmg ministry data. The investigative activities included, but were

not limited to:

¢ Review of electronic communications of relevant parties,

e Review of related project documents,

*« Interviews with relevant parties,

s Assessment of identified individuals’ data access, use and disclosure and related

agreements,
* Review of identified individuals’ data sharing and disclosure activities,

» Review of procurement practices, grant awards and contracting,
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» Assessment of intellectual property rights for employees and contractors identified
through the course of this investigation.

The legislative and palicy context, a chronology of events, key findings of the investigation and
recommendations to enhance data security and privacy protections and mitigate the
reoccurrence of such incidents are covered in this report.

Legislative and Policy Context

The investigation was conducted within a legislative framework_that_'inciudes:

The Financicl Administration Act,
The Procurement Services Act, o
The Freedom of information and Protection of anacy Act,

The Pharmaceutical Services Act, SR

The Pharmacy Operations and Drug Scheduling Act,

The E-Health {Personal Health Information Access and Pro tect;on of anacy) Act,
The Vital Statistics Act, and : :
The Public Service Act.

a & 9 = »

The applicable policies cited for this investigation mc}ude, but a_r:é"ndt' limited to:

Chronology of Ev

At the end of March 2012, the Office of the Auditor General informs the Ministry that someone
made allegations about the: (1) inappropriate data access arrangements and intetlectual
property infringements, {2) irregular procurement, contracting and research grant practices,
and {3) Standards of Conduct Policy conflicts and preferential treatment in employee-
contractor relations in the Pharmaceutical Services Division {PSD). The Ministry commenced a
preliminary review of the matters alleged in April 2012 and determines that further action is
warranted. Subsequently, the formal internal investigation into these allegations began in May

2012.
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In July 2012 the investigation team produced an interim update of the key findings to the
Deputy Minister of Health. Furthermore, data access was suspended for identified employees
and contractors and associated contracts were also suspended. As the investigation progressed
through the following months and more key evidence was obtained, identified employees were
dismissed and contracts terminated.

In September 2012 the Ministry issues a press release making a public announcement of this
investigation.

in October the Ministry sends letters to identified employees and contractors requiring the
return of Ministry data and information and requests to sign declarations that letter recipients

breaches. A contact centre was developed to provide teleph:jne f
affected B.C. residents.

recewed by the Ministry through the summer of 2013

For a detailed timeline of the mvestiga‘t_:on, please ref pendix 2 — Investigation
Timeline, S

Summary of Key Fmdmgs and Facts

The following is a summary of fmdmgs based on the review of electronic communications,
project documents, interviews data access, use and disclosure and related agreements, data
sharing and disclosure activities, procurement practices, grant awards and contracting,
intellectual property rights for empioyees and contractors identified through the course of this
investigation. ' .

Controct Managemén’f and Grants
The following issues have been identified regarding the arranging, awarding and subcontracting
of contracts in the PSD Research and Evidence Development:

s.22
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s.22

e There was a disparity between the development of research coritiacts with university-
based researchers and the development of resuttmg data access and mformatlon
sharing agreements. T

» There was limited capacity and information on references and background detalls on
contractors from universities and other public bodies. Confi dentlahty pledges and other
personal statements collected by universities were not always prowded, reviewed nor
approved by the Ministry. :

Data Access and Use

The foliowing findings were identified relating to the use and access to data:

e Processes for data access were'r t always followed and there is a fack of

documentation for projects: $.22

y accessed, saved on portable storage devices (USB
hers and/or contractors without required permissions

e There was insufficient capacity for and completion of cataloguing, auditing, monitoring
and enforcement of ISAs, similar data access agreements, and employee data access
privileges within Ministry.

e 522
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s.22

e Researchers and contractors are not sufficiently aware of or were aware but not using
the existing open data resources publicly available from the Ministry.

Standards of Conduct

The following issues relating to breaches of the Standards
5.22

 BC Public Service

Subsequent Actions Taken

The key findings of the investigation led investigators to the conclusion on legislative, policy and
agreement violations described above. Consequently, the ministry took actions with respect to
specific employees and contracts.

Over the past year, the Ministry has improved its data security and access processes and
procedures, Ministry also accepted and began impiementing recommendations from the Office
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of the Information and Privacy Commissioner’s {QIPC) report on their independent
investigation, and from the information security review by consulting firm Deloitte.

A copy of Dellaite’s report is available on the Ministry website at:
http://www.heaith.gov.bc,ca/cpa/mediasite/pdf/deloitte-report.pdf

A copy of the OIPC’s report is available on their website at: http://www.oipc.be.ca/news-
events.aspx?Status=Archived

Work that is already underway or completed by Ministry includes:

¢ More than 280 managers and executives at the Mlntstr\,f have completed mandatory
privacy and data security training; L i

s All of the Ministry’s divisions have reviewed and inventor:ed the sensrtwe data they
have and how it is secured and protected; and

« The Ministry has improved its data warehousing system by decommissioning certain
legacy system and restricting use of others. The data warehouse system now also has
greater capacity log and actively monitor who is accessing Wh_itﬁh data.

Ministry is also actively working on or com pletlng\'the followmg recommendat;ons made by
Deloitte and the OIPC: : e
¢ Other ministry, non-management, em _.__oyees wnli undergo the enhanced privacy and
data security training, in addition:.to traimng alreadv required for all public servants;
¢ Ministry user privileges are ed and managed based on the need to know and least
privilege principles, ensuringthat employees have access only to the minimum amount
of personai information the quire to perform their employment duties. Access

re programs; and
¥he Ministry is developi y-to-understand reference guides and other materials
taff on data security and privacy.

Recommendations

A number of lessons have been learned throughout the course of this investigation on what
needs to be accomplishéd and implemented to improve the policies and processes for how the
Ministry grants contracts, and how employees, researchers and contractors access data.

Further to the findings and recommendations in the OIPC and Deloitte’s respective reports, the
findings of this investigation have provided important lessons learned. The following are
recommendations for the Ministry in working with researchers, universities, and contractors, as
to maintain public trust through fairness in government procurement practices and further
enhancement of data security and privacy protections.
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Ministry:

1. Ministry should develop a broader open heaith data strategy to make more useable
aggregate health data readily available to contractors, researchers and the public.

2. Ministry should develop and implement a secure data access and use environment for
researchers, contractors and employees to enhance capacity for research, policy
development and potential revenue generation.

3. Health Sector IM/IT Division should conduct ongoing audit and monitoring for legacy
systems, and decommission these legacy systems as soon as possible.

4. Ministry should develop and disseminate standard definitions and classification structures
for different levels of data (open data, aggregate data, de-iden!;' ed row level data,
identifiable row level data, identified row level data and any othe licable levels of data).

5. Health Sector IM/IT Division should periodically review:&i:Minist rives to ensure

that employees and contractors only have access to infé matron'tﬁey equire for their roles

and responsibilities and to ensure that personal health'i ' i

and not accessible to unauthorized individuals.

snsequences for employees,
the requirements of
provisions in contracts and [SAs.

Ministry should develop clearly stated. and_strlct

researchers, contractors and anyone ‘lse not comp

legislation, corporate data policies and procedur

8 s22 '

9. Contracts requlrmg access to and use
integrated, collaborative' effort of all th quired subject matter experts.

10. That the IDIR accounts for externai contracters when required be identified as contractors
in the Public Service Directory: arld an external email identifier for IDIRs be issued - i.e.
jane, smlth@contractor EOV. be: ca

11i. Contracts reguiring data shouid be developed in unison with the ISA and must have data
access approval(s) in place pnOr to signing of contracts. ISAs should be included in the
contract schedules.

12. All Ministry contractors are requu‘ed to complete the new Privacy and information
Management tralnmg on line and provide copy of completion certificate before contracts
and/or data is provided.

13, Ministry employees who are also employed by universities must not serve in dual roles
wherein they conduct research or provide contracted services for MINISTRY.

14. Data access arrangements should only be granted for project specific or identified
evaluation contracts, and data access is limited to information required and not for other,
unauthorized uses.

15. All Data Access and Information Sharing Agreements (ISAs) should be located and tracked

by Health Sector IM/IT division and ADM/Ministry CIO approval is required for all such

agreements between the Ministry and external parties. This includes ongoing compliance

audits of data storage, data return and/or data destruction provisions listed in agreements.
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16.

17,

18.

19.

20.

21,

26.

Ministry should develop a robust compliance and monitoring function for data access,
logging, tracking and auditing. ideaily with an independent and integrated unit dedicated to
the continuous monitoring, auditing and compliance regarding the access, storage, use and
disclosure of Ministry data with internal staff, other government employees, researches,
contractors and external agencies.

Health Sector IM/IT Division should provide clear guidance on proper data access processes
and sufficient resources for a client-centric, streamlined data access model so that data
clients do not feel the need to circumvent current data access procedures.

Health Sector IM/IT Division should conduct periodic reviews of data access processes and
procedures and provide training to all divisions after completion to ensure ali proper
processes are in place in all business areas with a focus on personal health information,
eHealth, pharmaceutical data, health data legislation and any other personai information
protection requirements. e : :

Ministry employees should be required to review and szgn-off on the BC Pubhc Service
Standards of Conduct IM/IT agreement annually to ensure they are aware of the;r
responsibilities as employees and the policies and procedures for data access, including a
reminder that they must not share IDIR passwords or data access’ mformataon with others.
Other ministries do this with annual Empfoyee Performance Development Plan (EPDP)
discussions. L

All new Ministry employees should be req
sharing training and Ministry information:
access.

All Ministry employees handling ive health mformatzon should be issued an encrypted
USB stick for any work requiiri ernal mformatian storage and be trained on appropriate
data storage methods &

'd to take‘-‘f'go'vemment privacv and information
acy aﬂd'kecuritﬁ.training prior to having data

agreements.

. University-basedt rchers providing services to the Ministry must also complete the

contractor privacy and information managements training. __
Contracts with upiversities for service(s) involving research or analysis of Ministry data :
should require a listing of all researchers/contractors on the project for review by the ;
Ministry before data is issued. Universities are responsible for ensuring that any and all
university staff involved in providing contracted services to the MINISTRY are listed on
agreements or contracts, including I5As, are free from conflict of interest, such as those

serving in dual roles for the university conducting research an MINISTRY projects, and any

pledge forms are provided to the Ministry for review and approval prior to granting data

access.
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27. Data access arrangements wiit only be granted for project specific or identified evaluation
contracts, and data access is limited to information required and not for other,
unauthorized uses,

28. Ministry should develop over-arching research agreements with major universities involved
in health research to formalize and create greater awareness of the expectations, rotes, and
responsibilities around the appropriate access, use, storage and disclosure of health data,

Contractors:
29. Prior to singing a contract, all contractors must provide a Conflict of Interest statement and
consent for reference checks. :

30. All contractors should ciearly identify their relatlonshlp toit
any third party organization.

31. Al Ministry contractors are required to complete the
Management training on line and provide copy of compt
and/or data is provided.

32. Data access arrangements should only be granted for p

evaluation contracts, and data access is limited to,

other unauthorized uses.

capacity to review and assess potential ca:

metrics and references with other mlnlstrl

check references from contractors;..." | ; :

34. Contractors should be made aware:that they ar ted to forward email to
personal non-government email and/or store M on personal computers.

35. All contractors handling sensﬂwe;héaith informatioiv$hould be required to only use
encrypted portable storage dewces when no viable alternatwe exists to the data being
saved on the portable storage devices.

36. Contractors being granted data access must return and/or destroy the data they were
provided within the data retention schedule specified in the contract.

37. Contractors should not be permitted to publish findings based on contracted work
completed on or behalf of the Ministry.

38. All contracts should follow Mii}iﬁiry policies and process for Request for Proposals (RFPs) to
solicit proposals for all projects. Requests for proposal should be written to aliow for a fair
and open competition withdut limiting the option to a single preferred service provider.
RFPs shouid be oh-;éﬁii_it\'/"to provide service and on not experience with specific Ministry
tools, resources, programs or data holdings.

Researchers:
39, All researchers should request their data through Population Data B.C.'s data access request

{DAR) process. _
40. All researchers wishing to publish and/or distribute their findings are required to include a
proper citation of the source of their data and submit their manuscript or materials
intended for distribution for pre-publication/distribution review and approval by the
Ministry at least 45 days in advance publication.
Page | 12 — 2012-0601 Investigation: Summary Report
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41. Ministry should develop clear policies for non-compliance with the research agreements
and other applicable legislation and corporate policies and make researchers aware of such
policies and the consequences of non-compliance.

42. Research Agreements should explicitly state the roles and responsibilities for parties to the
agreement, particularly the Principal Investigator, who must ensure:

a. That all associated researchers to the project are aware of the expectations of care of
Ministry data and after accessing, using, storing and, where appropriate, disclosing
Ministry in a manner consistent with legislation, policy and the provisions of the
research agreement,

b. All researchers associated with research projects are clearly | 1dent|fed and have
submitted their conflict of interest and confidentiality statements,

¢. Al required data elements need to be specifically outhned in the DAR and based on
the principles of ‘least privilege’ and ‘need to know’

d. All developed publications or materiais for distribution undergo the Mmlstry s pre-
publication review process, and _

e. Al researchers associated with the project partac»pate in: Mmlstry 5 onhne prwacy and
information management training as reqwred N L
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Appendix 1 - Legislation and Policy Violations

The key findings of this investigaiion led investigators to humerous conclusions and
subsequently actions related to former employees and contractors for violations of the
following legisiat:ve, policy and agreement provisions:

Public Service Act

8 Appointments on Merit
(1) Subject to section 10, appointments to and from within the publicservice must
[a) be based on the principle of merit, and
(b) be the result of a process designed to appraise th
of eligible applicants.

nature of the duties to be performed, include the appﬁ&int's
knowledge, experience, past work performanc
the public service,

10 Exceptions to section 8
Subject to the regulations
demotion, and
(b) section 8 (1) {b) does not app!y to the followiy

(i) a temporary appointment of not more than 7 months in duration;
{ii} an appointment of an auxiliary employee;
_Aiii} a direct appointment by the ggency head in unusual or exceptional
. circumstances. - |

Freedbﬁi_df Information and Prof?cﬁon of Privacy Act

30 Protection of personal information
A public body must protect personal information in its custody or under its control
by making reasonable security arrangements against such risks as unauthorized
access, collection, use, disclosure or disposal.

32 Use of personal information
A public body may use personal information in its custody or under its control only
fa) for the purpose for which that information was obtained or compiled, or for a use
consistent with that purpose (see section 34 for “consistent purpose”),
{b) if the individual the information is about has identified the information and has
tonsented, in the prescribed manner, to the use, or
(¢c) for a purpose for which that information may be disclosed to that public body
under sections 33 to 36.
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35 Disclosure for research or statistical purposes
(1) A public body may disclose personal information in its custody or under its
control for a research purpose, including statistical research, only if

(c) the head of the public body concerned has approved conditions relating to the
following:

(i} security and confidentiality;

{ii} the removal or destruction of individual iden tffrers at the earliest reasonable

time;

(iii} the prohibition of any subsequent use or d.'s(:lasure af that informatmn in
individually identifiable form without the express aurhonz t:on:of that public body,
and _ ke
{d) the person to whom that information is disclosed has signé'd an agréement to
comply with the approved conditions, this Act and any of the public body's policies
and procedures relating to the confidentiality of personal mformat;on

Pharmacy Operations and Drug Scheduling Act . s e

13 Continuation of PharmaNet : S _
{1} The minister may continue the Prow i com "'ftenzed n _tworks and ussociated
databoses, collectively known as Rh '
scientific, heaith service delive

ct to the rules, the :
for the purposes des

contacted:
Standards of Conduct

Confidentiality:
Confidential information, in any form, that employees receive through their
employment must not be disclosed, released, or transmitted to anyone other than
persons who gre authorized to receive the information.

Confidential information that employees receive through their employment must not
be used by an ermployee for the purpose of furthering any private interest, or as g

means of making personal gains.
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Conflict of interest:
Examples of conflicts of interest include, but are not limjted to, the following:

* An employee, in the performance of official duties, gives preferential treatment
to an individual, corporation, or erganization, including a non-profit organization,
in which the employee, or a relative or friend of the employee, has an interest,
financial or otherwise;

* An employee benefits from, or is reasonably perceived by the public to have
benefited from, the use of information acquired solely by reason of.the
employee’s employment; and/or '

» An employee benefits from, or is reasonably perce__:";
benefited from, a government transaction over w
decisions (for example, investments, sales, purchos
contracts, regulatory or discretionary approvals, ap

Outside Remunerative and Volunteer Work:
Employees may hold jobs outside governmen
remuneration from public funds for activiti
volunteer activities provided it does not
» Gain an advantage that is denved from thEt mployment with the BC Public

Service.

Allegations of Wrong Doing:
Employees have a duty to reporr any situation relevant to the BC Public Service that
they beheve contravenes the law, rmsus' s public funds or assets, or represents a
danger to public health and’ safety or asigpificant danger to the environment...
Empioyees must report then_" 'Hegattons or concerns as follows:

» Members of the BCGEU must report in accordance with Article 32.13;

¢ PEA members must reportm accordance with Article 36.12; or

. Other emp!oyees must report in writing to their Deputy Minister or other
executive. member of the ministry, who will acknowledge receipt of the
submission and have the motter reviewed and responded to in writing within 30
days of receiving the employee’s submission. Where an allegation involves a __
Deputy Minister, the employee must forward the allegation to the Deputy L
Minister to the Premier.

Loyalty:
Public service employees have a duty of loyality to the government as their
employer. They must act honestly and in good faith and place the interests of the
employer ahead of their own private interests. The duty committed to in the Oath
of Employment requires BC Public Service employees to serve the government of
the day to the best of their ability.
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Core Policy and Procedure Manual:
Chapter 12 - information Management and information Technology Management Policy

12.3.1 a) Appropriate Use of Information Technology
Users must not: -

¢ divuige, share or compromise their own or another’s government authentication
credentials;

12.3.3 d) Personal Information Management

4. Ministries must use the principles of "need-to-kno

authorizing access to persenal information. g SR

o Least privilege is defined as: “A security principle requiring that each subject in a
system be granted the most restrictive set of privileges (or lowest ciearance)
needed for the performance of authorized tasks. The apphcat:on of this prmc;pa‘e
fimits the domage that can result from accident, error or unautherized use”.

s Need to know is defined as: “A privacy prmc;pie where access is restncted to authorized
individuals whose duties require such actess. n‘nd:vid uals are not entitled to access
merely because of status, rank or offi -

The need—to-know prmc;p.“e may be imp

: nd "least privilege" when

Information Securi

6.7.1 b} Use of portable storage devices
The use of portable storage devices to store or transport information increases the
risk of information compromise. Portable storage devices are typically small,
portable and are easily lost, stolen or damaged, particularly when transported in

public environments.

information Owners, information Custodians and Managers must:

Page | 17 —2012-0601 Investigation: Summary Report
Draft for Discussion = September 2013: Confidential

Page 18 of 46 HTH-2015- 51768



» Ensure that use of portable storage devices is managed and controlled to
mitigate risks;

e Document processes for authorizing use of portable storage devices; and,

o Ensure personnel using portable storage devices protect information and
information technology assets in their custody or control,

6.10.1 a) Audit fogging
Information Owners and Information Custodians must ensure that audit logs are used to
record user and system activities, exceptions and information security and operational
events mc!udmg information about acnwty on networks app! ations gnd systems.

system and the resources required to review and andly
include, where relevant, the following information:
e User :‘denﬂ)":‘er'

+ Chaonges to system confrguratron

¢ Use of privileges; L
o Use of system utilities and apphcattons,
¢ Files accassed and type of': 2cCes
» Network addresses and protocols,
s Alarms ;ra’iﬁséd':ﬁj) the dccess conty

odify, delete);

ystems (e.q., anti-virus, intrusion detection).

Audit logs may contain éb_nﬁden tial dataand access must be restricted to personnel with
‘need-to-know’ privileged access and be protected accordingly.

!nférrhat_;’on Owners and Infpjrmation Custodians must not have the ability to modify,
erase or de-activate logs of their own activities.

If audit logs are not activated, this decision must be documented and include the name

and position df.f_:be 'Eipprover, date and a rationale for de-activating the log. Where :
required, the Privacy Impact Assessment and/or Security Threat and Risk Assessment F
must be updated to reflect this decision.

7.3.1 d} Protection and use of passwords
Passwords are highly sensitive and must be pratected by not:

s Sharing or disclosing passwords;
o Permittir.g anyone to view the password as it is being entered;
s Writing down a password;
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e Storing other personal identifiers, access codes, tokens or passwords in the same
contginer as the token;

s Keeping a file of passwords on any computer system, including mobile devices
unless that fite is encrypted according to the Cryptographic Standards for
information Protection; and

s Employing any outomatic or scripted logon processes for personal identifiers;
and,

s Using personal identifiers, access codes, or passwords associated with
Gavernment accounts for non-government purposes.

7.7.1 a) Information protection paramount i
information Owners and information Custodians must ensure that use of portable
starage devices is managed and controlled to mmgate the mherent nsks of portable
storage devices. SRR

The use of portable storage devices such as laptaps or"b:the?*hiﬁbi;'e devices to
access, store, or process information increases the risk of fnforhaﬁon compromise.
Portable storage devices are typically small, portable, used in uncontraﬂed public
environments and are easily lost, stolen or¢ amaged

Users of mobile computing services mustensure that mformarlon and information
technology assets in their custodyar ontrol are | rotecte_d_.

7.7.1 c} Protection of credential :
must be protectéd to reduce the risk of

d information technology assets.

Minimum

include:

» Encryption of d dato to prevent information loss resulting from the theft of
the mobile or remote device;

e Encryption of data transmitted via public network;

e Access control permissions on a portable storage device must be applicd to
prevent unauthorised access to information by system users, particularly for
multi-user mobile systems;

s Reqularly maintained data backups of information stored on portable storage
devices using government backup facilities to protect against information lass;
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» To provide information availability portabie storage devices must not be used to
store the only copy of a government record;

» Physical security of the device must be maintained to protect against asset and
information loss; and,

» User guthentication to the portable storage device and user authentication for
remote access from the device must be implemented in accordance with
authentication policies.

Agreement Concerning the Collection and Sharing of Information from the Canadian
Community Health Survey Between Statistics Canada and the Bnt:sb Commbm Ministry of
Health ,

4 Usage of Shared Information
{3) The Mirnistry shall consult with Statistics Canada p
oggregates to prevent any residual disclosure of :'nforfn'*

5 Confidentiality of Data
The information shared with the Ministry purs
identifiable respondent shall be treated as:
such steps as are necessary to protect th

6 Sharing w:th Third Party

party the individual responses obfamed from rg

> ele } fs‘and shared pursuont to this
Agreement except in accordance w:th the following:

(2 ) The Mm:stry may pmvfde access to'the individual survey responses, without any
names, addresses or Jdentq’ym g num bers, Shared pursuant to this Agreement to a
researcher, working under contract directly for the Ministry to provide a survey-
related product or service, prowded such access /s on the premises of the Ministry
where the required security m gsures are in place to protect the confidentiality of
the mformouon relating to _t__h__e individua! identifiable respondents.
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Appendix 2 — Investigation Timeline

:‘cts' the Mmlstrv to adwse that

- Ministry undertakes a preliminary review of the matters afleged to
. determine if further action warranted. :

ates an official

_Minis_t_rv internal investigation team produces an interim update for the
Deputy Minister.

July 18,2012 -

September 6, 2102  Ministry issués'press release and Minister of Health and Deputy Minister
e of Health make public announcement about the internal investigation.

F the suspensions ™

: Mmzstry sends demand letters requiring return of Ministry data and
"'formatlon and requestmg signing of a declaratlon that mdlwdual does

October 31,2012

November 2012 Mlmstry receives sugned deciaratlon Ietters

arify's s_ﬁ'éh_iiéd:'rese'a{ch_ study.
January 16-22, 2013 Ministry notifies 35,480 affected individuals of a privacy breach involving

their personal information.

Ministry provides general public notification of two other privacy
breaches.

Ministry establishes a contact centre providing telephone response to
inquiries. :'
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Beginning March . Ministry

August 1-2, 2013

September 2013 - "Mi

End of September

2013
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