BRITISH
COLUMBIA

The Best Place on Earth

August 1, 2013 CONFIDENTIAL

5.22

s.22
Dear

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information. including third party personal

information. $-22
s.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:

e Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

e Documents and data stored on flash drives, computers, external storage devices, and
discs.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector Information Management and Information Technology Division
Ministry of Health

5-1- 1515 Blanshard Street

Victoria, BC. V8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

s.22

l, declare the following:

[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, gth Floor, 1515 Blanshard
Street, Victoria on: .

O | had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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Thank you in advance for your assistance in this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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5.22

1Jear 5.22

In response to the Information and Privacy Commissioncr of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry refated data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal

mformation. $.22
s.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the

following:

» Documecnts or data stored on your personal computer, or stored by you or accessibie by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

» Documents and data stored on flash drives, computers, external storage devices, and _
discs. .

Ministry of Health Office of the Assistant Deputy Minister 5-3, [515 Blanshard Sireet
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data

destroyed.

If you have shared or transferred any Ministry information to a third party, we request that ybtf
provide us with the written particulars of the types of information you transferred. the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. I you did not share or transfer any Ministry
information 1o a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would apprectate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to cxpedite the conclusion of the review. The signed declaration should be

directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector [nformation Management and Information Technology Division
Ministry of Health

5-1— 1515 Blanshard Streel

Victoria, BC. VW 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or pijeLl(S) mentioned above and it will allow the ministry to

grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting

access to Mlmstry of Health data. Additionally, we will be implementing a compliance and audit
program, in kceping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

\_/

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

22 ,
i declare the following:

[Check as many that apply]

O

Si

Dated:.

| am not in possession of any Ministry of Health data or information {including, but not
fimited to third party personal information} and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

- I'do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
ctoud service provider, or stored on a flash drive , external storage device or disc;

I had in my passession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, 5™ Floor, 1515 Blanshard

Street, Victoria on: .
I had in my possession information as outlined above and have destroyed the following

information.

That was in my possession on
| have not shared or transferred any Ministry of Health information or data to a third

party.
i shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Date Information Shared or Name and Contacl lnformation of |
Transferred Peron(s) information Shared with or
Transfered ta:

Tyoe of information Transferred

gned. i f
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CONFIDENTIAL
s.22

Dear S-22

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we arc writing you today to
tollow up on data access and use of health information by researchers and contractors.

As part of the investigalion into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal

information. $-22
s.22

Ministry of Health Office of the Assistant Deputy Minmister 5-1. 15135 Blanshard Strect
Victoria BC VW 3C8
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In order to conclude the review, we request that you confirm that you are not in posscssion of
any Ministry of Health data or information. Ministry of Health data and information includes the

following:

* Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not-Ministry of Health) external server(s) and/or with a cloud services
provider; and

e Documents and data stored on {lash drives, computers, external storage devices, and
discs.

I you are in possession of Ministry of Health data, we request that vou return the information 1o
the Chief Information Officer, Ministry of Health, or securcly destroy any data/information and
confirm such destruction with us including a description of the type of tnformation or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration torm can assist you in meeting the above requests. We would appreciate
if vou could complete and return the declaration within 10 business days of the receipt of this
fetter, in order for us to expedile the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock., Assistant Deputy Ministry & Chief Information Officer
Heath Sector Information Management and Information Technology Division,
Mimsery of Health

3 -1 — 1515 Blanshard Street., Victoria, B.C. VEW 3C8

The receipt ot the signed declaration from you and proof of the pre-publication review of the
aforementioned paper will conclude the review as it relates to your involvement in the contract(s)
or project(s) mentioned above and it will allow the ministry to grant you data access privileges.

Bascd on the lessons we have lcarned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing & compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be avatlable later next month.
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Thank you in advance for your assistance in concluding this matter.

Sincerely

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

s.22

declare the following:

[Check as many that apply]

a

Signed:

Dated:

| am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

i do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

| had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, 5% Floor, 1515 Blanshard
Street, Victoria on; ]

I had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

| have not shared or transferred any Ministry of Health information or data to a third
party.

| shared or transferred the following listed Ministry of Health data or information to the
following listed third parties:

Type of information Transferred i Date information Shared or Narme and Contact Information of
Transferred Peron(s) information Shared with or
Transferred to:
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BRITISH
COLUMBIA

The Best Place on Earth

CONFIDENTIAL

s.22

Dears'22

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal
information. $-22

8.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:

¢ Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

e Documents and data stored on flash drives, computers, external storage devices, and
discs.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector Information Management and Information Technology Division
Ministry of Health

5-1- 1515 Blanshard Street

Victoria, BC. V8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

8.22
l, declare the following:

[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, gth Floor, 1515 Blanshard
Street, Victoria on: .

O | had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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BRITISH
COLUMBIA

The Best Place on Earth

CONFIDENTIAL

s.22

Dears'22

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal

information. $-22
s.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:

e Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

e Documents and data stored on flash drives, computers, external storage devices, and
discs.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector Information Management and Information Technology Division
Ministry of Health

5-1- 1515 Blanshard Street

Victoria, BC. V8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

s.22

l, declare the following:

[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, gth Floor, 1515 Blanshard
Street, Victoria on: .

O | had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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BRITISH
COLUMBIA

The Best Place on Earth

CONFIDENTIAL

s.22

Dear5.22

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal

information. .22
5.22

Ministry of Health Office of the Assistant Deputy Minister 5-1, 1515 Blanshard Street
Victoria BC V8W 3C8
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s.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:

e Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

¢ Documents and data stored on flash drives, computers, external storage devices, and
discs.

If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Officer, Ministry of Health, or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry of Health information to a third party, we request
that you provide us with the written particulars of the types of information you transferred, the
date the information was transferred and the name and contact information of the person or
persons to whom you shared or transferred the information. If you did not share or transfer any
Ministry of Health information to a third party we also ask that you confirm this for us.
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The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock, Assistant Deputy Ministry & Chief Information Officer
Heath Sector Information Management and Information Technology Division,
Ministry of Health

5-1 - 1515 Blanshard Street Victoria, B.C. V&8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

| 522 declare the following:

[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, 5th Floor, 1515 Blanshard
Street, Victoria on:

O | had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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BRITISH
COLUMBIA

The Best Place on Earth

CONFIDENTIAL

s.22

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal
information. $.22

5.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:
e Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

e Documents and data stored on flash drives, computers, external storage devices, and
discs.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector Information Management and Information Technology Division
Ministry of Health

5 -1 - 1515 Blanshard Street

Victoria, BC. V8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

I,S'22 declare the following:

[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, gth Floor, 1515 Blanshard
Street, Victoria on: .

O | had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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BRITISH
COLUMBIA

The Best Place on Earth

CONFIDENTIAL

s.22

Dears'22

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal

information,s-22
s.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:

e Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

e Documents and data stored on flash drives, computers, external storage devices, and
discs.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector Information Management and Information Technology Division
Ministry of Health

5-1- 1515 Blanshard Street

Victoria, BC. V8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

l, S.éa declare the following:

[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, gth Floor, 1515 Blanshard
Street, Victoria on: .

O | had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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CONFIDENTIAL

s.22

Dear S-22

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal

information, $-22
s.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:

e Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

e Documents and data stored on flash drives, computers, external storage devices, and
discs.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector Information Management and Information Technology Division
Ministry of Health

5-1- 1515 Blanshard Street

Victoria, BC. V8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

|, 522 declare the following:

[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, gth Floor, 1515 Blanshard
Street, Victoria on: .

O | had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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CONFIDENTIAL

s.22

Dear $-22

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal

information. $-22
5.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:

e Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

e Documents and data stored on flash drives, computers, external storage devices, and
discs.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector Information Management and Information Technology Division
Ministry of Health

5-1- 1515 Blanshard Street

Victoria, BC. V8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

| i declare the following:

[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, g Floor, 1515 Blanshard
Street, Victoria on:

O I had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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5.22

Dear s.22

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal

information. $-22
s.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:

e Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

e Documents and data stored on flash drives, computers, external storage devices, and
discs.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector Information Management and Information Technology Division
Ministry of Health

5-1- 1515 Blanshard Street

Victoria, BC. V8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

|, 522 declare the following:

[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, g Floor, 1515 Blanshard
Street, Victoria on:

O I had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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s.22

Dear5.22

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal
information. 's-22

5.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:

e Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

e Documents and data stored on flash drives, computers, external storage devices, and
discs.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector Information Management and Information Technology Division
Ministry of Health

5-1- 1515 Blanshard Street

Victoria, BC. V8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

I,S'22 declare the following:

[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, gth Floor, 1515 Blanshard
Street, Victoria on: .

O | had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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Dear 5.22

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal
information. S-22

5.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:

e Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

e Documents and data stored on flash drives, computers, external storage devices, and
discs.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector Information Management and Information Technology Division
Ministry of Health

5 -1 - 1515 Blanshard Street

Victoria, BC. V8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

8.22 )
l, declare the following:

[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, g Floor, 1515 Blanshard
Street, Victoria on:

O I had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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s.22

Dear 522

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal

information. $-22
s.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:

e Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

e Documents and data stored on flash drives, computers, external storage devices, and
discs.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector Information Management and Information Technology Division
Ministry of Health

5-1- 1515 Blanshard Street

Victoria, BC. V8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

I,S'22 declare the following:

[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, gth Floor, 1515 Blanshard
Street, Victoria on: .

O | had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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BRITISH
COLUMBIA

The Best Place on Earth

CONFIDENTIAL

s.22

Dear 5.22

In response to the Information and Privacy Commissioner of British Columbia’s investigation

report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal
information.s-22

s.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:
e Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

e Documents and data stored on flash drives, computers, external storage devices, and
discs.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector Information Management and Information Technology Division
Ministry of Health

5 -1 - 1515 Blanshard Street

Victoria, BC. V8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

8.22 .
l, declare the following:

[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, gth Floor, 1515 Blanshard
Street, Victoria on: .

O | had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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BRITISH
COLUMBIA

The Best Place on Earth

CONFIDENTIAL

s.22

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal

information. $.22
s.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:
e Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

¢ Documents and data stored on flash drives, computers, external storage devices, and
discs.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector Information Management and Information Technology Division
Ministry of Health

5 -1 - 1515 Blanshard Street

Victoria, BC. V8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

| 842 declare the following:

[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, gth Floor, 1515 Blanshard
Street, Victoria on: .

O | had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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BRITISH
COLUMBIA

The Best Place on Earth

CONFIDENTIAL

s.22

Dear 522

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal
information. s.22

s.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:

e Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

e Documents and data stored on flash drives, computers, external storage devices, and
discs.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector Information Management and Information Technology Division
Ministry of Health

5 -1 - 1515 Blanshard Street

Victoria, BC. V8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION

s.22

l, declare the following:

[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, gth Floor, 1515 Blanshard
Street, Victoria on: .

O | had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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The Best Place on Earth

CONFIDENTIAL

s.22

Dear 5.22

In response to the Information and Privacy Commissioner of British Columbia’s investigation
report relating to the privacy breaches at the Ministry of Health, we are writing you today to
follow up on data access and use of health information by researchers and contractors.

As part of the investigation into the privacy breaches, the Ministry of Health has also been
conducting a review into ministry related data management practices. One part of the review
includes an assessment of contracts and research projects funded by the Ministry and the data-
management practices and access, use, storage and disclosure of Ministry information and data.

Through the review, we have identified situations of inappropriate or unauthorized access, use,
storage and disclosure of Ministry data and information, including third party personal
information,s.22

5.22

In order to conclude the review, we request that you confirm that you are not in possession of
any Ministry of Health data or information. Ministry of Health data and information includes the
following:

¢ Documents or data stored on your personal computer, or stored by you or accessible by
you on a private (not Ministry of Health) external server(s) and/or with a cloud services
provider; and

e Documents and data stored on flash drives, computers, external storage devices, and
discs.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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If you are in possession of Ministry of Health data, we request that you return the information to
the Chief Information Office, Ministry of Health or securely destroy any data/information and
confirm such destruction with us including a description of the type of information or data
destroyed.

If you have shared or transferred any Ministry information to a third party, we request that you
provide us with the written particulars of the types of information you transferred, the date the
information was transferred and the name and contact information of the person or persons to
whom you shared or transferred the information. If you did not share or transfer any Ministry
information to a third party we also ask that you confirm this for us.

The attached declaration form can assist you in meeting the above requests. We would appreciate
if you could complete and return the declaration within 10 business days of the receipt of this
letter, in order for us to expedite the conclusion of the review. The signed declaration should be
directed to me at the following address:

Lindsay Kislock

Assistant Deputy Ministry & Chief Information Officer

Heath Sector Information Management and Information Technology Division
Ministry of Health

5 -1 - 1515 Blanshard Street

Victoria, BC. V8W 3C8

The receipt of the signed declaration from you will conclude the review as it relates to your
involvement in the contract(s) or project(s) mentioned above and it will allow the ministry to
grant you data access privileges.

Based on the lessons we have learned to date, the Ministry plans on introducing mandatory
online privacy and information management training for researchers and contractors requesting
access to Ministry of Health data. Additionally, we will be implementing a compliance and audit
program, in keeping with the recommendations of the Office of the Information and Privacy
Commissioner. Additional information related to the mandatory training and the compliance and
audit program will be available later next month.

Thank you in advance for your assistance in concluding this matter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
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DECLARATION
1,522 declare the following:
[Check as many that apply]

O I am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

O | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, gth Floor, 1515 Blanshard
Street, Victoria on: .

O | had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

O | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
Transferred to:

Signed:

Dated:
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DECLARATICON

s.22

| declare the following:

[Check as many that apply]

X I am not in possession of any Ministry of Health data or information {including, but not
limited to third party personal information} and property which { obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

X | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O I had in my possession information as outlined above and have returned it to Ministry of
Health, Chief information Officer, Health Sector IM/IT Division, 5™ Floor, 1515 Blanshard
Street, Victoria on:

O I had in my possession information as outlined above and have destroyed the following
infarmation.

That was in my possession on

ﬁ | have not shared or transferred any Ministry of Health information or data to a third
party.
O | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

[ Type of information Transferred Date Information Shared or Name and Contact tnformation of
Transferred Peron(s) Information Shared with or
Transfarred to:

s.22

Signhed:

Dated:

Page 59 of 98 HTH-2015-542?§6



——

RECEIVED

AUG 142013
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DECLARATION

I, 522 declare the foliowing:

[Check as many that apply]

v [ am not in possession of any Ministry of Health data or infarmation {including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract

-or project for the Ministry, or by any other way through third parties;
| do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stared on a flash drive , external storage device or disc;

3 | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, 5t Floor, 1515 Blanshard
Street, Victoria on: .

O I had in my possession information as ocutlined above and have destroyed the following
information.

at was in my possession on
Q/h | have not shared or transferred any Ministry of Health information or data to a third
party.
(M I shared or transferred the following listed Ministry of Health data or information to the
following listed third parties:

Type of information Transferred Date information Shared or Name and Cantact Information of
Transferred Peron{s) Information Shared with or
Transferred to:

s.22

Signed

Dated:
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DECLARATION
5.22

L EeE
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! declare the following:

[Check as many that apply]

I am not in possession of any Ministry of Health data or information {including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

M f do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

0 [ had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Heaith Sector #vi/iT Division, 5 Fioor, 1515 Bianshard
Street, Victoria on: .

0 | had in my possession information as outlined above and have destroyed the following

information.

That was in my possession on

\ISQ I have not shared or transferred any Ministry of Health information or data to a third
party.
il | shared or transferred the foliowing listed Ministry of Health data or information to the

following listed third parties:

l'vpe of information Transferred Date Information Shared or " Name and Contact Information of
Transferrad © Peron{s) Infarmation Shared with or
- Transferred to:

s.22
Signed:

Dated:
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DECLARATION
5.22

I, declare the following:

5.22
[Check as many that apply] ]

lZ/ | am not in possession of any Ministry of Health data or information {including, but not
limited to third party personal information] and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way thfough third parties;

¥  |do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any externai service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

[ | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, 5" Floor, 1515 Blanshard
Street, Victoria on:

{ I had in my possession information as outlined above and have destroyed the following

information.
5.22

8.22
That was in my possession on

IB/ I have not shared or transferred any Ministry of Health information or data te a third
party.

3 I shared or transferred the following listed Ministry of Health data or information to the
following listed third parties:
Type of information Transferred Date Information Shared or i Namg and Contact Information of
Transferred Peran(s) Information Shared with or
Transferred to:
8.22
Signed:
Dated:

Page 63 of 98 HTH-2015-54276



DECLARATION
s.22

l, declare the following:

[Check as many that apply]

RECEIVED
AUG T4 2013
A OFFCE 9

i

F_'( I am not in possession of any Ministry of Health data or information {including, but not
limited to third party personal information} and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

d | do not have in my possession or have any Ministry of Heaith information, data or
documents stored on my personal computer, any external service and/or stored with a
tloud service provider, or stored on a flash drive , external starage device or disc;

U | had in my possession information as outlined above and have returned it to Ministry of
health, Chief Information Officer, Health Sector IM/IT Division, gt Floor, 1515 Blanshard

Street, Victaria on:

O | had in my possession information as outlined above and have destroyed the foliowing

information.

g{ That was in my possession on

i have not shared or transferred any Ministry of Health information or data to a third

party.

1 i shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of infermatwon Transferred

Cizie Information Shared or
Transferrad

MName and Contact Information of
Paron(s) Information Shared with or
Transterred to: .

522

Signe

Dated
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RECEIVED
AUG 13 2013

DECLARATION

| — declare the following:

[Check as many that apply]

@ lamnotin possession of any Ministry of Health data or information (including, but not
limited to third party personal information} and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

| do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive, external storage device or disc;

0 | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, 5" Floor, 1515 Blanshard
Street, Victoria on: ‘ :

O 1 had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on
I have not shared or transferred any Ministry of Health information or data to a third

party.
G | shared or transferred the following listed Ministry of Health data or information to the
following listed third parties:
Type of information Transferred Dale Information Shared ar Nama and Contact information of
Teansferred Peron{s} Information Shared with or

Transferred Lo

5.22
Signed

Dated:
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~RECEIVED
AUG 15 2003

DECLARATION
5.22

! declare the following:

[{Check as many that apply]

EZ/ | am not in possession of any Ministry of Health data or information {including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract

r project for the Ministry, or by any other way through third parties;

B/B i do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

[ t had in my possession information as outlined above and have returned it to Ministry of
Health, Chief information Officer, Health Sector IM/IT Division, 5% Floor, 1515 Blanshard
Street, Victoria on: :

N | had in my possession information as outlined above and have destroyed the following
information.

hat was in my possession on
| have not shared or transferred any Ministry of Health information or data to a third
party.
1 | shared or transferred the following listed Ministry of Health data or information to the
following listed third parties:

Type of information Transferred Date Information Shared or Name and Confact Infarmation of l
Transferred Peron(s) Informatiocn Shared with or
Transferred to:

s.22

Signed:

Dated:
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DECLARATION
5.22

declare the foliowing:

[Check as many that apply]

H

H

Signed:

| am not in possession of any Ministry of Heaith data or information (including, but not
limited to third party personal information} and property which | obtained or had access to
by virtue of my contract, involvement with a cantract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

i do not have in my possession or have any Ministry of Health information, data or
documents stored on my persanal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

| had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, 5t Floor, 1515 Blanshard

Street, Victoria on: .
I had in my possession information as outlined above and have destroyed the following

information.

That was in my possession on
| have not shared or transferred any Ministry of Health information or data to a third

party.

| shared or transferred the following listed Ministry of Health data or information to the
following listed third parties:
Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) information Shared with or

Transferred to:

5.22

Dated:
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CONFIDENTIAL
VIA Couvrier

November 5, 2012

s.22

Dears'22

[ writc on behalf of the Ministry of Health (the “Ministry™) of the Province of British Columbia.

‘The Ministry has reasonable grounds to believe that you have, either in your possession or under
your ¢confrol, property of the Ministry including, but not limited fo, third party personal
information and recorded information that you either obtained or had accessS-22

5.22 , or which was obtained without authorization, and which includes

the following:

e Documents and data stored on your personal computer, external setvers and/or stored with a
cloud services provider;

»  Documents and data stored on flash drives, computers, external storage devices, and discs;
and

¢ Notes, records, documents, or other written information, in whatever form

collectively referred to as the “Information”.

You are not authorized by the Ministry to possess or retain the Information, regardicss of where
the Information is stored or located {e.g., s.22 . with any other third party,
etc.). As such, the Ministry demands that you securely return the Information to the Ministry to
my attention, Lindsay Kislock, Chief Information Officer, Ministry of Tealth, With respect 1o
any Information in electronic form, we demand that you securely destroy such electronic
Information in your possession and confirm such destruction with us in detailed form.

If you do not return the Information to the Ministry within 10 days of the date of receipt of this
letter or do not otherwise demonstrate, to the Ministry’s satisfaction, that you are not in
possession of the [nformation, the Ministry may initiate a legal action to recover the Information
and will seek an order that you pay its costs in this action.

Ministry of Health Office of the Assistant Depuly Minister 5-3, 1515 Blanshard Street
Victoria BC VBW 3C8
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If you have shared or transferred any of the Information to a third party, we demand that you
provide us with written particulars of the types of Information that you transferred, the date on
which the Information was transferred, the means by which it was transferred and the name and
contact information of the person or persons to whom you shared or transferred that
Information. If you did not share or transfer the Information, we also ask that you confirm this
in writing. The foregoing particulars or, altcrnatively, a written confirmation that you did not
share or transfer the Information are to be provided within 10 days of the receipl of lhls letter
and should be dirceted to the following address:

Lindsay Kislock

Assistant Deputy Ministry, Chief Information Officer
Ministry of Health

5—1- 1515 Blanshard Street

Victoria, B.C. V8W 3C8

5.22

The Ministry is continuing its investigation into the unauthorized release of its data, s.22

.22 Given this ongoing invesligation, as well as the ongoing
investigation being conducted by the Office of the Comptroller-General (“OCG”), the Ministry
hereby puts you on notice, that notwithstanding the foregoing request that you securely destroy
any Information you hold in electronic form, you are not to release, transfer or destroy any
computers, flash drives and devices that held the destroyed Information, and are also not to
destroy any associated emails, documents, notes or records in any [orm, whether clectronic or
written, and wherever located that does not contain the Information, but which may relate fo the
Information ([or example, such as emails evidencing your transfer of Information).

Plcasc contact Don Rintoul, Dircctor, Health Sector IM/IL Division at 250-952-1244 in order to
determine the appropriate way to securely return the Information to the Ministry or if you have

any questions about the content of this letter.

Sincerely,

M/L —

Lindsay Kislock
Assistant Deputy Minister
Chief Information Officer
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CONFIDENTIAL
VIA Conrier

November 5, 2012

s.22

Dear>22
T wtite on behalf of the Ministry of Health (the “Ministry™) of the Province of British Columbia.

The Ministry has reasonable grounds to believe that you have, either in your possession or under
your control, property of the Ministry including, but not limited to, third party personal
information and recorded information that you cither obtained or had access .22, )
.22 , or which was abtained without authorization, and which includes

" the following:

¢ Documents and data stored on your personal computer, external servers and/or stored with a
cloud services provider;

¢ Documents and data stored on flash drives, computers, external storage devices, and discs;
and

e Notes, records, documents, or other written information, in whatever form

collectively referred lo as the “Information™.

You arc not authorized by the Ministry to possess or retain the Information, regardless of where
the Information is stored or located S-22 _ -, with any other third party,
etc.). As such, the Ministry demands that you securely return the Information to the Ministry to
my attention, Lindsay Kislock, Chief Information Officer, Ministry of Health. With respect to
any Information in electronic form, we demand that you securely destroy such electronic
Information in your possession and confirm such destruction with us in detailed form,

If you do not return the Information to the Ministry within 10 days of the date of receipt of this
letter or do not otherwise demonstrate, to the Ministry’s satisfaction, that you are not in
possession of the Information, the Ministty may initiate a legal action to recover the Information
and will scek an order that you pay its costs in this action.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Strect
Yictoria BC VEW 3C8
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If you have shared or transferred any of the Information to a third party, we demand that you
provide us with written particulars of the types of Information that you transferred, the date on
which the Information was transferred, the means by which it was transferred and the name and
contact information of the person or persons to whom you shared or transferred that
Information, If you did not share or transfer the Information, we also ask that you confirm this
in writing. The foregoing particulars or, alternatively, a written confirmation that you did not
share or transfer the Information are to be provided within 10 days of the receipt of this letter
and should be directed to the following address:

Lindsay Kislock

Assistant Deputy Ministry, Chief Information Officer
Ministry of Health

5—1-1515 Blanshard Street

Victoria, B.C. V8W 3C8

s.22

The Ministry is continuing its investigation into the unauthorized release of its data, .22

5.22 Given this ongoing investigation, as well as the ongoing
investigation being conducted by the Office of the Comptroller-General (“OCG™), the Ministry
hereby puts you on notice, that notwithstanding the foregoing request that you securely destroy
any Information you hold in clectronic form, you are not to rclcase, transfer or destroy any
computers, flash drives and devices that held the destroyed Information, and are also not to
destroy any associated emails, documents, notes or records in any form, whether electronic or
writlen, and wherever located that does not contain the Information, but which may relate to the
Information (for example, such as emails evidencing your transfer of Information).

Please contact Don Rintoul, Director, Health Sector IM/IT Division at 250-952-1244 in order to
determine the appropriate way to securely return the Information to the Ministry or if you have
any questions about the content of this letter,

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
Chief Information Officer
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s.22
Dear .22

I write on behalf of the Ministry of Health (the “Ministry”) of the Province of British Colurnbia.

The Ministry has reasonable grounds 1o belicve that you have, either in your posscssion or under
your control, propetty of the Ministry including, but not limited to, third party personal
information and recorded information that you either obtained or had accesss.22

.22 ot which was obtained without authorization, and which includes
the following:

s Documents and data stored on your personal computer, external servers and/or storcd with a
cloud services provider; '

+ Documents and data stored on flash drives, computers, external storage devices, and discs;
and

e Noies, records, documents, or other written information, in whatever form

collectively referred to as the “Information”.

You arc not authorized by the Ministry to possess or retain the Information, regardless of where
the Information is stored or located (e.g.,5-22 , with any other third party,
ete.). As such, the Ministry demands that you securely return the Information to the Minisiry to
my attention, Lindsay Kislock, Chicf Information Officer, Ministry of Health. With respect to
any Information in electronic form, we demand that you securely destroy such electronic
Information in your possession and confirm such destruction with us in detailed form.

[f you do not return the Information to the Ministry within 10 days of the date of receipt of this
letler or do not otherwise demonstrate, to the Ministry’s satisfaction, that you are not in
possession of the Information, the Ministry may initiate a legal action to recover the Inlormation
and will seek an order that you pay its costs in this action,

Ministry of Health Office of the Assistant Depuly Minister -3, 1515 Blanshard Streel
Victoria BC VBW 3C8
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If you have shared or transferred any of the Information to a third party, we demand that you
provide us with wriften particulars of the typcs of Information that you transferred, the date on
which the Information was transferred, the means by which it was transferred and the name and
contact information of the person or persons to whom you shared or transferred that
Information. If you did not share or transfer the Information, we also ask that you confirm this
in writing. The foregoing particulars or, alternatively, a written confirmation that you did not
share or transfer the Information are to be provided within 10 days of the receipt of this letler
and should be directed to the following address:

Lindsay Kislock
Assistant Deputy Ministry, Clnef Information Officer
Mimsny of Health
— 1 — 1515 Blanshard Street
Victoria, R.C. VEW 3C8

5.22

The Minisiry is continuing its investigation into the unauthorized release of its data,s.22

5.22 (fiven this ongoing investigation, as well as the ongoing
investigation being conducted by the Office of the Comptroller-General (“OCG”), the Ministry
hereby puts you on notice, that notwithstanding the foregoing request that you securely destroy
any Information you hold in electronic form, you are nol to release, transfer or destroy any
computers, flash drives and devices that held the destroyed Information, and are also not to
destroy any associated emails, documents, notes or records in any form, whether clectronic or
written, and wherever located that does not contain the Information, but which may relate to the
Information (for example, such as emails evidencing your transfer of Information).

Please contact Don Rintoul, Director, Health Sector IM/IT Division at 250-952-1244 in order to
determine the appropriate way to scculcly return the lnfmmatlon to the Ministry or if you have
any questions about the content of this letter,

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
Chief Information Officer

e
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s.22

Dear 5.22

I write on behalf of the Ministry of Health (the “Ministry™) of the Province of British Columbia.

The Ministry has rcasonable grounds to belicve that you have, cither in your possession or under
your control, property of the Ministry including, but not limited to, third party personal
information and recorded information that you either obtained or had access $.22

s.22 , or which was obiained without authorization, and which includes

the following:

¢ Documents and data stored on your personal compulicr, cxternal scrvers and/or stored with a
cloud services provider;

o Documents and data stored on flash drives, computers, external storage devices, and discs;
and

e Notes, records, documents, or other written information, in whatever form

collectively referred to as the “Information”.

You are not authorized by the Ministry to possess or retain the Information, regardless of where
the Information is stored or located {¢.g.5.22 with any other third patty,
etc.). As such, the Ministry demands that you securely return the Information to the Ministry to
my attention, Lindsay Kislock, Chief Information Officer, Ministry of Health, With respect to
any Information in electronic form, we demand that you sccwrely destroy such clectronic
Information in your possession and confirm such destruction with us in detatled form.

If you do not return the Information to the Ministry within 10 days of the dale of receipt of this
letter or do not othcrwise demonstrate, to the Ministry’s satisfaction, that you are not in
possession of the Information, the Ministry may initiale a legal action to recover the Information
and will seek an order that you pay its costs in this action.

Ministry of Health Office of the Assistant Deputy Minister 5.3, 1515 Blanshard Strect
Vigloria BC Y8W 3C§
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If you have shared or transferred any of the Information to a third party, we demand that vou
provide us with written particulars of the types of Information that you transferred, the date on
which the Information was transferred, the means by which it was transferred and the name and
contact information of the person or persons to whom you sharcd or transferred that
Information. If you did not share or transfer the Information, we also ask that you confirm this
in writing. The foregoing particulars or, alternatively, a written confirmation that you did not
share or transfer the Information arc to be provided within 10 days of the receipt of this letier
and should be directed to the following address:

Lindsay Kislock

Assistant Deputy Ministry, Chief Information Officet
Ministiy of Health

5—1- 1515 Blanshard Street

Victoria, B.C. V&W 3C8

s.22

The Ministry is continuing its investigation into the unauthorized release of its data, 5.22

$.22 i _ (iiven this ongoing investigation, as well as the ongoing
investigation being conducted by the Office of the Comptioller-General (“OCG”), the Ministry
hereby puts you on notice, that notwithstanding the foregoing request that you securely destroy
any Information you hold in eleclronic form, you are nol to release, transfer or destroy any
computers, flash drives and devices that held the destroyed Information, and are also not to
destroy any associated emails, documents, notes or records in any form, whether clectronic or
wrillen, and wherever located that does not contain the Information, but which may relate to the
Information (for example, such as emails evidencing your transfer of Information),

Please contact Don Rintoul, Director, Health Sector IM/IT Division at 250-952-1244 in order to
determine the appropriate way to sccurcly return the Information to the Ministry or if you have
any questions about the content of this letter.

Sincerely,
sy
p >4/ e
.C_JC /’/[/ -
- \ﬂﬂﬂ_f,,-’—-‘—\

Lindsay Kislock
Assistant Deputy Minister
Chief Information Officcr

.
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BRITISH
COLUMBIA

CONFIDENTIAL
VIA Courier

October 31, 2012

s.22

Dear 5.22

I write on behalf of the Ministry of Health (the “Ministry”) of the Province of British Columbia.
The Ministry has reasonable grounds to believe that you have either in your possession or under

your control property of the Ministry including, but not limited to, third party personal
information and recorded information as follows:

s.22

e  All copies of the foregoing, in whatever form and wherever located; and
e  Any other Ministry owned data, information (including, but not limited to. third party
personal information) and property that you obtained or had access to S-22
.22 including, but not limited to:

o Documents and data stored on your personal computer, external servers and/or stored
with a cloud services provider;

o Documents and data stored on flash drives, external storage devices and discs; and
o Notes, records, documents, or other written information, in whatever form.

The foregoing is collectively referred to as the “Information”.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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You are not authorized by the Ministry to possess or retain the Information. As such, the
Ministry demands that you securely return the Information to the Ministry to my attention,
Lindsay Kislock, Chief Information Officer, Ministry of Health. With respect to any
Information in electronic form, we demand that you copy that Information, securely transfer

those copies 5.22
e and, thereafter, securely destroy such electronic

Information in your possession and confirm such destruction with us.

If you do not return the Information to the Ministry within 10 days of the date of receipt of this
letter or do not otherwise demonstrate, to the Ministry’s satisfaction, that you are not in
possession of the Information, the Ministry may initiate a legal action to recover the Information
and will seek an order that you pay its costs in this action.

If you have shared or transferred any of the Information to a third party, we demand that you
provide us with written particulars of the types of Information that you transferred, the date on
which the Information was transferred, the means by which it was transferred and the name and
contact information of the person or persons to whom you shared or transferred that
Information. If you did not share or transfer the Information, we also ask that you confirm this
in writing. The foregoing particulars or alternatively a written confirmation that you did not
share or transfer the Information are to be provided within 10 days of the receipt of this letter
and should be directed to the following address:

Lindsay Kislock

Assistant Deputy Minister
Chief Information Officer

Ministry of Health

5-1, 1515 Blanshard Street
Victoria, BC V8W 3C8

s.22

Tzhze Ministry is continuing its investigation into the unauthorized release of its data s.22

s.

5.22 ,as well as the ongoing investigation being conducted by the Office of the
Comptroller-General (“OCG”), the Ministry hereby puts you on notice that, notwithstanding the
foregoing request that you securely destroy any Information you hold in electronic form, you are
not to release, transfer or destroy the computers, flash drives and devices which held the
destroyed Information and are also not to destroy any associated emails, documents, notes or
records in any form, whether electronic or written, and wherever located which does not contain
the Information, but which may relate to the matters that are the subject of the Ministry’s

investigation and the OCG’s investigation s.22
5.22
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Please contact Don Rintoul, Director, Health Sector IM/IT Division at 250-952-1244 in order to
determine the appropriate way to securely return the Information to the Ministry or if you have
any questions about the content of this letter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
Chief Information Officer
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October 31, 2012

5.22

Dear 5.22

I write on behalf of the Ministry of Health (the “Ministry”) of the Province of British Columbia.

The Ministry has reasonable grounds to believe that you have either in your possession or under
your control property of the Ministry including, but not limited to third party personal
information and recorded information as follows:

5.22

e All copies of the foregoing, in whatever form and wherever located; and

e  Any other Ministry owned data; information (including, but not limited to, third party
personal information) and property which you obtained or had access to including, but not

limited to:

o Documents and data stored on your personal computer, external servers and/or stored
with a cloud services provider;

o Documents and data stored on flash drives, external storage devices and discs; and
o Notes, records, documents, or other written information, in whatever form.

The foregoing is collectively referred to as the “Information”.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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You are not authorized by the Ministry to possess or retain the Information. As such, the
Ministry demands that you securely return the Information to the Ministry to my attention,
Lindsay Kislock, Chief Information Officer, Ministry of Health. With respect to any
Information in electronic form, we demand that you copy that Information, securely transfer
those copies $-22

8.22 ~ and, thereafter, securely destroy such electronic
Information in your possession and confirm such destruction with us.

If you do not return the Information to the Ministry within 10 days of the date of receipt of this
letter or do not otherwise demonstrate, to the Ministry’s satisfaction, that you are not in
possession of the Information, the Ministry may initiate a legal action to recover the Information
and will seek an order that you pay its costs in this action. '

If you have shared or transferred any of the Information to a third party, we demand that you
provide us with written particulars of the types of Information that you transferred, the date on
which the Information was transferred, the means by which it was transferred and the name and
contact information of the person or persons to whom you shared or transferred that
Information. If you did not share or transfer the Information, we also ask that you confirm this
in writing. The foregoing particulars or alternatively a written confirmation that you did not
share or transfer the Information are to be provided within 10 days of the receipt of this lettel
and should be directed to the following address:

Lindsay Kislock

Assistant Deputy Minister
Chief Information Officer

Ministry of Health

5-1, 1515 Blanshard Street
Victoria, BC V8W 3C8

s.22

The Ministry is continuing its investigation into the unauthorized release of its data $.22

5.22

.22 as well as the ongoing investigation being conducted by the Office of the
Comptroller-General (“OCG”), the Ministry hereby puts you on notice that, notwithstanding the
foregoing request that you securely destroy any Information you hold in electronic form, you are
not to release, transfer or destroy the computers, flash drives and devices which held the
destroyed Information and are also not to destroy any associated emails, documents, notes or
records in any form, whether electronic or written, and wherever located which does not contain
the Information, but which may relate to the matters that are the subject of the Ministry’s
investigation and the OCG’s investigation s.22

5.22
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Please contact Don Rintoul, Director, Health Sector IM/IT Division at 250-952-1244 in order to
determine the appropriate way to securely return the Information to the Ministry or if you have

any questions about the content of this letter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
Chief Information Officer
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October 31, 2012

s.22

DearS-22

I write on behalf of the Ministry of Health (the “Ministry”) of the Province of British Columbia.

The Ministry has reasonable grounds to believe that you have either in your possession or under
your control property of the Ministry including, but not limited to, third party personal
information and recorded information as follows:

e Any Ministry owned data, information (including, but not limited to, third party personal
information) and property that you obtained or had accesss.22
5.22 including, but not limited to:

o Documents and data stored on your personal computer, external servers and/or stored
with a cloud services provider; :

o Documents and data stored on flash drives, external storage devices and discs; and

o Notes, records, documents, or other written information, in whatever form.

The foregoing is collectively referred to as the “Information”.

You are not authorized by the Ministry to possess or retain the Information. As such, the
Ministry demands that you securely return the Information to the Ministry to my attention,
Lindsay Kislock, Chief Information Officer, Ministry of Health. With respect to any
Information in electronic form, we demand that you copy that Information, securely transfer

those copies 5.22
.22 rand, thereafter, securely destroy such electronic

Information in your possession and confirm such destruction with us.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
VictoriaBC V8W 3C38

Page 82 of 98 HTH-2015-54276



3.

If you do not return the Information to the Ministry within 10 days of the date of receipt of this
letter or do not otherwise demonstrate, to the Ministry’s satisfaction, that you are not in
possession of the Information, the Ministry may initiate a legal action to recover the Information
and will seek an order that you pay its costs in this action.

If you have shared or transferred any of the Information to a third party, we demand that you
provide us with written particulars of the types of Information that you transferred, the date on
which the Information was transferred, the means by which it was transferred and the name and
contact information of the person or persons to whom you shared or transferred that
Information. If you did not share or transfer the Information, we also ask that you confirm this
in writing. The foregoing particulars or alternatively a written confirmation that you did not
share or transfer the Information are to be provided within 10 days of the receipt of this letter
and should be directed to the following address:

Lindsay Kislock

Assistant Deputy Minister
Chief Information Officer

Ministry of Health

5-1, 1515 Blanshard Street
Victoria, BC V8W 3C8

s.22

The Ministry is continuing its investigation into the unauthorized release of its data s.22
5.22

$.22 , as well as the ongoing investigation being conducted by the Office of the
Comptroller-General (“OCG”), the Ministry hereby puts you on notice that, notwithstanding the
foregoing request that you securely destroy any Information you hold in electronic form, you are
not to release, transfer or destroy the computers, flash drives and devices which held the
destroyed Information and are also not to destroy any associated emails, documents, notes or
records in any form, whether electronic or written, and wherever located which does not contain
the Information, but which may relate to the matters that are the subject of the Ministry’s

investigation and the OCG’s investigation $-22
8.22
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Please contact Don Rintoul, Director, Health Sector IM/IT Division at 250-952-1244 in order to
determine the appropriate way to securely return the Information to the Ministry or if you have
any questions about the content of this letter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
Chief Information Officer
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October 31, 2012

s.22

Dear s.22

I write on behalf of the Ministry of Health (the “Ministry”) of the Province of British Columbia.
The Ministry has reasonable grounds to believe that you have either in your possession or under

your control property of the Ministry including, but not limited to, third party personal
information and recorded information as follows:

s.22

e  All copies of the foregoing, in whatever form and wherever located; and

e Any other Ministry owned data, information (including, but not limited to, third party
personal information) and property that you obtained or had access 5.22
5.22 including, but not limited to:

o Documents and data stored on your personal computer, external servers and/or stored
with a cloud services provider;

o Documents and data stored on flash drives, external storage devices and discs; and

o Notes, records, documents, or other written information, in whatever form.

The foregoing is collectively referred to as the “Information”.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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You are not authorized by the Ministry to possess or retain the Information. As such, the
Ministry demands that you securely return the Information to the Ministry to my attention,
Lindsay Kislock, Chief Information Officer, Ministry of Health. With respect to any
Information in electronic form, we demand that you copy that Information, securely transfer

those copies s.22
.22 and, thereafter, securely destroy such electronic

Information in your possession and confirm such destruction with us.

If you do not return the Information to the Ministry within 10 days of the date of receipt of this
letter or do not otherwise demonstrate, to the Ministry’s satisfaction, that you are not in
possession of the Information, the Ministry may initiate a legal action to recover the Information
and will seek an order that you pay its costs in this action.

If you have shared or transferred any of the Information to a third party, we demand that you
provide us with written particulars of the types of Information that you transferred, the date on
which the Information was transferred, the means by which it was transferred and the name and
contact information of the person or persons to whom you shared or transferred that
Information. If you did not share or transfer the Information, we also ask that you confirm this
in writing, The foregoing particulars or alternatively a written confirmation that you did not
share or transfer the Information are to be provided within 10 days of the receipt of this letter
and should be directed to the following address:

Lindsay Kislock

Assistant Deputy Minister
Chief Information Officer

Ministry of Health

5-1, 1515 Blanshard Street
Victoria, BC V8W 3C8

5.22

The Ministry is continuing its investigation into the unauthorized release of its data s.22

5.22

522 o as well as the ongoing investigation being conducted by the Office of the
Comptroller-General (“OCG”), the Ministry hereby puts you on notice that, notwithstanding the
foregoing request that you securely destroy any Information you hold in electronic form, you are
not to release, transfer or destroy the computers, flash drives and devices which held the
destroyed Information and are also not to destroy any associated emails, documents, notes or
records in any form, whether electronic or written, and wherever located which does not contain
the Information, but which may relate to the matters that are the subject of the Ministry’s

ig;estiszation and the OCG’s investigations.22
s.
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Please contact Don Rintoul, Director, Health Sector IM/IT Division at 250-952-1244 in order to
determine the appropriate way to securely return the Information to the Ministry or if you have
any questions about the content of this letter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
Chief Information Officer
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October. 31, 2012

s.22

Dear S-22

I write on behalf of the Ministry of Health (the “Ministry”) of the Province of British Columbia.
The Ministry has reasonable grounds to believe that you have either in your possession or under

your control property of the Ministry including, but not limited to, third party personal
information and recorded information as follows:

s.22

e All copies of the foregoing, in whatever form and wherever located; and

e  Any other Ministry owned data, information (including, but not limited to, third party
personal information) and property that you obtained or had accesss.22
5.22 including, but not limited to:

o Documents and data stored on your personal computer, external servers and/or stored
with a cloud services provider;

o Documents and data stored on flash drives, external storage devices and discs; and
o Notes, records, documents, or other written information, in whatever form.

The foregoing is collectively referred to as the “Information”.

Ministry of Health Office of the Assistant Deputy Minister 5-3, 1515 Blanshard Street
Victoria BC V8W 3C8
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You are not authorized by the Ministry to possess or retain the Information. As such, the
Ministry demands that you securely return the Information to the Ministry to my attention,
Lindsay Kislock, Chief Information Officer, Ministry of Health. With respect to any
Information in electronic form, we demand that you copy that Information, securely transfer

those copiesS-22
$.22 and the Ministry and, thereafter, securely destroy such electronic

Information in your possession and confirm such destruction with us.

If you do not return the Information to the Ministry within 10 days of the date of receipt of this
letter or do not otherwise demonstrate, to the Ministry’s satisfaction, that you are not in
possession of the Information, the Ministry may initiate a legal action to recover the Information
and will seek an order that you pay its costs in this action.

If you have shared or transferred any of the Information to a third party, we demand that you
provide us with written particulars of the types of Information that you transferred, the date on
which the Information was transferred, the means by which it was transferred and the name and
contact information of the person or persons to whom you shared or transferred that
Information. If you did not share or transfer the Information, we also ask that you confirm this
in writing. The foregoing particulars or alternatively a written confirmation that you did not
share or transfer the Information are to be provided within 10 days of the receipt of this letter
and should be directed to the following address:

Lindsay Kislock

Assistant Deputy Minister
Chief Information Officer

Ministry of Health

5-1, 1515 Blanshard Street
Victoria, BC V8W 3C8

s.22

’gle Ministrv is continuing its investigation into the unauthorized release of its data $.22

s.

5.22 as well as the ongoing investigation being conducted by the Office of the
Comptroller-General (“OCG”), the Ministry hereby puts you on notice that, notwithstanding the
foregoing request that you securely destroy any Information you hold in electronic form, you are
not to release, transfer or destroy the computers, flash drives and devices which held the
destroyed Information and are also not to destroy any associated emails, documents, notes or
records in any form, whether electronic or written, and wherever located which does not contain
the Information, but which may relate to the matters that are the subject of the Ministry’s
investigation and the OCG’s investigation $.22

5.22
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3.

Please contact Don Rintoul, Director, Health Sector IM/IT Division at 250-952-1244 in order to
determine the appropriate way to securely return the Information to the Ministry or if you have
any questions about the content of this letter.

Sincerely,

Lindsay Kislock
Assistant Deputy Minister
Chief Information Officer
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RECEIVED
SEP 27 2013

DECLARATION

= declare the following:

[Check as many that apply]

E21 am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and propesty which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
_or project for the Ministry, or by any other way through third parties;

&2 1 do not have in my possession or have any Ministry of Heaith information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O thad in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, 5% Floor, 1515 Blanshard
Street, Victoria on:

3 1 had in my possession information as outlined above and have destroyed the following
information.

;I'_hat was in my possession on
C3°} have not shared or transferred any Ministry of Health information or data to a third party.
O tshared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Type of irfermation Transfered Date Inforrnation Shared or Name and Contact Information of
Transferred Peron{s} Information Shared with or
Transfesred to;

e —

s.22

Signed:

Dated:
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“RECEIVED™
SEP 77 201

DECLARATION

I, S.ic declare the following:

[Check as many that apply}

&2 1am notin passession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract

/-c'a"r project for the Ministry, or by any other way through third parties;

[J 1do not have in my possession or have any Ministry of Health information, data or
documents stored on my perscnal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O thadin my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/T Division, 5" Floor, 1515 Blanshard
Street, Victoria on: ;

O thadin my possession information as outlined above and have destroyed the following
information.

That was in my possession on
[} 1have not shared or transferred any Ministry of Health information or data to a third party.
2| shared or transferred the following listed Ministry of Health data or information to the
following listed third parties:

Type of information Transferred Date Information Shared or Name and Contact Information of
Transferred Peron(s) Information Shared with or
' Transferred to:

5.22

5.22
Signed:

Dated: _
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RECEIVER

St DM OFC
&q‘%fﬂﬁﬂ_&*m%wﬁ@/

DECLARATION

s.22

I, deciare the following:

[Check as many that apply]

[d tam notin possession of any Ministry of Health data or information {including, but not
limited to third party personal information) and property which I obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

1 [ do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on & flash drive , external storage device or disc;

[J 1 hadin my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, 5" Floor, 1515 Blanshard

Street, Victoria on:
] 1 had in my possession information as outlined above and have destroyed the following

information.

That was in my possession on

O !have not shared or transferred any Ministry of Health information or data to a third party.
[1 1 shared or transferred the following fisted Ministry of Health data or information to the
following listed third parties:
I Type of information Transferred [ Date Information Shared or Name and Contact Information of
Transfarrad . Peron(s) Infarmation Shared with or
i Transferred to:
i
8.22
: 8.22
Signed:
Dated.
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0870872013 10:27 THEL

AECEIVED™
AUG 13 2013
Hg, "0V DfﬂrféE P

SECTOR AL

DECLARATION

1,8-22 declare the following:

[Check as many that apply]

Iﬁ [ am not in possession of any Ministry of Health data or information (including, hut not
limited to third party personal information) and property which | obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
, or project for the Ministry, or by any other way through third parties;

| do not have in my possession or have any Ministry of Health information, data or
documents s*ored or my personal computer, any external service and/or stored with a
cloud = ice provider, or storéd on a flash drive , external storage device or disc;

[l | hae. ' my pncsession information as cutlined sbove and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, 5% Floor, 1515 Blanshard
Street, Victoria on:

O | had in my possession information as outlined above and have destroyed the following
information.

That was in my possession on

o] I have not shared or transferred any Ministry of Health information or data to a third
party.
ad | shared or transferred the followmg listed Ministry of Health data or information to the

following listed third parties:

“Type of Information Transferred [ Date Information Shared or T Narme and Contact Information of
| ) , Transferred Peron(s) Information Shared with or
: Transferred to:

8.22
Signed: _ _

Dated:
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DECLARATION

s.22

I declare the following:

[Check as many that apply]

[ | am not in possession of any Ministry of Health data or information (including, but not
limited to third party personal information) and property which i cbtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

£l | do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

O | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, 5" Floor, 1515 Blanshard

Street, Victoria on: .
O I had in my possession information as outlined above and have destroyed the following

_ information.

That was in my possession on
1 ] have not shared or transferred any Ministry of Health information or data to a third

party.
] | shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

[ Type of information Transferred Date Information Shared or | Name and Contact information of
Transferred Peron{s) Information Shared with or
Transferred to:

Signed:

Dated:
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AECEIVED™
SEP 0 4 2013

DECLARATION

s.22

I declare the following:

[Check as many that apply]

| am not in possession of any Ministry of Health data or information {including, but not
limited to third party perscna!l information) and property which I obtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract
or project for the Ministry, or by any other way through third parties;

(M I do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

[l | had in my possession information as outlined above and have returned it to Ministry of
Health, Chief Information Officer, Health Sector IM/IT Division, 5" Floor, 1515 Blanshard
Street, Victoria on: .

. I had in my possession information as outlined above and have destroyed the following

information.

That was in my possession on

.

Ld | have not shared or transferred any Ministry of Health information or data to a third
party.
O { shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

Transferred Peran{z) information Shared with or

‘ Type of infarmation Transferred Date Information Shared or Name and Contact information of
' Transferred to:

s.22

Signed:

Dated:
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DECLARATION

s.22 :
) declare the following:

f
[Check as many that apply]

17 Tam not in possession, nor have | ever been in possession any Ministry ol Health data or
information (including. but not limited to third party personal information) and property
which 1 obtained or had access to by virtue of my contract, involvement with a contract ot
work for individuals on a contract or project for the Ministry. ot by any other way through
third parties. |

O [ have securely destroyed the following listed Ministry of Health data or information, and
*do not have in my possession or have any Ministry of Health information, data or documents
stored on my personal computer, any external service and/or stored with a cloud service
provider. or stored on a flash drive . cxternal storage device or disc:

[ I have not shared or translkerred any anistry of Health information or data to a third
parly.
I [ shared or transferred the following listed Ministry of [Health data or information to the
foHlowing listed third parties:
Type o f information " Date Information Name and Contact
Transterred Shared or Trapsferred | Information of Peron(s)

Information Shared with or
Transferred to:

s.22 s.22
Dated: Signed:
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“RECEIVED™
AUG 15 7013

ADM OFFICE ;
eTon

DECLARATION

s.22
f, declare the following:

[Ch'eck as many that apply]

] Iam not in possession of any Ministry of Health data or information {including, but not
limited to third party personal information) and property which | cbtained or had access to
by virtue of my contract, involvement with a contract or work for individuals on a contract

~or project for the Ministry, or by any other way through third parties;

1 I do not have in my possession or have any Ministry of Health information, data or
documents stored on my personal computer, any external service and/or stored with a
cloud service provider, or stored on a flash drive , external storage device or disc;

1 | had in my possession informaticn as outlined above and have returned it to Ministry of
Health, Chief information Officer, Health Sector {M/IT Division, 5" Floor, 1515 Blanshard
Street, Victoria on: .

J I had in my possession information as outlined above and have destroyed the following
information.

- That was in my possession on

= | have not shared or transferred any Ministry of Health information or data to a third
party.
C { shared or transferred the following listed Ministry of Health data or information to the

following listed third parties:

'T\ype of information Transfarred [ Date [nformation Shared or Name and Centact Information of
Transferred Peron(s) Information Shared with or
Transferred to:
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