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Information Management and Information
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~Standards of Conduct and the Policy Directive dated March 21, 2014 entitled
‘Appropriate Use of Government Information and Information Technology
Resources’ and understand my responsibilities regarding the appropriate use of
government information and communications technology.
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_BRITISH
j COLUMBIA

Office of the Chief Information Officer Policy Directive

SUBJECT:
Resources {"Appropriate Use Palicy”}

pite Use of Government Information and mormtinTeclogy

AUTHORITY: Chapter 12 of the Core Policy and Procedures Manual {CPPM)
EFFECTIVE DATE March 21, 2014
Purpose:

The purpose of this directive is to set out the policy requirements that all government employees must

foliow when:

« accessing and managing government infermation {particularly confidential infarmation); and,

* using infermation technology (1T) resources.

Additiona! policies and procedures may be estatifished at the ministry level to support employee
compliance with, and monitoring of, this directive and/or to augment this directive with policies and

procedures specific to that ministry’s information holdings or organizational structure.

Compliance with this directive, and supparting ministry policies and procedures, will ensure that

government information is appropriately protected while remaining accessible to those who need it and
are authorized to access it. Ultimately, appropriate use of government information and IT resources will
ensure that government is able to deliver effective and efficient services to citizens while meeting its

statutory obligations to protect information.

Application:

This poficy applies to all ministries, agencies, boards and commissions reperting or responsible to the

Government of British Calumbia.

Advice on this Directive:

Advice on this Directive can be obtained from the:
Information Stewardship and Palicy Branch
QOffice of the Chief information Cfficer

Ministry of Technology, Innovation and Citizens’ Services

Email: im.itpolicy@gov.bc.ca
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{10 March 21, 2014 Colleen Rice
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Definitions:

The foltlowing key terms are defined below and appear in bold font throughout the document,

Confidential iInformation is a category of Government Information with confidentiality requirements. It
includes, but is not limited to:

s cabinet confidences {for example, a briefing note to Cabinet);

*  government economic or financial information (for example, information about a proposed
administrative plan that has not yet been implemented or made public};

» information harmful to intergovernmental relations (for example, information received in
confidence from another government);

* third party business information, where its disclosure could harm the third party;

s Persanal Information;

s legal advice or law enforcement infarmation,

Device: an IT Resource that can connect (wired, wireless or celiular) to the government network,
including but not limited to computers, laptops, tablets, smartphones, and celiphones.

Employee: an ingdividual working for the Government of British Columbia, including Service Providers or
volunteers.

Government Information: means zll recorded infarmation relating to government business, regardless
of format, that is received, created, deposited or held by any ministry, agency, board or commission
reporting or responsible to the Government of British Columbia.

Information Incident is a single or a series of unwanted or unexpected events that threaten privacy or
informatian security, including a privacy breach or the collection, use, disclosure, access, disposal, or
storage of information, whether accidental or deliberate, that is not authorized by the business owner
of that information.

IT Resources: infermation and communication technologies that include, but are not limited to:
information systems, Devices, and the government electronic network.

Least Privilege: a principle requiring that each subject in a system be granted the most restrictive set of
privileges (lowest clearance) needed to perform their employment duties. The application of this
princigle limits the damage that can result from accident, error or unauthorized use.

Need-to-know: a principle where access is restricted to authorized Employees that require it to carry
out their work. Employees are not entitied to access merely because of status, rank, or office.

Personal Information: is recorded information about an identifiable individual other than {business}
contact information.

q ﬁ Appropriate Use Policy Version 1.0
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Portable Storage Device: is a portable {(or removable} device that is primarily designed to store
electranic information, for example an external hard drive or a USB flash drive,

Protected Government System: 2 computer system in a data centre that has met the approved security
reguirements for the storage of Confidential Information {for example, an Employee’s netwark drives}.
This does not include the hard drives of computers, laptops, tablets, smartphones or other Devices.

Record: is anything that is recorded or stored by graphic, electronic, mechanical or other means,
including books, decuments, maps, drawings, photographs, letters, vouchers, and papers.

Service Provider: means a person retained under contract to perform services for the Government of
Britisb Columbia.
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Roles and Responsibilities:

Deputy Ministers or Equivalent
Deputy Ministers {or equivalent pasitions) are responsible for ensuring that ministry specific palicy and
procedures are developed, where necessary, to suppert the Appropriate Use Policy.

Government Chief Information Officer
The Government Chief Information Officer is responsible for issuing corporate policy, directives and
guidelines on the appropriate use of government IT Resources and Government information.

Ministry Chief Informatian Officers or Equivalent
Ministry Chief Information Officers (or equivalent positions} are responsible for developing ministry-
specific policies and procedures, where necessary, to support the Appropriate Use Policy.

In additicn, Ministry Chief Information Officers are responsible for providing support to supervisors in
their respective ministries to ensure that supervisors have the information and training necessary to
fulfill their responsibilities as set out in this policy.

Supervisors
Supervisors are responsible for ensuring that Employees are made aware of their responsibilities
concerning the appropriate use of Government infarmation and government IT Resources.

They are also responsible for ensuring that Employee access to Confidential Information is based on the
principles of Need-to-Know and Least Privilege and for reviewing that access level annuatly.

They are responsible for ensuring that Employees receive the level of training {including privacy, security
and records management training} necessary to perform their duties.

In addition, supervisors are responsible for approving the downloading of applications and software by
Emplovees. This includes exercising due diligence to ensure that applications and software that are
approved for download meet the requirements of this policy.

Further, supervisors are responsible for approving Employees’ ability to work outside the workplace
with Confidentiat Information and ensuring compliance with the Working Outside the Workplace Policy.

Empioyees
Employees are responsible for complying with this policy and for seeking direction from their
supervisors if they have guestions regarding this policy.
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Policy:
A. General Requirements

1. Employees must comply with the Standards of Conduct for Public Service Employees
when:

a} collecting, accessing, using, disclosing or disposing of Government Information;

b} using IT Resources, whether that use is directly refated to their employment duties
or not; and,

¢) accessing third party hosted sites (e.g. Facebook and Twitter} in a manner that could
be perceived as representing government, For more information on the use of
Sacial Media, please see the Social Media Guidelines.

2. Supervisors must ensure that Employees are made aware of their responsibilities
concerning the appropriate management of Government Information and IT Resources:

a} at the commencement of their employment;
h} when a significant change occurs respecting their access tg, or authorized use of,
Government Information or their use of IT Resources, including but not limited to:
i the issuance a new Device; and
ii. access to a new information database.
¢} when a new or updated version of this directive or similar policy is issued; and
d) annually for Employees that have access to a significant amount of Canfidential
information.

3. Supervisors must ensure that Employees:

a) understand what Confidential information is and the ministry policies and
procedures that must be followed when accessing and managing Confidential
Information; and

b} have received training appropriate to their position respecting the management of
Confidential Information {including privacy, security and records management
training} and what to do if an Information Incident occurs.

For further information on Information incidents please refer to The Information
Incident Management Process.

4. Ministry Chief information Officers {or equivalent positiens) must develop ministry-
specific policies and procedures, where necessary, to support Employee compliance
with, and monitering of, this palicy.
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5. Deputy Ministers {or equivalent positions} must ensure that ministry-specific policies and
procedures are developed, where necessary, to support Employee compliance with, and
monitoring of, this policy.

B. Collection, Access, Use, Disclosure, Storage and Disposal of Government Information

6. Employees must collect, access, use, disclose and dispose of Government Information in
accordance with policy and law. For exampie, disposal of information must be done in
accordance with approved records schedules, and collection, access, use and disclosure
of Personal Information must be in accordance with the Freedom of information and
Protection of Privacy Act and its supporting policies.

7. Supervisors must authorize an Employee’s access to Government Information based on
the principles of “Need-to-know” and “Least Privilege”. Specifically, an Employee should
have access to the least amount of Confidential Information that is necessary to perform
their duties,

8. Supervisors must review an Employee’s level of access to Confidential Information at
least once per year to ensure that their access level remains necessary and appropriate
for the performance of their duties.

8. Employees must not collect, access, use, disclose or dispese of Confidential Information
unless authorized to do so and it is necessary for the performance of their duties.

1C. Employees must respect intellectual property rights. For example, Employees must not
use, reproduce, madify or distribute programs or data if they have not received
permission from the intellectual property owner to do so.

For more information on intellectual property rights please contact the [ntellectual Property
Program.

11. Employees must store electronic Records that relate to government business in
Protected Government Systems.

a} Inextenuating circumstances, an electronic government Record may be temporarily
stored outside of a Protected Government System, as long as the following
conditions are met:

i.  the electronic Record is stored on the system ar Device only as long as is
necessary to deal with the extenuating circumstance;
ji.  atthe first available opportunity, the Record is transferred to a Protected
Government System; and
iii. duplicate copies of any electronic Record containing Confidential
Informatian are deleted from the other system cr Device as soon as
possible.
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b) The requirements set out in subsection {a) do not apply to an email Record that is
automatically stored by government’s email system on an Employee’s Device,

12. Employees are responsible for ensuring that the Confidential information they are
working with is protected. This includes, but is not limited to:

a} storing Confidential Information in Protected Government Systems, as set cutin
section 11, above;

b} physically securing Confidential Information in their workspace {e.g. locked drawers
or cabinets);

¢} only disclosing Confidential information to authorized individuals in a secure
manner according to ministry approved processes (e.g. Portable Storage Devices
should only be used in extenuating circumstances when more secure methods are
not available and must be encrypted); and

d} limiting the ameunt of Confidential Information, particularly Personal Information
{which is subject to legal restrictions), that is disclosed through email.

For further information on encryption standards, please see the Cryptographic Standards for
information Protecticn.

13. Employees may work cutside the workplace with Confidential Information provided that
they have their supervisor's approval and comply with all the provisions of this directive.
in zddition, Employeses must:

a) protect the information, particularly when working in a public environment {for
example, ensuring that information is not viewable or accessible by others);

b} limit the amount of printed materials that are used outside of the workplace
{government Devices are more secure because they are protected with government
security feafures}; and

c} follow the Working Outside the Workplace Policy.

14 If an Information Incident occurs, Employees and supervisors must follow the Information
Incident Management Process which requires the immediate reporting of any suspected or
actual Information Incident {including a privacy breach) to the Office of the Government
Chief Information Officer and to the Ministry Chief Information Officer.
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C. Use and Disposat of Government [T Resources

14. Reasonable personal use of governmant IT Resources by Employees is permitted.
Personal use is reasonable provided that it

a} s fimited during core business hours and does not interfere with the Employee’s
duties and responsibilities;

b) is lawful;

¢} does not compromise the security of government IT Resources or Government
Information; and

d) is not used for personal financial gain.

15. Far privacy reasons and to reduce the cost of electronic storage for government,
Employees must limit the amount of personal Records they store on government
systems.

16. Employees must use their government email accounts when conducting government
business, This inciudes while working outside of the workplace.

In extenuating circumstances, Employees may use their personal emait or other non-
government email, as long as the following conditions are met:

a) acopy of the email is sent to their government email account, ensuring that the
Government Information is stored in a Protected Government System;

b} the emait is immediately deleted from their personal or non-government emait
account as soon as possible after dealing with the extenuating circumstance; and

¢) the amount of Confidential Infarmation collected, accessed, used or disclesed is
limited to the least amount necessary o deal with the extenuating circumstance.

For information on how to access government emaif accounts from a remate location,
please see the Qutloock Web Access guide.

17. Employees must not divulge, share or compromise their own or another Employee's
government authentication credentials {e.g., passwords, access cards, etc.). This includes
not divulging passwords to technical support.

18. Employees must report any lost or stolen Device or access card in accordance with
Chapter 20 — Loss Management of the Core Policies and Procedures Manual (CPPM) and
Procedure L — Loss Reporting of the CPPM.

19. Employees must follow the appropriate policies and procedures when disposing of IT
Resources. For further information, please see the [T Asset Disposition Site.
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D. Access to and Use of Applications and Software

20. Employees must have their supervisor’s permission, and follow the established
procedures, to download or use applications or software from the [Store or the Self-

serve Centre.

21. If an Employee wishes to downioad or use applications or software for government
busingss purposes that are avaitable through the iStore orthe Self-Serve Centre and are
alsc available from another source, the Emplayee must download or access the
application or software from the iStore or the Seli-Serve Centre.

22, Employees must not download or use applications or software for government business
that are not available from the iStore or the Self-Serve Centre without the permission of
their supervisor.

Applications and software that are not available from the iStore or the Self-Serve Centre
may present privacy or security concerns or could impose terms and conditions, such as
indemnification clauses, that are unacceptable to government.

23. Supervisors must not permit an Employee to download or use applications or software
that:

a} are prohibited by the Government Chief Information Officer;
b) present unacceptable privacy or security concerns; or
¢} impose unacceptable terms and conditions.

With respect to section 23{c), supesrvisors should review their procurement
responsibilities in the Care Policy and Procedures Manual - Chapter 6 Procurement
before approving an application for download.

E. Monitoring and Investigations
24. Any collection, access, use, transmission, or disposal of Government Information or use
of government IT Resources, whether for personal reasons or not, may be audited,

inspected, monitored and/or investigated to:

a) maintain, repair and manage IT Resources for the efficient operation of business

systems;

b) meet legal requirements to produce information, inciuding by engaging in e-
discovery;

¢) ensure accessibility of government IT Resources for the continuity of work
processes;

d) improve business processes and manage productivity; and
e} ensure compliance with legislative and policy requirements, including the Standards
of Conduct.
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25. Allegations of inappropriate access, collection, use, disclasure, or disposal of

26.

Government Information or inappropriate use of government IT Resources will be
investigated on a case-by-case basis. Investigations may include, but are not limited to,
the search and/or seizure of IT Resources.

Employees who inappropriately access, collect, use, diselose or dispose of Government
Information or inappropriately use T Resources may be subject to disciplinary action,

including dismissal, cancellation of contract, and/or ether legal remedies.
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GOVERNMENT RECORDS SERVICE GUIDE

R ' L Cirective or approval

- official bissiness, policias, ;s R for particular course of
. “actions, fransactions, or action

~decisions? {E.g., required - ation:or el Draft or revision with

for ongoing legal, fiscal, - . eisiong/approvals. < e youtha map. un':qu‘e information o
- andfor audit purposes;) I & decisions or approvals
R PR Final report or
E ' recommendations
Meeting agenda or
minutes
Policy changes or
R developments
i NO NO Integrat to
understanding a
customer/client

Routine and non-business Drafts and working materials Copies relationship, issue

# J l decision, or project
Work and project pians

Training/conference Drafis or revisions that do ¢ or bee recipient
advertisements not provide information opies (provided you
Event announcements on decisions or approvals re not the main or
Meeting arrangements not aveilable elsewhere

Simple messages re. Duplicates that have

commonplace interactions already been filed, or

{e.g., requast o return a reproduced/summarized

call) in an official record

Copias/extracts for Rough notes and

teference convenience calcutations

Cover memos that do not

add value to attachments

Personal email

Additional Information: Contact your Records Officer or check cut the Records Management website —
see especially the Transitory Records Guide.

ARCS 185-45 RM Guide: Email Decision Diggram Last revised: 2014/12/03
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GOVERNMENT RECORDS SERVICE GUIDE
EMAIL: YOUR RECORDKEEPING RESPONSIBILITIES

Do government records management rules apply to email?

Yes, these standards apply to all types and forms of
government records. The retention and disposition of
email must comply with existing government legislation,
reguiations, policies and standards (e.g., Freedom of
information and Protection of Privacy Act {FOIPPA),
Document Disposal Act {DDA) and Core Policy and
Procedures Manual (CPPM) Chapter 12}. Employees need
to create and keep sufficient records to document work
activities and decisians,

it is important to ensure that significant business emails are:
* (lassified under ARCS, ORCS or another approved schedule.
¢ Filed in the office recordkeeping system (e.g.,physical file folders, LAN, TRIM).
* Retained and disposed of in accordance with approved schedules.

e Accessible to authorized staff and available in response to FOIPPA and
litigation requests.

Do I need to file every email?

No, you do not. Many ernails are only of temporary use and are therefore considered
transitory. Transitory records are typicaily kept for only a short period of time for
convenience or reference use; for preparation of revisions or a final version of a
record; or, to complete immediate and minor transactions.

Transitory records are covered by the cross-government Transitory Records Schedule
(102901). Exampies of transitory emails include;

* Working materials and non-substantive drafis not scheduled elsewhere.

* Duplicate copies retained for reference purposes.

» Messages (e.g., telephone, fax, email, instant messages} that do not document a
decision, activity, or transaction or add any other information needed to meet
financial, legal, audit, or other statutory requirements,

Who is responsible for filing outgoing email messages?

The sender is responsible for filing any significant email and attachments.

Who is responsible for filing incoming email?
You are responsible for determining which of the emails you receive are significant
business records that need to be filed. Consider:

+ [sita personal email? If so, delete it promptly.

¢ s the email of only temparary or transitory use? If yes, then it does not need to
be filed and may be disposed of under the Transitory Records Special Schedule..

ARCS 195-45 Email Responsibilities  Last revised: 2014/02/07 page 1
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GOVERNMENT RECORDS SERVICE GUIDE
EMAIL: YOUR RECORDKEEPING RESPONSIBILITIES

* Do not keep convenience or reference emails longer than the official file copy.

s Were you sent a ‘cc’ {carbon copy) or ‘bee’ [blind carbon copy) copy of the
message? In most cases you can delete this copy once it is no fonger required for
business purposes.

e Was the email widely distributed? Ministry-wide notices, for example are
received by many offices. The initiating office {as the sender) is responsibie for
filing an official file copy. Within each receiving agency or office, the person who
is responsible for the subject or function covered by the email should assume
responsibility for filing an official file copy, if required. Other recipientsin the
agency or office can then manage their copies as transitory.

if you are the main or sole recipient of a significant business email, then file it (with any
attachments) in your office’s recordkeeping system. The source email may then be
treated as redundant and deleted.

1. You and your co-workers have access to the records you need to do your jobs. Email
is classified and filed in the official recordkeeping system, not left inaccessible and
unmanaged in an individual’s emaii folders.

2. Email and all related records are linked together. A complete fiie of a specific
activity, case, or topic is maintained — something that isn't possibie if records are
scattered across various email accounts.

3. Email is disposed of in accordance with approved records schedules.

4. Email server space usage is reduced as duplicate and transitory emalls are premptly
deleted.

5. Autharized staff can locate all records required to comply with FOIPPA or litigation
requests.

Additional Information
Contact your Records Officer or check out the rest of the Records Management website.

ARCS 195-45 Email Responsibilities  Last revised: 2014/02/07 page 2
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- Ministry of

L SRITISHE
COLUMBIA | and Citizens Services

Logistics and Business Services

FREEDOM OF INFORMATION

Presented October 2015
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X Ministuyof
o pryrise | Technology, Innovadon
- COLUMBIA - T and Citizens” Services

FREEDOM OF INFORMATION

. What you need to know about the FOI Act
Records Management

FOI

How the FOI process works

. Trends in FOI

. Calendars

. Open Information

FOI Contacts

® NP oA w N =
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[nnovation

PURPOSES OF THE ACT

Accountability to the Public

» Legislated right to access all government records - specifying limited
exceptions (i.e. make what is commonly referred to as an ‘FOI request’)

Protection of Privacy
* Provides a right of access to individuals own personal information

» Regulates how public bodies collect, use and disclose personal
information

 Right to request correction of personal information

Independent Oversight by the Office of the Information & Privacy
Commissioner

» Conducts reviews on decisions regarding disclosure
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31A ¢+ and Citizens

ACCOUNTABILITY

RIGHT OF ACCESS
TO RECORDS

PRIVACY

PREVENT UNAUTHORIZED
COLLECTION, USE OR
DISCLOSURE OF
PERSONAL INFORMATION

INDEPENDENT OVERSIGHT
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- Ministry of

- Brrrisy | lechnol
Cotinapia L and Cids

WHO IS COVERED BY THE ACT

All provincial ministries, and most provincial agencies, boards, commissions, Crown
corporations and smaller agencies
Local public bodies

¢ School Districts

» Colleges and universities

* Regional health boards

Self-governing professions and occupations
« Teachers
* Doctors

¢ Nurses

» Government is only responsible for requests to BC government ministries
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| Ministry of
i Technology, Innovation

Scrvices BRI - o

IMBIA | Citizens |
WHAT RECORDS ARE COVERED BY THE ACT
All records in the custody or under the control of a public body

What is a Record?

« Any information recorded or stored by any means whether in hard copy or in
electronic format

* Regardiess of content and subject matter, the following are subject to an FOI

request:
o briefing notes o contractor records
o vouchers o email
o telephone records o records on your smart
phone
o notebooks/daybooks o transitory records
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Minist ry of

sk dechnology, Innovation
OLUMBIA - and Cidzens Services

TRANSITORY RECORDS

« Are records of temporary usefulness not required to document
decisions and actions or to support ongoing government business

« Should be regularly deleted as their usefulness ends
(e.g.: transitory emails of no further use can be deleted)

« The Transitory Records Schedule does not apply to personal or
MLA records
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S BRITISH |
© L COLUMBIA |

RECORDS MANAGEMENT

» Records created or received while doing Government business must be
managed according to legislation, litigation requirements and Government
policy and are subject to FOI and Government policy regardless of where
they are located.

« Government email must be conducted using approved Government email
systems, not personal email systems. This is essential for information
security, privacy protection and effective management of the information

« Government records that are not transitory should be filed in the office’s
record-keeping system (e.g., TRIM or LAN) and must not be destroyed
without an approved schedule (e.g., ARCS/ORCS) or before the schedule
allows

» Employees must keep Government records separate from material
relating to ministers’ constituency matters, legislative committee
involvement and other MLA activities. Those, and personal (e.g., family)
records, are not Government records
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- Ministry of

BRITISH 'Ibc.hluﬂf)g}-', Innovarion
ORI Coand Cidzens Services

RESPONSES WITH RECORDS AND NOC
RECORDS

Fiscal Year Number of On-Time Percentage of
Closed Requests Requests No Records
Responses

2009/10 7,750 6,984 21%
2010/11 7,939 7,145 24%
- 2011/12 8,212 7,392 21%
2012113 9524 8325 25%
it 9827 .; 72 P i
201415 8377 eses 1%
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nnovation
; - | - . ~y . .
AL a.nd- Co1tzens b-cif\_-"i Ces

CROSS GOVERNMENT REQUEST — TIMELINES

30 DAYS!

. - 2.Record
| 1. Intake Q-E-Zf_;;fG.atherfﬂ g

| |
| |

- [AQ ~+ Ministry ? + JAO | « JAQ -+ |AO
« Ministry ’ - .+ Ministry |

1 day 12 days 10 days 6 days 1 day
Unless..................
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- Ministry of

O Briis ¢ lechnology, Innovation
CORUMBIA T and C " Services

WHAT HAPPENS WHEN AN FOI REQUEST IS RECEIVED?

» Standard Call for Records Forms and Guidelines for record submissions
are provided to all ministry program areas

» Ministry responsibilities include provision of the following information to
|AO:

o where search for records was conducted (i.e. TRIM files, databases,
off-site records)

o duration of search time by ministry program area
o who conducted the record search

o potential HARMS that could result from disclosure of records
gathered

o ISSUES associated with disclosure of records gathered

o regional locations where records pertaining to this request may
reside
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| .
| Minisery of
|

| Technology, Innovation

A ioand Citizens Se

Section 12 Cabinet confidence
Section 21 Third party business information
Section 22 Personal information

Section 13 Policy advice/reco'mmendatéons
Section 14 Legal advice

Section 15 Law enforcement

Section 16 Intergovernmental relations
Section 17 Financial or economic interests
Section 18 Heritage sites

Section 19 Personal health or safety
Section 20 Information soon to be published
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Ministry of

Brivisi ¢ Jechnology, lnnovation

"OFUMRIA - oand Clrizens' Services

FOI APPROVAL PROCESS

« FOI requests are sent to program areas (ministries) for review
and sign-off

» The DM or delegated head of the public body is responsible for
final sign-off on all requests

« The DM or delegated head of the public body exercises
discretion with respect to disclosure recommendations
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| Technology, Innovation
- and Citizens Services

FOI FAST FACTS

Timeliness was down in 2013/14, but
government is still responding to more
requests on-time than it did prior to
centralization in 2009.

Political party
| requesctis . 2013/14 was the
lncrﬁiao/sein by first year in which
o)
201314, government

| received more
' general than

|

o
2

personal requests.

TR T N AR I . T AT,

Government received
close to 10,000 FOI
requests in 2013/14,a |
25% increase over

2009/10. '

G tam s TR

Government received
1,800 requests for the
calendars of senior
government
officials/employees.
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;‘,l{lllk‘[j I . \,‘ .!['3!1()\"3{&(}11
Corumata +and Citizens” Services

2008/09 1,693 4877 6,570 74
2009/10 2,532 5,122 7,654 90
2010/11 2,756 5,073 7,829 93
2011/12 3,329 5,094 8,423 30
2012/13 4815 5,484 10,299 87
2013/14 5,200 4,400 9 600 74
2014/15 4,124 4,151 8,275 79
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CHANGING NATURE OF FOI APPLICANTS

Requests from Political Parties and Media

3,000 Exterdar-Retuests{PP)

2,500
8 2,000
0 .
] :
- :
5 !
& ; 1,835 Media
5 1,500 : Requests
§ 1,357 ~f~ Patitical Party
-E Requests
2 1,000 1,050
500 4386 A48
39¢
174
0

FY 2007/08 FY 2008/08 FY 2009/10 FY 2010111 FY 2011/12 FY 2012/13 FY 2013/14
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- Ministry of

_ RIS lechnology, Innovadon
o COLUNBIA | and Cltizens” Services

» Government generally receives monthly or bi-monthly requests for DM, ADM and ED
calendars and about 25 positions in the Office of the Premier. In November 2013, calendars
for Ministers’ Office Executive Assistants were included.

QUTLOOK CALENDARS

« Be wary of embedded documents, as the calendar and the attachments have different
life spans

» Ensure calendar consistency and clarity
o be clear about the subject of the meeting and who is expected to attend
o keep the meeting subject concise

+ Keep calendars current
o update the calendar as changes occur
o delete meetings that did not occur or were not attended
o update the calendar to record the names and titles of individual(s) who actually
atiended the meeting as the calendar owner's representative

« Personal appointments
o mark as “private” — details will not show up in a printed copy or to anyone other
than the calendar owner or a delegate
o caution — ensure that only personal appointments are labeled as “private”.
Calendar records must be accurate and are subject to a formal access request
under FOIPPA
o consider deleting “private” or personal appointments immediately after they occur
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SEVERING GUIDELINES - CALENDAR ENTRIES

Blackberry/cell phone numbers for
government employees

“Cabinet” or “Cahinet Retreat”

“Treasury Board”

Accommodation details

Meeting location detaits

Constituency related — any entries in
the Minister’s calendar that relate to
his/her duties as a Member of the
Legislative Assembly (MLA)

360's (executive performance review),
mentoring, EPDP

Severed under section 17 (unless public}

Not Severed

Not Severed

Severed under section 15

Severed under section 15

Out of Scope - under section 3 - As the
office of a Member of the Legislative
Assembly is not a public body, any entries
in a Minister’s calendar that relate 1o his/her
duties as an MLA will be severed as outside
the scope of FOIPPA

Severed under section 22
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. Ministry of

v, Innovation

OPEN INFORMATION
» Introduced July 2011 with policy guidelines

« Qver 5,000 General FOI requests posted (no Personals)

» Qver 1,700 Minister and Deputy Minister travel expense summaries
posted

« QOver 21,000 visits to and 15,000 downioads from the Open
Information website in 2013/14

« Proactively released 48 per cent of eligible general requests in
2013/14

« Requests are exempt from publication due to security concerns
(82 per cent), business information (10 per cent), and personal
information (7 per cent)
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15 Services .

Brad Williams, Executive Director, FOI
Chad Hoskins, Senior Director, FOI

FOI Managers:

Sector

Justice/Social

Central Agencies
Natural Resources
Business/infrastructure
Health/Education
Personals

Intake/Open Information

Manager

Kris Ghag

Cindy Elbahir
Ken Bejcek
Russ Fuller
Maxine Vanzetta
Vivian McDonald
Cindy Kukucska

Contact information

250 357-9807
250 356-7343

250 387-9801
250 952-6355
250 387-0572
2350 387-4503
250 387-9805
250 356-6266

250 387-7356
20
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Good Practice Tips for Managing and Maintaining Calendars

This Good Practice Tips sheet 1s intended to provide tips to employees who are
responsible for managing and maintaining calendars,

General Tips and Good Practices:

0o not sever non personal information out of a calendar, let 1A0 help you.
L1 Avoid the use of any personal or editorializing comments in making calendar entries.

0 Anything to do with the business of government must be shown in the calendar — Monday to
Sunday — 24 hours a day.

L Do net include appointments of other people. {i.e. Minister or Deputy Minister),

Recording Entries;
O Ensure that calendar entries are clear and consistent at time of entry.

[} Be clear about the subject of the meating and who is expected to attend. Keep the meeting
subject concise. More information may lead to unnecessary redaction.

Exampies:
¢ Concise entry - “Meeting with John Smith, €FO, on Citizen Engagement”

This entry can likely be released in full.

& Unnecessary degree of detail — “Meating with john Smith, EFO, re: cabinet submission an
Citizen engagement”

Based on this entry, 1AQ would be required 1o make a determination as to whether to
redact the entty and it would be necessary to cantact the calendar owner’s office, and
possibly the Office of the Premier, for further Information,

O Be consistent at the time of entry — ali those attending the meeting should have the same or
similar calendar entry. When arranging meetings with other staff, provide a standard title for
the meeting and ask that the ather office use this title in recording the meeting - this
promotes consistency across catendars in how the meeting is recorded and relayed to citizens.

#® Tip: Consider using the Qutlook “meeting request function” to schedute meetings; this wit
automatically asslgn the sama title and description to the same meeting.

Perzonal Appointments:

0 Conslder recording personal appointments {doctor or dentist appointments, children’s events,
etc.} as “Private” in the Outlook calendar which means that the printed record will simply
show “private”, but the details of the entry will appear to the calendar owner {and anvone
else with full access to the ealendar},

Gond Practice Tips Related to Calendar Requests é 1
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€ Caution: Ensure that only personal appointments are labeled as private. Calendar records
must be aceurate and are subject to a formal access request under the FOIPPA Act,

B Delete Private or personal appointments after they occur.

4+ Note: Private or persgnal appointments need ta be redacted from a Calendar recard.
Beleting private or personal appointments after the appointment has occurred eliminates
the need for |1AD to redact the record.

Keeping Calendars Current:

[} A calendar is a planning document to record scheduled meetings and events and who is
expected to attend. To promote accuracy and completeness, the calendar record should
abways be current by updating the calendar as changes occur.

Examples:

@ Delete meetings that did not occur, or where the calendar owner (ar their representative)
did not attend;

% Where someone glse attended on behalf of the calendar owner, update the calendar to
record the hames and titles of the individual{s} who actuaily attended the meeting as the
calendar owner's representative,

O Calendars should be maintained when the calendar ownar is on leave or otherwise absant,
Where the absent calendar owner is invited to 2 meeting or event and someecne else attends
on the calendar owner’s behalf, this meeting or event should ba recorded in the calendar
indicating who attended.

Point of Contact for 140:

£ Ministers’, Deputy Ministers' and ADM's offices are asked to designate a primary and
secondary contact for the 1A to respond to questions as necessary.

Sood Practice Tips Related to Calendar Requests l Z
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GOVERNMENT RECORDS SERVICE GUIDE
EMAIL TIPS

1. Keep Messages to a Single Topic

* Create separate messages for separate topics. StandarﬁEmad -
» Don’t mix personal messages with business messages. SubjectKeywords -
» (reate a new email with separate message when an email

chain starts to address more than one topic (see section 5

for more advice).

2. Be Specific in the Subject Line

A
e Create a clear and descriptive subject title/line. - Question:
e Give recipients enough information to quickly manage : é;:ﬁﬁ;

the email. - AsRequested:
s Use the title to indicate actions, purpose and any due dates | - ASPromised:

or status of actions. For example, emails labelled ‘FYV,
‘wark/life’ or ‘Thank You!’ can generally be treated as
transitory records, while those flagged ‘Answer, ‘Question’, ‘As
Requested’, or ‘Follow up’ will often need to be kept and filed.

ThankYoul -

3. Limit the Number of Copies and Recipients

s Limit main recipients to those who are expected to take action or make
decisions based on the message content,

e Use ‘cc’ option when sending messages to recipients for informational purposes
only, i.e., if recipient does not need to comment, retain or reply to the
message.

¢ Avoid using the ‘reply all’ function except in cases where every member on the
distribution list needs to receive the message.

4. Limit the Use of Attachments and Graphics
o Whenever possible, post the attachment to a shared location (e.g. EDRMS
TRIM, shared LAN directory or SharePoint} and send a link,

e Send attachments only to those individuals wha require a copy of the
document {i.e., avoid using large distribution lists and the reply-to-ail icon).
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GOVERNMENT RECORDS SERVICE GUIDE
EMAIL TIPS

5. Manage Message Discussion Chains

Message discussion sequences generally include previous text from the various
senders and recipients to the discussion. This practice creates a complete record,
but can be difficult to manage as new discussions and topics emerge during the
exchange of emails. Here are some metheds for managing chains:

o Indicate if no reply is needed.

o Do notre-send attachments with a reply unless it is necessary.

o Stayon topic. Don't add unrelated material, if the discussion changes

significantly, create a new email instead.

6. Eliminate Junk Mail and Transitory Records

e Delete messages that are only of temporary usefulness, i.e., transitory
messages. These messages are typically needed a short period of time and not
required to document government business. See the Transitory Records Special
Schedule 102901.

e Promptly dispose of junk mail and personal emails. Neither should remain for
long on the government email system.

7. File Official Email and Attachments [Non-Transitory)

Fite needed email and attachments within your office recordkeeping system. Once
the official copy is filed, the source record/email may be treated as redundant and
deleted. It is helpful to include government standard classification numbers (i.e.,
ARCS and QRCS secondary codes) within email messages to facilitate filing and
retrieval,

8. Manage Your Inbox
¢ Handle each message as few times as possible, When you open it, decide
whether you will deal with it, delegate it, or delete it.

e Create special folders in your inbox for outstanding email that cannot be
actioned immediately.

Additional information
Contact your Records Officer or check out the rest of the Records Management website.

464
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GOVERNMENT RECORDS SERVICE GUIDE
TRANSITORY RECORDS

Many records do not need to be retained. The Transitary Records Schedule authorizes

you to dispose of records of temporary value as soon as their business use ends. This

guide will help you identify these records.

What is a transitory record?

Transitory records are records of temporary usefulness that are needed only for a
limited pericd of time in order to complete a routine action or prepare a final record.

As with ali records, they can exist in any format or medium (paper or efectronic}, and
can be created and shared using a variety of technologies {e.g., email, soclal media, Live

Meeting, SharePoint, wikis}.

Transitory records are not required for financial, legal, audit or statutory purposes and

are not regularly filed in the office recordkeeping system.

They do not need to be filed using the Administrative Records Classification System
{ARCS) or vour office’s Operational Records Classification System (ORCS).

[Examples of transitory records:

advertising material
announcements of social events

copies created for convenience/reference purposes

meeting arrangements
personal messages

o 0D O Q0 € 0 ¢ o O

final record

o drafts and revisions that are not needed to document decisions and associated

approvals
o routine correspondence about drafts and revisions

\X/ho can apply this schedule?

You can! You simpily need to use your judgment to determine whether a record is, or is
net, transitory. The authority to identify transitory records is delegated to each BC

government employee.

cc copies (unless you are the main staff member responsible for the matter}

email conveying an attachment {providing it doesn’t add value to the attachment)

simple messages reflecting commaonplace interactions {e.g., a request to call someone)
outlines, calculations, preliminary notes and other rough content used to prepare a

H destroy any transitory records that
" relevant to a FOIPPA request o legal discovery, -

1

&

ARCS 195-45 Transitory Records Guide Last revised: 2014/03/28
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GOVERNMENT RECORDS SERVICE GUIDE
TRANSITORY RECORDS

\What isn't a transitory record?

A record’s content and context determines whether it is transitory, not its farmat or
storage medium. If an email, significant draft, or other record is essential to
understanding government business, e.g., haw a particular decision was reached, then
the record is non-transitory and must be kept.

Nan-transitory records need to be filed and saved in accordance with the appropriate
government records schedule (i.e., ARCS/ORCS classification).

Examples of non-transitory records;

o work unit activities documentation (e.g., work schedules, assignments, etc.)

o useful information that heips explain the history of a relationship, decision or
project

o drafts or revisions with information about a decision or associated approvals that

is unavailable elsewhere (e g., directions to change a proposal and recommend a

different course of action)

a final report with recommendations

formal communication about official business

policies and directives

decision records, instructions, and advice

meeting agendas and minutes

documentation of a policy matter or how a case was managed

documentation of initiation, authorization, or completion of business transactions

documentation that is evidence of a significant action {e.g., verification or

approval to proceed)

O o0 Cc o G 0 o0

\Why Managing Transitory Records Is Important

By promptly removing transitory records, employees are better able to identify and file
key records into their office recordkeeping system, where they can be easily found. As
well, government avoids unnecessary costs for storing and processing transitory
records.

Additional Information
Contact your Recards Officer or check out the other Rivi Guides.

ARCS 195-45 Transitory Records Guide Last ravised: 2014/03/28 GRS Guide page 3
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GOVERNMENT RECORDS SERVICE GUIDE
TRANSITORY RECORDS

- WHAT

Records of

~ SHORT DEFINTION

. EXAMPLES

Messages {e.g., email, vcicemail, instant

Records-created or
Short-term received for messages) that are not required fo
Use informational purposes document a decision, action, or
only; OR convenience transaction
capies for reference or Duplicate copies, partial copies or
ease of use (i.e., the extracts no longer needed for reference
official copy has been PUrpOSES
filed in the office :
recordkeeping system) Input source documents no fonger required |
Working Preliminary versions Drafts and revisions that provide no
Materlals, and supplementary information on decigions or approvals that
Drafts, and documentation used to cannot be found elsewhere
Revisions prepare a final Rough notes, calculations, outlines, lists of
document, which ideas or suggestions
DO NOT indicate new .
decisions or provide Newsl;::aperslor‘magazmesl use:d for ‘
approvals and are ot com;plimg g[aliy news clippings’ (physical
specified in another or efectronic)
records schedule {e.g.,
ARCS or your ORCS)
Advertising  Advertising and Company profiles, pamphlets
and  promotional material ** " "o piract mailfemail notices and butleting
Promotional ~ from businesses or Catal
Material from  business professionals atalogues
the Private which DOES NOT relate Free trial CDs and DVDs
Sector to a transaction with a Course and seminar announcements
private sector pravider
Supplies of Stocks of publications Blank forms, including blank e-forms and
BC and blank forms which e-templates
Government  have no further Blank stationary with out-of-date
Publications  usefulness information
and Blank 0 s .
Forms ut-of-date published material (e.g.,

pamphlets, brochures, and newsletters)

GRS Guide

ARCS 195-45 Transitory Records Guide Last revised: 2014/03/28 page 4
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- and Clitizens Services

Logistics and Business Services

RECORDS MANAGEMENT
AND
FREEDOM OF INFORMATION

Presented September 2015
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- Ministry of
Technolo gy, Innovation

FREEDOM OF INFORMATION

1. The Act
2. Records Management
3. How the FOI Process Works
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- Ministry of

v. Innovartion

Accountability

Right of access to
records

Privacy

Prevent unauthorized
collection, use or
disclosure of personal
information

Independent oversight
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- Ministry of

. Technology, Innovation
¢ and Citizens” Services

R R IS o T R R

PURPOSES OF THE ACT

Accountability to the Public

+ Legisiated right to access all government records - specifying limited
exceptions (i.e. make what is commonly referred to as an 'FOI request’).

* Independent review of the decisions made under the Act (OIPC).

Protection of Privacy
» Provides a right of access to individuals own personal information.

* Regulates how public bodies collect, use and disclose personal
information.

+ Right to request correction of personal information.
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- Ministry of

- Technology, Innovation
' Citizens' Services

ENTITIES COVERED BY THE ACT

All provincial ministries, and most provincial agencies, boards, commissions,
Crown Corporations and smaller agencies.

Local Public Bodies

» School districts, colleges and universities
* Regional health boards

Self-Governing Professions and Occupations
 Teachers

* Doctors

* Nurses

» Government is only responsible for requests to BC government ministries
o NOT MLA offices, Speaker’s office, Crowns, efc.
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All records in the custody or under the control of a public body.

What is a Record?

« Any information recorded or stored by any means whether in hard
copy or in electronic format.

» Regardless of content and subject maiter, the following are subject to
an FOIl request:

o briefing notes o contractor records

o vouchers o email

o telephone records o records on your smart phone
o notebooks/daybooks o transitory records
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- Ministry of

BRI " Technology, Innovarion
COLUMBIA ¢ and Citizens Services

RECORDS MANAGEMENT

Records created or received while doing Government business must be
managed according to legislation, litigation requirements and Government policy
and are subject to FOI and Government policy regardless of where they are
located.

» Government email must be conducted using approved Government email
systems, not personal email systems. This is essential for information security,
privacy protection and effective management of the information.

« Government records that are not transitory should be filed in the office’s
record-keeping system (e.g., TRIM or LAN) and must not be destroyed without
an approved schedule (e.g., ARCS/ORCS) or before the schedule allows.

« Employees must keep Government records separate from material relating to
ministers’ constituency matters, legislative committee involvement and other
MLA activities. Those, and personal (e.g., family) records, are not Government

records. .
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Ministry of

RECORDS SCHEDULES |

» Executive records schedule includes all government business of
ADMs and above, including Ministers’ offices.

« Retention period for executive records is typically 10 years after
business use has ended.

« ARCS are administrative records common to all program areas
(e.g., competition files, financial information) and the retention period
IS typically around 7 years.

+ ORCS are program specific business records with a retention period
typically under 10 years.
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Ministry of
BriTisH - lechnology, Innovarion
COLUMBIA ¢+ and Citizens' Services

TRANSITORY RECORDS

« Are records of temporary usefulness not required to document
decisions and actions or to support ongoing government business.

« Should be regularly deleted as their usefulness ends (e.qg.,

transitory emails of no further use or convenience copies of
submission or briefing notes can be deleted).

« The Transitory Records Schedule does not apply to personal or
MLA records.
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Use government email accounts for government business.

Keep email inbox up to date.

Retain records that document government decisions in your office’s
electronic filing system — email sender is generally responsibie for
retaining the original. -

Regularly eliminate transitory records (e.g., personal emails,
duplicates, working materials or non-substantive drafts).

10
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- Ministry of

IRITISH Technology, Innavation
COLUMBIA | and Cirizens Services

WHAT HAPPENS WHEN AN FOI REQUEST IS
RECEIVED?

Ministry responsibilities include provision of the following information to
IAO:

« where search for records was conducted (i.e. TRIM files, databases
off-site records);

« duration of search time by ministry program area;
 who conducted the record search;
« potential harms could result from disclosure of records gathered;

+ issues associated with disclosure of records gathered;

regional locations where records pertaining to this request may reside.

1
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.
. Ministry of
- Technology, Innovation

- and Citizens' Services

Section 12 Cabinet confidence
Section 21 Third party business information
Section 22 Personal information

Section 13 Policy advice/recommendations
Section 14 Legal advice

Section 15 Law enforcement

Section 16 Intergovernmental relations
Section 17 Financial or economic interests
Section 18 Heritage sites

Section 19 Personal health or safety
Section 20 Information soon to be published

12
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- Minisuy of
Technology, Innovation
and Cirizens Services

SECTION 12

» Section 12 is a mandatory section of the Act that enables Cabinet
Committees to discuss issues in confidence.

« The head of a public body (e.g. the DM) must refuse to disclose
information that would reveal the substance of deliberations
(implications, options, advice, etc.) of Cabinet Committees.

» Section 12 does not apply to background explanations or
analysis to Cabinet if the decision has been made public, has been
Implemented, or five or more years have passed since the decision
was made or considered. The ‘Substance’ still remains withheld.

13
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" FOI APPROVAL, PUBLICATION & APPEAL

» FOI requests are sent to program areas (ministries) for review and
sign-off.

* The DM or delegated head of the public body exercises discretion
with respect to disclosure recommendations.

« The DM or designate signs-off the final version of the request before
it is released to the applicant.

 Applicant has the right to appeal to OIPC.
» General FOI requests are posted to the Open Information site.

« I{ is important to consider that broader release gives more people

access to the information in the FQOI release. y
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Ministry of
riTisH - Jechnology Innovation
DLUMBIA Cirize

CONTACTS

Wes Boyd, ADM, Logistics and Business Services 250 508-5791
Brad Williams, Executive Director, FOI 250 387-9807
Chad Hoskins, Senior Director, FOI 250 356-7343

FOI Managers:

Sector Manager

Justice/Social Vicki Hudson 250 356-0845
Central Agencies Cindy Elbahir 250 952-6355
Natural Resources Kris Ghag 250 356-5702
Business/Infrastructure Russ Fuller 250 387-4503
Health/Education Maxine Vanzetta 250 387-9805
Personals Vivian McDonald 250 356-6266
Intake/Open Information Cindy Kukucska 250 387-7356

15
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Ministry of

Technology, Innovation
and Citizens' Services

QUESTIONS ?

16
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FREEDOM OF INFORMATION BEST PRACTICES FOR MINISTRIES

FOI Roles and Responsibilities and General Best Practices

Ministries and IAD — 3 Partnership

The processing of Freedom of Information {FOI) requests is a partnership befween BC Gavernment
ministries whese records are requested and Government’s FOI service provider - Information Access
QOperations {{AQ). The respective roles and responsibilities are assigned to the parties that are best-
positionad te undertake them; i.e.:

s Ministries have custody and control of their records, and are the “knowledgeable owners” of
those records. They are best-positioned to determine whether their records are responsive to
applicants’ requests, and whether release of information in those records will result in harms,

+ JAQ holds the expert knowledge of the Freedom of Information and Protection of Privacy Act
(FOIPPA) and how it can be applied in various situations, and provides advice and guidance to
client ministries regarding the application of FOIPPA.

This document describes recommended best practices for ministries to employ in carrying out their FOI-
related responsibilities. The attached Appendix provides & high level summary of the respective roles
and responsibilities of both IAQ and ministries in working together to process FOI requests,

Ministry FQI Coardinatgr/Centra! Point of Contact

A dedicated, in-house FOI Coordinator is recommeanded for ministries, to enabte them tc meet their
statutory obligations to respond on time to ever-increasing FOI request volumes, The FOI Coordinator
ensures that all ministry responsibilities regarding the processing of FO! requests are assigned,
understood and completed; provides clear advice and direction to ministry program areas; and serves as
the ministry's central point of contact with 1AO. FOI Coordinator responsibilities and best practices are
described further in subsequent sections of this document.

Electronic Sharing and Transmission_of Records Saves Time and May Reduce Errors

FOIPPA legislates very tight timelines and strict deadlines for responding to FOI requests. The statutory
obligations that must be met during these time frames are considerable, leaving little time for records to
be in transit. Electronic sharing and transmission of records is recornmended to minimize “downtime”
while records are in transit, and to facifitate concurrent reviewing of records by ministry officials.
Electronic transmission also facilitates the tracking of records’ whereabouts and control over document
versions, which reduces the risk of releasing incorrect records.

FO! is a Government Priority

Giving FOI a high profile in ministries is a recommended best practice. The Importance of FOl can be
profiled in executive communications 1o ministry staff. Some ministries include FOI as a standing
agenda item at executive meetings.
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Record Gathering Best Practices

FOI Caordinator's Role

When |AO receives FOI requests for records of its client ministries, |1AD prepares and sends a Call for
Records to the appropriate ministry’'s FOI Coordinator with a requested response date. Itis
recommended that each ministry maintains a central FO! e-mailbox for this purpese. The ministry FOI
Coordinator reviews the Call for Records and then forwards the Calt to the ministry program area(s) that
are likely to have records that are responsive to the applicant’s request. The FOI Coordinator receives
and organizes all responses from the program areas; reviews them for accuracy and completeness, and
follows up with program areas when information provided is incomplete or unclear; removes duplicate
records; and then sends the complete ministry package back to |1AO. Should the program areas have
differing opinions on what needs to he provided, the FOI Coordinatar discusses the issue with the
relevant parties and then provides IAQ with clear ministry direction.

Managing Timefines

FOIPPA establishes a 30 business day time frame for responding to most FO! requests {with limited
provisions to extend deadlines or put requests gn hold temporarily}. FOlis a complex process, and there
is potential for delays at all stages. It is recommended that all steps in the FO1 pracess be completed
with appropriate due diligence as expeditiously as possible. Time saved in the Record Gathering stage
may be needed in later stages of the process to keep the FOI request from going overdue. Overdue
requests can cause considerable additional work for ministries, and those should be avoided to the
extent possible.

Duty to Assist and Adeguate Search

FOIPPA establishes a duty to assist FO! applicants. This duty involves making every reasonable effort to
assist applicants and responding without delay to each applicant openly, accurately and completely. The
duty to assist is shared by 1A0 and its client ministries, and is facilitated by good communication
between the parties.

Most duty to assist complaints from FOI applicants pertain t¢ adequacy of search. Adequate search
involves making reasonable interpretations of applicants’ FO! requests, requesting clarification when
applicamts’ requests are unclear, and then performing a reasonable search for the requested records.

In fimited circumstances, the duty to assist reguires ministries to create a record.

Fee Estimating

FOIPPA permits the charging of limited fees for certain activities pertaining to the processing of FOI
requests for general records (not personal records). As most applicants prefer to receive their records
electronically, FOL fees are charged primarily for time spent locating, retrieving and producing
responsive records; and for preparing records for disclosure; at a rate of 330 per hour. (Per FOIPPA, the
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first three hours spent iocating and retrieving records, and any time spent reviewing responsive records
for harms or severing are provided free of charge.)

When total fees con an FOI request are estimated at $50 or more, FOI Coordinatars are encouraged to
send their ministry’s fee estimate information to JAO as quickly as possible, to enable 1AQ to send the
fee estimate to the applicant, which stops the FOI clock until the applicant respands. Record gathering
an files with fees should begin when the required deposit or fee is paid, or when the fee is waived.

FOI applicants have the right to challenge fee estimates and to complain to the Office of the Information
and Privacy Commissicner about same; therefore, fee estimates should reflect reasonable estimates of
chargeable work that will be required to process individual FOI requests.

Responsive Records Only

While FQIPPA requires ministries to conduct a thorough search for records requested through FCI, it is
important to provide ONLY records that respond to the applicant’s reguest. Providing additional recards
that are not responsive to the applicant’s request causes delays in the processing of that request,
increasing the likelihood that the ministry will not meet its statutory deadline to respond.

Complete Call for Records Form

Recipients of Calls for Records are requested to complete all ministry sections of the Call for Records
form and to send that completed form with the responsive records to the FOI Coordinator, for review
and forwarding to IAQ. The ministry sections of the Call for Records form are:

» Section 1: Initial Records Assessment - Compiete this section for alt FOI requests.

s Section 2: Fee Estimate — Complete this section for all general FOI requests where the total
estimated fees for the MINISTRY are $50 or more {check with FOI Coordinator if unsure).

» Section 3; Search Summary and Program Area Recommendations — Complete the search
summary field for all FOI requests, including “no records responses” 1o demonstrate that the
ministry exercised due diligence in determining its response. Complete the “harm” sections (the
appropriate check box and the description field) if responsive records are located {see the
Harms Assessments paragraphs below).

» Section 4: Contact information — Complete this section for all FOI reguests.

Harms Assessments

Completion of the abave-referenced “harm” sections of the Call for Records form is critical. When doing
this, ministries are not being asked to sever records or to identify applicable sections of FOIPPA. As the
“knowledgeable owners” of their records, ministries are being asked to identify information in the
records that could reasonably be expected to cause harm if released, and to identify the typels) of
anticipated harm. Mast of the FOIPPA exceptions to disclosure are harms-based. IAD reviews the
ministry-supplied responsive records and accompanying harms assessments, and provides ministries
with informed recommendations an how FOIPPA may be applied correctly to sever information that
meets the stipulated harms tests.
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An example of a harms assessment statement is “If the cost estimate figures in Schedule 1 of Document
A are released, this will reveal and harm the ministry’s negotiating position for the upcoming round of
contracts”. Depending on the content and context of the referenced record, {AD likely would respond
to this harms assessment by recommending that the referenced cost estimate figures be severed from
the record under FOIPPA section 17 {disclosure harmful to the financial or economic interests of a public
body).

Cabinet Canfidences

FOIPPA section 12 requires severing of information that would reveal the substance of deliberations of
Cabinet or its committees from records that are released through FOL. Where responsive records have
heen prepared for, or used to inform, a decision of Cabinet ar any of its committees, ministries need to
identify the applicable records and to answer the following two guestions:

1. What is the status of the issue that went to Cabinet or one of its committees?
2. Has the decision been made public or implemented?

The Call for Records farm asks ministries 1o inciude this information in the Harms Assessments that they
provide with their responsive records to |IAC. This information enables 1A0 to recommend appropriate
section 12 severing to ministries.

Sign-off Best Practices

FOI Coordinatot’s Role

Once 1AQ has completed its review of the ministry-provided responsive records and harms assessments
(and any necessary external consuitations or notifications), JAQ prepares and sends an FOI sign-off
package {through the ministry’s central FGI e-maitbox if it has one) to the ministry FO1 Coordinator. The
FOI Coardinator manages the ministry's internai FO! sign-off process, by routing the sign-off package
through the appropriate ministry officials to the “delegated head” with authority to sign-off on that
particular FOIl response (see Delegate Sign-off Authority paragraph below}. The FOI Coordinator
investigates sign-off delays, and advises IAC if changes to the sign-off package are required by the
"delegated head”. When sign-off is obtained, the FOI Coordinator e-mails the completed sign-off
package/approval back to |AQ.

Managing Timelines

Six business days are noticnally allocated for ministry FOI sign-offs, but this time period might be
reduced when the statutory response date is approaching or increased for large and complex files if
sufficient additional time is available. 1AD needs time to do a final check of all FCI response packages
after sign-offs are received from ministries and before records are released to applicants. These final
checks are necessary to minimize the likelihocd of privacy breaches or other information incidents. Hf
FOI sign-offs are not sent to IAQ until the statutory response dates, there may not be time for |AC to do
the necessary final checks that same day, in which case, responses to applicants will go out late.
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Delegate Sign-off Authority to Lowest Level Based an Risk

FOIPPA section 66 permits the head of a public bady to delegate his or her FOIPPA-related
responsibilities and authorities to other persons or positions. 1t is recommended that Deputy Ministers
delegate their FOIPPA-related responsibilities and authorities to the lowest level organizational positions
with which they are comfortable, based on risk. Delegating to the most approprizte level expedites FOI
processing by providing ministries with the flexibility to allow incumbents of specified lower level
positions to exercise authorities and sign-off on responses to low risk FOI requests; but it does not
preciude the incumbents of positions at higher levels in the same lines of authority, including Deputy
Ministers, from exercising their authorities or signing off on select FOI responses.

Limit Internal Signatures Required before Sign-off

It is recommended that ministry “delegated heads” limit the number of internal signatures that they
require before signing off on FOI responses, as requiring multiple internal signatures prior to sign-offs
increases the likelihcod that responses to FOI applicants will be late. FOIPPA’s very tight timelines do
not facilitate multiple internal approvals prior to formal ministry sign-offs.

Complaints and Reviews Best Practices

Time is of the Essence

FOI applicants have the right to file 2 complaint or request a review by the Office of the Information and
Privacy Cammissioner (OIPC) when they are dissatisfied with the processing of an FOI request. For
example, applicants may question or challenge: the adequacy of search for requested records; FOI fees
estimated or collected; the severing applied to records that are released; or the failure to respond to an
FOI request by the statutory deadline {an “alleged deemed refusal”). When applicant complaints or
requests for review are received, ministries and 1A0 need to work with the QiPC to resolve the issue(s)
raised as expeditiously as possibie. Issues that cannot be resolved o an applicant’s satisfaction may be
referred to inquiry, which is 2 time-consuming process involving legal counse! that can be very costly to
ministries.

Resoive through Mediation where Possible

When the CIPC opens a review or complaint file, it may request through 1AO copies of correspondence
with the applicant, or it may send a list of questions about the processing of the FOI file st various
stages. Depending on its initial findings, the OIPC may request that the ministry reconsider its earlier
decisions to sever or withhold records. Working in partnership with I1AO to respend to those OIPC
questions and requests as quickly as possible can lead to an early resolution of the issuels) and prevent
the file from going to inquiry.

Comaply with OIPC Orders

When FO! applicant compleaints and requests for review go to inguiry, the usual result is an OIPC order.
Freguently these orders are to reiease records. OIPC orders have the force of law and must be carvied
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aut within the time frames stipulated in those orders {unless a judicial review is requested befere the
deadline). Please work with 1A0 to comply with all OIPC orders.
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Appendix: ROLES AND RESPONSIBILITIES FOR PROCESSING FOI REQUESTS

PREAMBLE: The processing of FOI requests is a partnership betweeniAG and: 1ts
ministries. The respective roles and responsibilities for this process are assigned to the parties
that are best-positioned to undertake them; i.e.:

It is assumed that both parties will make the best use of availabie technology to streamline the
process.
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Logistics and Business Services

RECORDS MANAGEMERNT
AND
FREEDGM OF INFORMATION

Presented September 2015

FREEDOM OF INFORMATION

1. The Act
2. Records Management
3. How the FOI Process Works
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Accourtability

Right of access to
records

Privacy

Prevent unauthorized
collection, use or
disclosure of personal
information

Independent oversight

PURPOSES OF THE ACT

Accountability to the Public

« | egistated right to access all government records - specifying limited
exceptions (i.e. make what is commonly referred to as an 'FOI request’).

* Independent review of the decisions made under the Act (OIPC).

Protection of Privacy
* Provides a right of access ta individuals own personal information.

« Regulates how public bodies collect, use and disclose personal
information.

+ Right to request correction of personal information.

2
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ENTITIES COVERED BY THE ACT

All provincial minigtries, and most provincial agenciaes, boards, commissions,
Crown Corporations and smaller agencies,
Local Public Bodies

= School districts, colleges and universities

* Regicnal health boards

Self-Governing Professions and QOccupations
+ Teachers

+ Doctors

* Nurses

» Government is only respansible for requests to BC government ministries
o NOT MLA offices, Speaket’s office, Crowns, etc.

WHAT RECORDS ARE COVERED BY THE ACT

All recards in the custody or under the contrel of a public body.

What is a Record?

= Any information recarded or stored by any means whether in hard
copy of in electronic format.

» Regardless of content and subject matter, the following are subject to
an FOI request:

o briefing notes o contractor records

o vouchers o emall

o telephone records o records on your smart phone

6 notebooks/daybooks o transitory recards s

3
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~ RECORDS MANAGEMENT

Records created of received while doing Government business must be
managed according to legislation, litigation requirements and Government policy
and are subject ta FOI and Government policy regardiess of where they are
logated.

+ Government email must be conducted using approved Government email
systems, not personal emait systems. This is essential for information security,
privacy protection and effective management of the Information.

« Government records that are not transitery should be filed in the office’s
record-keeping system {e.g., TRIM or LAN) and must not be destroyed without
an approved schedule {(g.g., ARCS/ORCS) or befare the schedule zllows.

« Employees must keep Government records separate from material relating to
ministers’ constituency matiers, legislative commitiee involvement and other
MLA activities. Those, and personal (e.g., family) records, are not Government
records.

T

«  Executive records schedule includes all government business of
ADMs and above, including Ministers' offices.

« Retention period for executive records is typically 10 years after
business use has ended.

« ARCS are administrative records common to all program areas
{e.g., competition files, financial information) and the retention period
is typically aroung 7 years.

» (QRCS are program specific business records with a retention period
typicaily under 10 years.

4
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TRANSITORY RECORDS

+ Are records of temporary usefulness not required to document
decisions and actions or to support ongoing government business.

+ Should be regularly deleted as their usefulness ends (e.g.,
fransitory emails of no further use or convenience cepies of
submission or briefing notes can be deleted).

+ The Transitory Records Schedule does not apply to personal or
MI.A records.

BEST PRACTICES FOR EMAIL

+ Use government email accounts for government business.
+  Keep email inbox up {o date.

* Retain records that document government decisions in your office's
electronic filing system — email sender is generally responsible for
retaining the original,

+ Regularly eliminate transitory records (e.g., personal emails,
duplicates, working materials or non-substantive drafts).

i0
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WHAT HAPPENS WHEN AN FOI REQUEST IS
RECEIWVED?

Ministry responsibilities include provision of the following information to
AQ:

« where search for records was conducied {i.e. TRIM files, databases
off-site records);

= duration of search time by ministry program area;

»  who conducted the record search;

» potential harms could resuli from disclosure of records gathered;

- issues asscciated with disclosure of records gathered;

+ regional locations where records pertaining to this request may reside.

1"

Section 12 Cabinet confidence
Section 21 Third party business information

Section 22

Personal information

Section 13 Paiicy advicefrecommendations
Secticn 14 Legal advice

Section 15 Law enforcement

Section 16 Intergovernmenial relations
Section 17 Financial or economic interasts
Section 18 Heritage sites

Section 13 Personal health or safsty
Section 20 Information soon to be published

6
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SECTION 12

» Section 12 is a mandatory section of the Act that enables Cabinet
Committees to discuss issues in confidence,

= The head of a public body {e.g. the DM) must refuse to disclose
information that would reveal the substance of deliberations
(impiications, options, advice, etc.) of Cabinet Committees.

+» Section 12 does not apply to background expianations or
analysis to Cabinet if the decision has been made public, has been
implemented, of five or more years have passed since the decision
was made or considered. The ‘Substance’ still remains withheld.

FOI APPROVAL, PUBLICATION & APPEAL

« FOI requests are sent to program areas (ministries) for review and
sign-off.

» The DM or delegated head of the public body exercises discretion
with respect {o disclosure recommendations.

» The DM or designate signs-off the final version of the request before
it is released io the applicant.
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